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Abstract—This paper introduces a robust image 

watermarking technique for the copyright protection. The 

proposed method is based on 3-level discrete wavelet 

transform (DWT). Encoded secret image using spiral 

scanning is hidden by alpha blending technique in LL sub 

bands. During embedding process, secret image is 

dispersed within LL band depending upon alpha value. 

Encoded secret images are extracted and decoded to 

recover the original secret image. The experimental 

results demonstrate that the watermarks generated with 

the proposed algorithm are invisible and the quality of 

watermarked image and the recovered image are 

improved. The scheme is found robust to various image 

processing attacks such as JPEG compression, Gaussian 

noise, blurring, median filtering and rotation. 

 

Index Terms—Image watermarking, 3-level DWT, 

wavelet transform, attacks, mean square error (MSE), 

peak signal to noise ratio (PSNR). 

 

I.  INTRODUCTION 

The development of effective digital image copyright 

protection methods have recently become an urgent and 

necessary requirement in the multimedia industry due to 

the ever-increasing unauthorized manipulation and 

reproduction of original digital objects. The new 

technology of digital watermarking has been advocated 

by many researchers as the best method to such 

multimedia copyright protection problem [1]. It is 

expected that digital watermarking would have a wide-

range of practical applications in digital cameras, medical 

imaging, image databases, and video-on-demand systems 

etc.  

Digital watermarking deals with information hiding 

which is used to hide proprietary information in digital 

media like photographs, digital music, or digital video [2-

3]. The ease with which digital content can be exchanged 

over the Internet has created copyright infringement 

issues. Copyrighted material can be easily exchanged 

over peer-to-peer networks, and it has caused major 

concerns to content providers engaged in producing the 

contents. 

For an efficient watermarking method, it should be 

robust to compression, filtering, rotation, scaling 

cropping, and collusion attacks among many other digital 

processing operations. The existing digital image 

watermarking techniques can be grouped into two major 

classes namely Spatial domain Watermarking and 

Transform Domain Watermarking techniques. In 

comparison with spatial domain techniques [4], 

transform-domain watermarking techniques (DWT) are 

generally more effective in terms of the imperceptibility 

and robustness requirements of digital watermarking 

algorithms [5-6]. A transform domain technique is 

proposed which shows greater robustness to common 

signal distortions. The main advantage of the proposed 

wavelet-based technique lies in the method used to 

embed the watermark in low frequency band using 

blending technique. Performance improvements in DWT-

based digital image watermarking algorithms could be 

obtained by increasing the level of DWT. 

 

II.  RELATED WORK 

This section highlights research works related to digital 

watermarking used for digital images. The existing 

contributions in terms of their findings and limitations 

have been reported.  

Mistry [6] introduced digital watermarking methods- 

Spatial domain (like LSB) and transform domain (like 

DCT, DWT) methods. The spatial domain is the normal 

image space, in which a change in position in image 

directly projects to a change in position in space. Ex.-

Least Significant bit (LSB) method. Transform Domain 

method produce high quality watermarked image by first 

transforming the original image into the frequency 

domain by the use of Fourier Transform, Discrete Cosine 

Transform (DCT) or Discrete Wavelet transforms (DWT). 

It was observed that that transform watermarking is 
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comparatively much better than the spatial domain 

encoding. Transform based methods are very efficient 

and having more robustness for image processing attacks. 

Gunjal [7] introduced a complete overview of digital 

image watermarking in spatial as well as transform 

domain. This paper focuses on quality factors essential 

for good quality watermarking, performance evaluation 

metrics (PSNR and Correlation Factors) and possible 

attacks. Overview of several methods with spatial and 

Transform domain watermarking was presented along 

with detailed mathematical background and their 

implementations. Comparative results of Digital Image 

Watermarking using least significant bit (LSB) method, 

discrete cosine transform (DCT) and discrete wavelet 

transform (DWT) method report that DWT based 

technique could achieve more robustness than other 

techniques. Hence more number of research works are 

being carried out in this category of watermarking 

technique. 

Blossom et al. [8] proposed a DCT based 

watermarking scheme which provides higher resistance to 

image processing attacks. In this approach, the watermark 

is embedded in the mid frequency band of the DCT 

blocks carrying low frequency components and the high 

frequency sub band components remain unused. 

Watermark is inserted by adjusting the DCT coefficients 

of the image and by using key. Watermark can then be 

extracted using the same private key without resorting to 

the original image. However, the robustness and value of 

PSNR were found not satisfactory. 

Hong et al. [9] proposed a robust digital watermarking 

scheme for copyright protection of digital images based 

on sub-sampling. The watermark is a binary image, 

which is embedded in discrete transform coefficient of 

the host image and not used in the original image. In this 

scheme, chaotic map was used in watermarked image. 

The result of watermark image is good and robust to 

attack. 

Xia et.al [10] proposed a watermarking scheme based 

on the Discrete Wavelet Transform (DWT). The 

watermark, modeled as Gaussian noise, was added to the 

middle and high frequency bands of the image. The 

decoding process involved taking the DWT of a 

potentially marked image. The watermarks were 

extracted and correlated with sections of the original 

watermark. If the cross-correlation is more than threshold, 

then the watermark gets detected. Otherwise, the image 

was decomposed into finer and finer bands until the entire, 

extracted watermark was correlated with the entire, 

original watermark. Performance analysis shows that 

DWT is more robust to attack than DCT. 

Akhil et al. [11] proposed Discrete Wavelet Transform 

watermarking. The watermark embeds into salient 

features of the original image using alpha blending 

technique. The embedding and extraction of watermark is 

depend only on the value of alpha. All the results 

obtained for the recovered images and watermark  are 

identical to the original images.  

Luo et al. [12] proposed a fast and robust JPEG domain 

image watermarking method that utilizes spatial masking. 

The watermarking algorithm is implemented in the 

compressed domain, and can also be implemented 

efficiently for real-time images. In order to achieve a 

real-time watermarking capability, the proposed method 

avoids several computation steps associated with JPEG 

compression. Experiment result shows that the 

watermarked image is robust to JPEG compression, 

different kinds of noise and image cropping attacks. 

Kundur et al. [13] decomposed binary logo through 

DWT. The watermark is scaled by a salience factor, 

computed on a block by block basis, depending on local 

image noise sensitivity. It is then repeatedly added to the 

sub-bands of DWT decomposition of host image. Visual 

masking is thus exploited up to only block resolution. A 

binary code is embedded by suitably quantizing the 

coefficients of detail bands. For watermark recovery, the 

embedded binary code is estimated by analyzing 

coefficients quantization. Hu et al. [14] proposed an 

invisible watermarking technique based on DWT in the 

dual watermarking system to provide additional 

protection for visibly watermarked images. This paper 

describes the properties and requirements of such an 

invisible watermark, and then, gives the details of the 

watermarking algorithm. The experimental results have 

shown that the proposed algorithm is very effective to 

verify the ownership of visibly watermarked image [15-

19]. 

Most methods found in literature are highly complex 

and involve multiple execution stages.  This paper 

presents a simple methodology to hide a grayscale image 

within another grayscale image using 3-level DWT and 

blending technique. This is tested against different attacks 

such as frequency attack (like JPEG compression, 

Gaussian noise, blurring, and median filtering) and 

geometrical attack (like rotation). 

 

III.  DISCRETE WAVELET TRANSFORM (DWT) 

Discrete Wavelet transform (DWT) is a mathematical 

tool for hierarchically decomposing an image [9]. It is 

useful for processing of non-stationary signals. The 

transform is based on small waves, called wavelets, of 

varying frequency and limited duration. Wavelet 

transform provides both frequency and spatial description 

of an image. Unlike conventional Fourier transform, 

temporal information is retained in this transformation 

process. DWT is the multi-resolution description of an 

image the decoding can be processed sequentially from a 

low resolution to the higher resolution [10]. The DWT 

splits the signal into high and low frequency components 

and the high frequency part contains information about 

the edge components, while the low frequency part is 

split again into high and low frequency parts. [19-25]. In 

two dimensional applications, for each level of 

decomposition, we first perform the DWT in the vertical 

direction, followed by the DWT in the horizontal 

direction. After the first level of decomposition, there are 

4 sub-bands: LL1, LH1, HL1, and HH1. For each 

successive level of decomposition, the LL sub-band of 
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the previous level is used as the input. To perform second 

level decomposition, the DWT is applied to LL1 band 

which decomposes the LL1 band into the four sub-bands 

LL2, LH2, HL2, and HH2. 

To perform third level decomposition, the DWT is 

applied to LL2 band which decompose this band into the 

four sub-bands – LL3, LH3, HL3, HH3. This results in 10 

sub-bands per component. LH1, HL1, and HH1 contain 

the highest frequency bands present in the image tile, 

while LL3 contains the lowest frequency band. The three-

level DWT decomposition is shown in Fig.1. 

 

 

 

 

 

 

  

 

 

 

 

Fig. 1: 3-Level discrete wavelet decomposition. 

DWT is currently used in a wide variety of signal 

processing applications, such as in audio and video 

compression, removal of noise in audio, and the 

simulation of wireless antenna distribution [8-12]. The 

decomposition level is very important factor in digital 

image watermarking. 

 

IV.  WATERMARK ATTACK 

To test the robustness of the proposed algorithm 

against attacks, watermarked image tested with different 

attacks like- JPEG compression, Gaussian noise, median 

filtering, blurring and rotation attack [16]. The JPEG 

Compression is applied with quality factor where the 

quality means the amount of degradation in the image to 

indicate the robustness of the proposed schemes against 

JPEG compression. The Gaussian noise is applied over 

the watermarked image with zero mean and 0.0002 

variance, where the variance of the noise is a function of 

the image intensity values in the watermarked image.  The 

Median filter searches the radius of a pixel selection for 

pixels of similar brightness, discarding pixels that differ 

too much from adjacent pixels, and replaces the center 

pixel with the median brightness value of the searched 

pixels. The blur filter smoothen transitions by averaging 

the pixels next to the hard edges and shaded areas in an 

image. Rotation applying a small degree of rotation on 

the watermarked image will lead to a full damage to the 

watermark information [22-25]. 

 

V.  PROPOSED WATERMARKING TECHNIQUE 

DWT technique is proposed as a new watermarking 

algorithm. The algorithm is divided into two main parts, 

watermark embedding and watermark extraction. 

A.  Watermark Embedding process 

In this stage, the gray scale host image is read and 2D, 

and 3-level DWT is applied to the image which 

decomposes image into low frequency and high 

frequency components. Similarly, 2D and 3-level DWT is 

also applied to the watermark image which is to be 

embedded in the host image. The technique used for 

inserting the watermark is alpha blending [11, 15]. In this 

technique the decomposed components of the host image 

and the watermark are multiplied by a scaling factor and 

are added. Since the watermark embedded in this paper is 

perceptible in nature or visible, it is embedded in the low 

frequency approximation component of the host image. 

The watermarked image is obtained as:  

 

WMI k*(LL2) q*(WM2)                
(1) 

 

where WMI = low frequency component of watermarked 

image, LL3 = low frequency component of the original 

image obtained by 3-level DWT, WM3 = low frequency 

component of Watermark image, and k, q = Scaling 

factors for the original image and watermark respectively 

[17].  

After embedding the cover image with watermark 

image, 3-level Inverse discrete wavelet transform is 

applied to the watermarked image coefficient to generate 

the final secure watermarked image. Fig. 2 shows 

watermark embedding process 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2:  Watermark Embedding Process. 

B.   Watermark Extraction process 

Now, 3-level DWT is applied to watermarked image 

and cover image which decomposes the image into sub-

bands. The watermark is recovered from the watermarked 

image by using alpha blending: 
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RW  (WMI-k*LL3)                       
(2) 

 

where RW= Low frequency approximation of recovered 

watermark, LL3= low frequency approximation of the 

original image, and WMI= low frequency approximation 

of watermarked image. 

After extraction process 3-level Inverse discrete 

wavelet transform is applied to the watermark image 

coefficient to generate the final watermark extracted 

image. Fig. 3 shows the final watermark extraction 

process. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3:  Watermark extraction technique. 

VI.  EXPERIMENTAL RESULTS 

We have used grayscale image of Fruits as cover image 

and the peppers image as the watermark which are shown 

in Fig. 4 (a) and Fig. 4 (b) respectively. Both the images 

are of equal size of 256×256.  

 

 
(a) Original Image 

 

 
(b) Watermark 

Fig . 4: Original and Watermark image  

For embedding of watermark in the original image the 

selected value of scaling factor k is 0.98 and of q is 0.009. 

Fig. 5 and Fig. 6 depict the watermarked image and 

recovered image respectively using 3-level DWT. 

 

watermarked image

 

Fig. 5: Watermarked images using 3-level DWT. 

 

Fig. 6: Recovered image.  

We tested the performance of proposed methods by 

applying different attacks like- JPEG Compression, 

Gaussian noise, Median filtering, Blur filter and Rotation. 
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Table I and Table II highlight the performance of 3-level 

DWT watermarking under different attacks. 

Table 1 Comparison of CC, MSE and PSNR values of watermarked 

image under different attacks. 

 

Types of Attack 

 

CC 

 

MSE 

 

PSNR 

 

No attack 

 

0.9999 

 

01.808 

 

45.557 

 

JPEG  

Compression 

 

0.9876 

 

96.581 

 

28.282 

 

Gaussian noise 

 

0.9225 

 

6.10e+02 

 

20.272 

 
Median filtering 

 
0.985 

 
1.16e+02 

 
27.497 

 

Blur Effect 

 

0.995 

 

47.556 

 

31.358 

 

Rotation 

 

0.999 

 

02.841 

 

43.596 

Table 2.  Omparison of Cc, Mse and Psnr Values of the Recovered 
Image under Different Attacks 

 

Types of Attack 

 

CC 

 

MSE 

 

PSNR 

 
No attack 

 
0.9999 

 
05.347 

 
45.557 

 

JPEG  
Compression 

 

0.9875 

 

96.471 

 

28.287 

 
Gaussian noise 

 
0.9225 

 
6.10e+02 

 
20.272 

 

Median filtering 

 

0.9852 

 

1.16e+02 

 

27.497 

 
Blur Effect 

 
0.9946 

 
47.556 

 
31.358 

 

Rotation 

 

0.9999 

 

02.841 

 

43.596 

 

It can be observed that 3-level DWT algorithm is 

robust to different attacks. Under normal conditions, 

when there is no attack, the verification accuracy has 

highest performance and least against Gaussian noise. 

The experiment results of Level-3 DWT watermarking 

method under JPEG Compression, Gaussian noise, 

Median filtering, Blur filter and Rotation attack have 

been compared in terms of PSNR value in Fig. 7.  

 

 

Fig 7. Comparison of PSNR value of watermarked images under 

different attack 

VII.  CONCLUSIONS 

This paper presents a complete overview of Digital 

Image Watermarking techniques in transform domain (3-

level DWT). This technique can embed the invisible 

watermark into salient features of the image using alpha 

blending technique. Experiment result shows that the 

quality of the watermarked image and the recovered 

watermark depend only on the scaling factors k and q. 

The DWT watermarking is resilient to frequency attacks 

and least robust to Gaussian noise.  
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