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Abstract. A usual way to construct block ciphers is to apply several
rounds of a given structure. Many kinds of attacks are mounted against
block ciphers. Among them, differential and linear attacks are widely
used. In [18,19], it is shown that ciphers that achieve perfect pairwise
decorrelation are secure against linear and differential attacks. It is pos-
sible to obtain such schemes by introducing at least one random affine
permutation as a round function in the design of the scheme. In this pa-
per, we study attacks on schemes based on classical Feistel schemes where
we introduce one or two affine permutations. Since these schemes resist
against linear and differential attacks, we will study stronger attacks
based on specific equations on 4-tuples of cleartext/ciphertext messages.
We give the number of messages needed to distinguish a permutation
produced by such schemes from a random permutation, depending on
the number of rounds used in the schemes, the number and the position
of the random affine permutations introduced in the schemes.
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1 Introduction

Differential cryptanalysis on encryption schemes was invented in the early 90s
by Biham and Shamir who applied it against DES [1, 2]. Then Matsui developped
linear cryptanalysis against DES [9, 10]. Differential cryptanalysis exploits the
high probability of certain occurrences of plaintext differences and differences
into the last round of the cipher. Consider two inputs M’ and M" with cor-
responding outputs Y’ and Y”. The input difference is AM and the output
difference is AY. In an ideally randomizing cipher the probability that a par-
ticular output difference AY occurs given a particular difference input AM is
QL where n is the number of bits of M. Differential cryptanalysis seeks to ex-
ploit a scenario where a particular AY occurs given a particular input difference
AM with a very high probability. Linear cryptanalysis tries to take advantage
of high probability occurrences of linear expressions involving plaintext bits, ci-
phertext bits and subkey bits. Both methods use pairs of plaintext/ciphertexts.
They allowed to produce attacks on classical Feistel schemes with random func-
tions [7,8,14] or random permutations [6,17], unbalanced Feistel schemes with
expanding [5, 16, 20] or contracting functions [13, 15], Misty schemes [3, 11], gen-
eralized Feistel schemes of type 1, 2 and 3 [12]. In [18,19], Vaudenay showed
that if a block cipher has perfect pairwise decorrelation, then it is secure against
linear and differential attacks. We recall that a function F' has perfect pair-
wise decorrelation if for any x; # 2, the random variables F'(z1) and F'(z2)
are uniformly distributed and independent. Affine permutations are examples of
functions achieving perfect pairwise decorrelation. Now suppose that we have
r independent ciphers C1,...,C,. If one of these cipher has perfect pairwise
decorrelation, then C' = C,.o...0C] has also perfect pairwise decorrelation ([18,
19]). Thus if one of the ciphers is an affine permutation, then C' has perfect pair-
wise decorrelation and is secure against linear and differential cryptanalysis. This
gives a method to construct ciphers that are secure against linear and differential
attacks. COCONUT and PEANUT ([18]) are examples of such schemes: they are
of the form C5 0 C5 0 Cy where C and C5 are any ciphers and C5 performs per-
fect pairwise decorrelation. In [13], the authors studied the security of schemes
of the form C5 o1 o C7 or ¥ o C7 where C7 and Cy are pairwise independent
permutation (they achieve perfect pairwise decorrelation) and ¢ is a balanced
Feistel scheme or an unbalanced Feistel scheme with contracting functions. By
Vaudenay’s result, we know that again these schemes are secure against linear
and differential cryptanalysis. But we can consider different types of attacks. For
example, we may have specific relations on tuples of cleartext/ciphertext mes-
sages. In this paper, we will study these kind of attacks on a family of schemes
that are secure against linear and differential cryptanalysis. We will see that we
can use 4-tuples of cleartext/ciphertext messages. We consider schemes of the
form ¥ o ¢, ¢ oW o @, U 0 oW where @, are affine permutations and
P, 4, W are classical Feistel schemes with respectively d, d;, ds rounds. We
will denote these schemes as A-Feistel schemes. As far as we know, no systematic
study of attacks has been done on this family of schemes. We will study Known
Plaintext Attacks (KPA) and non adaptive Chosen Plaintext Attacks (CPA-1).



We introduce an affine permutation at the beginning, at the end, inside the Feis-
tel scheme, or both at the beginning and at the end. Thus, by symmetry, we will
obtain results for Known Ciphertext Attacks (KCA) and non adaptive Chosen
Ciphertext Attacks (CCA-1). The affine permutations and the functions used in
the Feistel schemes are keyed dependent. With our attacks we want to distin-
guish a random permutation from a random permutation produced by a scheme.
For some of our attacks, we will make a precise analysis of standard deviation.
The paper is organized as follows. In section 2, we define our schemes that we
name A-Feistel schemes. In section 3, we describe our best KPA and CPA-1 on
schemes with one affine permutation. We show that it is possible to attack up to
3 rounds after the affine permutation with a number of messages less than 22"
and then we describe attacks against generators of permutations. We did some
simulations of our attacks. The results of these simulations are given in sec-
tion 3.4. In Section 4, we present attacks on schemes for which we apply first an
affine permutation, then a Feistel scheme with several rounds and again an affine
permutation. Appendices A and B are devoted to the computation of standard
deviations. In appendix C, it is shown that A-Feistel permutations have even
signature. This allows attacks by the signature when all the cleartext/ciphertext
pairs are known.

2 Preliminaries

2.1 Notation

We use the following standard notations. The number of messages is denoted
by m. The set of the 2™ binary strings of length n is denoted by {0,1}". For
a,b € {0,1}", [a,b] will be the string of length 2n of {0,1}?" which is the
concatenation of a and b. For a,b € {0,1}", a®b stands for bit by bit exclusive or
of @ and b. The composition of functions is denoted by o. The set of all functions
from {0,1}™ to {0,1}" is F,,. Let f be a function of F,,. Let L, R, S and T be
elements of {0,1}". We define ¥(f)[L,R] = [S,T] & S=Rand T = L& f(R).
More generally, let d be an integer and f1, fa,..., fqa be d functions of F,,. We
set: U4(f1, ..., fa) =¥ (fa) o oW(f2) o¥(f1). The permutation WI(fi,..., f4)
is called a “Feistel scheme with d rounds” and is denoted by ¥¢.

2.2 A-Feistel schemes

We now define A-Feistel Schemes. We consider an affine permutation from {0, 1}2"
to {0,1}%". Tt is written under the form: M — A.M @ ¢ where A € GL(2n, K)
and ¢ € {0,1}?". In order to construct an A-Feistel scheme with “d rounds”, we
use one or two affine permutations and a classical Feistel scheme with d rounds.
Here d is related with the Feistel scheme. Let ¢ and ¢’ be affine permutations,
an A-Feistel scheme with d rounds is one of the following permutations: ¥4 o ¢,
oWl Wk opoWh with dy+dy = d or ¢ oW%oyp. Since A is a linear permutation
from {0,1}2" to {0,1}?", it can be represented by a matrix, still denoted by A.



We will write A under the form: il ﬁ ) where each A; € M(n x n,Fs). We

also set ¢ = [e1, ¢2] where ¢; € {0,1}".
We introduce the internal variables that appear in the different rounds of
A-Feistel schemes.

1. ¥loyp
LR %5 [P.Q) " 1@, x "B X1, X7
(fd 1) [Xd 2 Xd 1] (fq) [S T]

Thus we have introduce internal variables: P = A.L & As. R P ¢y, Q =
Ag.L@A4.R@CQ, )(1 = P@fl(Q), X2 = Q@fQ(Xl) and fOI'j Z 3,
X1 =X1"2¢g fj(inl).

2. powd

iz, R " (g, x1) Y [x1, x?)..

W(f_d_>1) [Xd_Q,Xd_l] V(fq) [

X4 XY 28, T
Here we have the internal variables: X! = L& f1(R), X? = R® f2(X*') and
for j >3, X9 = X972 @ f;(X771). Since we apply ¢ at the end, we have:
S = Al.Xdil D AQ.Xd b, T= A3.Xd71 D A4.Xd D co.

3. w2 oapOLDdl with di +ds = d

[L7R] %) [R,X ] Lp(f2) [Xl X2] W(ﬁ%) [Xdl_l,Xdl]
i} [P7 Q] W(ﬁi;rl) [Q,Xd1+1] W(ﬁiiﬂ) [Xd1+17Xd1+2] - ‘I/(fd1+d2 [S T]

The internal variables are: X' = L @ f1(R), X? = R® fo(X*') and for
3 <5< dy, X7 = Xi—2 D fj(Xj_l), P = Al.Xd_l @AQ.Xd ®ec, Q =
A3 X @ AL XD g, XTI = P& fy, 11(Q), XN = QD fu, 42(XNHT).
We also have § = X@+d2=1 and T = Xhtde=2 gy £, ) (Xtdz—1),

4. o' oWlop

W(

iL,R] %5 [P,Q] " [0, x1) Y x1, x?). ..

W(f_d—>1) [Xd—Q)Xd—l] ¥ (fq )[Xd 1 Xd] [S T

The internal variables are: P = A1.L ® As. R® c1, Q = A3.L ® A4. R P co,
X'=P& f1(Q), X> =Q & f2(X") and for j >3, XV = X/72 & f;(X771).
Finally S = A|. X" '@ AL X, T = A, X1 A). X & d.



2.3 Overview of the attacks.

We present attacks that allow us to distinguish a permutation computed by
the scheme from a random permutation. Depending on the number of rounds,
it is possible to find some relations between the input and output variables.
These relations hold conditionally to equalities of some internal variables due
to the structure of the scheme. Our attacks consist in using 4-tuples of plain-
text/ciphertexts and in counting the number N of these 4-tuples that satisfy the
relations between the input and output variables. We then compare Nicheme,
the number of such 4-uples we obtain with an A-Feistel scheme, with Nperm,
the corresponding number for a random permutation. The attack is successful,
i.e. we are able to distinguish a permutation generated by an A-Feistel scheme
from a random permutation if, by the Chebyshev’s inequality, the difference
|E(Nscheme) — E(NMperm)| is larger than both standard deviations o(Nperm) and
0 (Nscheme), where E denotes the expectancy function. This gives the number of
messages needed for the attack. In order to compute E and o for a scheme and
a random permutation, we need to take into account the fact that the structures
obtained from the plaintext/ciphertext 4-tuples are not independent. However,
their mutual dependence is very small. To compute o (Nperm ) and o(Nscheme ), we
will use this well-known formula (see [4], p.97), that we will call the “Covariance
Formula”: if x4, ...x,, are random variables, then if V represents the variance,
we have V(i_, #i) = Soimy Viw) + 2300 Y0,y [B(ws w)) — Bw:) E(ay)].
Examples of computations are given in Appendices A and B.

3 A-Feistel schemes with one affine permutation

3.1 One affine permutation and a Feistel scheme with one round

W (f1)oe. Let [L, R] denote the input. The output is denoted by [S, T']. Then we
have [L, R] — [P, Q] — [S, T], where P = Al.L@AQ.R@Cl, Q = A3.L@A4.R@CQ,
S = Q and T = X! = P@fl(Q) and fl er F,. Thus S = AgL@A4R@ Co.

CPA-1 with 4 messages. We choose L1, Lo, Ry, Ry such that Ly # Ly and Ry #
Rs. Then we construct the four following messages: [L1, R1], [L1, Rs], [L2, R1] and
[L2, Ro]. Let us write [S1, Th] = ¥(f1) o p[L1, Ral, [S1,T1] = ¥(f1) o ¢[L1, Ra],
[S2,Ts] = ¥(f1) o p[La, Ro] and [S5,T4] = ¥(f1) o ¢[L2, R1]. With an A-Feistel
scheme, the probability to obtain Sy & S} & Sy @ S, = 0 is equal to one. For a
random permutation, the same probability is about 2% Thus we need 4 messages
to distinguish a random permutation from a permutation of the form ¥ (f1) o ¢.

KPA with 2" messages. We can transform the previous CPA-1 into a KPA. With
2™ messages, by the birthday paradox, we can obtain with a good probability
L1, Lo, Ry, Ry such that Ly # Lo and Ry # Ry. As previously we construct the
outputs [S1, 111, [S1, 1], [S2, T2] and [S5, T5]. Then we check if S1® S| @S Sh, =
0. The probability to obtain this value is one with an A-Feistel and 2—1” for a
random permutation.



@ o ¥(f1). Let [L, R] denote the input and [S,T] denote the output. We have
[L,R] — [R,L D fl(R)], — [S, TL where S = AlR D AQ(L D fl(R)) D cy and
T=A3.R® AL & f1(R)) & ca.

CPA-1 with 4 messages . We choose again L1, Ly, Ry, Ry such that Ly # Lo and
R; # Ry and we construct the 4 messages [L1, R1], [L1, Ra], [L2, R1], [L2, Ra].
Then with a permutation of the form @ o¥(f;) we obtain S1 &S] ®Se® S5 =0
and T & T ® T & Ty = 0 with probability one. With a random permutation
the probability to obtain theses equalities is about 22%

KPA with 2" messages. We transform the previous CPA-1 into a KPA as previ-
ously and we need again 2" messages to distinguish a random permutation from
a permutation of the form ¢ o ¥(f1).

3.2 One affine permutation and a Feistel scheme with two rounds

U(f2)oW(f1)o . Here, the output is given by [S, T| with S = X! = P® f1(Q)
and T = X2 = Q@ fo(P @ f1(Q)) where fi, fo €g F,. Remind that P =
Al.L D AQR@ C1, and Q = AgL D A4R@ Ca.

CPA-1 with 2% messages. We choose only 2 values for L: L and L. Then, we
choose approximately %.2% distinct values for R;. Therefore we can construct
about m ~ 2% messages. We count the number N of (R;, R;) values, R; # R;

such that with the 4 following messages:

i: [Li,Ri), @' [La,Ri] j: [L1,Ryl, §': [La, Ryl

we have S; @ S; © Sy @ Sj = 0.

We are going to show that for an A-Feistel scheme, this number A is at
least twice the number we get for a random permutation. Since for a random
permutation, we have Nperm ~ %7 we will be able to distinguish when the
probability to have Nperm > 1 is not negligible, i.e. when m > 23 (we can also
try another [Ly, Lo]; for each [Ly, Lo] the probability of success of this attack is
not negligible). For A-Feistel schemes, the condition on the outputs may appear
at random as well. They also may happen due to condition on the internal
variables. First we notice that the conditions on the inputs imply:

Pi@Pj@Pi/@Pj/ZOaHinEBQjEBQi/@Qj/:0 (1)

Thus we get S; © S; © Sy © Sy = f1(Qi) © f1(Q;) © [1(Qi) © f1(Qyr). The

equality (1) implies the following equivalences:

Qi=Q; e Qi=0Q; (2
Qi=Qr = Q;=Q;y (3)
Qi=Qy e Qy=0Q; (4



Thus if we have Q; = Q; or Q; = Q, or Q; = Qj, we will obtain S; ® S; ®
Sy @ Sj/ =0.
We will use the following proposition whose proof is straightforward.

Proposition 1 Suppose that L; = Lj, Ly, = Ly # L;, R; = Ry, and R; = Ry #
R;. Then we have the following properties:

1. Qi = Q; & As(R; ® Rj) = 0. Thus if Ay is a bijection, this condition will
never be satisfied since R; # R;. If Ay is not a bijection, then the probability
to have (2) is greater then % Indeed, it is easy to check that if dim ker(A4) =

t then the probability that R; @ R; € ker(A4) = 22—:1 = 2n1,t > %
2. Q; = Qi & As(Ly ® Ly) = 0. Thus if As is a bijection, this condition
will never be satisfied since Ly # Lo. Again, if As is not a bijection the
probability to have (3) is greater than % since it is equal to 5 L where

= dim(ker(A3)).
3. The condition Q; = Qg is not related to conditions on the dimension of the
kernels of either Az or Ay. Thus this condition is satisfied with probability

1
about 5o

If A3 and A4 are bijective, we can only have Q; = Q,. We obtain NM;cheme =~ 72"—:

Thus Nicheme 18 at least twice Nperm and we get a CPA-1 with m ~ 27 messages

when both A3 and A4 are bijective. When Aj is not bijective and A4 is bijective,

then we have Nscheme ~ 72%2 + #Z_f, and m ~ 2% (11; is also possib]e to

have Ajs bijective and Ay not bijective). If As and A4 are not bijective, then
n—t

Nischeme = 72”72—# g7 + ggn—r and m =~ min(2*z-,2"7).

Remark 1: In [13], it is proved that for d = 2, there is security against all
adaptive chosen plaintext attacks (CPA-2) when the number of queries is m <
2% . Since for d = 2, we have a CPA-1 with 2% messages, the bound is tight.
In their scheme, the authors use first a pairwise independent permutation and
then a Feistel Scheme with 2 rounds. As said before, an affine permutation is an
example of a pairwise independent permutation.

KPA with 2% messages. The previous attack can be transformed into a KPA
with complexity O(2%): we count the number A of (i, ,',j') such that

Li=1L; Ri = Ry , . , L=
{Ly:Lj/?éLi and{Rj:Rj/;«éRi and S; @ S; Sy ® S5 =0

4
We have Nperm =~ To5 and Nicheme = 5957 for a A-Feistel permutatlon when

As and A, are bijective. Therefore this KPA succeeds when m ~ 2°1 . As in the
previous CPA-1, if we want to take into account the properties of the kernels of

Az and Ay, we obtain m ~ min(2% %t t72m)

poP(fz) oW(f1) Here, after one round the output is [R,L @& f1(R)]. Let
= R ® fi1(R). After the second round of a Feistel scheme, the output is



[X1, X?] where X2 = R@® fo(X!). Then after the affine permutation, we obtain
S = Al.Xl @AQ.X2 +c1 and T = Ag.Xl D A4.X2 =+ Co.
We first describe a CPA-1 with 23 messages. We proceed as in the case ¥(f3) o
U (f1) o . We choose only 2 values for L: Ly and Lo. Then, we choose approx-
imately %.2% distinct values for R;. Therefore we can construct about m ~ 2%
messages. We count the number N of (R;, R;) values, R; # R; such that with
the 4 following message: i : [L1, R;], ' : [Lo,Ri] j: [L1,R;], j : [L2, Ryl
we have S$; @ S; @Sy @Sy =0and T; &1 @ Ty ® T = 0. When we have an A-
Feistel scheme, the conditions on the inputs imply that X} @ X} @X} @X}, =0.
If we impose X! = X} (or X} = X7, or X! = X}), then we will obtain
X?oXiaXl o XJ2 = 0 and the conditions on the outputs will be satisfied .
The probability to have X} = X}, is about 5. Notice that the conditions on the
outputs may also happen at random and in that case the probability is about
2%”. Thus Neheme == % + % X g}—: For a random permutation, the probability
to get S; ®S; ® Sy ® Sy =0and T; ®T; & Ty & Tj = 0 is about 5 and we
have J\/perm ~ ;’5—2 Thus with m ~ 2% messages, the attack succeed and we can
distinguish an A-Feistel scheme from a random permutation.
This CPA-1 can be transformed into a KPA with 2% messages.

Remark 2: Here we do not need to take into account the properties of the
kernels of A3 and Ay.

W(f2) o p o W(f1). Let as usual [L, R] denote the input. Then we have: S =
Q=A3R® AL fi(R)) and T = P& f»(Q) with P = A;.R® A3 (L & f1(R)).
We give a CPA-1 with 4 messages. We choose 4 messages [Li, Rq],[L1, Ra],
[Lg,Rl], [LQ,RQ] such that L1 7é L2 and Rl 75 RQ. Then again we check if
S1 @ S; @S @S5 = 0. The probability to obtain this equality is equal to one
with a scheme and to 2% with a random permutation.

We can transform this attack into a KPA with 2™ messages.

Remark 3: In the next attacks, and in order to simplify the presentation,
we will assume that Az and Ay are bijective. It is not difficult to study the other
possibilities. The properties of the kernels of A3 and A4 are not involved when
the scheme ends with the affine permutation.

3.3 One affine permutation and a Feistel scheme with three rounds

W (f3)oW¥(f2) 0¥ (f1)ow. We have the following values: [L, R] — [P, Q] —
[Q, X' — [X',X?] — [S,T]. Here,the output is given by [S,T] with S =
X2=Q® fi(XY) and T = X3 = X! @ f3(X?) where f1, fo, f3 €r F. Remind
that Pe Ay L@ Ay R ey, Q= Ayl Ay B ey amd X1 = P b £1(Q).

KPA with 2% messages. We want to count the number N of (i, 7, k, £) such that

{Lk—Le;éLi and{Rj_RHAR,. and $; & 5; © S © S¢ =0



When we have a random permutation, E(Nperm) =~ 145 (Appendix A), and
when m ~ 2%, we obtain from the computations of Appendix A, that 0 (Nperm) =
0(25” ). With an A-Feistel scheme, these equalities may happen at random or

because there are some conditions which can be satisfied by internal variables.
For example, we may have the following conditions:

Li=1L; R; = Ry, Qi =Q
{Lk:LH«éL and{ = 4and{Xi1:X}orXi1:X;

It is also possible to have no condition on the ); values and 2 conditions on
the X} values (for example X! = X; and X} = X}). Thus, using the com-
putations performed in Appendix B, we get E(Nscheme) = 4_"21% + 0(;2—1), and
U(Nscheme) - 0(27”

5; ). We can distinguish an soon as the difference of the mean

values is greater than both standard deviations, i.e. 26” < m . This means we
2% =2

must have m ~ 25",

CPA-1 with 2°%" messages. The previous KPA can be transformed into a CPA-1.
We choose all the possible [L, R] such that the first % bits of L are equal to 0.
Therefore we have 2% - 2" = 2% possible inputs. We keep the same input and
output conditions. Here E(Nperm) =~ 4";; and o(Nperm) = O(;ﬁ—i) since each
collision on L has probability about 2,}/2 The computation of the variance is
similar to the computation done for the KPA. For an A- Feistel scheme, we get
E(Nscheme) = ﬁil +O(;’;4L) = ;ffn) and 0 (Nscheme) = 0(22”) This shows that
we can distinguish a random permutation from an A-Feistel permutation as soon
as ;’5’—: > ;g—i This gives a CPA-1 with 2% messages.

Computer simulations We made computer simulations for this attack in the
following way: for all values (or almost all values) of L, and all values of R, we
compute S,T. Then for all 7, j such that L; = L; and R; < R;, we add to a list
the 3-tuple (S; @ Sj, R;, R;). Finally we count how many collisions we have in
this list. These simulations confirm our theoretical results (see Table 1).

Table 1. Simulation results

n 4 6 8
Number of tries 100000 10000 10000
Random cipher N = 899.9|N = 15624|N = 257042
V =848.5|V = 15481 |V = 259744
wiop N =972 |N = 15717|N = 257146
V = 3436 |V = 19717|V = 264051
(% good distinction) -( % false alarm)| +77.4% | +38.5% +10.9%




poW(f3)o¥(f2)o¥(f1) We have the following values: [L, R] — [R, X!] —
(X1, X2] — [X2, X3 — [S,T] with X! = L& f1(R), X2 = R& fo(X1), X3 =
X! @f3(X2)a

S = Al.X2 ©® AQ.X3 Dy and T = A3X2 ©® A4.X3 @D co

CPA-1 with 2™ messages. We choose only 2 values for L: L; and L. Then, we
choose approximately 2" values for R; (i.e. almost all the possible values for
R;). Therefore we have m ~ 2.2 messages. We count the number N of (R;, R;)
values, R; # R; such that with the 4 following message: i : [L1, R;], z’ :
[LQ,R] J: [Ll,R I, 3 : [L2,Rj], we have S; & S; & Sy & Sy =0 and T; &
T; ®Ty ©T; = 0. When we have an A-Feistel scheme, these two equalities may
happen at random with probability about ﬁ But we may also have equalities
on the internal variables that imply the equalities on the outputs. The conditions
on the inputs imply that X} ® X} ®X ;@ X}, = 0. Then we may have X} = X}
X = Xj, or X} = X, & X}, = Xj but we cannot have X} = X, & X} = X,
because thls will 1mp1y L1 = Lo. Suppose that we have X1 X}, e X = X},
which happens with probability about ;. Then we get X7 ® X7 ® X7 ® X7, = 0.
Now we can impose either X? = X7 (:) XZ, =X or X} = X2 & X7 = X7,
but we cannot impose X? = X 2, since this will imply R; = R;. Then we obtain
XPoXjoX?oX? = 0and then the properties of the affine permutation will give
the requlred condltlons on the outputs. If we impose X} = X} & X, = X,
then there are again two possibilities for equalities between X 2 , X5 2 XZ2,7X 2
With a random permutation, the condltlons on the outputs will only appear at
random. Thus we get Nperm =~ 2’22” and NMcheme = 2. ;’5 . This shows that when

~ 2™ we can distinguish a random permutation from a permutation produced
by an A-Feistel scheme.

KPA with 2% messages. As usual, we can transform this CPA-1 into a KPA.
We count the number A of (3, j, k, £) such that

Li:Lj and R; = Ry, and Si@SjGBSk@Sg:O
Ly=Ly # L R; =R, #R; ol 0T, Ty =0

When we have a random permutation, E(Nperm) =~ 4”5—; With an A-Feistel
scheme, these equalities may happen at random or, as previously, because there
are some conditions which can be satisfied by internal variables.
Thus E<Nscheme) ~ g%-i

We can distinguish a random permutation from a permutation produced by
an A-Feistel scheme when m ~ 2%

W(fs) o¥(f2) opoW(f1) or W(f3) oo ¥(f2) o¥W(f1). We explain the
attacks for U(f3) oW (f2) o p o W(f1). The other case is quite similar. The values
are given by: [L, R] — [R,X1] — [P,Q] — [Q, X?] — [S,T], with X! =
LEBfl(R),P = Al.R@AQ.Xl@Cl,Q = A3.R@A4.X1€BCQ,S = X2 = P@fg(@)
and T = X3 = Q @ f3(X?).
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CPA-1 with 2% messages Here, we choose only 2 values for L: L and Ly. Then,
we choose approximately %25 distinct values for R;. Therefore we can construct
about m ~ 2% messages. We count the number N of (R;, R;) values, R; # R;
such that with the 4 following messages:

i (L, R], @ (Lo Ry o [La,Rj), §': Lo, Ry
we have S; ® S; ® Sy @ S = 0. We obtain E(Nperm) % and E(Nscheme) =
g"—;f. Thus when m ~ 2%, we can distinguish a random permutation from a
permutation generated by an A-Feistel scheme.

KPA1 with 2% messages. The previous attack can be transformed into a KPA
5n
with complexity O(27% ): we count the number N of (4, 7,7, j') such that

{Li/ZLj/#Li and{Rj:le?éRi and S; © S; & Sy &Sy =0

We have Nperm =~ gﬁ,—i and NMeheme ™ 2.;@—1 for a A-Feistel permutation. There-
fore this KPA succeeds when m ~ 2% .

3.4 One affine permutation and a Feistel scheme with four rounds

W (fa) oW(f3) oW(f2) oP(f1) 0. Here we are going to attack generators of
permutations and not only a single permutation. Thus we want to distinguish a
generator of random permutations from a generator of A-Feistel permutations.
We suppose that we have p permutations. The values are given by: [L, R] —
[P,Q] — [Q,X'] — [X1, X% — [X2%,X?] — [S,T)]. After round 4, the
output is given by [S,T] where S = X3 and T = X* = X2® f4(X3). Remind that
P = Al.L@Ag.REBCl, Q = A3.L@A4.R@CQ, Xl = P@fl(P),Xz = Q@fg(Xl)
and X3 = X' @ f3(X?). Again, we want to count the number N of (i,7,k, /)
such that

Li=1L; R; = Ry, o a B
{Lk:Ll#Li and{RjZRg#Ri and S; ® 5; & S ® Sy = 0

When we have a random permutation, E(Nperm) =~ uﬁ% and o(Nperm) =

O(\/ﬁ;’i ). The computation of the standard deviation can be done as pre-
2

viously. With an A-Feistel scheme, these equalities may happen at random or
because there are some conditions that can be satisfied by internal variables.
For example, we may have (other conditions are possible like (Q; = Q, X} =

X},XE = ij) or (Qi # Qu, X} = X;,X,i =X}, X?=X}):

Qi =Qy

Li=1L; R; =Ry 1_ yil
{LkZLz#Li and{RjZRe#Ri and §5:§32
i =X

11



Remark 4: It is not possible to have the same kind of conditions on suc-
cessive variables. For example, it is not possible to have (); = @, and and
X! = X}, since this will imply P; = P, and we obtain a contradiction since
we have permutations and [L;, R;] # [L¢, R¢]. This is why we set the conditions
Qi = Qi, X! = Xj,X? = X{. For a permutation produced be an A-Feistel
m2
%

scheme, we obtain E(Ncheme) = ,u2mT: +O(,u2mT:) and o (Nscheme) = O(\/ﬁ2 ).

We can distinguish when uzmTi > /i ;“T; If we take the maximum number of
2

messages (i.e. 22"), we obtain p = 2" and the number of needed computations
is given by A = p - 2" = 237,

poW(fa) oW(f3) oW (f2) oW(f1) We have the following values:

[L,R] — [R, X'] — [X!, X?] — [X%, X3 — [X3, XY — [S,T)

with X! = L®f1(R)7X2 - R@fQ(XI)aXS = X1 EBf3(X2)aX4 = X2®f4(X3)a
S=A4,. X3P A X @ci and S = A3. X3 D A4 X* @ cy. We give here an attack
which needs the maximal number of messages, i.e. 22". We count the number N
of (4,4, k,£) such that

Li:Lj and R, = Ry, and Si@sj@sk@sézo
Ly=Ly# L; R; =R, #R; ioT,oT,®Ty =0
Here we have E(Npe’rm) =~ 4.7'21%’ U(Nperm> = O(;nTi) and E<Nscheme) =~ 4.734n +

2

O(g;:) and o(Nscheme) = O(;;j) We can distinguish when ;”Ti > 5. Thus
the attack succeeds when m ~ 227,

W (fa) o ¥(fs) o ¥(f2) o p o W(f1) or ¥(fs) o W(fs) o poW(f2)o¥(f1)
or U(fa)opoW(f3)oW(f2)oW(f1). We only give the sketch of the attacks
for U(f4) oW(f3) oW (f2) o woW(f1). The other cases are quite similar.

KPA with 2% messages. The values are given by: [L,R] — [R,X'] —
[P,Q] — [Q, X% — [X2,X3] — [S,T], with X! = L& f1(R),P = A,.R®
Ag.Xl D e, Q = A3.R@A4.X1 EBCQ,XQ =P& fg(Q>, S =X3= QD f3(X2)
and T = X* = X2 @ f4(X3). We want count the number N of (3,7, k, ) such
that

{LkZLz#Li and{Rjsz#Ri and 5; & 5; & S ® S =0

When we have a random permutation, E(/\/perm) ~ % and we obtain from
computations similar to those permform in section A, that o(Nperm) = O( 2’”; ).
2

With an A-Feistel scheme, these equalitites may happen at random or because
there are some conditions which can be satisfied by internal variables. For ex-
ample, we may have the following conditions:

Li=1L; R; = Ry, Qi = Qe
{Lk:Lg#Li and{Rj:Rg;éRi and{XE:X}

12



Thus, using the computations similar to those performed in Section B, we get we
1 1 2 e

get E(Nscheme) ~ 1957 +O(55w) and 0 (Nscheme) = 0(2”5%” ). We can distinguish

an soon as the difference of the mean values is greater than both standard

.. . 4 2 . n
deviations, i.e. 35z < “gr. This means we must have m ~ 271 .
2%

CPA-1 with 2°%" messages. The previous KPA can be transformed into a CPA-1.

We choose all the possible [L, R] such that the first & bits of L are equal to 0.
Therefore we have 2% .2" = 2% possible inputs. We keep the same input and
output conditions. Here E(Nperm) =~ ﬁzn and o(Nperm) = O(;”Ti) since each
collision on L has probability about 2,1% The computation of the variance is

similar to the computation done for the KPA. For an A-Feistel scheme, we get
4

E(Nscheme) =~ 4_"2% + O(4%s7) and 0 (Nscheme) = O(;’%z) This shows that we
can distinguish a random permutation from an A-Feistel permutation as soon

4 2 . . .
as 35w > 57 This gives a CPA-1 with 37” messages.

3.5 Complexities of attacks on A-Feistel with one affine permutation

For the following rounds, we always have to add one more condition on the in-
ternal variables and we perform the same computations. We need to alternate
the conditions on the indices. The complexities of our attacks are summarized
in Table 2 (A-Feistel). We also mention the results for classical Feistel schemes
(¥4, see [15]). As said before we only give the results for KPA and CPA-1. By
symmetry, we obtain the corresponding complexities of a KCA and CCA-1: for
example the complexity of KPA on ¥3 o ¢ is the complexity of a KCA on po@?
and so on. For d > 5, we attack generators of permutations and not only a single
permutation.

Remark 5: The attacks performed on classical Feistel schemes are 2-points at-
tacks. These kind of attacks cannot be mounted in the case of A-Feistel schemes.
There exist 4-points attacks on classical Feistel schemes for that achieve the same
complexity as the attacks on W92 o p o W with dy + dy = 4 (see [14]).

4 A-Feistel schemes with two affine permutations

This section is devoted to attacks on schemes for which we have first an affine
permutation, then a Feistel schemes with several rounds, and finally an affine
permutation. The attacks are very similar to the ones in section 3. We will give
an overview of these attacks and provide the results. We give here a CPA-1 and
a KPA when we apply first an affine function ¢, then a Feistel scheme with 2
rounds and we finish with an affine permutation ¢’. We still suppose that A3 and
Ay are bijective. We have the following values: [L, R] — [P,Q] — [Q, X'] —
[X17X2] — [S,T], with P = AlL D AQR D cy1, Q = A3L D A4R D c2,
X'=Pofi(P),X?=Qafo(X"),S=A|. Lo A, Rpc,, T = Ay. Lo A}. RO,
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Table 2. Complexities of attacks on A-Feistel with one affine permutation and on
classical Feistel schemes ¥,

A-Feistel
Structure |[KPA|CPA-1
7o, 7 4
pow! 2" 4
Ulop 2% | 2%
- Wlopow! |2 | 4
2 n n
d (round)| KPA |CPA-1 pol 212
o 1 1 Wrop 122 22
77 T 5 Propow! || 271 | 2%
77 T 5% Tlopow? | 2% | 2%
! 2 [ 2" pow® 2% | 20
7 Bz | on Utop 2‘;: 2“;:
wg 52n 52 di+do =4 0% o po gh| 27 | 2%
77 4> 6R@ D pd—Dn pow! 2 | 2%
) el Ws o 25n
di+dy =502 o0powh 28
Qo WS 24n
770 p,d> 5| 20
dl + d2 =d de opo Wdl 2(2d—7)ﬂ,
po wd 2(2d76)n

For the CPA-1, we choose only 2 values for L: L; and Ls. Then, we choose ap-
proximately 2" values for R; (i.e. almost all the possible values for R;). There-
fore we have m ~ 2.2" messages. We count the number N of (R;, R;) values,
R; # R; such that with the 4 following message: i : [L1,R;], ' : [La,R;] j:
[L1,R;], j': [La2, Rj], we have S;®S;®S;y®Sj =0and T, T; Ty T = 0.
Then, we obtain: E(Nperm) ~ 2”2“—22” and E(Nscheme) =2 ;”Q—i This shows that it
is possible to distinguish a random permutation from a permutation produced
by an A-Feistel scheme with 2 affine permutations when m ~ 2. As usual, this
CPA-1 can be transform into a KPA with m ~ 2% . The results of our attacks
(CPA-1 and KPA) are given in table 3. By symmetry, we also get the results for
KCA and CCA-1. For d > 4, we give the complexity of the attacks on generators
of permutations and on a single permutation.

Table 3. Complexities of attacks on A-Feistel with two affine permutations

Structure KPA|CPA-1
@ oWlogp 27| 23
@ oo 22 | 2"
ooy oZn [ o2n
¢ oWlop, d>4] 2B
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Remark. Another possibility would be to alternate affine permutation and Feis-
tel scheme with one round. This does not secure the scheme. Indeed the diffu-
sion is too slow. For example, we get the same complexities for ¥3 o ¢ and
UlopoW! ogpoW!op. We have the same complexities for ¢’ o ¥2 o ¢ and
poWlopoW! oy as well.

5 Conclusion

By [18,19] we know that A-Feistel schemes are secure against linear and dif-
ferential attacks In this paper, we provided attacks on A-Feistel schemes using
4-tuples of cleartext/ciphertext messages. Our results on A-Feistel schemes are
given in Tables 2 and 3. The simulations of our attacks given in Table 1 (sec-
tion 3.4) confirm our theoretical analysis for the complexity of these attacks.
The analysis of the attacks requires to study the standard deviations of random
variables.
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A Computation of the mean value and the variance for a

random permutation (attack on @3 o )

In this section, we compute the mean value and the standard deviation for a
random permutation. For 1 < ¢ < m, we choose randomly in {0,1}", and with
a uniform distribution, variables L;, R; and S;. Then we want to compute then
number Nyerm of (i, 4, k, £) such that ¢ < j, i < k and ¢ < £ and

{é;:_ije "y and {gziglz # I andS¢®Sj@Sk@Sg =0
= i ;=
We introduce the following random variables:
L;=1L;
51'ij:1 & ék:éi#lq andSiGBSj@Sk@Sg:O
Rj=Ry#R;

dijke = 0 otherwise
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Let D = {(i,],k,¢) pairwise distinct, ¢ < j, i < k, ¢ < £}. Then we have:
Nperm = Z 6ijk€-

(4,4,k,0)€ED

A.1 Computation of the mean value

Since we have permutations, we assume that the inputs and the outputs are
pairwise distinct. We compute E(J;;x¢). For [L;, R;], there are 227 possibilities.
For [Lj, R;], there are (2" —1) possibilities since L; is fixed and R; # R;. Now we
have Ly # L; and Ry, is fixed. Thus there are (2" — 1) possibilities for [Ly, Ri)
and then [Lg,Ty] is fixed. The numbers of inputs satisfying the conditions is
22" (2™ — 1)%. We count the number of distinct outputs [S;, T3, [S}, T5], [Sk, Tk]
and [Sp, T¢] such that S; ®S; & Sy @ S, = 0. There are different cases:

Case 1: S; = 5; = S, = Sp. Then T}, T}, T}, Ty are pairwise distinct. There are
227 (2" —1).(2" — 2).(2" — 3) possibilities for the outputs.

Case 2: Equalities of the form S; = S; and S, = S¢ # S;. We can also have
S; = Sy and S; =S¢ # S; or Sy = S¢ and S; = Si # S;. The number of
possible pairwise distinct outputs is given by 3 x 227(2" —1)(2" —1)2".(2" - 1) =
3 x 237(2n — 1)3.

Case 3: 5;, 5,5, and Sy are pairwise distinct. Here the numbers of outputs is
equal to 22(2" — 1)27(2" — 2)2m2" = 257 (2" — 1)(2" — 2).

The total numbers of possible distinct inputs and outputs is given by [227(22" —
1)(22™ — 2)(22" — 3)]?. Thus we obtain:

247 (2" — 3)3(21 4 237 — 5 x 22" — 2 x 2" 4+ 6)

E(0ijre) = [22n (227 — 1)(227 — 2)(22" — 3)]2 -
! 2 7 9 2 1
g (1= 30+ 330~ 530 + 00 + Olg50)

This gives: B(Nperm) & "= E2200 (1 — 2 4 o — o8 + 22 + O(gh)-

A.2 Computation of the variance

We now compute the variance of Nperm . Let D = {(4, j, k, £) pairwise distinct, i <
J, i <k, i < £}. We apply the covariance formula:

VNperm) = Y V(0ijue) + > [EijkeOpqrs) — E(Gijie) E(Spgrs)]

(i,5,k,£)€D (( j ks

We have V' (6;51¢) = E(Ssje)— (E(§ijk4))2. We have to study the term second part
of the formula. First E(8;50) E(6pgrs) = 5o (1 — 50 + 5o — o + 522 + O(58:)).
Then we compute E(0;;x¢0pqrs). There are several cases.

Case 1. In {i,j,k,¢,p,q,7, s}, there are 8 pairwise distinct values. First, we
study the different possibilities for the inputs. We have the following conditions:

L =1L, R; = Ry, L, =L, R, =R,
Li=Li#Li,Rj=Ry#R;, L, =L, #L, R, =R, # R,
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There are several sub-cases.
1. Equalities of the form:

Li=Lj=L,=L,,  Ri=Ry.  R,=R,#R.R,
Ly=Ly=L,=Ls# Li, Rj = Ry # R;, Ry = Ry # R;, Rj, R,

There are 4 possibilities for this kind of equalities. The number of inputs
satisfying these conditions is: 227(2,, — 1)(2" — 2)(2" — 3).
2. Equalities of the form:

Li=L;=L,=Ly Ri =Ry, R
Ly =1Ly # L, R;=R;# R;, R, =
L, = Ls# Ly, Ly,

There are 8 possibilities for this kind of equalities. The number of inputs
satisfying these conditions is: 227 (2" — 1)2(2" — 2)2(2" — 3).

3. There is no relations between the inputs indexed by ¢, 7, k, ¢ and the inputs
indexed by p, ¢, 7, s. In that case, the number of inputs is 227 (2" — 1)2(2" —
2)2(2" — 3)2.

Finally, the total number of inputs in given by: 227(2" —1)2(2" —2)(2" —3) (22" +
3 x 2" —6).
We now study the conditions on the outputs:

Si®S; @Sk @S¢ =0,5®5,05 @5 =0
We have to consider several possibilities:

1. Relations of the form S; ® S; = S, ® Se = S, ® Sqg = Sr & Ss. There are 9
ways to obtain such relations.
When we have these conditions, several sub-cases appear. We represent in
Figure 1 the indices i, j,k,¢,p,q,7,s in order to explain the relations that
may appear between the outputs.

Fig. 1. Representation of the indices

(a) $;=8;=8,=5=5,=5,=38, =5, There are 22"(2" — 1)(2" —
2)(2™ —3)(2™ — 4)(2™ — 5)(2" — 6)(2™ — 7) outputs satisfying these con-
ditions.

(b) As represented in Figure 2, we may have 4 vertical equalities and one
horizontal equality which implies another horizontal equality (dotted
line):

The>re are 6 ways to obtain these relations. The number of outputs is
given by 6 x 247(2" — 1)*(2n — 2)2(2" — 3)
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Fig. 2. 4 vertical equalities and one horizontal equality

(c) We only have vertical equalities. The number of outputs is: 257 (2"
1)°(2" —2)(2" - 3).

(d) As shown in Figure 3, we may have 4 vertical equalities and 4 horizontal
equalities. There are 4 ways to get this kind of relations. The number of

Fig. 3. 4 vertical equalities and 4 horizontal equalities

.o

outputs is: 4 x 237 (2" — 1)3(2" — 2)(2" — 3)(2" — 4)(2" — 5).

(e) Another possibility is to have two distinct groups with two vertical and
horizontal equalities as shown in Figure 4. There are 6 such combinations.
The number of outputs is 6 x 237(2" — 2)3(2" — 2)2(2" — 3)2.

Fig. 4. Two distinct groups with two vertical and horizontal equalities

T4

(f) Here we only have horizontal or diagonal relations as shown below (Fig-
ure 5). There are 8 possibilities. Then the number of outputs is given by:
8 x 23n(2n —2)3 (2" — 2)2(2" — 3)2.

(g) We have two horizontal or diagonal equalities. There are 16 possibilities
and the number of out puts is 16 x 257(2" — 5)3(2" — 2)3.

(h) We only have one horizontal or diagonal relation. There are 12 possibil-
ities and the number of outputs is 12 x 27(2" — 1)3(2" — 2)(2" — 4).

(i) We do not have any relation. The number of outputs is given by 297 (2" —
1)(2™ —2)(2" — 4)(2" — 6).
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Fig. 5. Horizontal or diagonal relations
2. No relations of the form S; ®S; = S, ® S,. Again we need to consider several
sub-cases.

(a) We have S; = 5; = Sk = 5, and Sy, Sy, Sy, Ss are pairwise distinct. We
may also exchange the roles of the indices. First there is a link between
the blocks of indices (i, j, k, ) and (p, g, r, s). For example, we have S; =
S; = S =S¢ = S,. There are 4 possible links. Or there is no link
between the blocks. The number of outputs is given by 8 x 2°7(2" —
1)2(2" —2)2(2" — 3)(2" —4) +2 x 267(2" — 1)2(2" — 2)2(2" — 3)(2" — 4).

(b) We have for example S; = S; and S, = S¢ # S; and S,, S, Sy, Ss are
pairwise distinct. Again we may have a link between the two blocks of
indices or we may have no link. There are three ways to choose the
relations between S;,S;, S and S; and we can also exchange the roles
of the indices. The number of outputs is given by 48 x 267(2" —1)3(2" —
2)2(2" —4) + 6 x 2™ (2" — 1)3(2" — 2)(2" — 3)(2" — 4)(2" — 8).

(c) Si,Sj, Sk, Se and S, Sq, Sy, Ss are pairwise distinct and we may have or

not a link between the blocks of indices. We obtain here 16 x 287 (2" —
1)2(2" —2)(2" —4) (2" —8) +297(2" — 1)(2" —2)(2" —4) (2" — 8) (2" — 16).

We now multiply the number of inputs and outputs we have obtained and we
divide by the total number of pairwise distinct inputs and outputs and finally
we get:

1 4 48 346 1265 1
E(bijkedpars) = 160 (1 = 5 + 52m ~ 530 T oam +O(552))

Thus in E(8ijxe0pgrs) — E(0ijke) E(Opgrs), the dominant term is in O(5) and
when m ~ 2%, we will have ;ﬁ—i ~ 2’?—;

Case 2. In {i,4,k,¢,p,q,r, s}, there are 7 pairwise distinct values. We may
assume for example that ¢ = p (there are 16 possibilities of equalities between

the indices). We have the following relations:

LiZLjZLq,RiZRkZRr,Si@Sj@SkEBSZZO
Lk:Lg#Li,Rj:Re#Ri, S,-GBSq@Sr@SS:O
Lr:Ls7éLiaRq:Rs7éRia

The number of inputs is given by 237(2" — 1)2(2" — 2).
There are several cases for the outputs.

1. We have relations of the type S; ®S; = S, ®S¢ = S; ®Sq = S, ®Ss. Thus is
equivalent to S; = S; and S; ® S; = S © Sy = S, ® 5. There 9 possibilities
to get this type of relations. Again, we have to consider several sub-cases.
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(a) We have S; = S; =Sy =S¢ =5, =S, = Ss. The number of outputs is
22n(2n — 1)(2" — 2)(2" — 3)(2" — 4)(2" — 5)(2" — 5).

(b) We suppose we have vertical equalities. This will imply the dotted equal-
ities (see Figure 6). Here we consider that we have 3 different blocks and

Fig. 6. Vertical equalities

we study the possible links between the blocks. We can either one link
or no link. We notice that if we have two links, then the values are equal.
There are 2 cases where we have the link between a vertical line and a
triangle and on case where we have a link between two vertical lines.
The number of outputs is given by 2 x 237(2" —1)3(2" —2)(2" — 3)(2" —
4)+237(2" —1)3(2" — 2)%(3"™ — 3). We may also have no link between the
blocks and in that case the number of outputs is 247(2" — 1)%(2" — 2)2.
(c) We now suppose that we do not have vertical equalities and we study the
possibility to horizontal or diagonal links. First we can have two horizon-
tal or diagonal equalities as shown in Figure 7. There are 4 possibilities

Fig. 7. Two horizontal or diagonal equalities
of equalities and the number of outputs is given by 4 x 237(2" —1)3(2" —
2)2(2" — 4).
(d) We may also have one horizontal or diagonal equality. There are 2 X
257 (2" — 1)3(2" — 2)2 4 257(2" — 1)4(2" — 2) possible outputs.
(e) There are no equalities. This gives 277(2" —1)2(2" — 2)(2" — 4) outputs.
2. We do not have any relations of the type 5;®5; = Si®S, = S;®5; = 5, DS5;.
Again, we consider the 2 blocks of indices (i, ], k,¢) and (i,q,7,s) and we
proceed as in the case where we had 8 different indices. The number of

outputs is given by 2 x 257(2" — 1)2(2" — 2)2(2" — 3) + 6 x 267(2" — 1)3(2" —
2)(2" —4) 4 287 (2" — 1)(2" — 2)(2" — 4)(2" - 8).

We now multiply the number of inputs and outputs we have obtained and we
divide by the total number of pairwise distinct inputs and outputs and finally
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we get:

1 4 36 62 128 1
E(5ijkf5pqrs) == W(l -t 0 t 0(2511))

Thus in E(éwkgd qrs) — E(6ij1e) E(Opqrs), the dominant term is in 0(2%) We

have 21% < B 55w -

Case 3. In {z Jyk,¢,p,q,r, s}, there are 6 pairwise distinct values. Due to the
conditions on the inputs, there are relations between the indices that are not
allowed. For example, it is not possible to have i = ¢ and j = r since this implies
that L; = Ls; and R; = Rs. This is not possible since the inputs are pairwise
distinct and 7 # s. We examined all the possible combinations and it turns out
that there is 16 possibilities to choose the relation between the two 4-tuples
of indices (4,7, k,¢) and (p,q,r,s). We have to link either vertical relations or
horizontal relations but no diagonal relations. For example, we suppose that
i =p and j = ¢q. Then we have the conditions:

L;=Lj, R; = Ry = R,,
Ly =1Ly # Li, Rj = Ry = Ry # Ry,
L,.=Ls, S;i®8; =5, DS, =5rdSs,

The number of inputs is given by 227(2" — 1)%(2" — 2). In order to compute the
number of outputs, we proceed as in the cases with 8 or 7 indices. We consider
the different kind of equalities that may occur between S;, S;, Sk, Se, Sy, Ss. We
obtain that the number of outputs is given by

22727 —1)(2" — 2)(2" — 3)(2" — 4) + 3 x 23"(2" — 1)3(2" — 2)%(2" — 3)+
24 (2" — 1)4(2" —2) 44 x 257(2" — 1)3(2" — 2)% 4+ 6 x 25(2" — 1)3(2" — 2)*+
27 (2" —2)(2" — 2)(2" — 4)

We now multiply the number of inputs and outputs we have obtained and we
divide by the total number of pairwise distinct inputs and outputs and finally
we get:

1 4 14 1 162 1
E(bijktdpars) = 550 (1= 5 + 530 ~ 530~ gan T O(550))

Thus i 1n E(éuuépq,é) — E(0ijke)E(dpgrs), the dominant term is in O(

have 2% 2% < 45w since m < 227 in this attack.

5o ). We

The conditions on the inputs do not allow to have 5 pairwise distinct indices
in {iaja k,E,p,q,r, 5}
4
The previous computations show that V(Nperm) = O(557) + O(gg—i) It is easy

to check that the dominant term is ;”T4 as soon as m < 22" and then we obtain

2

that o(Nperm) = 2’”%1 )
Remark 1: It is very important to notice that the variance does not always
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behave like the mean value. In the previous computation, if we do not include
the condition on S, but we only keep the conditions on L and R, we obtain

m(m —1)(m — 2)(m — 3) mb m?

B(Nperm) T and V(Nperm) = O(50) + O(5 1)

mG

n . . . 4
Here when m > 237, the dominant term in V(Nperm ) is 7= and not Ji.

B Computation of the mean value and the variance for a
¥3 o p permutation

Here we compute the mean value and the standard deviation for an A-Feistel
permutation. With an A-Feistel scheme, the equalities that we want to be sat-
isfied may happen at random or because there are some conditions which are
verified by the internal variables. We still want to have:

Li= L, R; = Ry, _ _ B
{Lk=LHéLZ- and{RjzRgséRi and 5; & 5; & S & ¢ =0

B.1 Computation of the mean value

Here we have S;®S; @S5, ®Sr = Qi®Q; ©Qr®Qr® f2( X))@ fo(X]) @ fo(X}) @
f2(X}). Since Q; & Q; & Qr ® Q, = 0 (by the conditions on the input variables),
we get S; B S; @ Sk @S =0 fo(X]) @ fo(X]) & f2(X}) @ f2(X]) (*). Thus
this may happen at random, or due to conditions satisfied by internal variables.

Az and A4 are bijective As stated in Proposition 1, the conditions that
may appear on the internal variables depend on the properties of the kernels
of As and A4. Here we suppose that Az and A, are bijective. We want to have
fg(X}) ® f2(X}) & fo(X}) = 0. In our attacks, we use the difference between the
mean value obtained when we have a random permutation and the one obtained
with a scheme. Thus we will compute the first terms of the mean value. We now
look at the conditions on the internal variables that will imply (x):

1. Equalities on the @) variables. Since A3 and A4 are bijective, the only pos-
sibility is Q; = Q¢ & @; = Q. This happens with probability 2—1,1 This
implies X ® Xj ® X ® X/ = 0. The we may have X} = X & X; = X/.
The probability is 2% it is also possible to have X} = X,i & X]l = Xel but
it is not possible to have X} = X} since this implies P, = P,. Remember
that @; = Q¢ and we have an affine permutation. Then we multiply by the
probability of Q; = Q. The probability in this case is %

2. We now suppose that Q; # Q¢ & Q; # Qk. We want to have fo(X}) &
fo(X}) ® fo(X}) © fo(X7). Then we can get (x) if we have X} = X} and
X} = X} or X! = X} and X]1 = X} or X! = X} and le = X}. The

1
22n

probability in that case is given by 3 x (1 — 5) x
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3. We are not in the previous case and we have the (x). Here the probability is
(1 - 22n 73(1 - 7)2%n)21n = 2% - 23% - 24%

Thus the probability to get (x) is 2n + 22—n — 2% — 24—,1. In order to compute
the mean value, we have consider the COIldlthIlb on the 1nputb The probabil-

ity that the inputs satisfy the condltlons is 24n (1= 5%+ 5r — 22%‘; + 29T8n +
0(25n) Thus we get E((Szgkf) = 25n (1 + 27L - 22n + 0(23n)) and E(Nscheme) =~

m(m 1)4(m0772)(m 3) (1 _|_ 27 _ 22n + 0(2%))

Aj is bijective and A, is not bijective. The case where A3 in not bijective
and A4 is bijective is similar. If A4 is not bijective, we can have Q; = @Qj,
since this is equivalent to have R; @ R; € ker(A4) whose probability is about
2n 5= where t = dim(ker(A4)). Moreover, when we have Q; = @Q; then we get
X! ©X;® X, ® X} = 0and we obtain (x) by setting X} = X}l or X = X. The
conditions on the inputs do not change. Here, we obtain E(8;jx¢) = wa (1+ 527+
3 4 0(55)) and E(Nseheme) & Mm=m=2m=3)q 4 21 3 | O(1)).
In that case, the difference of the mean values (for a random permutation and
for a scheme) is 2n s=. Thus if t > 0 then the attack will be better that the attack
in the case where A3 and A4 are bijective.

Asz and A4 are not bijective. Since Aj is not bijective, we can have Q; = Q.
This is equivalent to L; @ Ly, € ker(A43) and the probability is about ZT’%N where

t" = dim(ker(As)). We proceed as previously and we obtain E(0;;x¢) = QQH (1+
2n2—t + 27L%t/ =+ 2% + O(szmnlax(t/,t) )) and E(Ncheme) =~ m(m— 1)fgon2)(m 3)( 1+
% + 2% + 2% + O(m)) The difference of the mean values (for a

random permutation and for a scheme) is min(w%, 2,1%)

B.2 Computation of the variance

As and A, are bijective Here E(0;j10)E(Opgrs) = 2%(1 + 23 — 2% +
O(53=)). Now, in order to compute the variance, the main issue is to know
the value of E(d;jk¢0pqrs). Again, we have to consider several cases. Our aim
is to show that the variance behaves like the mean value. For example, when
in {i,j,k,¢,p,q,7,s} we have 8 pairwise distinct values, we want the dominant
term in E(8;xe0pqrs) — E(ijke) E(dpgrs) to be smaller than ;’;—4 This shows that

we must not have terms in {f‘—; and in 2’1”—11 We have to look carefully on the
first two terms of E(8;jke0pgrs) — E(dijie) E(dpgrs)-

Case 1. In {i,j,k, ¢, p,q,r, s}, there are 8 pairwise distinct values. We are look-
ing for the terms in 51t and in gf—lg when computing E(0;;ke0pqrs). We still have
the following conditions on the inputs:

L; = Lj, R; = Ry, L, =L, R, =R,
Ly=L/#L;,Rj =Ry # R;, L, = Ls # L,, Ry = Rs # R,
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Then we add

(5)

(XD ® f(X)) @ f(X) @ fo(X7) =0
) © fa(X) =0(6)

LD LXH e f(X

In order to get the first two terms of E(0;jke0pqrs), We have to consider the
following cases:

L (Qi = Qrand X} = XJ) or (Q; = Q¢ and X = X) and there is no condi-
tion on the internal variables Qp, Qq, Qr, Qs, X}, X7, X}, X! except (6). In
that case, the probability is given by 3 (1 — 53+ — 53+ )5=. Since there is
also a symmetry in i, j, k, £ and p, q,r, s, we obtain %(1 - 25’” - 2§n ).

2. Here we have Q; # Q¢, ( X} = X} and X} = X}}) or (X} = X} and X =
X}) or (X} = X} and X] = X}) and there is no condition on the internal
variables Qp,Qq7QT,QS,X;,X;7X},X; except (6). Again there is also a
symmetry in i, j, k, £ and p, ¢, r, s. The probability is 2%(1—2%)(1—2%—23%).

3. We do not have any conditions on Q;, Q;, Qk, Qr, Xj', X}, X, X and
Qp:Qq, Qr, Qs, X, X}, X, X! but we have (5) and (6). In that case, the

ility i 10 50 , 182 1
probability is (1 — 55 — 55 + 57 ) 520 -

Thus the probability to get (5) and (6) is 53 (1 + 22 — S + O(5k)). In order

to compute the mean value, we have consider the conditions on the inputs. The
probability on the inputs is given by

227 (2m — 1)2(2" — 2)(2" — 3)(22" + 3 x 2" — 6)
22n(22n _ 1)(2271 -9 (22n _ 3)(22n _ 4)(2271 _ 5)(22n _ 6)(22” _ 7)

i

siw (1+ 2 — 2% + O(557))- In that case, the dominant term in E(0;jx¢6pqrs) —
E(6ijke)E(dpgrs), is in O(ﬁ) and when m ~ 277", we will have gg—i ~ ;{L—; In

that case, we have V(6;jre) = O(58=).

Remark 1: There are other possibilities on the internal variables in order to
get (5) and (6), but they involve too many equations and this is not useful since
we are interested in finding the two first terms. For example, it is possible to
have no conditions on Q;, Q;, Qk, Qr, Qp, Qq, @r, Qs, but X; = X, Xp = Xy
and (X},XJHX,LX;) = (X;,X;7X},X51).

Case 2. In {i,j,k,¢,p,q,r, s}, there are 7 pairwise distinct values. We may as-
sume for example that ¢ = p (there are 16 possibilities of equalities between the
indices). We have the following relations:

)
The computation gives: o3 (1— ok + 35 — 2 +0( 537 )) Thus we get E(6;ke0pgrs) =
)

Li=Lj=Lq, Ri = R, = R, o(X]) @ f2(X]) & fo(Xp) & f2(X])
Ly =L¢# Li, Rj = Ry # Ry, fo(X]) ® f2(Xy) © fo( X)) @ fo(X})
LT:LS#L%R(]:RS#R%

0
0

The number of inputs is given by 237(2" — 1)2(2" — 2).
In that case, we just have to check that there is no term in 2.1% in E((Sijkg(qurs) —
E(6ijke)E(dpgrs). Thisis the easy part of the computation, since the term in
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ﬁ appears when there is no relations between the internal variables. Thus the
domlinant term in E(0j500pqrs) — E(0ijke) E(Spgrs), is in O(5i) and V (8ke) =
O(557)-

Ci\zse )3 In {4, 4, k, ¢, p,q,r, s}, there are 6 pairwise distinct values. The dominant
term in E(0;jk00pgrs) — E(8ijie) E(Opgrs) s in O(QTln)

Finally, from Cases 1,2 and 3, we have V (N;cheme) = O(;”T:) +O(gg—i) and when
m < 2%, we have V (Nscheme) = O(;’j—él) Then the difference of the mean values
will be greater than the standard deviations and again the attack succeeds.

Ags is bijective and A, is not bijective. Here we are interested in obtaining
the first three terms of E(6;jke0pqrs), 1.€ the terms in 21% + ﬁ + 21% We will
show that the dominant term in E(8;;xe0pqrs) — E(0ijke) E(dpgrs) is in O(ﬁ)
Thus if m ~ 277 2t, we will get that the variance behave like the mean value
and the attack will succeed if the difference of the mean value is greater than
both standard deviation. This will be the case if m = O(2 e ). In order to get
this result, we proceed as in the case where A3 and Ay are bijective. When in
{i,4,k, ¢, p,q,r, s}, there are 8 pairwise distinct values, we study the conditions in
the internal variables in order to get (5) and (6). Again we take into account the
cases that do not involve too many equations. We consider the same possibilities
as in the previous case. The probability to get (5) and (6) is 53 (14 5o + 29 +
O(53=27))- In order to compute the mean value, we have consider the conditions
on the inputs. We obtain E(8;;x¢0pqrs) = 510w (1+ gr=r + 5 +O(gzm=2r))- In that
case, the dominant term in E(0;;xe0pgrs) — E(0ijke) E(Opgrs), is in 0(21%%2,) and

Tn—2t . 4 8 . ..
when m ~ 277, we will have $57 ~ smi=s. When in {4, j, k,¢,p, q, 7, s}, there

are 7 or 6 pairwise distinct values, the computations are similar. Finally, when
m ~ 27%%, we obtain and V(Nscheme = O(;’}—i) Then the difference of the
mean values will be greater than the standard deviations and again the attack
succeeds.

Az and A, are not bijective. The computations are very similar to those
performed previously. We just have to add the possibility to get the equal-
ity Q¢ = Q¢ Then we obtain E(6;jkedpgrs) = 10w (1 + gor + 5o + o +

Tn—2t _ 7n—2t . .
271 ), the dominant term in

O(min( gz, ﬁ))) When m ~ min(2

the variance will be in ;g—i Then the difference of the mean values will be greater
than the standard deviations and again the attack succeeds.

C The signature of A-Feistel schemes is even

We want to compute the signature of A-Feistel schemes. We already know that
classical Feistel schemes and unbalanced Feistel schemes with contracting func-
tions have even signature [14, 15]. Thus we just have to study the signature of
any affine permutation from {0, 1} to {0,1}" . Affine functions are of the form
M — A.M + C where A € GL(N, K).
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For all i # j we define Tj; » to be the matrix with 1 on the diagonal and 0
elsewhere except in (i, j) where the coefficient is equal to A € K. Such matrices
are called transvection matrices and generate SL(N, K). When A\ = 1, we just
write T;;.

If we want to generate GL(N, K) we have to add the dilation matrices D; »
with a 1 on the diagonal except in (4,%) where the coefficient is equal to A € K*.

In the special case where K = Z /27, we have SL(N,Z/2Z) = GL(N,Z/2Z).
So, GL(N,Z/2Z) is generated by the matrices T;; and we have Tlgl = T;; for
all i # j.

We want to show that the signature of A is even. It is enough to show that
transvections have an even signature. Let T;; be a transvection and M € {0, 1},
with M = (M, ..., My) and M; € {0,1}. We set M = T;;(M). Then we have:
M, = E]kV:1 torMy. Since tg, = 1if £ = k or (¢, k) = (4,5) and 0 otherwise, we
get: My = My if £ # iand M; = M; ® M.

If M =0, then M = M. If M; = 1, then AM = M < A.M = M. This
means that in A, we have 2V~2 transpositions and the signature of A is even.

If we consider the function from {0,1}" to {0,1}"V defined by M — M & C,
then there are % = 2N=1 transpositions. Thus the signature is even for N > 3.
Finally the signature of an affine permutation is even.

The computations made previously and the results on Feistel schemes show

that an A-Feistel scheme (IV = 2n) and A-Unbalanced Feistel schemes with con-
tracting functions (IV = kn) have an even signature.
The consequence is that it is possible to distinguish a generator of ¢¢ permuta-
tions (respectively gg permutations from a generator of truly random permuta-
tions from 2n bits to 2n bits respectively kn bits to kn bits) after O(22") (re-
spectively O(2F")) computations on O(22") (respectively O(2*")) input/output
values.
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