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ABSTRACT Healthcare is undergoing a rapid transformation from traditional hospital and specialist focused

approach to a distributed patient-centric approach. Advances in several technologies fuel this rapid trans-

formation of healthcare vertical. Among various technologies, communication technologies have enabled

to deliver personalized and remote healthcare services. At present, healthcare widely uses the existing

4G network and other communication technologies for smart healthcare applications and are continually

evolving to accommodate the needs of future intelligent healthcare applications. As the smart healthcare

market expands the number of applications connecting to the network will generate data that will vary in

size and formats. This will place complex demands on the network in terms of bandwidth, data rate, and

latency, among other factors. As this smart healthcare market matures, the connectivity needs for a large

number of devices and machines with sensor-based applications in hospitals will necessitate the need to

implement Massive-Machine Type Communication. Further use cases such as remote surgeries and Tactile

Internet will spur the need for Ultra Reliability and Low Latency Communications or Critical Machine Type

Communication. The existing communication technologies are unable to fulfill the complex and dynamic

need that is put on the communication networks by the diverse smart healthcare applications. Therefore,

the emerging 5G network is expected to support smart healthcare applications, which can fulfill most of

the requirements such as ultra-low latency, high bandwidth, ultra-high reliability, high density, and high

energy efficiency. The future smart healthcare networks are expected to be a combination of the 5G and

IoT devices which are expected to increase cellular coverage, network performance and address security-

related concerns. This paper provides a state-of-the-art review of the 5G and IoT enabled smart healthcare,

Taxonomy, research trends, challenges, and future research directions.

INDEX TERMS 5G, smart healthcare, software-defined network, network function virtualization, the Inter-

net of Things (IoT), device-to-device (D2D), ultra reliability and low latency communications.

I. INTRODUCTION

Smart healthcare has a significant role in the economy.

In Europe, the average spending on smart healthcare is

approximately 10% of gross domestic product (GDP), and up

to 99 billion Euros of healthcare cost can be saved through

smart healthcare by 2020. In smart healthcare, internet of

things (IoT) plays a pivotal role to improve and deploy a

diverse range of applications, including smart medication,

telemedicine, assisted the living, as well as remote and onsite
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monitoring of assets in hospitals, patients behavioral change

and treatment compliance [1], [2]. According to a survey, IoT

in healthcare will be about 117 billion US Dollars market by

2020 [3]. A diverse range of smart healthcare applications

that integrate wireless mobile networks has been proposed

in the literature. In [4], smartphone using the next-generation

wireless mobile network, namely 5G and IoT based approach

has been proposed for continuous monitoring of chronic

patients. In [5], a mobile health system using 5G and IoT

has been proposed for constant assessment and monitoring

of diabetes patients. In [6], wearable devices using IoT

has been submitted to support smart healthcare applications
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(e.g. remote monitoring, remote medical assistance).

Wearables devices (e.g., sensors, smart watches, smart

clothes) collect information, such as heart rate, amount of

sleep, and physical activities for continuous health monitor-

ing (e.g., heart rate, blood pressure, blood sugar level). In [7],

mobile gateways using IoT has been proposed for intelligent

assistance in mobile health environment such as continuous

monitoring of chronic patients (i.e., continuous remote health

monitoring in real time). In [8], IoT is considered for medical

application to support remote monitoring of patients with

chronic diseases. In [9], wearable devices have been proposed

for supporting communication between wearables and cloud

server, that is a virtual server (rather than a physical server)

operating in a cloud computing environment and can be

accessed remotely via the internet. wearable devices collect

information, such as heart rate, amount of sleep, physical

activities and send to the cloud server through the internet.

5G and IoT have the potential to boost the use of smart

healthcare applications.

A. WHAT IS SMART HEALTHCARE?

Smart healthcare provides healthcare services through smart

gadgets (e.g., smartphones, smartwatch, wireless smart glu-

cometer, wireless blood pressure monitor) and networks

(e.g., Body area network, wireless local area network, exten-

sive area network). The intelligent gadgets process health

information gathered from numerous sources, including sen-

sors and biomedical systems (i.e., the application having

information about medical science such as diagnosis, treat-

ment, and prevention of disease). In short, smart healthcare

allows people from different background and walks of life

(e.g., doctors, nurses, patient caretakers, familymembers, and

patients [10]) to access the right information and obtain the

right solutions, which are mainly to minimize medical errors

and improve efficiency, as well as to reduce cost at the right

time in the medical field.

B. WHAT IS IoT?

There are different definitions of IoT, and based on the defini-

tion from IoT European Research Cluster (IECR) project [2],

Internet of Things is dynamic network infrastructure which

has the capability of self-configuration on the bases of inter-

operable and standard communication protocols. In other

words, IoT is flexible, complex and dynamic network infras-

tructure that connects anyone, anything, anytime, anywhere,

for any services [11]. The internet of things has numer-

ous applications in healthcare, from remote monitoring to

smart sensors and medical device integration. There is now

a growing trend in the synthesis of sensors and sensor-based

systems with device-to-device (D2D) communications [12].

5Gwireless systems (5G) are on the horizon, and IoT is taking

center stage as devices are expected to form a significant

portion of this 5G network paradigm. But the technology is

still evolving.While one of the challenges of IoT in healthcare

is to manage the data from various source, the future of IoT

in healthcare application will depend on deriving meaningful

insight from gathered data. [13].

C. WHAT IS 5G?

5G is the next generation of the current 4G communica-

tion network that can provide more features such as high

speed, capacity and scalability of the network. Standards,

capabilities and technologies vision for 5G are still under con-

sideration and discussion. International Telecommunication

Union (ITU) in 2015, presented their roadmap for 5G in term

of ‘IMT-2020’. ITU has defined a few parameters which can

be considered key capabilities for 5G technology [14].

• Requirement of low latency must be supported

(1ms or less than 1ms).

• 10Gbps to 20Gbps data rate must be achieved in

different scenarios and condition.

• High dense network must be supported and enable

massive machine-type communication.

• High mobility (up to 500km/h) must be achieved in

network.

5G and IoT are expected to become important drivers of

next-generation smart healthcare. Some of the key tech-

nologies in 5G are device-to-device (D2D) communication

mmWaves, the macro cell and small cells (e.g., femto, pico

and micro) [15]. These technologies address two main chal-

lenges in the next-generation wireless mobile network sce-

narios. Firstly, ultra-densification in networks as a results

of a large number of devices (or nodes henceforth) within

an area (i.e., approximately 106 connections per km2 by

2020 [16]). Secondly, high energy consumption as a result

of IoT applications that are based on wireless sensor net-

works. These sensors enable every device in the network

to exchange data. These devices require energy to perform

processing, sensing, communication and monitoring tasks.

However, data transmission between devices consumes more

energy. Therefore, a minimum of 10 years of battery life

is required for certain applications [17]. Various network

layer solutions, including scheduling, routing, and congestion

control, along with resource optimization, QoS enhancement,

interference mitigation, and energy efficient mechanisms,

have been proposed in 5G and IoT to address these two main

challenges to support and deploy smart healthcare solution.

The proposed solutions have shown to increase throughput

(e.g., via high data rate and bandwidth), reliability, energy

efficiency, transmission coverage, as well as to reduce delay.

D. OUR CONTRIBUTIONS

There have been efforts for reviewing smart healthcare with

different aspects in [18]–[22]. Table 1 summarizes the con-

tributions of the research works related to smart health-

care found in the literature. To the best of our knowledge,

this paper is first of its kind to present a review on this

topic.

In particular, our contribution is to deliver a review

of 5G smart healthcare with different aspects as follows:
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TABLE 1. Existing survey on smart healthcare.

• 5G smart healthcare architecture, considering specific

key enable technologies (i.e., Small cells, D2D commu-

nication, mmWaves, Software-defined network (SDN),

Network function virtualization (NFV) for 5G smart

healthcare.

• A taxonomy for 5G smart healthcare, covering com-

munications technologies, requirements, objectives, and

performance measures, are presented.

• Review of research work at network layer, including

scheduling, routing, and congestion control, applied

to IoT based 5G smart healthcare and future research

opportunities.

• Challenges and future research direction in 5G and IoT

based smart healthcare.

E. ORGANIZATION OF THIS PAPER

The paper is organized as follows. Section II presents 5G

network architecture for smart healthcare solution. Section III

presents a taxonomy of 5G smart healthcare, covering the

communication technologies, requirements, objectives, and

performance measures. Section IV presents network layer

solutions for 5G smart healthcare. Section V presents open

issues. Finally, Section VI presents conclusion.

II. 5G NETWORK ARCHITECTURE FOR SMART

HEALTHCARE SOLUTIONS

5G is the next-generation wireless mobile networks that

supersede the existing 4G networks. The rest of this

subsection presents the architecture, features, and perfor-

mance enhancement of 5G. Figure 1 illustrate the 5G smart

healthcare architecture.

A. 5G ARCHITECTURE

Small cells are low-powered radio access nodes having a

range of fewmeters to amile in diameter. The numerous types

of small cells can play an essential role in many applications

of 5G smart healthcare. As smart healthcare applications

demand high data rates (e.g., remote surgery required data

rate between 137 Mbps to 1.6 Gbps [23]), one of the solution

is small cells [24]. Small cells are three types and ranging

from shorter to larger they are called femto, pico and micro-

cells. These are considered as small cells as compared to the

macro cell, which has about 20 miles of range. Femtocells

are used to increase the coverage and capacity within a small

vicinity, such as hospital, home etc. It supports up to 30 users

over a range of 0.1 km. Picocells provide more coverage

and capacity, supports up to 100 users over a scale of 1

km. Picocells are typically deployed to boost the cellular

and wireless coverage within a small vicinity. Microcells are

challenging to differentiate from picocells, but the coverage

area and support more user is the main difference. Microcells

can support up to 2000 users within 2 km range. Marco cell

is used in the cellular network to offer radio coverage to a

wide area of mobile network access. It provides extensive

coverage and high-efficiency output [25]. A macrocell is

installed on station having high output power, typically in
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FIGURE 1. 5G smart healthcare architecture.

a range of tens of watts. It supports more than 2000 users

in the range of 30 km. By using small cells, the network

can increase area spectrum efficiency by reusing of higher

frequency. Furthermore, in small-cells control plane and user

plane works separately, connectivity and mobility provided

by control plane while data transportation provided by user-

plane [26]. So the user equipment’s (UEs) must be connected

with both macro-cell and small-cell base stations simultane-

ously. Macro-cell base station uses lower frequency bands to

provide connectivity andmobility (control plane) and a small-

cells base station using a higher frequency to provide high

throughput data transport [27]. A cellular network comprising

of macro, micro, pico and femto base station is typically

referred to as heterogeneous networks (HetNets). These are

used to achieve flexible coverage and spectral efficiency.

Table 2. shows the summary of small cells.

B. 5G FEATURES AND ENABLING TECHNOLOGIES

G.1 Device to Device (D2D) Communication: D2D is a

direct communication between two devices in the net-

work without involving the base station (BS) or the
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TABLE 2. Summary of small cells.

core network. Highly dense network problems can be

solved throughD2D communications [28]. In D2D com-

munication, each terminal can communicate with each

other directly to exchange information or to share their

radio access connection. Interference can be reduced

by D2D communication, specifically in non-licensed

frequency bands [29]. In the 4G network, there is no

concept of D2D communication. All communications

are routed through gateway and base station. This rout-

ing is inefficient, especially when devices are near each

other. In the machine-to-machine scenario, where a high

number of devices are involved, direct communication

between these devices is more sensible. Devices may

communicate with each other in unlicensed spectrum

outside cellular network by using different technologies

such as Bluetooth or WLAN in ad-hoc mode. However,

these connections are vulnerable to interference. On the

other hand, licensed spectrum guarantees the quality of

services if the connection is managed properly. To facil-

itate connections, these D2D communications require

base stations to ignore intra-cell interference [30].

G.2 MillimeterWaves (mmWaves) communication: mmWave

is the band of spectrum between 20 GHz and 300 GHz.

Due to lack of spectrum below 3GHz, the 5G must

extend its frequency to the mmWaves band, mostly

between 20 GHz to 90 GHz, because there is a huge

amount of unused bandwidth. By using mmWaves with

small cells will reduce the high path loss problem [31],

and will be beneficial for several applications including

smart healthcare. mmWaves are now realistic with low

cost, and they are finding all variety of advanced uses.

Best of all, mmWave take the burden of the lower

frequencies and extend wireless communication in the

outer limitation of radio technology.

G.3 Software-defined network (SDN): SDN is an architecture

which is active, manageable, flexible and cost-effective,

to deliver high bandwidth, required for several applica-

tions. SDN incorporates several types of network tech-

nologies to create the network more agile and flexible,

to maintain the modern data centre, virtualized servers

and storage infrastructure. SDN networking defines an

approach to build, designing and handling networks

by separating network control planes and forwarding

planes [32]. SDN can support various requirements of

smart healthcare in 5G. Some of the use cases handled on

cloud depending on operator policies, while immediate

response that needs virtual functions are handled on edge

cloud.

G.4 Network function virtualization (NFV): NFV is a devel-

oping network approach which enables the replacement

of expensive dedicated hardware devices, i.e., firewalls,

routers with software-based network tools which run as

virtual machines on standard servers. 5G must enable

d2d communication in smart healthcare, due to which a

massive amount of data is predictable to be generated.

It is not possible to send all of the generated data to the

centralized data center for processing. Therefore, some

intelligent decisions are required to manage data at edge

cloud and cloud servers. By using NFV, data can be

placed in the network based on QoS requirement. This

must ensure network scalability and flexibility.

G.5 Edge computing: Edge computing is a distributed tech-

nology design in which data is processed at the edge of

the network, close to the originating source. In future

smart healthcare, machines are expected to take deci-

sions and response according to the task. For such

responses and decisions, processed data is needed by

machines. In many cases, real-time processed data is

essential. Edge computing plays an important role in

such cases, where decision time is more important [33],

especially in 5G based network.

C. PERFORMANCE ENHANCEMENT OF 5G

Table 3 shows a comparison of the characteristics and perfor-

mance enhancement of 4G and 5G [34].

• Peak data rates can reach up to 10Gbps, and 20Gbps

are expected under different conditions and

scenarios.

• Ultra-low latency requirement services can be supported

(1ms or less than 1ms).

• High mobility can be achieved in the network (up to

500km/h).

• Enable massive machine-type communication and sup-

port high dense network.

• Enable 3× more spectrum efficiency and 10× energy

efficiency.

TABLE 3. Comparison between 4G and 5G.

III. TAXONOMY

Figure 2 Illustrates the taxonomy of the 5G smart healthcare.

The presented taxonomy is based on the following parame-

ters: communication technologies, requirements, objectives,

performance measures and approaches.
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FIGURE 2. Taxonomy of 5G smart healthcare.

A. COMMUNICATION TECHNOLOGIES FOR

SMART HEALTHCARE

Smart healthcare depends on various short range and long

range communication technologies to transport data between

devices and servers [35]. Most of the short-range wireless

technologies are Wi-Fi, Zig-Bee, Bluetooth and Wireless

Metropolitan Area Network (WiMAX) which are primarily

used for short communication in smart healthcare such as

BAN (Body Area Network). Wide range technologies like as

GPRS and Mobile Communication (GSM), LTE Advanced,

Long-term Evolution (LTE) are used to transport data from

local server to base-station in smart healthcare. Moreover,

LTE-M is proposed to accommodate the need of IoT devices

in cellular networks. In release 13, 3GPP wants addition-

ally enhance battery lifetime, coverage and device complex-

ity [36]. Other than existing protocols, LoRa partnership

institutionalizes the LoRaWAN protocol to support smart

healthcare applications to guarantee interoperability between

many operators. Besides, SIGFOX is ultra-tight band radio

technology having a full star-based framework which offers

a highly versatile worldwide network for smart healthcare

applications with very low power utilization [37]. A com-

parison of significant communication technologies is shown

in Table 4.

B. REQUIREMENTS FOR SMART HEALTHCARE

R.1 Ultra-low latency: Ultra-low latency defines network,

which is optimized to process huge amount of data

packet with a very low tolerance for delay (latency) [38].

Some of the smart healthcare applications required very

low latency. For example, in telesurgery, during commu-

nication latency impact the operation of robotic instru-

ments. Less than 200ms end-to-end latency is acceptable

for future telesurgery [39]. However, the inherent latency

of robotic systems is almost less than 100 ms. The 5G

network can minimize latency up to 1 ms, which can

lead to new telesurgery applications with strict latency

requirements. In future, modern solutions might be pos-

sible in the healthcare environment. For example, sur-

geons can perform operations with robots virtually from

anywhere in the world [40].

R.2 High bandwidth: Bandwidth is the capability of wire-

less or wired network communication link to send a

high amount of data from one point to another in a

given amount of time over a network [41]. Biomedical

sensors can send a limited amount of information due

to restricted bandwidth in current 3G and 4G network,

especially in real time monitoring applications [42].

A key feature of the 5G network is to support higher

frequencies (including above than 10 GHz frequencies).

More spectrum is available by using these frequencies,

which leads to very high transmission rates (on the order

of Gbps). Physicians can see high-resolution pictures

remotely and deployed healthcare solution with ultra-

high-definition (UHD) content through the high-speed

5G network. Furthermore, the 5G network can allocate

bandwidth in a scalable and flexible way during com-

munication, which can enable D2D solutions in medical

field [43]. Smart gadgets can be used by these solutions,

such as wearables sensors, medical devices and medical

monitoring equipment’s.

R.3 Ultra-high reliability: Reliability is related to the capa-

bility of a network to carry out preferred operation with

very low error rates. Deployment of numerous biomedi-

cal sensors with IoT capabilities generates more data that

could exceed network capacity [44]. Therefore, the large

number of connection and massive data capacity must

be supported by the new communication infrastructure.

Signaling traffic and transmission from massive number
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TABLE 4. Comparison of available wireless communication technologies for smart healthcare.

of biomedical devices with different traffic patterns must

be handled by new network infrastructure. Scalability is

the main requirement in smart healthcare because the

network must allow to increase or decrease of nodes

without affecting network performance [45]. Therefore,

massive MTCs (Machine Type Communications) with

wide range coverage needs a scalable and flexible net-

work.

R.4 High battery life time: Battery lifetime is a measure

of nodes battery performance and longevity, Which

improve the network lifetime. To connect large numbers

of sensors and biomedical equipment’s, low-cost devices

with high battery life is important [46]. For continuous

remote monitoring, the aim is to connect self-sustainable

devices in the network for the full duration of medical

operation [48]. In 5G, low-power sensors are intended

to work on the same battery for 10 years [47]. Therefore

the network lifetime must be improved.

C. OBJECTIVES FOR SMART HEALTHCARE

O.1 Optimization of resources: Resource optimization tech-

niques are used tominimize energy consummationwhile

maximizing network lifetime [49]. Resource optimiza-

tion techniques play an important role in 5G based smart

healthcare network. A huge number of IoT devices in

smart healthcare will produce a massive amount of data

and consume more bandwidth of the network. Improper

resource optimization can lead to several issues in

network [50]. Network resource optimization must be

able to guarantee optimal usage of system resources,

to increase network efficiency without taking extra soft-

ware or hardware. Resource optimization in one of the

key objectives for smart healthcare.

O.2 Enhancing QoS: Quality of service (QoS) refers to the

ability of the network to achieve high bandwidth and

handle other network performance such as error rate,

latency and uptime. QoS also includes managing and

controlling network resources on priority basis for a

different type of data (audio, video, files) in the network.

The main goal of QoS is to provide priority to networks,

including low latency, dedicated bandwidth, controlled

jitter and enhanced loss characteristics [51]. Enhancing

QoS is one of the critical objectives of smart healthcare

because smart healthcare has different types of data with

different priorities.

O.3 Reducing interference: The concept of frequency reuse

can be used in the smart healthcare system to

achieve optimized resource utilization. Along with this,
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user throughput densification and traffic capacity can be

improved in the network. Therefore, with the densifica-

tion and frequency reuse, there can be more enhance-

ment in terms of efficient load sharing between macro

cells and local access networks. These advantages come

up with different problems such as load and density of

network increased from co-channel interference [52].

Therefore, co-channel interference poses a threat, which

effect smart healthcare system. Hence efficient interfer-

ence schemes are required.

O.4 Enhancing energy efficiency: Energy efficiency has

become the main criterion for designing smart

healthcare network, not just due to the environmental

concerns, but also because of the nature of IoT devices

participating in the network. Due to the density of access

point in the network increases the energy consumption

of the network [53]. Therefore, to reduce operational

cost, it is important for network operators to minimize

the energy consumption of a network. However, bat-

teries capacity keeps increasing, which is not enough

to satisfy user expectations. Therefore, energy efficient

schemes are required to increase the lifetime of the

devices deployed in the network [54].

D. PERFORMANCE MEASURES

P.1 Data rate is the speed of transferred data form source to

destination in network.

P.2 Throughput refers to the packets transferred per unit time.

It is the performance of a task completed by the network

in a specific time.

P.3 Packet loss ratio is the average loss of packets during

transmission between source to destination in the net-

work.

P.4 End-to-End delay is the time taken for transmission of

packets across the network between source to destination.

P.5 Energy required by the source/destination to transmit/

receive data. Therefore, energy efficient routing proto-

cols is required.

IV. RECENT STUDIES ON 5G AND SMART HEALTHCARE

Many of studies explore the potential of 5G to improve smart

healthcare applications. Some of them are given below.

A. CONGESTION CONTROL SCHEMES

In [55], a priority rate-based routing protocol (PRRP) is

proposed for congestion control in low-resource bandwidth

networks such as wireless multimedia sensor networks. Due

to the high bandwidth demand for multimedia traffic, conges-

tion may easily occur in low-resource bandwidth networks.

Congestion can waste scarce resources such as the energy

of nodes, and affect application specific QoS requirements,

which can easily result in the poor visual and sound quality

of the transmitted images, audio and video for the healthcare

application (e.g., remote surgery, remote health monitoring).

The main objective of the scheme is to enhance the QoS

(O.2) by reducing congestion in the network. PRRP uses a

hop-by-hop technique for congestion control. PRRP enables

congestion detection and notification, as well as rate adapta-

tion. PRRP uses buffer occupancy. The maximum and min-

imum value of the threshold is used to calculate the value

of congestion at each node. Hence, there are three possible

cases. Firstly, the congestion value is less than the mini-

mum threshold, which indicates no congestion, so the source

node congestion protocol considers the energy levels of the

upstream nodes and less congested node. Therefore, it sends

traffic to them, which maintains the data rate. Secondly,

the congestion value is between the minimum and maximum

threshold, which indicates a moderate congestion level. So,

the data send to the node according to buffer size, energy

level, or to be sent to another node to avoid congestion by

adjusting the data rate. Thirdly, the congestion value is more

than the maximum threshold, which indicates a high conges-

tion level, and so the child node reduces the data rate. The

protocol is suitable for applications in 5G smart healthcare.

PRRP has shown to increase throughput (P.2), and reduce

packet loss rate (P.3) and end-to-end delay (P.4).

In [56], a congestion control based on reliable transmis-

sion (CCRT) scheme for real-time streaming media services

(e.g., remote surgery) is proposed to avoid congestion. CCRT

use priority-based congestion control mechanism for reliable

transmission for serious information. The main objective of

the scheme is to enhance QoS (O.2) by congestion detec-

tion mechanism based on the queue variation rate and the

queue length in the network. Each packet has either low,

medium or high priority in a queue, which helps to priori-

tize high-priority packets for reliable transmission of these

packets. Receiver node detects congestion based on two cri-

teria. Firstly, the queue length is adjusted as High, Medium

and Low. Arrived packet is added to the tail of the queue

according to the packet type. High priority packet gets service

first make sure of emergent information’s low latency and

high reliability. Medium and low priority packets wait until

the high priority queue empty. Secondly, the queue variation

rate represents positive and negative. Positive queue variation

rate represents the larger amplification of queue length, which

indicates that congestion level increases in the next time

instant; while negative queue variation rate represents that the

queue length becomes smaller, which indicates that conges-

tion level reduces in the next time instant. In addition, a queue

variation rate of more than a maximum threshold can cause

congestion. So, the receiver node adjusts the data rate based

on the congestion detection method of queue variation rate.

CCRT has shown to increase throughput (P.2), and reduces

packet loss (P.3) and end-to-end delay (P.4).

In [57], a congestion control and energy balance based on

hierarchy (CcEbH) scheme is proposed to avoid congestion

in highly congested network with limited resources (e.g.,

continuous health monitoring). The main objective of the

scheme is to enhance the QoS (O.2) by reducing congestion in

the network. Firstly, CcEbH arrange the network into hierar-

chical, from a single node in a network (e.g., a sink node in a

wireless sensor network), so each node can be an upstream
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(or a node at the upper hierarchical level), a downstream

(or a node at the lower hierarchical level), and a similar

hierarchical level node. Congestion at a node can be detected

based on its queue size, whereby the incoming data rate is

greater than the outgoing data rate. The upstream nodes can

probe the buffer occupancy (or queue size) of the downstream

nodes. The upstream node can select a downstream node

with lower congestion level. So, when a downstream node

becomes congested (e.g., buffer occupancy is greater than the

queue length of the upstream node by 20% of total buffer size)

another downstream node is selected to receive data collect

and forward packets. CcEbH has shown to reduce energy

consumption (P.5).

In [58], a healthcare aware optimized congestion avoid-

ance (HOCA) scheme is proposed to avoid congestion for

healthcare applications, such as medical emergencies or mon-

itoring vital signs of patients, because of the importance

and criticality of transmitted data. The main objective of

the scheme is to enhance energy efficiency (O.4) by reduc-

ing congestion in a network. Each packet has either low

(i.e., requires low data rate (P.1)) or high (i.e., requires high

data rate (P.1)) priority. There are four main steps for a sink

node (e.g., a medical center) to gather data or events from

nodes embedded in patients. Firstly, the sink node broadcast

a request for data to nodes. Secondly, nodes embedded in

patients reply to the sink node with data and events by

specifying the level of their importance. Thirdly, the sink node

selects final node based on the specific level of importance

and establishes multiple-path (i.e., spreading of traffic over

multiple paths from source to destination node in the net-

work) routes towards the selected node to reduce congestion.

Fourthly, the selected node senses the event and generate

the packet. High priority packet selects next hop from high

priority table (i.e., pre-defined) to send data while low priority

packet selects from low priority table (i.e., pre-defined).

HOCA has shown to reduce energy consumption (P.5) to

provide a longer network lifetime P.5), and reduce end-to-end

delay (P.4).

In [59], a window-based rate control algorithm (w-RCA) is

proposed to adjust a source node sending rate (i.e., the win-

dow size of unacknowledged packets) and a destination

node’s buffer size for achieving a balanced trade-off between

peak-to-mean ratio and standard deviation in order to opti-

mize the QoS (O.2) of video transmissions for telesurgery.

Edge computing (G.5) is used as it enables cloud computing

capabilities and IT services at the edge server, in a wireless

mobile network. Machine-based algorithms (i.e., is based on

computer programs which can access data and use it learn

for themselves) [60] are used to configure buffer (i.e., tempo-

rary storage) capacity for upcoming frames. Which leads to

smooth video transmission over a single-hop from a remote

location (e.g., for anywhere in the internet coverage) in 5G

networks. The proposed scheme optimizes network parame-

ters, including the peak-to-mean ratio, the standard deviation

of delay, and jitter. Different protocols (i.e., Transmission

control protocol, User datagram protocol, Session description

protocol etc.) are used on both client and server side in the

scheme for exchanging video frames. The proposed scheme

has shown to reduce end-to-end delay (P.4) and jitter (P.3) in

video transmission.

B. SCHEDULING SCHEMES

In [61], network slice based 5G wearable networks is

presented, to improve the network resource sharing and

energy-efficient utilization. The main objective of the scheme

is to optimize the resources (O.1) and energy efficiency

(O.4) of the network by deploying Software-defined net-

work (SDN) (G.3) and Network function virtualization

(NFV) (G.4). SDN handle both control and data plane, to pro-

vide flexible control of network flow consequently. NFV

distributes the function of the network into various functional

areas with the help of virtualization technology, and work

over software, rather then physical hardware. Therefore,

distributed coordination of storage, communication resources

and computing can be realized through network slicing,

which can provide low latency (R.1) requirement and reduce

end-to-end delay (P.4). Further, a data-driven resource man-

agement framework is presented, based on a cognitive service

engine, the cognitive resource engine, and the global cogni-

tive engine. The cognitive resource engine deployed at the

infrastructure layer to allocate resources through a machine

learning algorithm in an efficient way. By using a machine

learning algorithm, cognitive service engine implemented at

wearable service layer to cognition user services by acquiring

service data. The global cognitive engine is deployed to

realize tight coupling between resources and services to

improve utilization QoE of users and resources (O.1).

In [62], a network service chaining (NSC) model is pre-

sented to flexibly integrate SDN and NFV to automate virtual

network devices, rather than using manual connections, for

healthcare services in 5G. The main objective of the scheme

is to enhance QoS (O.2). The model works in collaboration

with the software-defined network (SDN) (G.3) and network

function visualization (NFV) (G.4) technologies. The model

integrates with both advanced technologies, to provide fast

services (i.e., lower delay) in 5G environment with the help

of different types of communication protocols, including

routing scheme for low-power loss-networks, Open Flow

constrained application protocol (CoAP) for messaging, and

transport layer security (TLS) server for security enhance-

ment, to enable operation of smart devices. Moreover, Wi-Fi,

cellular technologies, (See TABLE 4) small base-stations

(i.e., macro, pico, femtocells) (See TABLE 2) are used to

provide better Quality of Service (O.2) to smart devices.

Further, a secure model with Kerberos (i.e., secure commu-

nication protocol allow node to communicate another non-

secure network securely.) authentication server is presented,

to secure the cloudlet mesh from the DDoS attack. TLS

(Transport layer security) protocol is deployed into the server

to provide secure communication between communication

parties. The model has shown as increasing QoS (O.2) by

decreasing end-to-end delay (P.4) with high security.
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In [63], 5G cognitive system (5G-Csys) is proposed. The

main objective of the scheme is to enhance the QoS by

achieving ultra-low latency (R.1) and ultra-high reliabil-

ity (R.3) in the heterogeneous network for cognitive applica-

tions (i.e., Remote surgery). The system consists of a resource

cognitive and data cognitive engine. The resource cogni-

tive intelligence, based on the learning of network contexts

(i.e., software-defined network) by cognize the resources in

the network, to achieve required ultra-low latency and ultra-

high reliability of the system. The data cognitive engine

leverage machine and deep learning algorithms (i.e., is based

on computer programs which can access data and use it

learn for themselves [60].) to analyze healthcare data e.g.,

speech emotion recognition. The proposed system has shown

to achieve QoS (O.2) by reducing end-to-end delay (P.4) in

the network.

In [5], 5G-based Smart Diabetes scheme is presented. The

main objective of the scheme is resource optimization (O.1) to

provide better QoS (O.2) for real-time monitoring of patients

remotely. The scheme consists of three layers; Sensing layer

collects data from different resources (i.e., sensors) in real

time. The personalized diagnosis layer process the collected

data with modern machine learning algorithms (i.e., is based

on computer programs which can access data and use it

learn for themselves [60].) to analyses the disease. The data

sharing layer shares the data on social space and data space

through the social network using the 5G network, to the doc-

tors and relatives of the patient. Emerging 5G network with

the smartphone and wearable medical devices (i.e., smart

clothes) are used in the scheme. The scheme is shown to be

highly accurate by reducing packet loss (P.3) and end-to-end

delay (P.4).

In [64], 5G small cells (i.e., femto, pico, microcells) net-

work approach is presented to enhance the QoS (O.2) by

achieving a high data rate (P.1). Transmission of the medical

ultrasound video stream from moving ambulance to hospital

uplink is considered in the case. A heterogeneous network,

containing macrocell with eNodeB coexisting with a small

mobile cell is considered. A small cell network is deployed

in the ambulance name as mobile small cells which allow

users to move around and connect to the operator’s network

in the vicinity. It utilities a standard radio interface technique

(e.g., FDMA (frequency division multiple access), TDMA,

CDMA, and OFDMA (orthogonal frequency division mul-

tiple access)) to connect with the serving macrocell base

station (eNodeB). LTE-Sim, system level simulator, is used to

obtain the results. From the result it shown that the network

improves the QoS in term of throughput (P.2), Packet Loss

Rate (PLR) (P.3) and end-to-end delay (P.4).

C. ROUTING SCHEMES

In [65], handover scheme in 5G, to assist the cellular user in

D2D communication (G.1) at the cell edge is presented. The

main objective of the scheme is reducing interference (O.3)

by managing mobility to minimize end-to-end delay (P.4)

during motion of cells. During a handover, nodes (or UEs)

can move from one cell to another and form D2D links

with neighboring nodes to provide seamless connectivity with

better channel quality. eNB is responsible for resource man-

agement, power control and D2D session establishment. The

eNB generates handover decision based on channel Quality

Indicator (CQI). The handover process divided into three

steps, in the preparation step, UEs send information to its

serving eNB related to channel, which chooses whether to

recruit the handover process on specific conditions or not.

In the execution step, it is decided to transfer the behavior

and information of UEs to other cell or not. In the completion

step, acknowledgment is shared between cells and status is

updated in new cells about UEs. The scheme is shown energy

efficient (P.5).

In [66], device-aware routing and scheduling algorithm

(DARA) for device-to-device communication (G.1) in multi-

hop network is presented. The main objective of the scheme

is the resource optimization of network to increase net-

work lifetime (energy efficiency) (P.5). In DARA Each node

decides the amount of data it can handle based on its residual

energy and computing power. A network utility maximization

(NUM) formula is deployed for the incorporation of devices

capabilities. A node decides whether to forward data or not

(routing decision) and also switch on the link for the next hop

node (scheduling decision). Therefore, algorithms have both

routing and scheduling decisions. Test-bed is used for imple-

mentation, and the result shows significant improvement in

throughput (P.2) as compared to the traditional back-pressure

algorithm.

In [67], interference-aware routing (IAR) in 5G for D2D

communication (G.1) is presented. The main objective of the

scheme is to reduce interference (O.3). The scheme enables

the route between source and destination by using nodes on

the cell edges. Firstly, the router sends data to present nodes

in the edge, then along with cell edge data travels towards

the destination. Then lastly data is sent to the destination

from cell edge. At each stage, IAR consumes Shortest Path

Routing (SPR). Consequently, routes in IAR are longer as

compared to the direct shortest path, but IAR has lesser

interference overall. The scheme is shown to be energy effi-

cient (P.5) with a high data rate (P.1).

In [68], a secure trust-base relay node selection scheme

in 5G for D2D communication (G.1) is presented. The main

objective of the scheme is to avoid interference (O.3) by

selecting the trusted node for data forwarding. At each node,

the trust value is calculated based on experience, particularly

the packet successful delivery rate and the decoding error.

Each nodemaintains a trust table to keep track of its neighbors

nodes and select a next-hop node based on their updated

table. The trust values are considered based on four param-

eters, namely, buffer capacity, SNR, energy and reliability of

devices. The scheme is shown to be energy efficient (P.5).

In [4], 5G based scheme and routing protocol for continu-

ous monitoring of the chronic patient is presented. The main

objectives of this scheme to optimize network resources (O.1)

to reduce end-to-end delay (P.4) and provide high
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TABLE 5. Summary of an approaches, objectives, performance measures, requirements and communication technologies of smart healthcare schemes
proposed in literature for 5G.

VOLUME 7, 2019 100757



A. Ahad et al.: 5G-Based Smart Healthcare Network: Architecture, Taxonomy, Challenges and Future Research Directions

bandwidth (R.2) to the user with a guarantee to avoid conges-

tion. The author used a smart phone, wearables devices and

5G network to share data between sensors, smartphone and

base station. The author also usedmachine learning algorithm

(i.e., is based on computer programs which can access data

and use it learn for themselves [60]) having name decision

taking an algorithm to analyze the data to take necessary

action. The decision taking algorithm analyses the data and

activate the alarm in case of an abnormal situation. The

scheme has the ability of data collection in real time with

fast response. The author used 4G and 5G in the presented

scheme and analyzed the performance. The result shows that

5G increase the throughput (P.2), end-to-end delay (P.4) and

network lifetime (Energy efficient)(P.5).

In [69], femtocell network and cloud computing-based

scheme is presented. The main objective of the scheme is

to optimize network resources (O.1) to achieve a high data

rate (P.1). Body sensor network collects data of the user from

the sensors and sends to the user’s mobile devices, which are

registered under a femtocell. Femtocell is used as a low power

home base-station with good coverage at the indoor region.

Femtocell maintains a database, a received data is verified

with the information in the database, and if an abnormality is

detected, the data is sent to the cloud through femtocell for

further analyzing and access by the doctors. Markov Chain

model (i.e., an order of possible events, where every event

probably depends only on the state attained in the previous

event.) is used in the cloud, to provide the best solution. This

femtocell network approach minimizes the consumption of

the network resources to achieve high energy efficiency (O.4)

and with high security as compared to a macrocell

network.

V. OPEN ISSUES AND CHALLENGES

Besides the above-mentioned advances, there are numerous

challenges and open research issues in adopting 5G for smart

healthcare. The aim of discussing these issues is to provide

research direction in this domain for new researchers. Table 6

presents the future research directions and their importance.

A. CONNECTIVITY IN IoT

A smart healthcare network consists of billions of devices.

Smart healthcare concept can succeed only if it can provide

connectivity to every device present in the network with

the capabilities of sensing to produce important information.

In smart healthcare, any available communication network

can be used by IoT devices, such as Bluetooth, Wi-Fi, cel-

lular network (LTE, emerging 5G). However, guaranteeing

connectivity in smart healthcare postures many challenges,

such as:
• Guaranteeing connectivity to huge devices deployed in

the network in wide range.

• Providing connectivity to high mobility (i.e., high-

speed ambulance, carrying patients) devices in the

network.

B. INTEROPERABILITY

Interoperability is an ability of two ormore different networks

and devices to interconnect with each other for exchanging

data. Smart healthcare includes different IoT devices from

various range of domains (i.e., remote surgery, ECG moni-

toring and remote health monitoring). Interoperability plays

an important role in smart healthcare, providing connectiv-

ity between different devices using different communication

technologies. Interoperability between different devices in

different domains is a key limitation for IoT success due to

lack of universal standards [71]. To overcome the challenge

of interoperability must be identified at various levels (i.e.,

application, devices, communication and network). An arti-

ficial intelligent and integrated approach is needed to allow

billions of IoT devices to communicate with each other. For

instance, FIRARE and oneM2M standardization is working

on the interoperability issues in collaboration with different

standardization bodies such as OMA, 3GPP and ETSI.

C. LOW POWER AND LOW-COST COMMUNICATION

Generally, IoT devices used for smart healthcare are limited

in size and connected with a collection of sensors. A con-

tinuous source of energy is required to drive these devices,

which presents a severe challenge in term of cost and battery

life. To address these issues in smart healthcare, devices

must have the features of low power consumption with low

cost. Therefore, intelligent algorithms are required, that allow

devices to communicate with each other with less energy

consumption. Another method is an advancement in wireless

communication and micro-electronics domain.

D. BIG DATA ANALYTICS

Big data analytics is a key research direction in smart health-

care. In smart healthcare, billions of devices are connected,

which can produce a huge amount of data and information

for analysis. This data can consist of information about user

private data (i.e., Patient Data) and from the surrounding

environment (i.e., ECG, Heart Rate monitoring). Intelligent

algorithms and techniques are required to analyze this data.

For example, data produced by locally connected devices can

be analyzed efficiently by adopting deep learning algorithms.

The key issues that must be addressed are:

• During data analysis user privacy must be protected.

• Data secrecy must be provided for sensitive data.

• Infrastructure must be provided to collect, analyze and

store a massive amount of data.

• Computation power must be provided to extract infor-

mation from the data.

E. SECURITY, TRUST AND PRIVACY

Security is required for smart healthcare. Since smart health-

care is based on the internet connectivity of different devices;

security becomes an important challenge. Due to constrained

nature of IoT device (limited processing and battery life)
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TABLE 6. Future research challenges.
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TABLE 7. Definitions of all acronyms used in the paper.

it is difficult to implement complex security protocols and

algorithms. As a result of this 70% of IoT devices (including

smart healthcare devices) are at risk of attack in future. This

leads to numerous attacks and threats in term of security and

privacy. To design successful smart healthcare in the future

5G network, the following issues must be taken into account.

• For user data, privacy-aware communication must be

provided.

• For data integrity and authenticity, a simple and secure

communication must be provided between smart health-

care devices and a cloud-based application centre.

• User approval and trust must be ensured by delivering

strong privacy.

• Risk assessment must be made in detail to detect present

and new attacks.

VI. CONCLUSION

In this paper we have presented a review of recent works

along with research opportunities on the networking aspect

of 5G and IoT for smart healthcare. We firstly presented

an architecture for 5G smart healthcare and the essen-

tial techniques (i.e., D2D communication, Small cells,

Software-defined network (SDN), Network function virtu-

alization (NFV), mmWaves and Edge computing) to enable

5G smart healthcare. Secondly, we presented the taxonomy

of 5G smart healthcare, and analyzed the new requirements

(i.e., ultra-low latency, high bandwidth, ultra-high reliability

and high battery lifetime) and objectives (optimizations of

resources, enhancing QoS, reducing interference and improv-

ing energy efficiency) for 5G smart healthcare. Third, we pre-

sented a detailed review of network layer solutions, including

scheduling, routing, and congestion control, applied to IoT

based 5G smart healthcare covering both recent work and

future research opportunities. Because of the adaptability and

growing nature of computer networks, it was difficult to cover

every single approach: however, an endeavour has been made

to cover all essential approaches. Finally, we briefly presented

the open issues and challenges for future 5G smart healthcare.

REFERENCES

[1] J. M. C. Brito, ‘‘Trends in wireless communications towards 5G

networks—The influence of e-health and IoT applications,’’ in Proc. Int.

Multidisciplinary Conf. Comput. Energy Sci., Jul. 2016, pp. 1–7.

[2] 5G-PPP White Paper on E-Health Vertical Sector, document 5G-PPP,

Sep. 2015. [Online]. Available: https://5g-ppp.eu/wp-content/uploads/

2014/02/5G-PPP-White-Paper-one-Health-Vertical-Sector.pdf

[3] T. J. McCue. (Apr. 2015). $117 Billion Market for Internet of

Things in Healthcare by 2020. Forbes Tech. [Online]. Available:

http://www.forbes.com/sites/tjmccue/2015/04/22/117-billion-market-for-

internet-of-thingsin-healthcare-by-2020/2715e4857a0b2536043d2471

[4] J. Lloret, L. Parra,M. Taha, and J. Tomás, ‘‘An architecture and protocol for

smart continuous eHealth monitoring using 5G,’’ Comput. Netw., vol. 129,

pp. 340–351, Dec. 2017.

[5] M. Chen, J. Yang, J. Zhou, Y. Hao, J. Zhang, and C.-H. Youn, ‘‘5G-smart

diabetes: Toward personalized diabetes diagnosis with healthcare big data

clouds,’’ IEEE Commun. Mag., vol. 56, no. 4, pp. 16–23, Apr. 2018.

[6] F. Xiao, Q. Miao, X. Xie, L. Sun, and R. Wang, ‘‘Indoor anti-collision

alarm system based on wearable Internet of Things for smart healthcare,’’

IEEE Commun. Mag., vol. 56, no. 4, pp. 53–59, Apr. 2018.

[7] J. Santos, J. J. P. C. Rodrigues, B. M. C. Silva, J. Casal, K. Saleem,

and V. Denisov, ‘‘An IoT-based mobile gateway for intelligent personal

assistants onmobile health environments,’’ J. Netw. Comput. Appl., vol. 71,

pp. 194–204, Aug. 2016.

[8] I. Chiuchisan, I. Chiuchisan, and M. Dimian, ‘‘Internet of things for e-

health: An approach to medical applications,’’ in Proc. IEEE Int. Workshop

Comput. Intell. Multimedia Understand. (IWCIM), 2015, pp. 1–5.

100760 VOLUME 7, 2019



A. Ahad et al.: 5G-Based Smart Healthcare Network: Architecture, Taxonomy, Challenges and Future Research Directions

[9] M. Chen, Y. Ma, Y. Li, D. Wu, Y. Zhang, and C.-H. Youn, ‘‘Wearable 2.0:

Enabling human-cloud integration in next generation healthcare systems,’’

IEEE Commun. Mag., vol. 55, no. 1, pp. 54–61, Jan. 2017.

[10] W. D. de Mattos and P. R. L. Gondim, ‘‘M-health solutions using 5G

networks and M2M communications,’’ IT Prof., vol. 18, no. 3, pp. 24–29,

2016.

[11] S. Kraijak and P. Tuwanut, ‘‘A survey on IoT architectures, proto-

cols, applications, security, privacy, real-world implementation and future

trends,’’ in Proc. 11th Int. Conf. Wireless Commun., Netw. Mobile Com-

put. (WiCOM), Sep. 2015, pp. 1–6.

[12] W. Ejaz, A. Anpalagan, M. A. Imran, M. Jo, M. Naeem, S. B. Qaisar,

and W. Wang, ‘‘Internet of Things (IoT) in 5G wireless communications,’’

IEEE Access, vol. 4, pp. 10310–10314, 2016.

[13] M. Elhoseny, G. Ramírez-González, O. M. Abu-Elnasr, S. A. Shawkat,

N. Arunkumar, and A. Farouk, ‘‘Secure medical data transmission model

for IoT-based healthcare systems,’’ IEEE Access, vol. 6, pp. 20596–20608,

2018.

[14] M. H. Alsharif, R. Nordin, N. F. Abdullah, and A. H. Kelechi, ‘‘How to

make key 5G wireless technologies environmental friendly: A review,’’

Trans. Emerg. Telecommun. Technol., vol. 29, no. 1, p. e3254, 2018.

[15] M. Agiwal, A. Roy, and N. Saxena, ‘‘Next generation 5G wireless net-

works: A comprehensive survey,’’ IEEE Commun. Surveys Tut., vol. 18,

no. 3, pp. 1617–1655, 3rd Quart., 2016.

[16] M. Series, ‘‘IMT vision—Framework and overall objectives of the future

development of IMT for 2020 and beyond,’’ Tech. Rep. Recommendation

ITU-R M.2083-0, 2015.

[17] M. R. Palattella, M. Dohler, A. Grieco, G. Rizzo, J. Torsner, T. Engel,

and L. Ladid, ‘‘Internet of Things in the 5G era: Enablers, architecture,

and business models,’’ IEEE J. Sel. Areas Commun., vol. 34, no. 3,

pp. 510–527, Mar. 2016.

[18] J. Qi, P. Yang, G. Min, O. Amft, F. Dong, and L. Xu, ‘‘Advanced Internet of

Things for personalised healthcare systems: A survey,’’ Pervasive Mobile

Comput., vol. 41, pp. 132–149, Oct. 2017.

[19] S. M. R. Islam, D. Kwak, M. H. Kabir, M. Hossain, and K.-S. Kwak,

‘‘The Internet of Things for health care: A comprehensive survey,’’ IEEE

Access, vol. 3, pp. 678–708, 2015.

[20] S. B. Baker, W. Xiang, and I. Atkinson, ‘‘Internet of Things for smart

healthcare: Technologies, challenges, and opportunities,’’ IEEE Access,

vol. 5, pp. 26521–26544, 2017.

[21] M. M. E. Mahmoud, J. J. P. C. Rodrigues, S. H. Ahmed, S. C. Shah,

J. F. Al-Muhtadi, V. V. Korotaev, and V. H. C. De Albuquerque, ‘‘Enabling

technologies on cloud of things for smart healthcare,’’ IEEE Access, vol. 6,

pp. 31950–31967, 2018.

[22] M. M. Dhanvijay and S. C. Patil, ‘‘Internet of Things: A survey of enabling

technologies in healthcare and its applications,’’ Comput. Netw., vol. 153,

pp. 113–131, Apr. 2019.

[23] Q. Zhang, J. Liu, and G. Zhao, Towards 5G Enabled Tactile Robotic

Telesurgery, 2018, pp. 1–7.

[24] M.Agiwal, N. Saxena, andA. Roy, ‘‘Towards connected living: 5G enabled

Internet of Things (IoT),’’ IETE Tech. Rev., vol. 36, no. 2, pp. 190–202,

2019.

[25] T. Q. Duong, X. Chu, and H. A. Suraweera, Eds., Ultra-Dense Networks

for 5G and Beyond: Modelling, Analysis, and Applications. Hoboken, NJ,

USA: Wiley, 2019.

[26] K.-L. A. Yau, J. Qadir, C. Wu, M. A. Imran, and M. H. Ling, ‘‘Cognition-

inspired 5G cellular networks: A review and the road ahead,’’ IEEE Access,

vol. 6, pp. 35072–35090, 2018.

[27] W. H. Chin, Z. Fan, and R. Haines, ‘‘Emerging technologies and research

challenges for 5G wireless networks,’’ IEEE Wireless Commun., vol. 21,

no. 2, pp. 106–112, Apr. 2014.

[28] F. Jameel, Z. Hamid, F. Jabeen, S. Zeadally, and M. A. Javed, ‘‘A survey of

device-to-device communications: Research issues and challenges,’’ IEEE

Commun. Surveys Tuts., vol. 20, no. 3, pp. 2133–2168, 3rd Quart., 2018.

[29] G. Kilic and T. Girici, ‘‘Joint channel and power allocation for device-to-

device underlay,’’ Ad Hoc Netw., vol. 83, pp. 158–167, Feb. 2019.

[30] D. Fang, F. Ye, Y. Qian, and H. Sharif, ‘‘Small base station

management—Improving energy efficiency in heterogeneous networks,’’

in Proc. 14th Int. Wireless Commun. Mobile Comput. Conf. (IWCMC),

2018, pp. 1191–1196.

[31] N. Al-Falahy and O. Y. K. Alani, ‘‘Millimetre wave frequency band

as a candidate spectrum for 5G network architecture: A survey,’’ Phys.

Commun., vol. 32, pp. 120–144, Feb. 2019.

[32] Z. Zaidi, V. Friderikos, Z. Yousaf, S. Fletcher, M. Dohler, and H. Aghvami,

‘‘Will SDN be part of 5G?’’ IEEE Commun. Surveys Tuts., vol. 20, no. 4,

pp. 3220–3258, 4th Quart., 2018.

[33] N. Hassan, S. Gillani, E. Ahmed, I. Ibrar, and M. Imran, ‘‘The role of edge

computing in Internet of Things,’’ IEEE Commun. Mag., vol. 56, no. 11,

pp. 110–115, Nov. 2018.

[34] A. Bazzi, G. Cecchini,M.Menarini, B.M.Masini, andA. Zanella, ‘‘Survey

and perspectives of vehicular Wi-Fi versus sidelink cellular-V2X in the 5G

era,’’ Future Internet, vol. 11, no. 6, p. 122, 2019.

[35] S. Madakam, R. Ramaswamy, and S. Tripathi, ‘‘Internet of Things (IoT): A

literature review,’’ J. Comput. Commun., vol. 3, no. 5, pp. 164–173, 2015.

[36] Y. Mehmood, F. Ahmad, I. Yaqoob, A. Adnane, M. Imran, and S. Guizani,

‘‘Internet-of-Things-based smart cities: Recent advances and challenges,’’

IEEE Commun. Mag., vol. 55, no. 9, pp. 16–24, Sep. 2017.

[37] M. M. Alam, H. Malik, M. I. Khan, T. Pardy, A. Kuusik, and

Y. L. Moullec, ‘‘A survey on the roles of communication technologies

in IoT-based personalized healthcare applications,’’ IEEE Access, vol. 6,

pp. 36611–36631, 2018.

[38] E. Jovanov and A.Milenkovic, ‘‘Body area networks for ubiquitous health-

care applications: Opportunities and challenges,’’ J. Med. Syst., vol. 35,

no. 5, pp. 1245–1254, 2011.

[39] Q. Han, S. Liang, and H. Zhang, ‘‘Mobile cloud sensing, big data, and 5G

networks make an intelligent and smart world,’’ IEEE Netw., vol. 29, no. 2,

pp. 40–45, Mar./Apr. 2015.

[40] M. Simsek, A. Aijaz, M. Dohler, J. Sachs, and G. Fettweis, ‘‘5G-enabled

tactile Internet,’’ IEEE J. Sel. Areas Commun., vol. 34, no. 3, pp. 460–473,

Mar. 2016.

[41] T. Polonelli, D. Brunelli, A. Bartolini, and L. Benini, ‘‘A LoRaWAN wire-

less sensor network for data center temperature monitoring,’’ in Proc. Int.

Conf. Appl. Electron. Pervading Ind., Environ. Soc. Cham, Switzerland:

Springer, 2018, pp. 169–177.

[42] O. O. Fagbohun, ‘‘Comparative studies on 3G,4G and 5Gwireless technol-

ogy,’’ IOSR J. Electron. Commun. Eng., vol. 9, no. 2, pp. 133–139, 2014.

[43] V. Kumar, S. Yadav, D. N. Sandeep, S. Dhok, R. K. Barik, and H. Dubey,

‘‘5G cellular: Concept, research work and enabling technologies,’’ in

Advances in Data and Information Sciences. Singapore: Springer, 2019,

pp. 327–338.

[44] H. Shariatmadari, R. Ratasuk, S. Iraji, A. Laya, T. Taleb, R. Jäntti, and

A. Ghosh, ‘‘Machine-type communications: Current status and future

perspectives toward 5G systems,’’ IEEE Commun. Mag., vol. 53, no. 9,

pp. 10–17, Sep. 2015.

[45] Y.-G. Yue and P. He, ‘‘A comprehensive survey on the reliability of mobile

wireless sensor networks: Taxonomy, challenges, and future directions,’’

Inf. Fusion, vol. 44, pp. 188–204, Nov. 2018.

[46] R. Xiong, L. Li, and J. Tian, ‘‘Towards a smarter battery management

system: A critical review on battery state of health monitoring methods,’’

J. Power Sources, vol. 405, pp. 18–29, Nov. 2018.

[47] H. T. Mouftah, M. Erol-Kantarci, and M. H. Rehmani, Transportation

and Power Grid in Smart Cities: Communication Networks and Services.

Hoboken, NJ, USA: Wiley, 2018.

[48] A. Ahad, S. Al Faisal, F. Ali, B. Jan, and N. Ullah, ‘‘Design and perfor-

mance analysis of DSS (dual sink based scheme) protocol for WBASNs,’’

Adv. Remote Sens., vol. 6, no. 4, pp. 245–259, 2017.

[49] M. A. Jan, S. R. U. Jan, M. Alam, A. Akhunzada, and I. U. Rahman,

‘‘A comprehensive analysis of congestion control protocols in wireless

sensor networks,’’ Mobile Netw. Appl., vol. 23, no. 3, pp. 456–468, 2018.

[50] T. Umer, M. H. Rehmani, A. E. Kamal, and L. Mihaylova, ‘‘Information

and resource management systems for Internet of Things: Energy manage-

ment, communication protocols and future applications,’’ Future Gener.

Comput. Syst., vol. 92, pp. 1021–1027, Mar. 2019.

[51] A. Roy, T. Acharya, and S. DasBit, ‘‘Quality of service in delay tolerant

networks: A survey,’’ Comput. Netw., vol. 130, pp. 121–133, Jan. 2018.

[52] W. Mwashita andM. O. Odhiambo, ‘‘Interference management techniques

for device-to-device communications,’’ in Predictive Intelligence Using

Big Data and the Internet of Things. Hershey, PA, USA: IGI Global, 2019,

pp. 219–245.

[53] S. Samarakoon, M. Bennis, W. Saad, M. Debbah, and M. Latva-Aho,

‘‘Ultra dense small cell networks: Turning density into energy effi-

ciency,’’ IEEE J. Sel. Areas Commun., vol. 34, no. 5, pp. 1267–1280,

May 2016.

[54] A. Ahad, ‘‘Comparison of energy efficient routing protocols in wireless

sensor network,’’ Amer. J. Netw. Commun., vol. 6, no. 4, pp. 67–73,

2018.

VOLUME 7, 2019 100761



A. Ahad et al.: 5G-Based Smart Healthcare Network: Architecture, Taxonomy, Challenges and Future Research Directions

[55] L. Tshiningayamwe, G.-A. Lusilao-Zodi, and M. E. Dlodlo, ‘‘A priority

rate-based routing protocol for wireless multimedia sensor networks,’’

in Advances in Nature and Biologically Inspired Computing. Cham,

Switzerland: Springer, 2016, pp. 347–358.

[56] S. Hua, ‘‘Congestion control based on reliable transmission in wireless

sensor networks,’’ J. Netw., vol. 9, no. 3, pp. 762–768, 2014.

[57] W. Chen, Y. Niu, and Y. Zou, ‘‘Congestion control and energy-balanced

scheme based on the hierarchy for WSNs,’’ IET Wireless Sensor Syst.,

vol. 7, no. 1, pp. 1–8, 2016.

[58] A. A. Rezaee, M. H. Yaghmaee, A. M. Rahmani, and A. H. Mohajerzadeh,

‘‘HOCA: Healthcare aware optimized congestion avoidance and control

protocol for wireless sensor networks,’’ J. Netw. Comput. Appl., vol. 37,

no. 1, pp. 216–228, Jan. 2014.

[59] A. H. Sodhro, Z. Luo, A. K. Sangaiah, and S. W. Baik, ‘‘Mobile edge

computing based QoS optimization in medical healthcare applications,’’

Int. J. Inf. Manage., vol. 45, pp. 308–318, Apr. 2019.

[60] A. Choudhury and D. Gupta, ‘‘A survey on medical diagnosis of

diabetes using machine learning techniques,’’ in Recent Developments

in Machine Learning and Data Analytics. Singapore: Springer, 2019,

pp. 67–78.

[61] Y. Hao, D. Tian, G. Fortino, J. Zhang, and I. Humar, ‘‘Network slicing

technology in a 5G wearable network,’’ IEEE Commun. Stand. Mag.,

vol. 2, no. 1, pp. 66–71, Mar. 2018.

[62] R. Chaudhary, N. Kumar, and S. Zeadally, ‘‘Network service chaining in

fog and cloud computing for the 5G environment: Data management and

security challenges,’’ IEEE Commun. Mag., vol. 55, no. 11, pp. 114–122,

Nov. 2017.

[63] M. Chen, J. Yang, Y. Hao, S. Mao, and K. Hwang, ‘‘A 5G cognitive system

for healthcare,’’ Big Data Cognit. Comput., vol. 1, no. 1, p. 2, 2017.

[64] I. U. Rehman, M. M. Nasralla, A. Ali, and N. Philip, ‘‘Small cell-based

ambulance scenario for medical video streaming: A 5G-health use case,’’

in Proc. 15th Int. Conf. Smart Cities, Improving Qual. Life Using ICT

IoT (HONET-ICT), Oct. 2018, pp. 29–32.

[65] A. Orsino, M. Gapeyenko, L. Militano, D. Moltchanov, S. Andreev,

Y. Koucheryavy, and G. Araniti, ‘‘Assisted handover based on device-to-

device communications in 3GPP LTE systems,’’ in Proc. IEEE GLOBE-

COM Workshops, Dec. 2015, pp. 1–6.

[66] Y. Xing and H. Seferoglu, ‘‘Device-aware routing and scheduling in

multi-hop Device-to-Device networks,’’ in Proc. Inf. Theory Appl. Work-

shop (ITA), Feb. 2017, pp. 1–7.

[67] H. Yuan, W. Guo, Y. Jin, S. Wang, and M. Ni, ‘‘Interference-aware

multi-hop path selection for device-to-device communications in a cellular

interference environment,’’ IET Commun., vol. 11, no. 11, pp. 1741–1750,

2017.

[68] P. K.Mishra and S. Pandey, ‘‘Amethod for network assisted relay selection

in device to device communication for the 5G,’’ Int. J. Appl. Eng. Res.,

vol. 11, no. 10, pp. 7125–7131, 2016.

[69] D. De and A. Mukherjee, ‘‘Femto-cloud based secure and economic dis-

tributed diagnosis and home health care system,’’ J. Med. Imag. Heal.

Informat., vol. 5, no. 3, pp. 435–447, 2015.

[70] K. N. Lal and A. Kumar, ‘‘E-health application over 5G using Content-

Centric networking (CCN),’’ in Proc. Int. Conf. IoT Appl. (ICIOT),

May 2017, pp. 1–5.

[71] G. A. Akpakwu, B. J. Silva, G. P. Hancke, and A. M. Abu-Mahfouz,

‘‘A survey on 5G networks for the Internet of Things: Communica-

tion technologies and challenges,’’ IEEE Access, vol. 6, pp. 3619–3647,

2018.

ABDUL AHAD received the M.Sc. degree in

computer science from Swat University, Pakistan,

in 2014, and the M.S. degree in computer sci-

ence from Virtual University, Pakistan, in 2017.

He is currently pursuing the Ph.D. degree in com-

puter science with Sunway University, Malaysia.

His research interests include 5G, the Inter-

net of Things, wireless networks, and artificial

intelligence.

MOHAMMAD TAHIR received the M.Sc. and

Ph.D. degrees in electrical and computer engi-

neering from the Department of Electrical and

Computer Engineering, International Islamic Uni-

versity Malaysia, in 2011 and 2016, respectively.

Prior to joining academics, he worked in the R&D

Division of industry for seven years on several

projects related to the Internet of Things and cog-

nitive radio. His research interests include 5G,

the Internet of things, game theory for wireless

networks, wireless security, Blockchain, and autonomic computing.

KOK-LIM ALVIN YAU received the B.Eng.

degree (Hons.) in electrical and electronics engi-

neering from Universiti Teknologi PETRONAS,

Malaysia, in 2005, the M.Sc. degree in electri-

cal engineering from the National University of

Singapore, in 2007, and the Ph.D. degree in net-

work engineering from the Victoria University of

Wellington, New Zealand, in 2010. He is currently

a Professor with the Department of Computing

and Information Systems, Sunway University. He

is also a Researcher, Lecturer, and Consultant in cognitive radio, wireless

networks, applied artificial intelligence, applied deep learning, and rein-

forcement learning. He serves as a TPC member and a Reviewer for major

international conferences, including the ICC, VTC, LCN, GLOBECOM, and

AINA. He was a recipient of the 2007 Professional Engineer Board of the

Singapore Gold Medal for being the Best Graduate of the M.Sc. degree,

in 2006 and 2007, respectively. He also served as the Vice General Co-Chair

of the ICOIN’18, the Co-Chair of the IET ICFCNA’14, and the Co-Chair

(Organizing Committee) of the IET ICWCA’12. He serves as an Editor for

the KSII Transactions on Internet and Information Systems, an Associate

Editor for the IEEE ACCESS, a Guest Editor for the Special Issues of IEEE

ACCESS, the IET Networks, the IEEE Computational Intelligence Maga-

zine, and the Journal of Ambient Intelligence and Humanized Computing

(Springer), and a regular Reviewer for over 20 journals, including the IEEE

journals and magazines, the AdHoc Networks, and the IET Communications.

100762 VOLUME 7, 2019


	INTRODUCTION
	WHAT IS SMART HEALTHCARE?
	WHAT IS IoT?
	WHAT IS 5G?
	OUR CONTRIBUTIONS
	ORGANIZATION OF THIS PAPER

	5G NETWORK ARCHITECTURE FOR SMART HEALTHCARE SOLUTIONS
	5G ARCHITECTURE
	5G FEATURES AND ENABLING TECHNOLOGIES
	PERFORMANCE ENHANCEMENT OF 5G

	TAXONOMY
	COMMUNICATION TECHNOLOGIES FOR SMART HEALTHCARE 
	REQUIREMENTS FOR SMART HEALTHCARE
	OBJECTIVES FOR SMART HEALTHCARE
	PERFORMANCE MEASURES

	RECENT STUDIES ON 5G AND SMART HEALTHCARE
	CONGESTION CONTROL SCHEMES
	SCHEDULING SCHEMES
	ROUTING SCHEMES

	OPEN ISSUES AND CHALLENGES
	CONNECTIVITY IN IoT
	INTEROPERABILITY
	LOW POWER AND LOW-COST COMMUNICATION
	BIG DATA ANALYTICS
	SECURITY, TRUST AND PRIVACY

	CONCLUSION
	REFERENCES
	Biographies
	ABDUL AHAD
	MOHAMMAD TAHIR
	KOK-LIM ALVIN YAU


