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ABSTRACT Next-generation of the cellular network will attempt to overcome the limitations of the current

Fifth Generation (5G) networks and equip itself to address the challenges which become obvious in the

future. Currently, academia and industry have focused their attention on the Sixth Generation (6G) network,

which is anticipated to be the next big game-changer in the telecom industry. The outbreak of COVID’19 has

made the whole world to opt for virtual meetings, live video interactions ranging from healthcare, business

to education. However, we miss an immersive experience due to the lack of supporting technology. Experts

have anticipated that starting from the post-pandemic age, the performance requirements of technology for

virtual and real-time communication, the rise of several verticals such as industrial automation, robotics,

and autonomous driving will increase tremendously, and will skyrocket during the next decade. In this

manuscript, we study the latest perspectives and future megatrends that are most likely to drive 6G. Initially,

we describe the instances that lead us to the vision of 6G. Later, we narrate some of the use cases and the

KPIs essential to meet their performance requirement. Further, we highlight the key requirements of 6G

based on contemporary research such as UN sustainability goals, business model, edge intelligence, digital

divide, and the trends in machine learning for 6G.

INDEX TERMS 6G, artificial intelligence, cloud computing, sustainability goals, digital divide, healthcare,

machine learning, Tera hertz communication, cellular network, 6G architecture.

I. INTRODUCTION

Recently after the launch of Fifth Generation (5G) mobile

networks, several data-intensive applications and verticals

which require specific network parameters have undergone

a deep sense of relief due to the availability of high data

rate, bandwidth, and reliability. In 2020, the 5G deployments

by different network providers either as Non-Stand-Alone

(NSA), or as Stand-Alone (SA), will address the need for

mobile internet by high data rate (e.g., enhanced Mobile

Broadband (eMBB)), ultra-reliable low latency (uRLLC),

and connectivity between massively dense deployment of

smart devices (e.g., massive Machine Type Communication

(mMTC)) [1]. Further, 5G networks can reduce the network

scale-up time drastically due to its virtualized core. Conse-

quently, the cost reduces. All these features have made 5G

networks predominantly different from its predecessors in
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terms of network capacity, and range of applications it would

support [1].

It is envisioned that by 2030, there will be 97 billion

machine type devices, resulting in an astonishing increase

in the global mobile generated data traffic to 5.016 Zeta

Bytes (ZB) per month from 0.062 ZB as in 2020 [2]. Fur-

ther, a survey has anticipated that by 2030, the number of

people living in 43 megacities across the globe will increase

to 10 million [19]. Consequently, information communica-

tion technologies (ICT) should be agile and robust with

respect to the massive data generated by the mobile devices

due to urbanization and from smart city ecosystems such

as smart transportation, smart healthcare, and smart build-

ings. Moreover, the data generated will be fueled by the

emerging applications in the area of Artificial Intelligence

(AI), Robotics, Industry 4.0, and Internet of Everything

(IoE) to name but a few, that generates a colossal amount

of data. In such a context, cellular network infrastructure

will be one of the key drivers to support extreme data
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rate, high bandwidth, and quality of service (QoS) for these

verticals [3], [4].

Let us consider a few future internet applications such as

self-driving cars with simultaneous communication capabil-

ity. In such a case, each communication link demands extreme

network parameters, for instance, connectivity with a delivery

drone to assist in the delivery of emergency medical facilities

that requires extremely low latency (<1ms), on the other

hand, with the roadside infrastructure (V2X) that requires

high reliability (∼99.9999999%) to prevent accidents [48].

Similarly, remote robotic surgery in a smart hospital, remote

holographic image transmission of a live public concert, data

communication from ultra-high dense IoT (uHDIoT) and

wearable devices, haptic online games, and haptic meetings

are some other scenarios. In 2030, these use cases will be

the key thrust areas which require a high degree of automa-

tion and intelligence to address diversified requirements

[5]–[8]. To address these requirements, we need data rate up

to 1 Tbps, ultra-high reliability of 10−9and ultra-low latency

of 0.1 ms or less [2]–[4]. It is evident from the above facts

that 5G telecom networks will drastically fail to meet the

said requirements, as 5G’s capacity is relatively lower and

unified [8]. As a result, there is a definite need for a next-

generation system that support new services, and technolo-

gies while maintaining backward compatibility. Altogether,

the new technology components and architecture for beyond

5G (B5G) networks is necessary to address a plethora of user

applications [3]–[9].

Several experts have articulated the speculated features

of Sixth Generation (6G) networks which are considered to

be the successor of 5G networks [1]–[9]. As expected, 6G

network shall overcome the major limitations of the prede-

cessor networks; alongside, it will further extend the three

key features of the 5G network. In Fig. 1(a), the intersection of

these factors (classes of use cases) is shown. Certain scenarios

may require multiple use cases to be met simultaneously

(uRLLC and mMTC) as shown in Fig 1. (a) with intersect-

ing circles. Specifically, 6G network will further enhance

Ultra-Mobile Broadband (feUMBB), ultra-High Sensing

Low Latency Communications (uHSLLC), ultra-High Den-

sity Data (uHDD) services, ultra-High Energy Efficiency

(uHEE), ultra-High Reliability and Sensing (uHRS), ultra-

High Reliability and User experience (uHRUx), ultra-Low

Latency Reliability and Secure (uLLRS), ultra-High Security

(uHS), ultra-High Sensing and Localization (uHSLo) and

several other combinations of these Key Performance Indi-

cators (KPIs) and use cases [9], [10]. Refer Fig. 1(b), for an

exemplary use case of 6G for different verticals. As shown

in the figure, certain verticals require a combination of use

cases which is indicated by the blue arrow at the intersection.

For instance, distance robotic surgery will require low latency

(uRLLC) and high security of the data (uHS). This interde-

pendency between multiple use cases is shown as uLLRS

(low latency, reliability, and security) by an arrow in Fig

1(b). In the similar way, the other arrows at the intersection

(uHRS), (uHRUx) of multiple use cases are shown.

FIGURE 1. A comparison of 5G and 6G using support for verticals (a) 5G
and (b) 6G.

Currently, 5G network is yet to be fully deployed world-

wide; as a result, its real-time performance on every use case

is not well studied. Nevertheless, when we see the evolution

of the telecom industry, it is evident from the keen observation

that each generation took a decade from setting a vision,

R&D, standardization to market launch. Expecting the same

trend, the next generation (i.e., 6G) shall be made realizable

for customers’ use around 2030. At this juncture, academia

and industrymay only have the visionary groundwork regard-

ing 6G networks, as it is too early to realize the full potential

of it. Motivated by the current research on 6G networks and

its technological components, in this manuscript, we will

discuss various aspects of future networks. Several kinds of

literature have shed light on vision, requirements [1]–[9],

technologies [10]–[15], use cases [96]–[98], of 6G networks.

In this article, we outline the key points from the previous

research and provide insight into the future research trends

in 6G networks.

The main contributions of this manuscript are as follows:

(i) First, we discuss the expected key features of future

networks to give a direction to the research community.

(ii) We highlight most of the KPIs for 6G networks as

applicable to different use cases (Table 1) and we pro-

vide an outline of the 6G ecosystem by considering all

the stakeholders.

(iii) We provide an exhaustive categorized survey of exclu-

sive literature on 6G and discuss their research direc-

tions (Table 2).

(iv) Unlike the existing literature, we discuss various archi-

tectures for 6G networks from the literature. Moreover,

we proposed network architecture for 6G with a layer-

wise approach for simplicity; and improved latency,

reliability through AI-enabled distributed cloud fea-

tures.

(v) Further, we summarize the future megatrends in 6G

networks, namely, UN Sustainable Development

Goals, Digital divide, Edge intelligence and Machine

learning, and Business models.

The remaining part of the manuscript is organized as follows:
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Section II illustrates the scope of the future networks, KPIs,

and use cases of 6G networks. In section III, we classify

the recent literatures, and highlight their contributions to the

research community. Section IV discusses various technol-

ogy components of 6G networks and their main features.

Furthermore, section V presents the architectures of 6G net-

works, while section VI provides the future trends in 6G

networks. In section VII, the global research initiatives are

highlighted, and section VIII narrates the open research areas

for future exploration. Finally, section IX concludes this

article.

II. SCOPE OF FUTURE NETWORKS

The study of future networks enables us to equip ourselves

with necessary facilities for the industry verticals required

during 2030. The in-depth analysis of the current mobile net-

works reveals the existence of a large gap between user appli-

cation’s expectations and services offered by the network

providers [38]. For example, user expectations on immersive

multimedia, personalized holograms, multi-sense haptic ser-

vice, etc. remain as a gap which the current networks shall

not support [12]. Further, technology components including

hardware, software and overall ecosystem (devices, spec-

trum and standards, security, data management algorithms,

cloud-based core and access solutions, and applications) need

tremendous upgrade [19]–[23], [28].

A. TRANSITION FROM 5G TO 6G: GAPS AND

RECOMMENDATIONS

Implementation of 5G has escalated in most of the mega-

cities worldwide due to 5G’s ability to support current indus-

trial use cases. Albeit, there would emerge several use cases,

societal requirements, and technological evolution in the

future requiring exploration beyond the abilities of 5G. Cur-

rently, terrestrial communication is one of the key require-

ments in 5G networks; however, it would extend in 6G

networks, say from terrestrial to underwater and aerial in

several folds of 5G’s capacity [12]–[14]. This degree of

freedom in all-round connectivity will encourage the rise

of several verticals such as flying cars, ultra-real human-

computer interactions, holographic telepresence, and under-

water recreation having challenging constraints. To address

the demands of these verticals such as 3D connectivity, multi-

dimensional video (∼16K resolution) [46], extremely high

data rate (Tbps) and bandwidth (∼10GHz) [9], and so on,

the communication networks must be much more intelligent

than now. Also, the existing internet cannot support these

requirements. Therefore, a new KPIs will be necessary to

handle the use cases with integrated performance require-

ments. For instance, real-time remote robotic surgery will

need simultaneous ultra-low latency, massive data rate, and

security to work effectively [17], [18].

Furthermore, user applications do not have direct control in

terms of latency, security, congestion, and reliability, leading

to poor user experience. Similarly, a state of unpreparedness

exists to launch holographic data that requires several Gbps

to Tbps data rate with extremely low latency and ability to

connect to millions of users in real-time. The time differ-

ence between the occurrence of events and generation of

response should be minimal which is lacking in the existing

cellular networks. For instance, in a remote robotic surgery

sending a command to control the robotic limbs and the

video transmissions of the surgery must have a time precision

(latency) of a fraction of milliseconds. Again, sparse infras-

tructure and interfaces for all-round network connectivity

for a packet to traverse when we consider air, underwater,

and terrestrial communication. Further, intelligence has been

merely considered at the network edge (as in 5G), but we lack

intelligence at individual layers of network or when network

elements are distributed.

1) RECOMMENDATIONS FOR FUTURE NETWORKS

We recommend the following key point for the future net-

works:

(i) End-to-End connectivity: Future networks shall

provide sufficient assistance such as virtualization,

intelligent decision, network automation, and slicing

to applications in order to make them attain reliability,

security, network capacity along with guaranteed and

timely delivery from the origin to the destination.

Therefore, a holistic approach toward full end-to-end

connectivity and integrity of data transfer is necessary

to make the future applications a reality [23], [38], [49].

(ii) Interoperability: The networkwill interoperate between

heterogeneous, small/ large, and private/ public net-

works where each mobile node will have multiple radio

interfaces to provide all-round connectivity.

(iii) Compatibility: It should allow new protocols, network

architectures, nodes, and services to coexist with the

existing technologies. The data transfer protocol must

be agile to send packets over different network inter-

faces with the vision of end-to-end realization of ser-

vices.

(iv) Dedicated timely service: There should be autonomous

services such as Industry 4.0, autonomous driving, and

robotic surgery to improve the service quality and scale

up the production, time plays a critical role. Therefore,

the network must have exclusive support for time-

critical services [22]–[24].

(v) Edge computing capability: To reduce the delay during

media-rich services and provide local services effi-

ciently at a closer location to the user devices, the data

from the user will be processed at the edge instead of

only at the cloud. This increases reliability, scalability,

and privacy [42], [97].

(vi) Intelligent network: Starting from the physical layer

to the applications, the AI will be predominant and

distributed across different network entities such as

core, access network, and terminal users. Thus, 6G will

transit from smart network (as in 5G) to an intelligent

network [36], [81].

43136 VOLUME 9, 2021



J. R. Bhat, S. A. AlQahtani: 6G Ecosystem: Current Status and Future Perspective

(vii) Ultra-smart devices: The existing hand-held smart-

phones will become obsolete and they will be replaced

by either smart glasses that would deliver ubiqui-

tous XR experiences or the phone functions that will

integrate a smart wearable device/ smart patch offer-

ing high resolution, and holographic experiences [19].

We also envision that the features of the phone will

be found in a distributed connected intelligent device.

Thus, alleviating the need for a hand-held dedicated

device.

(viii) Cell-free networking: The mobile device shall connect

to the radio access network seamlessly without depend-

ing on a specific type of access point to provide infinite

mobility and QoS [31]. The network should be flexible

enough to allow devices to connect through a range

of access networks such as THz, mm-wave, and visual

light communication (VLC). In addition, a usermay get

served by multiple antennas mounted on various base

stations without the restriction of cell boundaries; thus,

reducing the inter cell interferences [28], [40].

(ix) Support diverse media: Even if 5G supports diverse

multimedia such as text, image, video, voice, aug-

mented reality, and multi-dimensional holograms,

in 6G the applications would demand the multimedia

at lowest latency, precise location, high data rate, etc.,

which requires much improved KPIs than 5G [106].

(x) Amalgamated sensing, communication, and position-

ing: Some verticals need a combination of ultra-high-

speed, ultra-low latency, exact positioning, along with

precise sensing of the surroundings all being met

together. To realize such requirements, future networks

shall provide resources, energy, hardware, and compu-

tational support [108].

(xi) Multi-level architecture: The storage, communication,

and computing should be distributed at the user, edge,

and cloud levels, which will operate as a central-

ized or as a distributed model to support scalability

[108], [114].

B. 6G ECOSYSTEM

The 6G ecosystem consists of all stakeholders ranging from

an equipment manufacturer to application developer. A brief

diagram of the 6G ecosystem has been presented in Fig. 2.

The 6G chipset manufacturers will deal with the design of

new hardware and electronic components such as radio, mod-

ulator to accommodate new technology. Next, the mobile

manufacturers and network equipment vendors (radio access

network installer) will base their products to support the

underlying technology from the chipset manufacturers. Next,

all these technologies will assist themobile network operators

to launch their mobile services to users. Moreover, the edge

devices at the boundary of radio access and the core network,

cloud servers, data centers, software modules such as core

network virtualization, slice providers, content delivers, will

exchange data and services with the application develop-

ers. Since 6G will be centered around the users, the mobile

devices, network operators, and other service providers of

the network shall also revolve around the users. The dis-

crete arrows indicate that the mobile users (or IoT devices

that need service) will directly be supported by the network

provider, device manufacturer, and applications. However, all

the remaining components of the ecosystem will coordinate

the services. Such coordination, and interdependency/ inter-

play between each component of the ecosystem is shown by

the bold arrows.

Further, as shown in Fig. 2, security, and intelligence will

be pivotal in the 6G ecosystem. The security, and AI as

shown, shall be a part of every component such as at the

device level, at the mobile operator, user, software, edge or

cloud level, and at the applications.

C. VISION AND KPIs OF 6G

Vision and quest for 6G network: After discussing the tech-

nology gaps and recommendations for 6G networks, we high-

light the crux of the vision and the need for 6G networks.

There are several reasons we put forward, which necessitate

the need for 6G networks.

First, considering the broad scope of United Nation’s Sus-

tainability Development Goals (SDGs) for 2030, there is

need for several essential technologies that will satisfy the

objectives, communication challenges, and new application

requirements of the SDGs [44]. Second, 5G network has

matured enough to address the performance requirements of

the existing verticals. However, when these verticals or mar-

ket demands grow to the next level, say Industry 5.0, Society

5.0, Transport 4.0, and many more that are human-centric,

ubiquitous, fully automated, and driven by AI, will demand

specialized resources which burden 5G networks [19]. Third,

considering the business models for 2030 and beyond, the

technologies like telepresence, holographic and haptic com-

munications, Brain-Computer Interface (BCI), 4D imaging,

Extended Reality (ER), and Internet of Everything (IoE) will

drive the telecommunication industry [39]. The requirements

of the aforementioned industries and applications cannot be

met by 5G networks. Thus, leading to the contemplation

of 6G networks as an ultimate ecosystem of communication

technology solutions [34]–[37]. It should be noted that the

6G network is not just about exploring new frequency bands,

architecture, and access schemes to support high data rates.

Even though 5G network covers the requirements of future

networks to a minimum extent, the 6G network must comply

with the requirements such as extreme reliability, real-time

ultra-low latency, and massive connectivity, simultaneously.

The authors in [9] have categorized the 6G vision as four

types, namely, intelligent, ubiquitous, deep, and holographic

connectivity. In general, we suggest that as an ecosystem,

6G networks must envision to support the new application

requirements of industry and society, especially with regards

to the following seven metrics during 2030.

(i) Data rate: This is the ability to provide quality ser-

vice for verticals ranging from autonomous high preci-

sion industry to immersive virtual/mixed reality applica-
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FIGURE 2. 6G ecosystem.

tions, (ii) Latency: This is the time-sensitive data delivery,

(iii) Super Coverage: It means a three-dimensionally cov-

ering infrastructure that encompasses aerial, terrestrial, and

underwater connectivity, (iv) Sense of Feel: This involves the

support for holographic personal communication to tactile

internet applications, (v) Extremely low power consumption:

This stands for mobile devices that operate for a long time

without requiring to charge, (vi) high network density: It

means connecting of devices ranging up to 10 million/ sq.km,

and (vii) high security with precise location information rang-

ing from 10cm to 1cm [39], [53], [55].

TABLE 1 shows the KPIs that mandate the various verti-

cals and use cases that will be supported by 6G.

D. USE CASES OF 6G NETWORKS

Let’s look at some of the prime use cases of 6G networks

along with the KPI requirements, as shown in Fig 3. These

use cases will require a combination of KPIs simultaneously

to deliver their services. Hence, they are challenging. The

following scenarios will be more realistic in 2030.

1) ULTRA SMART CITIES

5G networks will provide the user and application-specific

QoS and quality of experience (QoE) through many ver-

ticals. For instance, telemedicine, smart agriculture, and

smart industry can get the data service at specific data rate,

latency, or priority. However, when we contemplate the future

scenarios in an ultra-smart city, that may require, for example,

a data rate of the order 1Tbps, 3D connectivity, localization

within 1cm, and reliability of 99.99999999% for automated

transportation, smart healthcare, or smart industry [46]. The

FIGURE 3. Use cases of 6G.

KPIs needed for these applications in a smart city cannot

be addressed by 5G networks [48], [108]. We shall con-

sider a few more examples to visualize the scenarios. The

mobility support requirements of 6G will typically vary from

240km/hr to 1200km/hr. A self-driving car needs to com-

municate with roadside sensors and other vehicles in the

adjacent lanes to coordinate while moving at high speeds.

Furthermore, the delivery drones on the fly may need to

communicate with the ambulance on the ground to collect

the medical supplies in the urban setting and transport it to

remote locations.
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TABLE 1. List of Kpi for 6g and typical values [46], [48], [96], [118].

In another instance, drones may have to follow the cars

to act as floating base stations or as relays to communicate

the information as a part of inter-vehicular communication.

It is worthy to note that the two scenarios involve radio com-

munication between multiple entities under high mobility

(say 500 km/hr). The 6G networks should support extremely

low latency communication in the above scenarios, which

is one of the key requirements of autonomous driving and

decision making. These examples cover a few scenarios of

future smart city and their communication requirements. But

in general, high energy efficiency, high data rate, reliability,

latency, precise sensing, and localization are essential for a

smart city, as shown in Fig 3.

2) MULTI-DIMENSIONAL REALITY

Human-computer interactions that deal with the ultra-high-

definition graphical contents such as online games based on

Augmented Reality (AR) or Virtual Reality (VR), generates a

massive amount of data. We would soon witness 3D games or

multi-dimensional video that interacts with all the five sense

organs of the body to create an illusion of real-world by com-

bining VR and AR to render a true virtual gaming experience.

These applications will be tangible within a decade as the

computer technology, computing power, and storage space

of the mobile devices multifold in their capacity. Neverthe-

less, when these augmented data to be transmitted through a

wireless channel, we need extreme bandwidth, reliability, and

data rate that 6G networks will offer. In other words, we need

ultra-high reliability, low latency, ultra-high data density, and

user experience, as shown in Fig. 3.

3) HAPTIC COMMUNICATION

Let us consider a smart healthcare system where an injured

patient can only express her emotions by visualizing in her

mind. In that situation, a smart headband can reconstruct the

brain signals and represent it as a 3D video of the patient’s

imagination and communicate to the caregiver in real-time

through mobile networks. In addition, a group of people who

do not have a common language to communicate can use

their imaginations, and disabled people get access to open the

door, or to control the gadgets can use haptic communication.

These haptic ways of communication will enable them to

express the information by the sense of touch. It is one of the

expected use cases of 6G networks, where the network sup-

ports high data rate which is much greater than 5G could sup-

port. The other scenarios of haptic communication include the

brain-controlled computer interactions where people inter-

act with their surroundings through haptics and control the

environment through digital gadgets such as brain-embedded

wireless chip that respond to human emotions [5], [105].

4) REMOTE SURGERIES AND TELEMEDICINE

5G networks can provide ultra-low latency of nearly 1 ms

to critical applications. However, remote surgeries are

extremely sensitive, with a latency requirement of much less

than 1 ms (nearly 0.1ms) [149]. The remote robotic surgeries

will require ultra-high precision and reliability of the data,

high data rate to exchange data, and control signals between

two remote health care facilities through the mobile network.

The emergence of 6G networks will be a game-changer when

telemedicine and remote healthcare will be taken into account

by diminishing the space and time constraints [31]. Since

6G’s vision is to provide at least 99.99999% data reliability

and a 1 Tbps data rate, it will be the most suitable candidate to

meet the above requirements. The main concern in the case of

remote surgeries is the latency requirements. The 6G should

target both minimum and maximum latency requirements,

unlike the previous generation networks. That is because, dur-

ing the remote surgery, some aspects of the transmitted data

must arrive at the destination within a specified maximum

latency, whereas some events should follow minimum arrival

latency. These minimum and maximum latencies together

will render coherent data at the receiver, which is the key

requisite for remote surgery [31].
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5) HOLOGRAPHIC COMMUNICATION

With the maturity of AR/VR applications, we will soon real-

ize that the virtual experience is not serving us all the aspects

of reality, and we need more. Recently, due to the outbreak

of COVID’19 pandemics, virtual presence (telepresence) has

gained high prominence over real physical meetings. This

kind of task requires advanced VR techniques, bandwidth,

and computations to project an object or a person in real-

time remotely. As a future trend, each mobile phone will be

equipped with more than five ultra- high definition cameras

to capture an event and render multiple dimensional videos

that give an immersive experience of the event being captured

to all the human senses. In other words, a video may be a

multi-dimensional real-time projection with the audio-visual

effect of the person or object being telecasted in a virtual

meeting. For instance, videos of 16 K resolution, 240 Hz

scanning rate, and spherical coverage (360◦) need to be

transmitted as a hologram for a fully immersive VR expe-

rience [46], [115]–[117]. To transmit these videos or holo-

grams that require several Gbps data rates, the existing 5G’s

KPIs such as data date, bandwidth, and reliability becomes

insignificant [12], [39]. These transmissions involve a large

volume of data. Besides, the angle of projection, response

time are critical as well. For instance, if the audio or video

response from the site of holographic projection has to be

sent back to the source, then a precise and well-coordinated

synchronization between the source and destination with

respect to different layers of the image is essential. In another

instance, consider a public concert where a remote artist can

be rendered as a holographic presence (virtual presence) to

entertain people from his local existence. Similarly, remote

and hard to reach areas such as mines and deep ocean termi-

nals will benefit from holographic applications where exca-

vation activities and workforce training can be undertaken

through holographic communication.

6) TACTILE INTERNET

In 6G networks, connectivity between various devices will

be highly interactive in real-time (responsive), including the

transfer of data, control, and feedback in real-time with a

sense of touch [71]. Here one could transmit touch, feelings

(sense), along with the information to give a live experience

of the things virtually related to the information being com-

municated. To be specific, tactile internetworking involves a

feeling of touch or taste along with an audio, video, or other

forms of responses [9]. For instance, training the astronauts

on space facilities, accessing underwater vessels/containers,

and remote surgeries with the help of virtualized holographic

models requires even a sense of touch to execute remote

training and perform repairs with ultra-low latency. Further-

more, the transmission of smell and taste to enhance users’

experience will be a major target of food industry to digi-

tize users’ experience of food access. As an example, while

transmitting an advertisement of a particular type of food, its

smell, texture, and taste shall be transmitted together with the

help of advanced sensor technology and Apps to give a real

feeling of the food. The 6G network will serve the need of

these verticals due to its ultra-high data rate and low latency

[18], [75], [88].

In summary, when we consider holographic tactile inter-

net communication, different aspects of the hologram in the

case of remote transmission may require varying amount of

latencies (the minimum andmaximum latency requirements),

reliability, and user experience which need to meet by 6G

networks to render a synchronized immersive effect to the

human senses.

III. LITERATURE REVIEW

In this section, we will review the most recent literature that

motivated our research. First, we categorize the publications

based on the topic of research, and later, we present their

contributions. Altogether, we have considered 158 recent

articles, specifically on 6G networks and its components. For

easy reference, we have listed them categorically in Table 2.

6G vision, technology, prospectus, and challenges: First,

the vision statement of the 6G networks, as defined by

all researchers, pointed out that 6G networks will be a

breakthrough in transforming the smart cellular network into

an intelligent network. These studies have anticipated the

emergence of 6G networks by 2030 and have listed sev-

eral interesting technologies, applications, and use cases that

will benefit from the 6G networks [1]–[5], [9], [19], [31].

The technologies such as AI, Intelligent surface, holographic

radio, blockchain, three-dimensional connectivity, cell-less

architecture, quantum computing, and wireless power trans-

fer will revolutionize future networks [19], [28], [31], [43].

Furthermore, the authors elaborated on the targets and fea-

tures necessary to meet the requirements of the use cases.

In general, most of the technology components of 6G net-

works are in the infancy stage. Therefore, there will be several

challenges, such as training the AI models, security issues,

lack of architecture, signal modeling, and computational

facilities [96]–[98]. In addition, the authors have proposed

several KPIs for future networks, compared them with 5G

networks, and listed several technology gaps in the inception

of 6G networks [35], [39], [40], [107].

Next, we review photonics andVLC.We noticed that VLC

and photonics will be the primary components of 6G’s terra

hertz communication [10]. Consequently, authors in [12],

[17] have drawn a roadmap to VLC for its inception in 6G

networks. Another key aspect of 6G network will be the AI

and edge intelligence. AI will be used by 6G networks at all

levels starting from the PHY for channel selection, MAC for

achieving power efficiency, and at the application level for

context awareness [13], [42], [47]. Moreover, AI will spread

across various network entities in 6G ecosystem, such as

the sensing, edge, and cloud devices, in a distributed way to

manage the small data generated locally and big data to be

processed centrally to minimize the latency to the minimal

level [36], [60], [61], [72]. In addition, the authors at [13],

[34], [42] have discussed various ML algorithms that would
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benefit from the 6G networks at the various operational levels

of the network. During 2030 and later, 6G networks will open

doors for several verticals and markets due to its performance

metrics. These business models for selected verticals have

been discussed in [16], [23], [24], [50].

Another technology component of 6G networks that will

revolutionize wireless communication will be reconfigurable

intelligent surfaces building using meta- materials or smart

objects [29]. These surfaces will essentially direct the data

toward the destination using their electromagnetic reflection

property to achieve high-quality reception without any exter-

nal power sources [59], [70]. Similarly, another category is

machine type communication and ultra-dense IoT networks.

The authors in [7] have exclusively discussed the machine

type communication and its components for the 6G networks.

The other category in our review is an interesting technol-

ogy component, i.e., quantum communication (QC). In [71],

the authors detailed a state of the art work on QC for 6G

networks, including the scope of machine learning in QC.

Furthermore, we have discussed, all the architectures and

their key features, the issues involved with the digital divide,

and rural connectivity, the scope of business models and

THz communication, cell-less architecture, ecosystem and its

components, etc.

Please see Table 2, for a detailed discussion on the various

literature on different categories of 6G technology, and their

contributions.

IV. 6G ENABLING TECHNOLOGIES

In this section, we will discuss the prime features, their types,

need, challenges, etc., of various technologies that enable 6G

communication. In Fig. 4, we have depicted these technolo-

gies. We reckon that 6G will integrate three aspects namely

physical, biological, and digital world as shown in Fig. 4.

This intuition shall be elaborated as in the case of 6G net-

works along with the typical radio frequency communication,

it will include robots, digital twins, artificial intelligence,

emotion-driven devices, smart communicating surfaces, com-

munication through brain implanted chips or brain-machine

interface [136] to enable all-round cyber-physical-biological

communication experience. Consequently, 6G will be much

more than the present smart connected networks, where the

network components will largely integrate intelligence to

bring in a paradigm shift from smart to intelligent network

as shown in Fig. 4. Further, we have discussed eight enabling

technologies for 6G namely, artificial intelligence, THz com-

munication, 3D connectivity, Visible light communication,

blockchain, quantum communication, intelligent surfaces,

and digital twins.

A. ARTIFICIAL INTELLIGENCE

Why AI for 6G: In 5G networks, the network orchestration

functions lead to a flexible network slicing feature. Conse-

quently, the specific requirements of most of the verticals

could be met without depending on AI to a greater extent.

However, we address the applications that are beyond the

service limits of 5G networks in 6G networks. We reckon

that due to the following reasons, AI is essential for the 6G

networks [60]–[61].

(i) We anticipate that in 6G networks, there will be a

plethora of heterogeneous network components that intercon-

nect via multiple numerologies (3D connectivity) to serve

diversified verticals, process a large amount of data, and

they demand varying levels of QoS. Addressing these tasks

require efficient analysis, optimization, and decision skills.

Therefore, at every level of the communication system, say

user terminal nodes to edge processor, and core network,

intelligence has been deeply embedded and integrated to offer

end-to-end services.

In addition, in such contexts, relying on existing archi-

tecture or time-consuming mathematical models for opti-

mization of performance metrics may not lead to feasible

solutions [7], [56]. Moreover, these user applications give

the idea that the 6G network is much complex in terms of

network structure and dynamics than the earlier generations.

Consequently, it requires assistance from smart, adaptive, and

intelligent AI agents to self-learn from the network inputs

to adjust the offered services with dynamism and optimize.

Generally, this scenario suggests that 6G architecture must

target automation through AI. Precisely, those tasks such

as resource allocation, reaching the targeted KPIs, mobility

management and handover, policy and billing, services for

various verticals, orchestration, and quality of service ought

to be AI-driven by considering the volume, the heterogeneity

of data, and its analysis to improve the performance [2].

Thus, making the network self-operative, manageable, and

self-sustained under any network conditions [36], [61].

(ii) Similarly, at the physical layer, sensing and detec-

tion from sensors require the spectrum sensing to address

spectrum scarcity problem, whereas interference detection

requires a dynamic and massive volume of data collec-

tion. In this context, AI techniques such as Support Vector

Machine (SVM) for real-time spectrum sensing and Con-

volutional Neural Network (CNN) for cooperative sensing

would be proved to be effective solutions [36]. In addition,

when we consider physical layer modeling in the presence of

channel non-linearity, AI methods perform better than simple

mathematical models, which may have unacceptable time

complexity. For instance, Deep Neural Network (DNN) and

CNN-based supervised algorithms have been proved to better

than traditional methods [61].

1) CURRENT TRENDS IN AI

There are different types of AI systems (say ML) for wire-

less networking, which seems promising for 6G networks,

namely, supervised, unsupervised, and reinforcement learn-

ing. Currently, a large body of research focuses on the use

of AI and its derivatives, such as deep learning and machine

learning to optimize the wireless networks’ performance

of [13], [34], [72]. AI will be pivotal in Radio Access

Network (RAN) and the virtualized core network of 6G

networks, including edge computing, resource allocation,
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FIGURE 4. Technology enablers of 6G.

slicing, control, and applications. However, how exactly

AI would support the core 6G networks has to be realized

in the future as a finalized architecture for 6G networks is yet

to be devised.

Tariq et al. [3] has opined that AI will be pervasive in dis-

tributed 6G architecture, where various network components

would adopt federated learning. AI will be operating in dis-

tributed training agents at different network entities that will

support individuals and the overall network’s benefit by a col-

lective operation. TheAI scenarios, specifically deep learning

algorithms, will suit the analysis of big data generated by

several IoT nodes when processed centrally in the network.

In addition, to enhance network performance, the wearable

sensors will incorporate the computing and data aggregation

features locally along with sensing and communication. That

means 6G networks necessitate another context, where data

processing is done locally at the edge/fog devices in a dis-

tributed way for delay-sensitive applications, which could be

done using reinforcement techniques [5], [42]. The authors in

[60] have endorsed that locally generated data by various sub-

networks of the 6G network might be processed locally using

AI techniques to attain efficiency in terms of reduced latency

and overhead. Furthermore, AI could be integrated into the

radio access network to infuse cognitive capabilities for effi-

cient channel selection from the physical channels such as

THz band, visible light communication, Wi-Fi, satellite link,

transmission power, and modulation scheme selections. AI

at the application layer can manage various smart processes

such as automated driving, smart healthcare, and improved

performance by suitable data learning methods. On the same

note, the study in [4] has identified three categories of AI

systems for 6G networks. (i) AI at the network edge sup-

ports low latency applications with real-time data process-

ing capability instead of a cloud-based centralized AI sys-

tem. (ii) AI-enabled radio that decouples physical hardware

(i.e., transceiver) from the software with control functions to

enable AI-driven dynamic and intelligent decision making

using the data received from the transceiver. For instance,

interference avoidance, cell selection, channel estimation,

etc. (iii) Distributed AI, where each network entity will be

capable of running the AI algorithms in parallel, using the

local data in a distributed manner before being sent to the

centralized cloud [43], [102].

2) AI ARCHITECTURES 6G

In the literature, there exist two AI models for 6G network

architecture. We will review both of them briefly in the

following paragraph.

AI Model 1: Let us consider how AI finds its place at

different levels of a network. An AI-based layered architec-

ture for 6G networks, as defined in [36], has the following

realizations.

a) Layer 1: This first layer occurs at the RAN, where

several sensors such as robots, cameras, mobile devices, and

connected vehicles sense real-time data and communicate

to the Access Point (AP). In this context, efficient environ-

mental data collection, intelligent channel estimation and
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interference management (including the scenario of cognitive

radio), ultra-low latency, and high reliability shall be possi-

ble by enabling AI techniques in these devices. Otherwise,

data collection in a rapidly varying environment and channel

selection during multiple devices’ simultaneous operation

will pose challenges. For efficient real-time sensing, SVM,

DNN, and CNN methods are recommended.

b) Layer 2: Next, as the data arrives at the Access Point

(AP) level from layer 1, the massive data collected from the

sensors require analysis (temporal or special), processing (to

reduce the redundancy), computing, and storage. In particu-

lar, data analysis and mining filter the redundant content to

tailor the data set to a reasonable quantity. At this point, well-

known AI techniques such as Principal Component Analy-

sis (PCA) and Isometric Mapping (ISOMAP) can now be

employed to compress the raw data. With intelligent data

analytics, critical network data patterns can be studied to

improve the overall performance.

c) Layer 3: In the third level, data from the AP, or e-NB

is sent to cloud computing and storage. These clouds or edge

computing facilities will be NFV and SDN controlled virtu-

alized network entities. At this level, the controllers equipped

with intelligent agents will make decisions regarding learning

and decision making by the knowledge obtained from layers

below it. It includes resource allocation functions, power

control by considering the network slicing requirements of

various applications. Further, AI agents control handover and

optimize the physical layer parameters such as deciding the

precoding matrix, rank index in massive MIMO transmis-

sions, and edge computing by learning from the knowledge

obtained from the previous lower levels to meet the high-

quality service requirements. The main AI methods for effi-

cient decision making regarding optimal parameter selection

in massive MIMO or smart reflecting surface (polarization,

precoding matrix, phase, and rank indicator, etc.,) in 6G net-

work can be performed through the Markov decision process,

reinforcement learning methods.

d) Layer 4: Finally, at the application level, AI will assist

in delivering specific services based on the needs of each

application or verticals. For instance, data service for the 6G

eMBB user and ultra-low latency for robotic-assisted smart

healthcare can use AI techniques to automate the network

functionality, self-management, and self-organizing features

[36].

AI Model II: Now, let us see the O-RAN Alliance, which

is an Open RAN alliance formed by five global telecom

operators for B5G networks, though not specifically for 6G

[61]. Albeit, it provides a framework for integrating AI into

the future cellular network. We summarize the key points as

follows. Here RAN is coupled with AI features to handle non-

real-time (latency less than 1 s) and near-real-time (latency

10 ms–1 s), and real-time services. This architecture has a

multi-radio protocol stack to support heterogeneous radio

interfaces.

i) At the physical layer, deploying AI will enhance channel

estimation for MIMO, receiver symbol detection without

much regard to channel state information (CSI), and chan-

nel decoding. As discussed earlier, AI techniques such as

learning-based DNN for channel estimation, and detection

will prove fruitful.

ii) Further, at the MAC layer, spectrum access in the

outset of multiple radio interfaces will be the key require-

ment. However, employing spectrum access schemes for

individual access technologies (as in existing practice) will

prove inefficient as 6G networks will have heterogeneous

access technologies. Therefore, to facilitate distributed chan-

nel access for multiple radio access technologies, learning

based dynamic spectrum access technologies, such as deep

reinforcement learning-based distributed spectrum access

method shall be adopted [61].

This architecture defines two interfaces, namely, A1 and

E1 to support non-real-time and near-real-time access layer,

respectively.

iii) Similarly, at the network layer in 6G network,

the resource allocation and management tasks are herculean

task by traditional methods due to the high density of con-

nected devices. Therefore, it is recommended to use meth-

ods such as AI-driven trouble shooting, knowledge data for

fault recovery, and root cause fault analysis by an AI model.

Second, the management of virtualized network functions at

different virtual networks, tuning the MIMO parameters for

setting the beam width during mobility can be achieved with

reinforcement learning algorithms [61].

Additionally, the authors in [60], have proposed an intel-

ligent radio for 6G networks that enables the future upgrade

of radio receiver, introducing an operating system between

transceiver hardware and its software. The operating system

will be capable of reconfiguring its algorithm to improve

the performance by sensing the transceiver parameters and

other inputs with the help of an interface. The DNN-based

implementation of the intelligent radio will be low cost, and

flexible.

B. THz COMMUNICATION SPECTRUM

The 6G communication will span across microwave (300

MHz–300 GHz), infrared (300 GHz–400 THz), and visible

light (400–800 THz) frequencies, ranging from long distance

to short distance coverage, while coexisting with the previ-

ous generations. However, 300 GHz–3 THz expanding up to

10 THz which is popularly known as Terahertz (THz) spec-

trum is a new frequency band for cellular communication,

which 6G networks will exclusively target to offer extremely

high data rates [4], [75].

1) NEED OF THz SPECTRUM

Spectrum is the fundamental and sparsely available resource

for wireless communication. From the discussion of 6G’s

plausible use cases, and expected KPIs, it directly boils down

to the point of bandwidth and spectrum resources to support

these data applications. The 5G network will explore sub-

GHz, and frequencies up to 30 –300 GHz, (with a max-

imum bandwidth of 400 MHz) to offer millimeter wave
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communications. However, the offered bandwidth may not

suffice to meet the services that have dual requirements like

ultra-low latency combined with high data rate or vice versa,

because that strains the bandwidth [10], [57]. Anyway, 6G

network being the successor of 5G network, will continue

to use the microwave, mm-wave frequencies along with the

future THz frequency bands, where tens of GHz chunk of

frequency (spectrum) are available [9]. Recently, along the

same lines, 6G research has been triggered by the US Fed-

eral Communications Commission (FCC) by announcing an

experimental license for 95 GHz to 3 THz spectra, along with

granting 21.2 GHz of spectrum for unlicensed communica-

tion [24]. This major step will motivate many researchers to

explore THz band in-depth.

The need for a new spectrum arose as the lower GHz band

will be much occupied (5G family). As a result, providing

a large chunk of frequencies to next-generation networks to

support high data rate will not be feasible. Therefore, ITU-

R has foreseen the need for an exclusive spectrum for B5G

networks and has recommended 275GHz - 3 THz frequencies

that include the microwave and optical frequency bands. This

Terahertz frequency band will offer a nearly 60 GHz unoccu-

pied spectrum, sufficient to provide a Tbps data rate [3].

2) OPPORTUNITIES

THz communication offers several opportunities due to its

unique properties. As a result, 6G networks will prefer it for

short-range high-speed communication and space communi-

cation between satellite and ground stations. Meanwhile, the

availability of wider bandwidth in THz frequencies makes the

high data rate feasible. Next, high-frequency communication

leads to miniaturization of the circuit (device). As a result,

multiple antennas, an array of antennas can be accommodated

into the user devices. This facilitates the use of efficient multi-

antennaMIMO schemes, beamforming, and interference sup-

pression to enhance the quality of communication [107].

Furthermore, these high-frequency signals will follow the line

of sight (LoS), and are highly directional, resulting in less

susceptible to jamming and are secure. In addition, the fre-

quencies above 100 GHz are least affected by rain/moisture.

The THz range will give rise to extremely tiny cells (say

10’s of meters) to support a high data rate mobile broadband

communication in local space for special applications in the

future. Short wavelength and pulses with well resolute time

make it an ideal candidate for super-precise positioning [24].

With regard to the space communication, certain wavelengths

like 600–870 micrometer are well suited for long-range com-

munication at low noise and low power [111], [120], [122].

3) CHALLENGES

THz waves will significantly affect large-scale fading and

shadowing. It has been reported that signals below 100 GHz

face large attenuation due to moisture in the air [120125].

Further, it has a relatively higher free space loss compared

to lower frequencies. At 1 THz, the radio signal will experi-

ence high absorption from water molecules, oxygen in the

air [28]. In addition, shadowing will immensely influence

propagation. A study says the human body may attenuate the

signal by 20–35 dB [9]. Another challenge will be at high

frequencies design and fabrication of transceivers for mobile

devices is extremely complicated [127]. Besides, the power

required to handle the high frequency processing such as

Analog to Digital Conversion (ADC) for sampling is yet to

be known [28], [132]. There is currently a lack of study

on the channel characterization of THz frequency signals,

the support for inter-frequency mobility, handover and the

physical layer protocols [5].

C. UBIQUITOUS 3D COMMUNICATION

One of the significant requirements of the 6G networks,

as different from the previous generations is to have all round

global connectivity such as high altitude, underwater, and

terrestrial connectivity to adeptly accommodate a wide range

of verticals. With this vision, 6G networks target to achieve

extended and continuous communication between humans

and smart things, machine-machine such as underwater vehi-

cles, UAVs, or spacecraft, and robots [75], [121]. In 2030,

communication between terrestrial, aircraft and satellites, and

ships will become more obvious [9].

Let us see the scenario more in detail. Refer Fig. 5 where

we have pictorially represented the scenario. Concerning the

network densification, 6G networks is anticipated to see an

un-presidential increase in the number of user terminals,

where users will be capable of networking with other ter-

minals either in the same level (terrestrial-terrestrial) or at

different levels (terrestrial-aerial, terrestrial-underwater, or

aerial-underwater) via multiple radio access networks. Fur-

thermore, it will be a common scenario where a user will have

network connectivity with multiple cells with resources being

shared among those cells by mutual coordination. As a result,

the concept of a cell will diminish i.e., the cell-less architec-

ture will emerge to have infinite freedom with multiple RAN

connectivity feature to endorse all round connectivity [134].

The emergence of cell-free in 6G networks will bring in the

need of heterogeneous technologies such as satellite, UAV,

submarine, and deep-sea connectivity to coexist and integrate

with terrestrial THz RAN to enhance the data rate, coverage

and seamless, flexible connectivity aspects. The proposed

feature shall address the issues of present networks such as

delayed handovers, mobility, data loss, etc., to offer better

quality of experience to the users [31], [142], [124]. In the

following paragraph, we will visit the various components

that constitutes 3D networking.

1) SPACE COMMUNICATION

The three main patterns of space communication consist of (i)

communication between the earth satellite transponders and

low earth orbit (LEO) satellites, (ii) 6G cellular base station,

cellular users, and UAVs, and (iii) UAVs, aeroplanes, and 6G

base stations.

It is a well-known fact that the existing communication

satellites mainly belong to the Geo Stationary Orbits (GEO)
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FIGURE 5. 3D communication scenario in 6G.

that impose large delay for terrestrial mobile communica-

tions. Consequently, theoretical studies in the literature have

envisioned mobile broadband amalgamation with LEO satel-

lites [121]. It has been reported that several countries like

US, UK, and China have planned their satellite missions. For

instance, China has planned to launch nine such LEO satel-

lites (Hongyan) by 2025, into its cluster of 320 satellites [4].

These satellites may provide direct coverage to the terrestrial

station (transponders) or to ships. This is the first pattern of

space communication.

These LEO satellites will offer extended coverage, high-

speed data, low latency communication support to terrestrial

communication in conjunction with GEO satellites that acts

as backbone network [22], [149].

2) UAV BASED COMMUNICATION

Recently, UAV’s have been extensively used as relay nodes

to extend cellular coverage. At a little lower altitude than

satellites, UAVs functions as either mobile base stations while

being afloat in space to cover a large footprint of terrestrial

mobile users or act as relays (hotspots) to extend the coverage

of base stations where the mobile infrastructure is hard to

setup and thereby serve a greater number of users [18]. One

of the foreseen applications of UAV communication in 6G

networks will be to provide rural connectivity at a reduced

cost [76], [151].

3) FEATURES OF UAV COMMUNICATION

Easy deployment and network setup are critical features

of UAV to enable flexible range extension or coverage

enhancement of wireless communication. For instance, dur-

ing a calamity, hurricane, tsunami, desert, where the exist-

ing infrastructure has damaged or does not exist, the UAV

may function as a floating base station. However, there are

challenges when 2D communication has to be extended to

3D due to the altitude and added degree of freedom [31].

The aerial channel modeling study should attain maturity

before UAV can be integrated as a part of 6G [9], [113].

Further, optimization of route, power, number of UAV’s to

provide coverage requires special attention as these devices

have power constraints [76].

4) UNDERWATER COMMUNICATION

Let us consider a scenario of deep-sea exploration, for

instance, the study of underwater habitats, deep water ecosys-

tems, natural resources, or recreational tour, and military

communication; all these activities involve the transmission

of video, data to a ground station. Furthermore, the com-

munication during any rescue operation through a subma-

rine or UAV, far from the coast are challenging due to an

unpredictable underwater environment, where RF, visible

light, and acoustic signals should provide communication.

Later, it has to be integrated into the terrestrial or at times to

space communication [112]. Incorporating this challenge as a

part of 6G networkwith different frequencies to communicate

for underwater (low frequency) and terrestrial will meet the

key requirement of the future networks. The acoustic com-

munication mainly spans between acoustic waves, RF, and

optical wireless frequencies; a thorough channel modeling for

all three cases is an intricate task [127], [9].

In general, to provide 3D coverage, 6G network will virtu-

alize its hardware access (i.e., physical and medium-access)

to enable the network service for more users and verticals.

D. VISIBLE LIGHT COMMUNICATION

In earlier telecom networks, connectivity between cell

tower and mobile switching centers were either microwave

(RF) or fiber optic links (non-RF). However, since 4G

onwards, free-space optical (FSO) links have started to attain

prominence to connect the backhaul due to its simplicity,

license-free operation, high data rates, and security. Due

to these features, VLC will be on the main contender for

backhaul networking in 6G network, along with RF links [2].

In dense 6G networks, a very high bandwidth technology will

be mandatory at the backhaul to manage the data due to the

massive amount of data generation. In this regard, the VLC

and THz communications will be the two main candidates

for 6G cellular communication at the physical layer [31].

The VLC as a complementary technology to RF occupies

the higher scale of THz frequency ranging from 400 THz–

800 THz. Note that VLC offers hundreds of THz bandwidth

(unlicensed), meanwhile, the THz frequency communication

has only up to a hundred THz bandwidth (licensed) available

[4]. Even though 5G networks did not consider VLC in

its ecosystem, VLC deployments for short-range communi-

cations offer several Gbps data rate [9]. Thus, in the next

decade when LED technologies mature, especially with the

advent of micro-LED sources, and laser diodes, 6G’s data rate

requirements can be met.

VLC as a family of FSO has several merits over RF

communication. First, the optical spectrum is license free.

Second, the VLC in the frequency range 430–790 THz uses

white light LED as a source to transmit the encoded data.

The data encoding is much simplified in VLC, where by
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modulating the brightness of the light emitted by LED, dif-

ferent encoding levels can be achieved easily. Third, it is

anticipated that VLC link will offer several THz bandwidths

and up 100 Gbps data rate, and may grow to Tbps in future

[4]. As a result, the use of multi transmission links can offer

enough data rate for 6G use cases [3]. In particular, laser diode

which has higher efficiency and illumination than LEDs, can

offer a 100 Gbps of data rate for critical applications of the

6G networks [28]. In general, even indoor communications

remain secure within a confined space as light sources cannot

pass through the obstacles [17]. VLCwill be themost suitable

candidate for the line of sight inter-UAV communication

in 6G networks. Since the communication system is simple

and flexible, two or more aerial vehicles can communicate

through optical frequencies generated by the LED sources

without being distracted by the obstacles above the ground

level. In addition, the interference issues in VLC are also

minimal. As a result, underwater communications between

submarines, personal healthcare devices, or industries sus-

ceptible to electromagnetic radiation are the other scenarios

that will find VLC the most suitable [9].

Nevertheless, VLC is challenging in the outdoor setting,

as external light (ex: sunlight) will influence the communica-

tion beam. So, aerial communication requires a very strong

light beam to overcome this limitation. Thus, VLC is more

suitable for indoor short-range communication without this

constraint.

E. BLOCKCHAIN SECURITY

Blockchain is a distributed ledger that will play a pivot role

in the maintenance of data security and transparency when

numerous devices share the data in a decentralized way in

B5G networks.

1) WHY BLOCKCHAIN FOR 6G

We know that 6G networks will have a massive network of

IoT and MTC devices that connect homes, cities, and fac-

tories with several data transactions between the networked

entities. Moreover, a survey predicts that there will be 50 bil-

lion connected devices IoE during the 6G network era [3].

In that context, there should have trust among the devices to

facilitate secure data transfer. To build such trust and security,

the blockchain allows maintaining a sequential ledger (chain

of blocks) by each node wherein if any user does the modifi-

cation of data within a block, it will be visible to and shall be

authenticated by everyone else to prevent falsification.

2) FEATURES OF BLOCKCHAIN

These modifications are imprinted into the data block with a

private hash key, and data remains unaltered without the con-

sent of the other devices [2]. That means, when a data block is

created, it must be verifiedwith respect to the previous blocks

by the other participating users to maintain transparency.

In this way, the reliability factor is introduced among all

users; however, with the compromise of privacy, as modifica-

tions will be visible to all [14]. The decentralized operation

of blockchain brings flexibility with reduced management

cost. The blockchain even offers several advantages in a

highly connected mesh network, such as security, reliability,

trust, and scalability [2]. One of such instances of blockchain

in 6G networks could be a video conference call, or mixed

reality-based video streaming, where the network along with

providing connectivity, also requires all the parties to authen-

ticate themselves and the data being communicated through

dedicated blockchains. This will bring in the knowledge of

data properties to analyze the abnormal behaviors in real-

time [42]. However, there are other challenges in 6G net-

works besides the massive device connections for blockchain

implementation, such as resource restrictions on the devices

limit the scope of use of cryptographic security algorithms on

the device. Similarly, data packets must undergo an intensive

audit to evaluate the risk, which becomes a herculean task

when the number of devices is very big. Due to the lack of

third party verification, security attacks are more accessible

by compromising half of the total participants. The authors

in [14] have suggested using cryptographic and quantum

computing based algorithms for privacy issues in blockchain.

Altogether, the blockchain has a major role contributing to

security, scalability, and reliability factors in the 6G network

[30].

In the future, for 6G, blockchain shall provide security

to mobile edge computing nodes when several devices wish

to store their data in the edge device. Similarly, in case

of device-to-device communication, the cooperative data

caching among the users also shall use distributed security.

In addition, when we consider network virtualization, it is

obvious that the network capacity will enhance due to pro-

visioning more slices. In this regard, while implementing

blockchain, it will provide authenticity of data in every slices

along with immutability features to efficiently manage the

virtual network [33], [14].

F. QUANTUM COMMUNICATION (QC)

It is one of the enablers of the 6G network; especially, it will

support 6G network in achieving (i) extremely high data rate

requirements at the backhaul, (ii) data security, and (iii) long-

range transmissions [3]–[5]. In general, the existing protocols

of mobile networks can be significantly enhanced by utilizing

the principles of quantum theories to attain higher degrees

of freedom [71], [18]. Foreseen by the role of QC in the 6G

and future networks, the Government of UK, and New York

University have invested heavily on the research of quantum

communication and computing [78].

In the case of QC, data that encoded using photons which

cannot be decoded or copied (cloned) without tampering as

quantum particles (photons) will be highly intertwined and

correlated. In addition, data will be represented as ‘qubits’

a unique notion of multi-level description of data, where

qubit is the fundamental unit of quantum data [4]. Therefore,

the underlying principle of QC, includes quantum superposi-

tion, quantum entanglement (no-cloning) theorem [71].
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However, when we move our attention toward data rate

improvement in QC, we use the concept of a quantum super-

position of qubits. Basically, it does the parallel processing of

multi-dimensional large-sized data to offer seamless data rate,

unlike the binary data processing in conventional computing

systems. For instance, a qubit can represent binary ‘0’ and

‘1’ simultaneously. In addition, n bits can represent 2n bit

patterns at the same time, instead of anyone combination

of n bits as in digital communication. In the case of QC,

communication security is another key feature to mention by

randomization. The communication is impossible for eaves-

dropping as the data will be represented in an encoded quan-

tum state using photons and cannot be meddled without the

intertwined patterns. Here, QC makes use of quantum entan-

glement, or the no-cloning principle [3]. One of the future

applications of QC in security is the quantum key distribution

(QKD). This application provides vast security to physical

layer due to quantum mechanics based key distribution in

future networks [19].

Furthermore, long range communication is supported with

the aid of quantum repeaters (relay) that retransmits the pho-

tons. It has been reported that QC can be integrated with

satellite communication to offer global coverage [4]. Mean-

while, quantum repeaters and switches are difficult to build

due to no-cloning theorem [71]. An interesting paradigm for

the future networks will be combining QC with ML to solve

classification and regression problems more efficiently than

the classicalML solutions, which is termed quantummachine

learning [40]. Here, quantum supervised and unsupervised

learning, quantum deep learning, and quantum reinforcement

learning techniques would satisfy the complex computation

requirements of 6G networks [71]. All these features make

QC a suitable candidate for 6G networks.

G. ULTRA-MASSIVE MIMO AND INTELLIGENT

COMMUNICATION SURFACES

Due to the availability of large bandwidth in THz frequency,

by the use of MIMO transmission technique, large spectral

efficiency can be achieved. MIMO technique which exploits

the spatial diversity of the communication medium several

antennas at the transmitter and/or the receiver, and offers

enhanced spectral efficiency and gain with the given chan-

nel bandwidth [9]. For instance, in a 64-beam array plane,

there are 64 unique predetermined angular directions. During

transmission to a user, a single angular beamwill be chosen to

expect each user to bewell apart from the rest and should have

a line of sight path [48]. This limitation of 5GmassiveMIMO

should be overcome in 6G networks, where each antenna

array creates a beam in multiple directional vectors with each

beam having different angular directivity [48]. The massive

MIMO transmission will enable the receiver to overcome the

degradation effect on the THz waves caused due to rain and

atmosphere in dense urban settings [9]. However, looking

at challenges, such as energy efficiency of massive MIMO

and inter-cell interference, efficient solutions are yet to be

determined [28], [40].

In the context of 6G networks, it is more appropriate to use

the term ultra-massiveMIMO. To fill the gap concerning the

physical layer, the combination of THz and several antenna

arrays (massive MIMO) shall be used in 6G networks to

support user’s mirage of data hungry applications. One of

such use cases will be beamforming, where multiple antennas

are pointed toward a user with the help of directional beams

for complete utilization of spatial dimensions. Therefore, 6G

networks must target physically large panels accommodat-

ing more antennas, and narrow the beam width (increased

spatial resolution) to increase the beamforming gain. The

efficiency of beamforming can be achieved using continuous

aperture antennas where each antenna is discretely spaced.

This increases the cost and power consumption. In this con-

text, holography radio is a solution that uses meta-materials

on which antennas can be densely spaced on a small area

[48]. In 6G, we will overcome the limitations of 5G networks

by using large antenna reflecting surfaces and holographic

communication, where holographic beamforming with the

help of Smart antennas renders holographic 3D videos [28].

Unlike the 5G massive MIMO, 6G networks would use smart

intelligent surfaces (IRS) which reflect the data received from

a base station toward the receiver [59].

1) INTELLIGENT COMMUNICATION SMART SURFACES

The existing massive MIMO technologies for 5G networks

provide spatially, efficient ways of enhancing communica-

tion performance. However, the complex signal processing,

increased power consumption, hardware design, and THz

wave’s propagation properties (ex: blockage due to obstacles)

pose a real challenge. Furthermore, at THz frequencies, due

to low scattering very few scattering paths exist. Thus, using

antenna arrays becomes a challenge due to the shrinking size

of the antenna elements. Therefore, an alternative to ultra-

massive MIMO is essential.

As we know, the hardware components will be driven by

intelligence to adapt to the changes in the surrounding envi-

ronment in the 6G network. For instance, the performance

of the cognitive spectrum access, modulation, and coding,

beamforming can be modified as the environment changes

[70]. One such intelligent component that enables wireless

communication is an Intelligent surface. The intelligent sur-

face is also known as Reconfigurable Intelligent Surface

(RIS). An intelligent surface will act as a boon to enhance

overall communication between transmitter and receiver in a

cost effective and energy-efficientmanner [28]. An intelligent

surface is a passive reflective surface of electromagnetic sig-

nals without requiring a dedicated power source. These are

generally made of reflective arrays, liquid crystals, or soft-

ware defined meta-surfaces. These surfaces will manipulate

and reflect the incident RF signal from different sources and

direct them toward the receiver to assist in wireless communi-

cation [40], [48]. The modification of the incident RF signals

is done by programming these meta-material surfaces, similar

to a software defined radio. Therefore, the RIS is also denoted

as software-defined surface (SDS) [59], [119].
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2) FEATURES OF INTELLIGENT SURFACES

Since these surfaces are passive and do not use power ampli-

fiers or analog for the digital converter, they prove to be power

efficient than massive MIMO technology as the latter uses

active elements to re-transmit the signal. Further, the amount

of radio wave reflection depends on the surfaces area of these

intelligent surface. Another key property of the intelligent

surface is that they intelligently reconfigure the modula-

tion or phase of the reflected signal with respect to the channel

condition such as fading and path loss. Further, the intelligent

surface can aggrandize beamforming of massive MIMO in

the 6G networks due to the software programmable feature

[28]. With the help of reflecting surface elements, it is easy

to mimic the effect of beamforming at a reduced complexity.

Studies have investigated the potential of intelligent reflecting

surface for index modulation for 6G networks [59].

3) HOLOGRAPHIC MIMO

Holographic MIMO is an interesting paradigm of intelligent

surface enabled communication [70]. Here, a large intelligent

surface can be configured to act either as transmitter, or as

receiver using the principle of optical holography. When

there is a power source used for the operation, i.e., in the

active mode of operation it is explicitly termed as H-MIMO

surface. However, in passive mode (no power source) it is

majorly a reflecting surface that modifies and reflects the

incident RF signal as a intelligent reflecting surface [70], [43].

Now, let us consider the challenges associated with the

Intelligent surfaces: (i) In a wireless communication sys-

tem assisted by RIS, the surface should acquire enough CSI

feedback from the transmitter and the receiver. However,

acquiring the CSI is a burden for passive devices which

cannot transmit the pilot signals for channel estimation, as

in the conventional systems. (ii) The passive surface needs to

transfer information, such as control signals to synchronize

with the transceiver and real-time environmental parameters.

(iii) Resource allocation issues such as lack of analytical

models and computation cost [29].

These H-MIMO surfaces have a benefit of reusability, easy

customization, and lower latency due to software programma-

bility of the meta materials. In passive modes the thermal

noise is absent. It is also spectrum efficient. Furthermore,

intelligent surfaces will act as range extenders when there is

no direct link from the transmitter (gNB) to the user. Due to

simplified beamforming, the RF signals can be focused to the

desired location that reduces the change of eavesdropping,

loss of signal due to attenuation, and facilitates wireless

power transfer along with the information to the intended

receiver [70]. In 6G network, RIS will find its applications

apart from physical layer communication, as RIS enabled

Edge computing, wireless power transfer, device-to-device

communication, and positioning and localization [2991].

H. DIGITAL TWINS

A digital twin is a digital representation of a real world

object, person, place, or event projected virtually in a cyber-

physical world, without regard to time or space restrictions

[90]. It is expected that with the digital twins, we will expe-

rience the reality (i.e., of the original object) virtually (as

a twin) [86]. The advancements in sensor technology, AI,

and communication has led to several applications of digital

twins. To render the twin of an object digitally at the remote

site end, the system must process a high definition data of the

original object, analyse, and decode to reproduce it virtually.

In this context, AI’s supervised or unsupervised algorithms

will be much suitable as they can accurately analyse the data

from the surroundings.

Digital twins have several use cases, as mentioned in [89],

[90]. For instance, in Industry 4.0, a digital twin of a machine

will help the operator to predict future failures or malfunc-

tions much earlier by analyzing the twin data as there will

be continuous feedback between the original machine and

the twin for better performance analysis. A similar intension

has been exploited by the automotive giant Tesla company

in their digital twin of the cars. Another foreseen application

will be for e-healthcare. With the aid of the digital twin of a

human, it will be easy to analyze the body parameters in real-

time or shall study the impact of a drug, pre-surgical study of

the area to be operated [89].

Samsung has expressed that digital twins will be one of

the technology components that will drive 6G networks [86].

In [15], authors have proposed the digital twin model for

the 6G network architecture. Since 6G networks will have

extremely high network density, the network will have dis-

tributed its architecture for better management. These digital

twins (a.k.a. cyber twin) can become part of the network by

acting as assistant, data logger, and digital asset owner of

the objects. In this scenario, the 6G’s network architecture

shall consist of four entities, namely, (i) end entities (human,

things) who receive the service, (ii) edge to cloud entity that

connects the end-user to the core cloud through the edge

devices, and does initial edge processing. (iii) Cyber twins

located at the edge server which are the replica of an end-user

that provides services such as communication, data logging,

and even act as the owner of assets. It will replace the end-

to-end communication model with an end-to-cloud model.

(iv) The cloud networkwhere edge clouds and different other

clouds will be interconnected. This architecture will provide

scalability, security, and flexibility to future generation net-

works.

1) CHALLENGES

To replicate an object or human in real-time requires

extremely high data rates and perfect synchronization (say

1Tbps and 100 ms). Besides, there are issues such as pri-

vacy, security, ethical issues, and cost of development. The

technical community is hopeful that by 2030, digital twins

will very well support 6G networks when there will be more

advancements in technology [90].

I. CHALLENGES OF 6G ENABLERS

Even though 6G enablers will enhance the performance of 6G

networks several times more than the 5G networks, the path
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TABLE 3. Technological challenges of 6G. TABLE 3. (Continued.) Technological challenges of 6G.

to achieve the gain is arduous. In this subsection, we describe

the various challenges associated with the 6G network tech-

nology components, as given in Table 3.

V. ARCHITECTURES FOR 6G

While roadmap, and standardization activities are yet to be

initiated, a few researchers have proposed new architectures

of 6G networks. In this subsection, we describe briefly vari-

ous architectures from the literature.

In the earlier section (IV), we narrated the critical features

of two AI-based 6G architectures. Now, let us discuss the

other architectures.

A. CYBER-TWIN ARCHITECTURE

The authors proposed two architectures for 6G networks,

namely, (i) cloud-centric internet model and (ii) a decou-

pled RAN model [104]. In the cloud-centric internet model,

the existing IP architecture is slightly retained with certain

modifications. First, the users are connected to the RAN,

and the data from the RAN enters the edge cloud layer

where cyber-twins accept the data. These cyber-twins act

as data loggers, assent owners, or virtual representation of

the user. Edge clouds, in turn, are connected to the cloud

layer, where multiple clouds are interconnected to form the

center of the network architecture. The cloud layer consists of

resource scheduler, orchestrator, communication, computing,

and caching functions. This cloud layer enables applications

to provide services in the edge and cloud at reasonable cost

and QoS.

B. DECOUPLED RAN ARCHITECTURE

Here are distinct APs for handling the control and user

plane data different from the earlier cellular generations. The

control plane BS will be a macro BS, which a user shall

connect to exchange the control information. These control

BSs will be connected to the user plane (data) BSs for high-

level signaling. In addition, the uplink and downlink traffic

are also decoupled and handled by separate BSs to the users.

Here, the uplink BS can be a micro-cell dense deployment

near the user to collect the user data at low power. The uplink
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and downlink base stations will have internal coordination for

efficient communication [104], [105].

C. GENERALIZED ARCHITECTURE FOR 6G

A generalized 6G architecture for IoT and vehicular networks

is presented in [139]. It consists of three levels, namely,

user level composed of smart devices with caching abil-

ity. These devices send the sensed data to the base sta-

tion level, where base stations or APs have edge servers to

perform scheduling and resource allocation. Finally, a cen-

tral server will do the slicing, handover actions at the net-

work level. This architecture will reduce the delay for crit-

ical services (autonomous cars) by processing and storing

at the edge level. However, due to its partially central-

ized control plane, some non-critical tasks still use cloud

processing.

D. A HIGH-LEVEL ARCHITECTURE OF 6G

A three-level 6G network architecture consists of AI plane,

user plane, and control plane [140]. In this case, storage,

compute, and networking are done at the same level (in user

plane) to eliminate the hierarchy. The user plane is flat and

it is defined between an access network and the internet. The

control plane and AI planes are distributed and virtualized for

various services. Further, the transport network is virtualized

and isolated from the rest by software defined virtualization.

The core network functions are made as micro-services and

accessible by server-less systems.

E. MULTI-LEVEL ARCHITECTURE FOR 6G

A three tier architecture of 6G consists of smart users, edge

devices, and the cloud [114]. The users implement intel-

ligent decision making techniques such as data-driven or

model-based techniques to predict mobility and traffic pat-

terns. At edge intelligence level, the mobile edge devices

use deep reinforcement learning, or deep neural networks

to optimize the scheduler for resource allocation to mobile

users based on the CSI. Moreover, at the cloud level, having

a high capacity central control can train the system with

a numerical platform that presents the labeled samples for

optimization algorithms. These can be used to train deep

neural networks and later be implemented in the control

plane.

F. THREE-DIMENSIONAL 6G ARCHITECTURE [4]

The FG-NET 2030 has envisioned a 3D architecture for 6G

networks, covering three key aspects, namely, communica-

tion (infrastructure view), intelligence (control view), and

management (network view). It has different communica-

tion layers at the infrastructure view ranging from terres-

trial, underwater, aerial, and satellite to enhance the range

of communication in 6G networks. In addition, the authors

at the control view presented how 6G networks will include

intelligence to control and optimize the overall functions of

sensing, spectrum access, communication, storage, and pro-

cessing with the help of AI, deep learning, and ML. It recom-

mends that the intelligence will be distributed across various

network entities. Finally, in the network view, the functions

of the overall network have been divided as sublayers. They

include the application sublayer, routing, management, spec-

trum access, and physical medium, which resembles the lay-

ered IP stack. A simplified version of the same architecture

for 6G has been proposed in [108].

G. NEUROSCIENCE BASED 6G ARCHITECTURE

This architecture is more of a framework that tries to integrate

neuro signals to emulate the wireless signals to be applied

in 6G networks [136]. Here, human brain’s intelligence and

radiating properties of wireless signals shall be integrated

to enable an intelligent communication between the human

and computers. Recent advances in bio-IoT and implantable-

communication devices have made us bold to envision short

range 6G network communication, where wireless modules

implanted inside the human brain acquire intelligence from

the brain and communicate directly with the outer world

wireless devices and base station or with another human with

similar capability.

H. PROPOSED ARCHITECTURE

Our proposed 6G architecture consists of devices at the outer

layer as shown in Fig. 6. The devices in this layer gather data,

events in the network and communicate to the next level.

Here, IoT nodes, cellular users, smart devices, etc., which

have been connected to the radio access network may have

a certain level of intelligence by default. Consequently, inter-

ference, channel selection, sensing shall be better managed.

We have also depicted the paradigm of the cell-free network,

small cells, and massive MIMO enabled by intelligent sur-

faces operating side-by-side as will be the scenario in 6G. The

arrows in this layer indicate the wireless links. Further, in the

next layer, we have edge devices and cloud that utilize AI for

resource allocation, user management, and other optimization

tasks. As proposed in [42], we considered a distributed edge

intelligent architecture which provides process, store, com-

pute and decision-making facility for independent physical

networks. The intelligent agents at these edge devices learns

from the devices to assist in better management of the net-

work below it at layer 1. For instance, it could be the selection

of wireless channel and tuning the parameters accordingly.

Here, a centralized edge node provides backhaul service to

all the physical networks through these edge clouds, that is

shown by the discrete lines. It also includes cloud-RAN and

backhaul resources for various use cases. However, all these

resources are virtualized. Further, we have various clouds that

interconnect the network elements. Finally, at the innermost

layer, we have the applications for various verticals which

either provides or receives services from the layers below it.

Thus, the proposed network architecture in Fig. 6, provides

the abstract view of 6G. However, several other features such

as quantum computing, fog nodes, security, etc., have not

been shown exclusively and shall be the potential candidates

of 6G architecture.
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FIGURE 6. Proposed network level 6G architecture.

VI. FUTURE TRENDS IN 6G

The 6GFlagship project has identified 11 key areas of 6G

pilot project, and have published white papers in June 2020

[36], [42], [44]–[55], [107]. In this section, we summarize the

overall ambition of some of the key areas such as localization

and sensing, trust and security, UN sustainable development

goals, rural connectivity and networking, edge intelligence,

machine learning, and 6G business scope as shown in Fig. 7.

A. LOCALIZATION IN 6G

Traditional sensing and localization using GPS or cell coor-

dination will become obsolete in future high dense smart

urban settings. In 2030 future networks, KPI related to accu-

racy must include user’s environment information to facil-

itate accurate positioning. For instance, a use case of 6G

networks such as autonomous driving, where high resolution

positioning at the cm level is necessary along the driving

lane or track details to achieve traffic safety [19]. Similarly,

mobile sensor-based applications that use location informa-

tion should include power consumption per unit distance

coverage; integrity and privacy-related KPI should include

location details, malfunctioning nodes, and alarms [53].

These requirements ensure that future technologies or devices

for 6G networks must be accompanied by additional informa-

tion such as power consumption and types of alarms gener-

ated during any sensor failure for exact location sensing with

emphasis on privacy. In addition, localization and sensing

of information have several applications in future, including

robotic surgery, contact tracing during pandemics, VR based

games, social networking and dating apps, food delivery,

context-aware marketing, autonomous driving, personal nav-

igation, and animal tracking. Specifically, in the case of

the context-aware services, 6G network will automatically

learn user requirements by sensing the environment or loca-

tion and providing the best QoS and other settings [124].

Consequently, 6G systems will integrate intelligence, perva-

sive networking, along with precision localization and high-

resolution sensing to serve specific use cases that emerge

during 2030, requiring accuracy being fine-tuned to cm level.

This will enable seamless connectivity, localization, and sens-

ing for context-aware services [19].

The 5G NR and mm-wave will offer localization and sens-

ing features different from the previous generation of cellu-

lar networks. Moreover, 6G networks will further enhance

the localization accuracy leading to high definition imaging

by the use of THz communication, massive antennas, and

RIS [53], [91]. As the beamwidth reduces at lower wave-

lengths (µm-wave), the positioning accuracy increases. Next,

the inverse relationship between frequency and device size

(antenna) will enable dense packing of multiple antennas,

which facilities precise angular and direction estimation.

In this regard, better channel estimation algorithms are nec-

essary at THz frequencies to sense and localize. Further,

a higher data rate of 6G network will enable the sharing of

maps between the devices much easier. With the large IRSs,

the reflected wave can provide better localization service

by exploiting the near-field effect and analyzing the wave-

front. In addition, it will remove the need of synchronization

between reference stations. However, more precise methods

are necessary for the real-time localization and positioning if

the intelligent surfaces are smaller in size [91].

It should be noted that the existing localization techniques

using ML heavily depend on fingerprinting, regression, and
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FIGURE 7. Disruptive future trends in 6G.

classification methods. However, more intelligent localiza-

tion and mapping methods will be necessary for the 6G

network [53]. By AI- and ML-based frameworks, the sensing

system can be trained to learn from raw data, where vital

information (time and space-based) present with the noisy

radio signal, or weak sensor data can be extracted to analyse

the location and sensing patterns for the 6G network system.

Albeit, most of the ML- and DL-based techniques need a

large volume of structured data for training, whichmay not be

available (noisy, random) in tiny sensor-based applications.

Therefore, advanced analysis methods should be introduced

to assist in trained localization.

As mentioned earlier, localization is also associated

with another set of tasks i.e., imaging and sensing which

involves high frequency signals (60GHz). These signals when

reflected by the objects, the size and dimension of the objects

can be measured accurately [127]. Besides, localization also

includes imaging using sensors. Here, passive sensors will

capture the images and active sensors will transmit signals

that represent range, angle, and Doppler with a high res-

olution and accuracy. For instance, in case of self-driving

cars, radar imaging adds range and Doppler to the multi-

dimensional image [53].

B. TRUSTWORTHY 6G

How security in 6G different from 5G: The number of con-

nected devices (IoT, MTC, and mobile users) in 6G networks

will increase at a galloping rate and density-wise ten million

devices in a unit square km area [2]. These devices will

inherit artificial intelligence and span across diversified appli-

cations such as banking, industry, healthcare, government,

transportation, and many more. Due to the dependence on

many verticals, 6G networks must enforce a higher-level

security in every stage of its network to prevent all forms

of security attacks. In another instance, we may imagine a

hyper connected world, where a minor compromise in the

security settings may lead to fatality in an automated industry,

robotic surgery performing incorrect incision, etc., [55], [50].

Currently, in 5G networks, traditional cryptographywill serve

most of the needs to secure the data communication across

cloud and edge architectures. However, a new era of security

will begin by the inception of quantum computing in 6G

network. For instance, QKD systems facilitate easier eaves-

dropping detection that classical cryptography. Furthermore,

upgrading the level of security is possible with quantum

secure direct communications (QSDC), which provides better

security over the quantum channel than the QKD or classical

methods [120]. In another view, automation of security func-

tions with ML algorithms at different levels will be essential

because of network densification. However, there is a threat

of reversed ML based security attacks, as the network can

learn all parameters minutely. Therefore, 6G network needs

exclusive holistic network security architecture [55].

1) REQUIRED SECURITY FEATURES

The key features should include: especially, future SIM cards

and their security aspects, and use of asymmetric cryptog-

raphy, Transport Layer Security (TLS) using elliptic curve

cryptography (ECC), software and AI-driven security as

applicable to SDN and NFV. For example, the security model

in 6G networks will consist of a deep learning enabled VNF

gateway that monitors the ingress and egress traffic and

apply filtering policies to detect and prevent potential security

attacks. In summary, a trust model must define the rules to

collect, process, distribute, and filter data in the network.

C. 6G FOR SUSTAINABILITY DEVELOPMENT GOALS (SDG)

Digitization due to 5G networks will currently address many

social issues such as education, environment protection, and

hunger. Nonetheless, there exist several problems that require

extensive urbanization and connectivity. Since 6G networks

will bring in user experience-based hyperdata connectivity,

several global issues especially, with regard to the United

Nation’s SDGs, shall be mitigated [86]. The 6G network

through its multi-faceted communication capability (long and

short-range, 3D connectivity), has the potential to promote

global sustainability, which is mainly due to its seamless

connectivity and support for a plethora of services. Let’s see

some of the future scopes of 6G networks as regards the pro-

motion of sustainable development goals. For instance, online

banking will enable anyone to access financial services with

much ease, which will help to eradicate poverty. Similarly,

online healthcare services will reduce the travel time and will

easily reach the needy whenever necessary to promote better
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healthcare delivery. By having all-round network connectiv-

ity, farmers in rural places canmake use of digital transactions

for their agricultural, and home products. We shall implement

IoT in food production to improve the yield and to obliterate

hunger [93]. With the aid of 6G networks, all these issues

shall be addressed on a massive global scale.

When we consider zero energy, 6G network will target

miniaturization of the devices to increase the power effi-

ciency and energy harvesting, thus improving environmental

performance. For instance, these devices may sustain the

power generated through everyday activities such as walking,

jogging, and household work of the device user. This energy

shall support the personal information devices like wristband,

smart patch which monitor a person’s vital body signs from

time to time. In addition, in another scenario, these could cater

to information and entertainment needs through over the top

connectivity.

To support the United Nation’s SDGs, 6G network has set

its vision to provide an opportunity for the global society and

economy to accomplish its digital dreams [44]. It includes

data connectivity, a strong economy, facilitates smart health-

care, energy efficiency to name a few among the 17 SDGs.

The 6G vision targets three underpinnings to implement

SDGs through various services. They are as follows. (i)

Addressing the problems of people and society by providing

suitable digital infrastructure to empower them. (ii) Context-

awareness based on the environment which is possible by

highly precise localization and sensing capabilities, online

monitoring of resources, and so on. (iii) All-round uplifting

of the ecosystem of SDGs. Besides these requirements, the

fundamental necessity to achieve the goal will be the all-

round connectivity and access to the internet.

1) HOW 6G SUPPORTS UN-SDGS

Since SDGs spans all sectors of life, the vision of 6G net-

works should be multi-disciplinary. As a result, an open and

co-innovation platform for 6G’s technology standardization

activities which support human life and environment is cru-

cial to create an ecosystem that will benefit all stakeholders

of the UN-SDGs.

The 6G ecosystem will contribute to the progress and well-

being of various communities in society. For instance, 6G

will provide wireless networking to connect patient, doctor,

and medical equipment together in a remote smart healthcare

system. With the aid of 6G network, several digital services

could be extended such as education, food distribution ser-

vices, banking, and industry to advance on a massive scale.

These eventually result in the empowerment of human life

toward achieving a better SDGs. Having said this, there will

be concerns while targeting the SDGs such as inclusiveness,

data security. For instance, when it comes to data collection,

all stakeholders such as hospitals, society, and government

must handle data with utmost privacy rules for the integrity

of the system. Now, 6G networks play a role in addressing

the privacy and security of data communication. In sum-

mary, 6G networks must implement actions that promote

sustainability to different verticals, encourage growth with

minimum energy consumption, and implement zero waste

when people, machines, and resources are interconnected.

Due to the prevalence of the intelligence in 6G network, it will

improve efficiency and environmental sustainability by using

low energy consuming technologies or devices that derive the

energy from natural activities for their functioning. We have

summarized the set of KPIs for all 17 SDGs and their possible

use cases, as in Table 4.

2) OPPORTUNITY FOR 6G

The use cases of 6G networks must be aligned with the

intentions of SDGs, especially the SDGs which can be well

supported by ICT infrastructure. The common aspects such

as online financial activities, including online banking and

online business will promote economic growth. Furthermore,

telemedicine, remote mapping of natural resources such as

minerals and water bodies are some use cases that improves

social and healthcare sustainability. When we look at 6G’s

diverse range of wireless connectivity, edge intelligence,

localization, sensing, and ultra-low energy consumption will

strongly support rural connectivity, environmental context,

and energy aspects of SDGs. In Table 4, we summarize

the KPIs with regard to the 17 SDGs and the use cases,

as intended in [44].

D. HOW 6G WILL WIPEOUT DIGITAL DIVIDE?

There are several reasons for lack of connectivity in many

remote areas of the world such as absence of infrastructure,

low income, rough geography, and many more [92]. The

6G network has a strong vision on breaking the digital

divide which will in turn promotes sustainability alongside

the connectivity. It is estimated that nearly 3.7 billion of

world population is far from reach of internet connectivity

[44]. The digital divide gives rise to several other problems

such as retarded economic growth, education and awareness,

inhibits the adoption of remote, and advanced healthcare

technologies. It also causes low growth in modern indus-

trial and new age transportation sectors. The digital divide

has not left any geographical regions untouched. In reality,

even though, first world nations have high-quality mobile

internet connectivity, there are remote areas of USA, and

Europe that experience a low data rate of 0.4–1Mbps through

wired/wireless connectivity. The situation is much worse in

Africa, Brazil, and India [52].

1) SCOPE OF 6G IN RURAL CONNECTIVITY

Connectivity in tough terrains, away from the main cities

should be simple, low cost, and easily achievable. Therefore,

mobile broadband is the best solution when compared to

wired internet [48]. Providing last-mile connectivity through

the LEO satellite will cover a large area. However, it will

not be a reasonable solution, considering the throughput,

latency, and cost. Instead, usage of large power transmitters

(mega cells) in low dense rural areas will be a viable solution.

To achieve this target, new safety rules and power regulations
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will be necessary. Alongside, floating mobile base stations

like UAV or balloons will promote mobile data services while

acting as relays or data cache [52]. Since remote regions

have financial constraints, while providing good QoS, special

emphasis on affordability (cost-wise) is mandatory. The use

of natural power sources such as solar and wind energy

for power grids that operate the backhauls will enable cost

reduction. In addition, cost reduction and resource efficiency

could be achieved by confining the contents to the rural

region generated within the locality. This requires caching the

locally generated contents in local servers itself and provi-

sioning network slicing. The local caching will enable cost

reduction by minimizing the need for backhaul connections.

Moreover, several data serving schemes can be brought into

picture through network slicing to enhance connectivity with

limited resources [76].

Regarding the backhaul connectivity, even though visible

light or microwave seems to be the right candidates, they

may face challenges in rural areas. Therefore, Integrated

Access and Backhaul (IAB) seems much promising where

the operator uses the part of the spectrum for backhaul and

the remaining part for cellular access at a reasonably lower

cost than the former candidates [52]. Thus, 6G networks shall

rely on IAB to reduce the deployment cost and improve the

resource utilization [107]. With IAB, only a subset of base

stations will carry the backhaul traffic through connected

links (fiber/wire); whereas, the remaining base stations will

be connected through wireless links to transmit the backhaul

traffic through multi-hop relaying. It is much possible in 6G

due to the availability of large bandwidth in THz bands where

access and backhaul traffic can be multiplexed by suitable

scheduling schemes. Thereby, reducing the infrastructure

cost. The IAB will provide service in sub-6GHz and mm-

wave.

Similarly, Low orbit Satellites, UAV, and balloons find

useful solutions to extend the range seamlessly. Based

on the communication need, these terminals can be made

operational (discontinuous trans-reception) as and at when

required: thus, reducing the power consumption. Altogether,

non-terrestrial communication will play a key role in 6G

networks to reduce the digital divide [52]. In recent trends,

edge computing and the caching of local data for local usage,

installing micro telecom infrastructure and integrating it with

mobile network operator, and their maintenance have attained

prominence in rural regions. Albeit, all these have several

challenges, such as financial models, frequency regulations,

propagation delays, and co-existence issues [48].

E. WHAT IS THE SCOPE OF EDGE INTELLIGENCE IN 6G

The rise of edge computing and ultra-dense node deploy-

ment or mobile devices led to the emergence of mobile edge

computing to optimize the computations and performance

in the network. Further, the very nature of mobile devices

requires the computations to be distributed.

A limiting factor of 5G network is the lack of intelligence

in mobile edge computing, which will otherwise facilitate

an easy transition into new verticals and services such as

Industry 4.0, smart mega cities, and intelligent gadgets.

One of the reasons for the setback is that existing AI

algorithms do consume enormous time and resources. Not

only that, the production of hardware and AI solutions are

yet to achieve synchronism. In total, when 5G network is

considered to use cloud driven AI, 6G network will use edge

driven AI [80], [81].

The Edge Intelligence (EI) is an extreme capability to

process the data at the edge. Today, mobile devices have the

high computational capability, storage space, and run petty AI

applications. Subsequently, AI will become an integral part of

the 6G networkwith distributed intelligence to run standalone

and automated operations replacing most human interactions.

For instance, verticals such as autonomous cars, ultra-smart

healthcare, and modern industries involve complicated tasks

with regard to data acquisition and computation. Therefore,

distributed intelligence at different network entities will be

required to offer optimized services. This forms the founda-

tion for the 6G internet of intelligent things [86]. EI can be

viewed from different directions:

(i) data analytics point of view refers to data analysis and

development of solutions at or near the site where the data is

generated.

(ii) the network perspective mainly targets the intel-

ligent functions that are deployed at the edge of the

network, comprising the user, tenant, or the network

boundary [42].

1) NEED FOR SOFTWARE FOR AI EDGE

Currently, we lack software fluidity; without that, precisely

locating intelligence in the network entity and sharing knowl-

edge will be impaired.

EI will be useful in several verticals to offer better QoS.

For instance, when we consider the scenario of self-driving

vehicles, these vehicles need to compute and communicate

many factors, such as inter vehicular distance, roadside enti-

ties, traffic signs, and vehicles in the nearby lanes. These data

will be communicated to the EI enabled base station or access

points located along the roadside to quickly (low latency)

store and process the data and assist in deciding the load on

available frequency bands (spectrum) to facilitate the data

transfer from these vehicles dynamically. Noticeably, these

EI units will also have access to the central cloud database,

which maintains the overall data from several regional EI sys-

tems. Further, smart city applications, mobile extended reality

(XR) which requires large data processing and computations,

can be benefited by EI due to local data processing, reduced

delay, resulting in higher data rate, task and sharing, and so

on [42]. Nevertheless, the hardware technology to accommo-

date the intelligent processing capabilities on a small edge

device with resource constraints is yet to mature. Similarly,

software with intelligent, real-time, and independent decision

capabilities with regard to training and learning from the data

to meet the requirements of 6G networks will require time

to evolve.
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TABLE 4. Kpi for un sdg and their use cases.
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2) CHALLENGES

(i) When we consider a distributed environment, providing

intelligence across the edge devices by gathering all param-

eters related to resource usage, training, and learning models

will be a challenge. (ii) Furthermore, the optimum deploy-

ment of edge nodes in a high-density network and resource

allocation is complex. (iii) At the edge devices, the action

of AI is largely influenced by the type of precision of input

data, especially when the available data is huge, vivid, and

needs classification. Therefore, training models must con-

sider these challenging factors and rely on synthetic data

generated from generalized adversarial networks to manage

the data consistency. (iv) With respect to the distributed edge

devices that handle AI, say mobile phones, the AI algorithms

must be lightweight, and applications must be partitioned

between user devices and edge layer for efficient resource

management. (v) The software packages for EI contain edge

applications that are deployed on the edge devices along

with virtualization infrastructure. In this context, the selection

of system policies, billing, etc., play a key role. (vi) In EI

devices, real-time feedback is essential to attain better perfor-

mance. Consequently, it is necessary to re-define the real-time

feedback by considering the online learning and pre-trained

models. The training algorithms should be distributed instead

of centralized and must adopt online training models by

considering the edge device limitations [61], [42], [80].

F. HOW MACHINE LEARNING WILL RULE 6G

Machine Learning (ML) is a sub-branch of AIwhich assists in

the prediction and classification of data based on the trained

data. In 6G network, ML will find its application at different

instances of the network, especially, at the PHY, MAC, Net-

work, and Application layers. We shall discuss these appli-

cations briefly in this section. From the earlier discussions

on use cases during 6G era, we realize that interconnected

intelligent network components require ML as a fundamental

network requirement to offer value addition to the services,

zero-touch optimization, and improve the performance. This

is because relying purely on mathematical modeling of the

wireless system will make the whole system computationally

complex. However, ML can efficiently model the wireless

system that could not be wrapped under mathematical equa-

tions to suit the requirements of 6G networks. Interestingly,

ML will act on the vast real-time data received from different

use cases such as self-driven cars, holographic telepresence,

and intelligently control 6G network [47].

At the PHY layer, many of the functionalities can be envi-

sioned by mathematical models. However, certain non-linear

phenomenon such as interference detection and channel pre-

diction can be efficiently addressed with ML. Furthermore,

the discrete modules such as modulator, demodulator, and the

filter will optimize the performance as a whole by suitable

learning methods in ML.

When we consider the channel coding process, the trans-

mitter and receiver must implement certain coding schemes

to safeguard the data against channel disparities. Deep learn-

ing is one of the promising methods for predicting the

appropriate coding length by learning the channel code-

word length. Next, synchronization is another aspect which

certainly depends on the channel variations, mobility, and

frequency deviations. In this regard, deep neural networks

will prove to be beneficial. However, further research is

necessary to comment more on this. Another aspect of ML

is the use of deep neural networks for positioning. Since

the existing positioning methods will popup accuracy issues

when there is no line of sight path due to their dependency

on pure mathematical modeling. In deep learning, fingerprint

method uses CSI and received signal strength as learning

data. Altogether, several physical layer optimizations such

as beamforming, channel estimation, and throughput maxi-

mization are non-convex and do not yield a good performance

with heuristic algorithms. Consequently, deep learning (CNN

and DNN) appears as a boon to solve the physical layer

optimization issues of 6G networks in real time, while achiev-

ing a good tradeoff between performance and computational

time.

1) ML AT THE MAC

ML will find its application in optimal solutions to the

MAC layer tasks such as resource allocation, modulation

and coding scheme (MCS) selection, handover, and uplink

power control. When the channel conditions vary due to user

movement, channel variation the deep reinforcement learning

methods could determine optimal solutions by learning from

the varying inputs. (i) ML for resource allocation: In most

IoT scenarios the data transmission is predictable as they

follow a specific pattern. As a result, it is easy to predict such

patterns and decide the resources to be allocated efficiently

with the aid of ML. This reduces the network latency, and

uplink random access for the devices. Similarly, by allocation

of time, the frequency resources for cell users can be opti-

mized with ML. It can predict the data traces in the cell, and

network load and allocate time frequency slots in a flexible

manner (flexible duplex) to optimize the resources and avoid

interferences.

(ii) Power management: 6G network devices must have

seamless battery management capacity. Since MAC layer

controls the access to medium, the radio power is the key

factor to be managed. ML can analyze the real-time traffic

patterns inside the cell and data targeted for the neighbor cells

to adjust the load. By this, the network can schedule users

between transmission and sleep states in a power efficient

way. (ii) Security with ML: Due to the high profile nature of

the 6G network such as high data rate, all-round connectivity,

and extremely low latency, the data generation will go sky-

rocket. As a result, to address the various security threats that

would arise due to themassive data, the network securitymust

be automated. In this context, proactive and self-adaptive

features of ML will be promising solutions to automate the

security.
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2) ML AT THE APPLICATION LAYER

6G networks will be intelligent by integrating context

awareness to offer better user services and multi-agent

reinforcement learning to enhance the overall efficiency.

Using a rule-based approach to determine the context con-

figuration for each service class will be tedious. However,

ML can predict the context configurations meaningfully with

the help of past service choices and modify the configuration

to suit the new services from the applications. For instance,

lets us consider an application that monitors the network

parameters automatically. We know that KPIs need to be

maintained within the threshold level. Therefore, ML can be

used to detect anomaly with respect to network management,

security, and many more.

Future network architectures must be end-to-end ser-

vice providers, where there will be dynamic cooperation

between network segments and communication entities.

To ensure all-round ubiquitous connectivity, interoperability

between heterogeneous networks is mandatory. Furthermore,

efficiency in terms of cost, power, system performance,

communication, and connectivity, spectrum usage are

necessary.

The core network to provide on demand service deploy-

ment consists of SBA, where network functions (NF) will

subscribe to network repository function and it offers services

to one or more NFs. By, each NF can be independently

upgraded or removed to provide network slicing.

G. BUSINESS MODEL FOR 6G

5G’s market will revolve around, providing the three key

metrics for various verticals. Furthermore, in 5G networks,

business models changed from monopolized network oper-

ators to distributed local edge micro operators, virtualized

and software network service providers, and slice managers.

Unlike the 5G network, the 6G network will provide ultimate

connectivity between cyber-physical world in real-time and

several upfront KPIs. This will motivate numerous verticals,

technology developers, product and application developers

for the future society 5.0. These market advances will dis-

rupt the conventional business and invite new stakeholders

and investors with regard to 6G’s communication, storage,

and control applications [50]. In addition, 6G network will

intertwine with intelligence, virtualization, local edge oper-

ation, spectrum sharing, and a variety of sensing services;

altogether, it will influence our personal lives and will be

an integral part of society in 2030. As a consequence, it will

bring in several newer forms of business models and oppor-

tunities to generate revenue [16].

1) KEY TRENDS AND UNCERTAINTIES

Smart grid system for distribution of electricity, or internet

will be foreseeing extreme connectivity and self-driven. Con-

sidering these applications, revenue models can be planned

with the involvement of public-private-partnership. Next,

over the top (OTT) companies will offer cloud storage and

cognitive services (AI, UAV as a service, and context aware

services) along with primary features such as calling and

data connectivity to compete with the traditional MNOs.

This trend will boost innovative business models to attract

customers and improve their profit. The business models

along with increasing the revenue must even target sus-

tainability goals for the benefit of humanity. For instance,

6G’s vision includes providing connectivity for all humans;

in this context, at least providing mobile internet to every-

one in rural areas will solve the problem of digital divide.

When people around the globe are connected, they will

have the digital identity that will enable economic growth

[157]. In this regard, data services will attract monetiza-

tion. Further, another interesting business opportunity will

be industry automation. When we consider Industry 5.0 and

beyond, all sensors and machines that communicate with

each other or operated by robots, will require a private and

secure communication network which will offer extreme

reliability, zero touch assistance, and operate as standalone

networks. More importantly, 6Gs spectrum sharing, and pol-

icy regulations will generate prime revenue to the govern-

ment and agencies. In addition to this, digital twins, and

FinTech industry will revolutionize the business pattern with

6G networks. This is because, 6G networks will use green,

zero energy, and zero emission technologies such as intelli-

gent reflecting surface and high lifetime wireless nodes in a

manner that will bring new business around building these

technologies [23].

2) SCENARIOS

It is anticipated that the following scenarios will open up

new business opportunities for 6G [50]. Edge computing,

IoT, Robotics, and AI will become the common technologies

that every electronic gadget will incorporate and will be

reasonably priced for customers to afford. Therefore, these

devices could be used to collect a variety of data from users

and process them locally before remote transmission. Next,

network slicing will allow up to 10000 slices under a network

operator. This will gear-up revenue generation [23]. Further-

more, the development of sustainable solutions will empower

them to operate as standalone and simplify the lives of peo-

ple. In this regard, to find locally sustainable and economi-

cal solutions, public-private partnership projects, distributed

cooperative models, and peer-peer business models will be

more suitable against the monopolized market at the local

level [50]. In addition, due to the sparse spread of technology

in rural areas, manufacturing cheap and inexpensive solutions

at the micro level could be an acceptable approach. However,

6G will overcome the digital divide to promote technology

sharing in which a 3D design of a machine can be shared in

real-time with another underdeveloped city that is deprived of

research facilities to manufacture it using its cheap labor and

market locally as well as in the place of origin at a reasonable

price than otherwise. This will support a circular economy

and creates a better society both in the rural and urban

areas.
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H. ADDITIONAL TRENDS

1) CELL-FREE ACCESS

Cell-less architecture is a concept in future networks, where

the existing paradigm of connecting a user to an access

point (gNB) confined to a cell will no longer be the case.

Instead, a cellular user will get connectivity from multiple

BS without the restriction of cell boundaries. In a traditional

cellular architecture, the users who are at the edge of the

cell will have poor connectivity, which will be addressed

in the cell-free architecture. This feature requires tweaking

the traditional cell search, synchronization, random access,

and resource allocation procedures, to suit the new cell-less

access [107], [112]. Furthermore, in 6G due to the extremely

high density of mobile users or intelligent devices that require

high data rates, the coverage of the gNB will be limited

since they operate at very high frequencies, which reduces

the interference. In this context, cell-less architecture is very

useful to provide seamless connectivity. The cell-less system

consists of several gNBs distributed in a large geographical

region provides connectivity to all users located using the

same frequency. These gNBs will be connected to a central

processing unit (CPU), which controls them.Normally, a cell-

free system is associated with MIMO to improve the spatial

connectivity. The cell-free architecture has several benefits,

namely, (i) scalable signal processing, (ii) scalable power

control, (iii) spectral and energy efficiency, and (iv) simple

signal processing and economical system [120].

2) BACKSCATTER COMMUNICATION (BsC)

It is an interesting paradigm for 6G network to achieve

extremely high energy efficiency (EHEE) of the network

when there are an enormous number of connected devices.

For massively dense distribution of wireless nodes, the use of

the battery as a power source will not be feasible due to the

challenges involved in recharging or replacing the battery. In

this scenario, the wireless nodes shall receive radio signals

from the ambience passively, leading to battery-free operation

[123]. The fundamental idea is to use the RF energy that is

incident from the ambience and reflect it back after modu-

lation. This method in fact, reduces the burden on the con-

strained device and increases the spectrum efficiency. It has

applications in short-range and low power communication

scenarios.

3) WIRELESS POWER TRANSFER

While connecting the massive devices, obtaining the channel

state information (CSI) to know their channel status becomes

a tedious task and consumes a lot of energy. As a result,

the quality of transmission may get affected if CSI is omitted.

However, a tradeoff between data communication and power

can be achieved by wireless power transfer (WPT) and CSI-

free transmissions. Further, wireless power transfer will be

a possible method to promote sustainability, low emission,

and zero energy consumption among devices in 6G networks

[112]. In this context, as applicable to massive IoT nodes,

the nods can be made energy harvesting from the surround-

ing. It could be by the use of solar energy, wind, hydroelec-

tric, or RF signals, etc. The wireless power transfer using RF

involves remotely powering (charging) the wireless devices

using the RF field. For instance, when BS transfer to a user,

then the neighbor of that user may use the energy in the RF

signal to charge itself. It uses far-field radiation properties

of electromagnetic waves to transmit within a short distance.

This has several benefits, such as significant increase in the

durability and life time of the nodes, reduced energy footprint,

auto-charging, and contactless charging.

A few well-known solutions for wireless energy transfer

involve (i) energy beamforming, where a group of high beam

antennas are focused to transmit the energy to a specific set

of nodes using narrow beams. (ii) distributed antenna sys-

tems to replenish the energy loss during energy propagation

toward the nodes by using power beacons. However, there

are several challenges involved in energy transfer. They are

(i) ineffectiveness of the support for non-line of sight energy

transfer, (ii) power transfer for non-stationary (mobile) users,

(iii) radiation hazards, to list a few.

VII. 6G RESEARCH WORLDWIDE HITHERTO

While the 5G network is being deployed worldwide,

the research and development activities on 6G networks are

gearing up both in industry and academia. In March 2020,

3GPP completed the 5G standard release 16, which will be

followed by release 17 to support all three scenarios in 2021

[46], [99]. Therefore, in the next couple of years, 3GPP will

initiate the 6G research. It is anticipated that by 2027, the 5G

infrastructure market will increase to 47.75bn USD by 2027.

The top five players in the 5G infrastructure market include

Huawei, Ericsson, Samsung, Nokia, and ZTE. They have

currently shifted their attention toward the 6G network due

to the enormous potential and benefit that the 6G network

is anticipated to offer over the 5G network. Along the same

lines, FCC has decided to promote 6G network research

and trials in the THz band by opening a 95 GHz -3 THz

frequency band for research [99]. Samsung has anticipated

that ITU-R will define the official vision of the 6G network

in mid-2021, and the initial commercialization of 6G network

will begin by the end of 2028 [86]. Recently, from the past

18 months after the first 6G wireless summit in March 2019,

the academia has become aggressive in the early research on

the vision, technologies, challenges, and the future directions

of 6G networks. The global telecom companies have even

endorsed this. In the following paragraph, we will list the

major activities in the research and standardization efforts by

various organizations worldwide.

A. FINLAND

The 6G Flagship program (6Genesis) of the University of

Oulu in association with other industries and academic insti-

tutes such as Nokia, VTT research center, Business Oulu,

and Keysight technologies are at the forefront of research

groups. They have initiated two 6G network summits and
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have released 12 white papers on the key research areas of

the 6G network [112]. Moreover, Mediatek has started its

research on 6G chipset along with Nokia in Finland.

B. CHINA

Themajor players in the 6G network in China includeHuawei

and ZTE. They have their independent research units aside

government-sponsored 6GR&Dpromotion and expert group.

Their research mainly includes THz, AI, and blockchain for

6G networks alongwith other operators such as ChinaMobile

and China Unicom.

C. USA

In Feb 2019, US President Donald Trump US telecom com-

panies gave a call to intensify their research to launch 6G

network at the earliest. From academia, The New York Uni-

versity wireless center, headed by Prof. T. Rappaport, has

highly engaged in developing the THz channel modeling and

has achieved a 100 Gbps data rates in its trials [57].

D. SOUTH KOREA

One of the key telecom players SK Telecom, has undertaken

6G network research in the areas of THz communication,

ultra-massive MIMO, and aerial communication. Further,

they have collaborated with Ericsson and Nokia in 6G equip-

ment manufacturing technology development. Samsung has

recently released the white paper on 6G vision emphasizing

three aspects: holographic communication, truly immersive

XR, and digital twins [86]. Moreover, LG and KAIST Uni-

versity have developed a 6G network research laboratory to

jointly conduct research in the technology areas of the 6G

network.

E. JAPAN

NTT-Docomo has released its white paper indicating the

vision of future 2030 network (6G). It has focused its research

on AI and Cyber physical system to promote 6G networks.

In the process, NTT has demonstrated 100 Gbps at 28 GHz

band. In addition, Japan Govt., released 2.04 bn USD to pro-

mote R&D. Apart from these, Toshiba and Tokyo University

have initiated 6G networks research [149]. Similarly, Sony,

Nippon, and Intel have planned to work together in different

fields of 6G technology.

F. EUROPE

In Europe, besides Finland, several universities namely, Uni-

versity of Dresden and Deutsche Telekom (Germany) are

involved in the research of Tactile internet, HCI technologies.

Next, University of Padua, Italy and NYU wireless group are

also involved in the 6G network research.

VIII. FUTURE EXPLORATIONS

After discussing the current trends and future directions, it is

essential to lead the research community with hints for further

exploration. In this section, we will ponder upon some key

directions and opportunities.

A. HOW TO PROVIDE SECURITY

In 6G network, massive connectivity, heterogeneity, and

multi-hop routing for communication of user data arises the

question of privacy of data. This is because, in the said

context, data will be exposed to multiple entities, while ML

requires the use of private data for training the data, which

increases the vulnerability of data. The proactive security

mechanisms for dynamic networks (high mobility vehicular

networks) will increase the cost of control signaling. How-

ever, 6G networks cannot afford to look for reactive secu-

rity methods that are slower [159]. Therefore, cost effective

proactive methods need to be invented. Even though, quan-

tum security seems to be promising, a vibrant research in this

direction is yet to be seen. Therefore, 6G networks research

shall devote more efforts on these security aspects.

B. VIRTUALIZATION OF RADIO ACCESS INTERFACE

Even though 6G network is distributed, an intelligent supports

SDN and visualization are needed. The crucial questions to

answer, include Will every network element supports vari-

ous simultaneous verticals requirements such as resources,

latency, QoS, and cloud computing needs? and how do we

achieve that? In addition, virtualization in 6G, needs to sup-

port all radio access interfaces such as THz radio, smart

surface, and quantum radio, which is a great challenge to

address.

C. VERTICAL EDGE CACHING

When we consider the terrestrial, aerial, and space networks

(vertically), the satellite networks will introduce a large

delay. Therefore, aerial network elements such as balloons or

HAPs shall act as data caching and edge computing facilities

between terrestrial and satellite networks to reduce the com-

putations of satellite networks and support critical services

from there itself at a reduced delay. This scenario has a

wide scope for future research with regard to radio resource

allocation, localization, power efficiency, etc.

D. MOBILITY AND LOCALIZATION

Similarly, cell-free networking requires precise localization

and synchronization between heterogeneous networks along

with beamforming and accommodation of reflecting surfaces,

which opens another area for future research [158]. Next,

high precision beamforming under high mobility is infeasi-

ble. Therefore, the location-based steering of the beam looks

promising. Albeit, efficient location-based mobility track-

ing for beamforming requires research attention. Moreover,

during the mobility between different access networks with

various protocols, to maintain active communication and

localization, an integrated protocol design is necessary, which

we lack at the moment.

E. RURAL CONNECTIVITY

After the outburst of COVID’19 pandemics, the world has

gone almost virtual. We noticed that the urban areas sparsely
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connect to the rural areas, and most of the rural areas have

local networks without having connectivity to the backbone.

Therefore, to bridge the gap of the digital divide, policy

makers, technology developers, and service providers shall

work together to facilitate the availability of modern ICT

tools to the unconnected. Furthermore, there is a need for

awareness among the people about using AI, XR, and cloud-

based technologies to promote better living and healthcare.

Next, with respect to optical connectivity to alleviate the

digital divide, new standards are necessary for VLC, and the

equipment shall have dual connectivity comprising of VLC

and radio transceivers [147]. The VLC radio shall also target

to provide cost effective services to suit the needs of the

underprivileged population. By considering these potentials

of VLC regarding the digital divide, major research is nec-

essary to support long range communication, with relatively

lower cost than the radio spectrum.

F. ANALYSIS OF META MATERIALS AND REFLECTING

SURFACES

Undoubtedly, these reflecting surfaces form the key com-

ponent of 6G networks due to their energy saving and

harvesting features. Albeit, analytical and electromagnetic

field modeling to study the non-linear behavior of the phase

response, channel capacity, and spectrum efficiency of these

smart reflecting transmitters, needs in-depth study in the

near future [144]. Furthermore, the multicarrier modulation,

multi-antenna transmissions, practical direct demodulation of

the reflected wave at the receiver, and the prototype develop-

ment are the key areas for future exploration.

G. EI

When heterogeneous devices are connected, and all the intel-

ligence has pushed to the edge, managing various data types,

address resource allocation, andmodeling the network behav-

ior that requires data-driven multi-level distributed algo-

rithms shall be well studied. In addition, light-weight AI

solutions will be necessary to enhance distributed operations.

Moreover, another interesting domain to explore is selecting

different machine learning models for various verticals as

each vertical will have multiple KPI requirements.

H. SUSTAINABLE GOALS

One may readily agree that the 6G network will greatly

support SDGs. However, measurement of social impact due

to the penetration of the 6G networks requires an in-depth

analysis and mapping between 6G KPIs and the 17 SDGs.

First, KPI values for SDGs should be determined. Second,

a tremendous amount of work is required to bring equality in

society, gender roles, and data privacy to invent new use cases

of the 6G network successfully in order to promote SDGs.

IX. CONCLUSION

This article discusses the trajectory of the 6G network and

its network components along with the current status, merits,

use cases, and challenges. Further, we highlighted the current

research and areas for future explorations. The vision of the

6G network and the next-generation network requirements

indicate that the 6G network will immensely outperform the

5G network due to its ability to serve the extreme needs of

future use cases such as autonomous vehicles, tele healthcare,

industry automation, and the rise of several verticals. With

a positive outlook, we described some of the possible use

cases of the 6G network that will largely influence the society

in 2030 and later. Further, it is evident from the KPIs that

every aspect of the 6G network communication will wisely

support various verticals. The main outline of this paper’s

discussion stems from how 6G network being a 3D connected

network, and an AI-driven network will bridge the contempo-

rary technology gap to efficiently achieve the SDGs. In addi-

tion, we provided a brief discussion by highlighting themerits

of the key areas of the 6G network mentioned in the 6GFlag-

ship project. We envision that AI, Intelligent surfaces, cell-

free architecture, digital twins, and quantum computing will

likely become the 6G technology candidates. Albeit, these

technologies are notmarket ready. In this regard, international

collaborations in industry and academia for research, technol-

ogy development, and commercialization are necessary for

the early inception of the 6G network.
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