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Abstract. In 1990, Mcrkle proposed two fast software encryption fnnc- 
tions, K1iafi.e and Kliufu, as possible replacernent,s for DES [l]. In 1991, 
Biham and Shamir applied their different,ial cryptanalysis technique to 
Khafre [ 2 ] ,  and obtained an efficient at,t,a.ck of the 1G-roiind version and 
some bounds on t,hc 24-round version. However, t,hese at.t,ac:ks h k e  ad- 
vantage of the fact that  the S-boxes nsed for Khafre are public; they 
cannot be applied to  Iihufu, which uses secret S-boxes, and no attack 
of Khiifii h a s  been proposed so far. I n  t.his paper, we present, a chosen 
plaintext at,tack of t.he 1G-round version of Iihufu, which is based on dif- 
ferential properties of  t,his a.lgorit,hm. The derivation of first, information 
concerning the secret. key requires about 231 chosen plain text,^ and 231 
operations. Our est8imate of t,he resources required for breaking t,he entire 
scheme is about, 243 chosen plaiiit,exts arid about, ?*' operat.ions. 

1 Description of Khufu 

Khufu is an iterat,ed blockciplier wit,li a W h i t  blocksize. The keys used ill the 
16-round version (t,he single orie considered in  t,liis paper )  are the followiiig : 

- four 32-bit words K l ,  Ii2, ICR, K4, iisrd hefore tlie first round and  a f k r  t,lie 
last, round (init.ia.1 ;Itid final sors); 

- four secret, perniut8atioiis p o ,  pl ,  yz and p3 of the [O..255] set (the columns of 
the first S-box int.roduced i n  [l]), wliicli provide t.he funct,ions used in rounds 
1 to 8; 

- four secret. permut.at8io~is q o ,  q l ,  (12 and q3 of t,Ire [O..255] set, (t,lie columns 
of the second S-box introdiicrd in [l]), which provide the functions used in 
rounds 9 to 16. 

T h e  16-round versioit o r  I i l i r i fu  is tlcpict,ttl i i t  Figiirr 1, which represents the 
encryption of one (%hit. Ijlock consist~ing of t,wo 4Lbyt,r lialvcs L = ( 1 , 3 1 / 1 , 1 2 $ 1 3 )  

and R = ( T O , T ~ , T . ~ , T ~ ) .  We R I ' P  using t,lic followiiig tiot.a.t,ioiis : 
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~ [PioiPii >Pi2>Pi3] (where (?'o, i\, '2, '3) is a circular permutat ion of (0,1,2,3))
denotes an S-box the columns of which are provided by the Pio.p;,, Pi2 d
Pi3 permutat ions :

The representation of Figure 1 is slightly different from the one provided in [1]:
in order to avoid swapping the right and left halves R and L and rotating the R
half at each round, we are using a different round function at each round. It is
however easy to check that both representations are strictly equivalent.
For a more detailed presentation of the Khufu algorithm, see [1].

L = (lo,h,h,h) R = (»•(), » ' i , r 2 , r 3 )
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L = {loJuhJs) R = (ro,r1,r2,r3)

Fig. 1. The 16-round version of Khufu
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2 Differential properties used in our attack

At the various steps of our attack, sets of?) (P,P') pairs of 64-bit plaintext blocks
are considered. In practice, these sets are defined by a combination of conditions
on :

- the plaintext difference P © P';

— some bytes of P.

Let 5 be such a set of n (P,P') pairs. After r rounds (where r G [0,..,16]), a
(P,P') pair provides a (C[r], C'[r]) pair of intermediate blocks, of xor value :
A[r] = C[r] © C'[r]. We denote by AS[r] the set of A[r] values derived from the
n (P,P') pairs in S after r rounds.

All the differential properties we are using in our attack can be expressed in
terms of the cardinal | Z\5[rJ | of the ZiS ĵ-] set of the distinct difference values
after r rounds for an appropriately selected set S of plaintext pairs.

The following Proposition will be useful for the initial step of our attack:

P r o p o s i t i o n 1. Let Ai, A3 and pz be arbitrary constants in [0..255].
For every a £ ]0..255], there exist four constants 6Q, 6\, 62 and 0 6 [0..255]
such that, if S\v \3 P3 a denotes the following set of plaintext pairs :
Sx.M^.a = {{(L,R);(L',IV)) \L@V = ( 0 , a , 0 , 0 ) ; R®R' = (50 , «i, 52 ,0);

h = ^1', h = ^ 3 ; r 3 = P3}
then ASXux3,P3,aM = ( ( 0 , 0 , 0 , 0 ) , ( 0 , 0 , 0 , ^ ) ) ,
1. e. the difference for the various pairs of the 5A, ,\3,p:i,a net is constant after 9
rounds.

Proof : After two rounds, the (/i,/'x) pair is fixed and equal to the two con-
stant bytes :
ci = Ai ® Kli ® p3 [P3 © A'23 © J>3[A3 © Kl3]] ; c\ = ci © a ;

furthermore, these l\ and /] values act as inputs to the [j>2,P3i P0.P1] S-box
at round 3. It suffices to select t>0, <5j, 62 as to "compensate" the difference be-
tween the two [p2, P3, Po.Pi] outputs to obtain a constant xor value for the six
subsequent rounds. The encryption of a S\lt\3,P}ta pair is depicted in Figure 2
(where the difference value at each round is provided).
The 60,61,62 and 0 constants are given by the relation :
(1) : ( ^oA,^ , / ? ) = [p2.J>3*Po,Pi][ci] * [P2,P3,P0iPl][c\] where c, and c'j ate
defined above.
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/ j , /3 fixed

K l -*• i

h,l3 fixed
AL=(G,a,Q,O)-

/ x , / 3 fixed \

AL=(O,a,Ofl) r

4L=(0,a,0,0)l

zAL=(O,a,O,O)}

\

[P2,P3,Ptt,Pl] O 7 r 3"

b>2,Pa,PQ,Pi] O 7 r i -

[P3,P0,Pl,P2] 0 7 r l -

[p3,P0,Pl,P2] o7r0-

[Pl,P2,P3,Po] O7r0-

[Pi. P2, P3, Po] O7r2 '

[qo,9l,92,93] O 7 r 3

fixed

K2

I r3 fixed

I AR=(0,0fiS

®
I ziR=(0,0,0,/9)

I
/iR=(0,0,0,/?)

I
ziR=(0,0,0,/3)

Fig. 2. Encryption of an pair

The next proposition, which is very similar to Proposition 1, will be useful for
the subsequent steps of our attack.

Proposition 2. Let A3 be arbitrary constant £ [0..255]. For every a € ]0..255] ,
there exist four constants 60,61,62 ai>d 63 £ [0..255] such that, ifSx3,n denotes
the following set of plaintext pairs :

5 A 3 , « = {{{L,R)-(L',R')) I L®L' = ( 0 , 0 , 0 , a ) ; R®R' = (<$0, ^ i , ^ , ^ ) ; ' 3 = ^ 3 }
then ASA3>O[8] - {((0, 0, 0, a ) , (0, 0, 0, 0))}, 1. e. the difference for the various
pairs of the Sx3,a

 s f ' *'* constant after 8 rounds.

Proof : The proof is similar to the ]̂ roof of Proposition 1. The /3 and 1'3 in-
puts to the [poiPi,P2,P3] S-box in the first round are the constant bytes:
C3 = A3 © A'l3 and c'3 = c3 (B a.
It suffices to take for 60,61,6-^ and £3 the constants given by the relation :
(2) : (60,61,62,63) - [po,Pi,p2,P3] N * [P2,P3,PO,PI] [f3]

 t o obtain the
announced result.
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The  next proposit,ion essciitia.lly sta.tes that. for a given set, of plaint,ext pairs, 
there are some bounds limit,ing t81ie increa.se of t,lip nirmher of distinct difference 
values after r rounds. When used in  conjonrt,ion with Propositions 1 a.nd 2 ,  
Proposition 3 provides non-trivial difl'ereiitial properties for the  whole 1 G-round 
algorithm. 

Proposition 3. If 5' as a s d  of n ( P I P ' )  pinriiieri pazrs aiid zf AS[r] zs de- 
fined as above, t h e n  . 
V r E [0..15], IAS[r + 111 5 128 x IAS[i.]I 

Proof : Let A[T + 13 be a AS[r + 11 value. There exists a (P,P') pair in S 
leading to the A[r + 13 xor value after r + I roiinds. Let, us denote by A[r] the 
xor value for this pa.ir aft,er T rounds, aiid by h[r]  t,he byte of A [ r ]  which position 
is picked up as an  input, t,o t, l ie S-box used i n  roui i t l  (7% + 1);  hy a the  input t,o 
the  S-box of round ( r  + 1) in the encrypt,ion of P. 
Depending on the  parit,y of r ,  we have eitlier : 

(*) : A[r  + 11 = A [ r ]  61 ( (Sboz[a]  @ Sbo.c[n 
or 

6 [ r ] ] ) ,  ( o , O ,  O , O ) )  

(**) : A[r  + 11 = A [ r ]  cf, ( ( O , O ,  0 ,  O ) ,  (Sbo.z[o]  + Sbon.[(I yi O [ r ] ] ) ) .  

Moreover, A[r] E A,S[r] by definitioii 

The  results now follon~ from the ohvious propcrt,y tha t ,  for a fixed valuc of 
A[r]  (which determines a fixed value for h [ r ] ) ,  we h a w  : 
1 { Sboz[a] @ Sbor[cr @ 6 [ r ] ]  1 (I E [O..'L55] } 1 5 128. 

3 An attack of the 16-round Khufii 

In this Section, we describe how t20 use t81ie differeiitmial propertlies presented 
above for deriving the secrct key (i.e. four 32-bit words and 8 periiiut~a.tions of 
the [0..255] set) from about 243 chosen plaintests. 

The  proposed at,tack is divided i n  foiir main steps. Only t,lie first. St.ep (the 
derivation of first, inforinat,ion about t,he secret, key) is developed in soiiie de- 
tail. The purpose of the drsrript,ion of the subsequent st,eps is only to give some 
evidence tha t  the  informat,ioii obtained at, St,ep 1 can lie used for breaking t%hc 
entire scheme. 

Step 1 is h s e d  on Proposit,ions 1 and 3 .  \Vc are using t.he not,at,ion of Proposi- 
tion 1. We fix four arhit,rary coiist,ants XI, X3 a n d  p3 and a # O i n  [O..255]. 
The purpose of St,ep 1 is t<o find t.lie t,liree correspontling byt,es 60, 61, 62. 
We select a fixed arbit,rary hyt,e A,. For 64 different, values of lo (for instmatice t.he 
0 to 63 values) we pcrforiri the following cornputat.ioiis : 
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• We encrypt the X;o set of 224 plaintext values ((/0, Aj, A2, A3), (r0, r j , r2, />3)),
where ( r o , r 1 , r 2 ) € [0..255]3, thus obtaining 224 encrypted values
((llo,Ui,lh,U3), (rr0, rn,rr2, rr3));

• We encrypt theX',0 set of 224 plaintext values ((/0, Ai©a, A2, A3), (rf,, r j , r2 ,p3))
where (r[,, r'j, K) € [0..255]3; thus obtaining 224 encrypted values
((//{,,//i.^./^Mrr&.rri.rrJ.r^));

• We now want to find all the (P,P') pairs in (X;o x X'/o) such that ll2 —
\V2\ rro=rr'n; rr2=rr2 (i.e. we want to filter those pairs of (X,o x X'((J) for which
the inputs and outputs of the S-boxes in the three last rounds of the encryption
are equal), and group these pairs according to the (?*o © rci) r\ © ri> r2 © r2) dif-
ference value. This can be done efficiently, in about 225 operations in average,
as follows :
- we group the X;o plaintexts according to the (ll2, rr0, rr2) value, thus obtaining
a list, of X;o plaintexts of average size 1 for each (H2,

 rr0i rr2) triplet;
- we group the X';o plaintexts according to the (//2, rr'0! rr'2) value, thus obtain-
ing a list of X'/(, plaintexts of average size 1 for each (//2, rr'o, rr'.,) triplet;
- for each (//2,rro,?-?-2), we consider all the (P,P') pairs in the crossproduct of the
corresponding lists of X(o and X';o (average number of pairs : 1);
- we group the (P,P') pairs obtained as above according to the (ro©»"o, ri®i'\, r2©
r'2) difference, thus obtaining a. list of average size 1 for each (ro® r'Qy r\ (Br[, ?*2©
r'2) value.

For each (r0 © ''n,''i *£> r[,rn Q> r'2) triplet, we thus obtain, by merging the lists
obtained for each /0 value, a list S of 64 (P,P') pairs in average. Let us consider
the AS set of output xors for the (P,P') pairs contained in such a list :

Claim :

(0 - //('•(] *''o>'-i ^r[,r2q)ri,) = (60-^1,^2) ihen \AS\ < 16.

(it) : If(rQ © r'o, r j ® r\, r2 * r'2) ^ (b0 ,dud2) then \AS\ w 6 4 .

Proof (heuristic arguments) : In the first case, S is a subset of the .S'AJ ,x3,p3,a con-
sidered in Proposition 1. Moreover, AS = Z\5[13], because the three last rounds
have no effect on the output xor of an S pair and |zi.S[13]| < \AS\l:\3iPi]a[l3]\/224

b e c a u s e zi,S[13] c o n t a i n s on ly AS\ux3,p3,n[^-!>\ e l e m e n t s ((f>i0,81^,61^,6^),

(6rtl,6ri,brjJr:t)) such t h a t />,, = 0 a n d S,.o = 0 a n d 8r,2 = 0.

The first part of the claim now results from :
I ^ 5 ' A I , A 3 ^ 3 , Q [ 9 ] | = 1 (by Proposition 1)
and

\ASxlM,Pa,a[W]\ < 1284|AST
Al,As.P3.a[9]| (by Proposition 3).

The second part of the claim follows from the assumption that in other cases,
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the final xor values for pairs in the S set simply behave as random elements of
t h e set of ((6io,6]1,6i2,t>i3),(&ro,6rj,6r2,{>ri)) differences such t h a t 6i2 = 0 a n d

6ro = 0 and 6rj = 0 .
The above claim was confirmed by computer experiments, where (i) was checked.
Because of the difference between the behaviours (i) and (ii), the (S0,8i,62)
triplet can be detected, as the one leading to a AS set of output xors of size less
than 16.

Step 1 requires the encryption of about 231 chosen plaintext blocks, and about
231 operations.

Step 2 : we repeat Step 1 for all possible a / 0 values (without modifying
the Ai,A3 and ps constants). We are using the notation of Proposition 1 : c\
denotes the common input to the S-box of round 3 for all the plaintexts of the
various X/o sets.
For every a, we obtain the 24-bit word :
(6o,6l,62)(a) = [P2,P3,Po][ci] © [P2,P3,Pl)][r\ 'Va}.

In summary, after Step 2, the y>>, pA and p$ permutations are entirely deter-
mined, up to the four unknown bytes C\, 2>2[<"i], 7'3[ci] and jL>o[ci]. Steps 1 and
2 require to encrypt about 239 plaintext blocks, and the computational cost of
steps 1 and 2 is about 239 operations.

Step 3 is based on Propositions 2 and 3. We fix an arbitrary constant A3 £
[0..255]. We are using the notations of Proposition 2. The purpose of Step 3 is
to find for every a- G [1..255] the four corresponding bytes SQ, 6\, 62 and S3, such
that :

(f>o,&i,f>2,f>3)(a) = [pu,Pi,K,P3][i"a] (P bo, ?'i, P2, Pa][c3 ® «]•

We are using the fact that since [p2,j'3,Po] is known up to the unknown bytes
cl>P2[ci], P3[ci] and 7>o[cj], 6Q, &%, and S3 ai-e known up to the single unknown
byte c\ © C3 : there are only 256 possible values for the {60,62,6s) triplet.

Step 3 is divided in two substeps, numbered î.l and 3.2.

Substep 3.1 : We want to find (Ao, 61, 6->, &a) for a first, fixed Q- ^ 0 value.
We are doing an exhautive search on the cj '? c:i byte. For each cj © ca as-
sumption, the candidate values 60, '''a and h^ are determined, and we efficiently
test the 256 candidate 6\ values by a method close to the one of Step 1. For that
purpose, we select fixed arbitrary bytes po, p-± and p-<,\ for 224 different values of
the (lo,h:h) triplet, we perform the following computations :

• We encrypt the X;,,;,/., set of 28 plaintext values ((/0, luh< A3), (/JQ,?"I, P
where (rj £ [0..255]), thus obtaining 2s encrypted values
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((lla,lh,U2,ll3),(rr0,rri,rr2,rra)).(Note: this can be done once for all for all
c\ © C3 assumptions).

• We encrypt the X'io(,/a set of 28 plaintext values ((/o, l\, h, ^3 © «),(po ©
^0, ^i, />2 © 62, Ps © 63)) where r'j € [0..255]; thus obtaining 28 encrypted values
((ll'o,ll[,ll'2,U'3),(rr'o,rr'vrr'2,rr'3));

• We now want to find all the (P,P') pairs in (X/^;,, x X';0;,i2) such that //2 =
W2] rr2=rr2 (i.e. we want to "filter" those pairs of (X/O|1;2 x X'(0(,i2) for which
the inputs and outputs of the S-boxes in the two last rounds of the encryption
are equal), and group these pairs according to the rx © r\ difference value. This
can be done efficiently, in about 28 operations in average, and provides in aver-
age one (P,P') pair after filtering.

For each 6\ = ri®r\ candidate difference, we thus obtain, by merging the contri-
butions obtained for each IQII^2 value, a list S of 216 (P,P') pairs in average. Let
us consider the AS set of output xors for the (P,P') pairs contained in such a list :

Claim :

(i) : If the (60,61,63,63) candidate is correct, then the AS differences are picked
from a set of size less than 128 ̂  /2(JG~.

(li) : If the (60,61,62,63) candidate is wrong, then the AS differences are picked
from a set of size about 256b.

(in) : The size of the S sets (about 2Ul pairs) is sufficient to test (60, 61, 62, 63),
by comparing the sizes of S and AS, i.e. by counting how many collisions occur
between the output xors for S pairs.

Proof (heuristic arguments) : In the first case, 5 is a subset of the S\3tCt consid-
ered in Proposition 2. Moreover, AS = AS[14], because the two last rounds have
no effect on the output xor of an 5 pair. The Z\5[14] elements are picked from
a set of size about |ziS'^3iO[14]|/2562 because z l^M] contains only AS\3,a[14]
elements ((6;0,6;i ,6,3, 6|3), (6,.C1,6,.1,6^,6r3)) such that 6;2 = 0 and 6r, = 0.
The first part of the claim now results from :
l^'S'A3,a[8]| = 1 (by Proposition 2)
and

< l^ f i | ^5 A i , o [8 ] | (by Proposition 3).

The second part of the claim follows from the assumption that in other cases,
the final xor values for pairs in the S set simply behave as random elements of
the set of ((6,0, 6(l, 6,,, 6,3), (6ro, 6,.,, 6,..,, 6,.3)) differences such that. 6;2 = 0 and
6r2 = 0.
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The third part of the claim follows from the facts that since 216 > (1286/2562)1/2

many collisions will occur in the first case, whereas few collisions will occur in
the second case, since 216 < (2566)1/2.

Because of the difference between behaviours (i) and (ii), Substep 3.1 provides
c i ® C3: (as the value for which one 61 value behaves according to (i) ), and also
the 60 6\ 62 63 difference for the considered a ^ 0 value. Substep 3.1 requires
to encrypt about 240 chosen plaintexts, and about 240 operations.

Subs tep 3.2 : We are doing the same search as at Substep 3.1 for each of
the 254 remaining o ^ 0 values, but the c^ @ e3 byte has no longer to be
exhaustively searched, since it has been determined at Substep 3.1.

Step 3 requires to encrypt about 241 plaintext blocks, and the computational
cost of Step 3 is about 241 operations. After Step 3, the po, pi, p2 and p3 permu-
tations are entirely determined, up to the five unknown bytes c3, Po[c3]> Pi[c3L
^2^3], and P3[c3], and the output of round 1 is known up to 8 constant bytes.

S tep 4 is based on the results of Step 3.
We define four permutations p0, pj, j5->,p3, by the relations :
{PQ>PuP2,P3)iX3] = 0;
(Po>Pi>P2iP3)[^3©«] = (60;6i,62,63)(a) for a ^ 0.
We thus define a [po,Pi,po,p3} S-box which is intended to be the basis for the
construction of an equivalent representation of the first half of Khufu.
If we set A'l3 = 0, the assumptions [pu, pi - P2, P3] = [Po 1 P\ >Th, P3] an<i ^ 3 =

A'l3 provide the output of round 1 up to 8 unknown constant bytes for every
input block.

The purpose of Step 4 is to gradually derive, one after the other, seven ad-
ditional bytes A'23, A'l], A'2i, A'lo, A'2o, A'IT, K2-> such that :

- the assumptions [p0, px, p2, p3] = [p0, p, , f>2,p3], A'l3 = A'l3; A'23 = A'23 pro-
vide the output of round 2 up to 8 unknown constant bytes for every input block;

- the assumptions [pojjh,p>,P3] =_[Po.Pi,P~2.P3ij_^'h = A*l3j_A'23 = A'23j
A'li = A'li; K2i = A"2i; A'ln = A l 0 ; A20 = ~K2Q\ A l 2 = A'l2; A22 = A22

provide the output of round 8 up to 8 unknown constant bytes for every input
block.

Our estimate of the cost of the derivation of the above equivalent key bytes
is at most 240 plaintext blocks per key byte (232 per test of an assumption on
such a byte), using differential techniques similar to the one of Proposition 2 :
introduction of a fixed difference in the S-box inputs of round r and compen-
sation of the resulting difference for the S-box inputs of the subsequent rounds
until round 8, with r = 1 in Proposition 2 and r — 2 to 8 here. Once the seven
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a.bove equivalent. key I,yt,es have been derived, a different,ial a.tstmack 011 the second 
half of Khufu (i.e. rounds 8 to 16 a.nd the final xor with auxilia.ry key bit>s) can 
be mounted a.t no siihstjantlia,l addit,ioiia.l expense. 

4 A k ii ow 1 e d genie lit s 

The  att,ack prwmt,ed i n  this paper is based on a preliminary investigation of 
Khufu i n  cooperation wi th  Sean hlurphy. 
We also want to thank  Thierry Uaritaud for his help in the elaboration of t,lie 
Latex version of this paper. 

5 Conclusion 

We have sliowii i i i  soiiie detail t,liat, first iiiforimkioii concerning the secret S- 
box used in t,lre first half of t,he scheme ca.n he derived with about 231 chosen 
plaiiitext,s, and ahout 231 operations (Step 1). Our estimate of the resources 
required for I>rmking t,lie wtiole sclieirie is atlouts 243 c~iosen plainte?tt,s and 243 
operat,ions (St , tys  2 to 4) .  llowever, furt.her veriticat,ions (in pa.rt.icular conipiit,er 
esperiiiieiit.s) are reqiiired to malte surt’ t,liat t,he figures a n n o u n c ~ d  in  the descrip- 
tion of Stcps 3 and 4 are  valid, Alt,lioiigli tllie proposed at.tac,k is far from being 
realistic, hecaiise of t,he required amount, of clioscii plaint8cxtp, it suggest,s t81ia.b 
tlie security of Llie l(i-rouncl I i l iufu night,  he too low for providing a suit.able 
replacement, t,o DES. Ti1 fairness t,o Merkle, it, should be not,iced however t81iat 
some warnings coiiceririiig t.he choice of t,he l(i-round version a.s coinpa.red with 
tlie 24-roiintl and 32-rouiid versions arc already contained in [I], i n  particular 
the remark t,liat, t,hc ”safc.t,y factor” i l l  I i l i u f u  wit , l i  1G rouiitls is less than that of 
DES. 
We tmve founcl 110 siiiiilar at.t,ack for the 24-round version of K h u f u .  
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