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A Common Method of Share Authentication

in Image Secret Sharing

Xuehu Yan , Yuliang Lu , Ching-Nung Yang , Senior Member, IEEE, Xinpeng Zhang , and Shudong Wang

Abstract— Because of the importance of digital images and
their extensive application to digital watermarking, block chain,
access control, identity authentication, distributive storage in
the cloud and so on, image secret sharing (ISS) is attracting
ever-increasing attention. Share authentication is an important
issue in its practical application. However, most ISS schemes with
share authentication ability require a dealer to participate in
the authentication (namely, dealer participatory authentication).
In this paper, we design an ISS for a (k, n)-threshold with
separate share authentication abilities of both dealer participa-
tory authentication and dealer nonparticipatory authentication.
The advantages of polynomial-based ISS and visual secret shar-
ing (VSS) are skillfully fused to achieve these two authentication
abilities without sending a share by using a screening operation.
In addition, the designed scheme has the characteristics of low
decryption (authentication) complexity, lossless decryption and
no pixel expansion. Experiments and theoretical analyses are
performed to show the effectiveness of the designed scheme.

Index Terms— Image secret sharing, lossless recovery, share
authentication, no pixel expansion.

I. INTRODUCTION

I
N PACE with the extensive development and application

of multimedia technology, digital multimedia data are eas-

ily gained, conveyed and managed. Therefore, the security

of digital multimedia is crucial for protecting susceptible

multimedia data from malicious interference in the process

of public channel transmission. To guarantee the security of

multimedia, cryptography and information hiding are consid-

ered. By encryption and decryption operations using secret

keys [1], cryptographic techniques transform the multimedia

data between incomprehensible and comprehensible forms.

Information hiding [2], [3] embeds multimedia data into digital

cover media. However, for several reasons, the cover media’s
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data are unavoidably destroyed or lost. As a result, the embed-

ded multimedia data will be unavailable. To overcome this

restriction, secret sharing has been put forward.

In the generation period, a (k, n) threshold secret sharing

scheme divides the multimedia data into n shares, named

shadow images or shadows. According to the scheme, those

images are assigned to the corresponding n participants; in

the recovery period, the multimedia data are recovered when

k or more shares are obtained. Furthermore, regardless of

how computationally powerful the device an attacker has,

he cannot obtain any information about the multimedia data.

As a result, secret sharing can potentially be applied to some

scenarios [4], such as block chain [5], key management [6],

digital watermarking [7], [8], identity authentication [9], [10],

and distributive storage [11], [12].

As one of the most important media types, a digital image

carries considerable information. Hence, image secret shar-

ing (ISS) has been widely studied. ISS encrypts a digital secret

image into some shares, a.k.a., shadow images or shadows,

and then assigns them to the corresponding participants.

Losing at most n − k shares, the dealer can decrypt the secret

image as well. Moreover, it is called a loss-tolerant feature in

(k, n)-threshold ISS. The encrypting principles of traditional

ISS technologies are mainly comprised of visual secret sharing

(VSS) [13]–[15], namely, visual cryptography (VC), polyno-

mials [16], etc., [17]–[19], where polynomial-based ISS and

VSS are also the chief research branches of ISS.

In a (k, n)-threshold VSS [20]–[22], the output n shares

are first printed onto transparencies and subsequently distrib-

uted to n participants. No computational device is required

to decrypt the secret image from greater than or equal

to k shares. Superpose them, and they can be recognized

with only the naked human eye. If an attacker steals less

than k − 1 shares, regardless of how computationally pow-

erful the device he uses, he cannot decrypt the secret image

as well. However, there are also some shortcomings in

the traditional VSS schemes, such as poor image quality

and pixel expansion, which have been further studied in

the follow-up studies [23]–[25] especially random grid-based

VSS (RG-VSS).

Shamir [16] first exploited a polynomial-based secret shar-

ing algorithm for (k, n)-threshold to decrypt a secret image

with high quality, in which the dealer generates the out-

put n shares through constructing a (k −1)-degree polynomial.

Then, the shares are sent to corresponding participants by

the dealer, as shown in Fig. 1. In the normal decrypting
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Fig. 1. The share distributing phase in image secret sharing.

Fig. 2. The normal secret decryption in image secret sharing.

phase, there are two choices, as shown in Fig. 2, a.k.a.,

dealer participatory decryption and dealer nonparticipatory

decryption. For the dealer participatory decryption, when

any k or more participants send their shares to the dealer,

the dealer decrypts the secret with good quality by Lagrange

interpolation. For the dealer nonparticipatory decryption,

when a participant exchanges the share with any other k − 1

participants, the participant decrypts the secret with good

quality by Lagrange interpolation. After Shamir’s work, many

works [26]–[29] developed improved polynomial-based ISS

schemes to obtain desirable properties. Polynomial-based ISS

is significant because the decrypted secret image has no pixel

expansion and high quality. However, ISS has shortcomings in

that the decrypted secret image is in general a slightly distorted

or auxiliary encryption is utilized to avoid secret information

leakage.

More importantly, the abovementioned ISS schemes have

not considered the share authentication ability. Share authen-

tication plays an important role in practical application of ISS,

as shown in Fig. 3. In an abnormal secret image decryption

without authentication, for the dealer participatory decryp-

tion, after any k or more shares are collected, if there exists

a fake participant among the k participants in an abnormal

decrypting phase without authentication, the dealer fails to

decrypt the secret image and cannot even distinguish the fake

one; for the dealer nonparticipatory decryption, the current

Fig. 3. The abnormal secret decryption in image secret sharing without
authentication.

Fig. 4. The abnormal secret decryption in image secret sharing with
authentication.

participant fails to decrypt the secret image and does not

distinguish the fake one. More importantly, her real share is

already sent to the fake participant.

However, in an abnormal secret image decryption phase

with authentication, as shown in Fig. 4, for the dealer

participatory decryption, the dealer judges whether the share

is fake or not based on the result of share authentication when

receiving each share from any participant, stops the decryption

phase if a fake share is identified, and broadcasts the fake

participant to the others; for the dealer nonparticipatory

decryption, in a similar way, the current participant authen-

ticates the possible exchanged share prior to sending her real

share.

Share authentication is an important issue in practical appli-

cations, and it is significant for ISS. Therefore, ISS with share

authentication ability is attracting more attention. It is easy to

develop ISS with share authentication by information hiding

(such as, fragile watermark) [30]–[32] and hash functions [33],

[34]. One representative work is that of [31], where Liu and

Chang achieve share authentication, and the key idea is derived

from a turtle shell-based information hiding. As a result,

most ISS schemes with share authentication ability embed

the shares into cover images by existing information hiding

techniques; however, this approach leads to high encryption

and decryption (authentication) complexity and a possible

pixel expansion.

Liu et al. [35] extended polynomial-based ISS for

(k, n) threshold with share authentication by using improved

polynomial-based ISS, in which the authenticating value is

embedded into a selected coefficient of the polynomial. Unfor-

tunately, it suffers from lossy decryption, hard fake participant
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location, high encryption and decryption (authentication) com-

plexity, and auxiliary encryption. Recently, Yan et al. [36]

proposed a (k, n) threshold ISS scheme with a separate

share authentication by applying (2,2) threshold VSS to

polynomial-based ISS. In the generating process, the most

significant bit (MSB) of each share pixel is equal to one

share bit in VSS. Their scheme can achieve lossless recovery

with no auxiliary encryption. However, it has the limitations

of only dealer participatory authentication and information

leakage with larger values of n − k. Inspired by Yan et al.’s

work, Jiang et al. [37] further developed a scheme suitable for

dealer nonparticipatory authentication by applying (2, n + 1)

threshold VSS and setting the least significant bit (LSB) of

every share pixel equal to one share bit in VSS. Unfortunately,

it needs a larger encrypting time and authentication may fail

with a larger value of n − k.

Under the conditions of no pixel expansion, no auxiliary

encryption and separate share authentication, achieving ISS

and based on ISS itself suitable for both dealer participatory

authentication and dealer nonparticipatory authentication is a

key challenge.

The motivation of this paper is to design an ISS for

the (k, n)-threshold with separate common share authenti-

cation ability, where “common” means the authentication

is suitable for both dealer participatory authentication and

dealer nonparticipatory authentication. Here, dealer participa-

tory authentication means that the dealer needs to participate

in the authentication to achieve share authentication; dealer

nonparticipatory authentication means that the dealer does

not need to participate in the authentication to achieve share

authentication. Since the designed ISS is suitable for both

dealer participatory authentication and dealer nonparticipatory

authentication, it has a wider range of application scenarios.

In the scheme, a sharing grayscale secret image and a binary

authentication image are input to output n grayscale shares

with P = 257. Here, P is a prime number and all the compu-

tations will be performed in the prime field. Polynomial-based

ISS can decrypt a secret image with high quality. The decryp-

tion of VSS is simple and role-independent. The advantages of

VSS and polynomial-based ISS are skillfully fused to achieve

these two authentication abilities without sending shares by

using a screening operation. Here, a “screening operation” is

an operation that screens the polynomial coefficients satisfying

some requirements. We actually use a screening operation to

fuse VSS and polynomial-based ISS.

In the process of encrypting each secret image pixel,

by using a screening operation on some random coefficients

of a constructed polynomial, the XORing result of the four

low bits of the value of each share pixel is equal to one

temporary encrypting bit from the binary authentication image

by the (2, n + 1) threshold VSS, and the value of each share

pixel is less than 256. In the authentication and decryption

phase, the participant is authenticated by only XORing and

stacking operations with two choices, a.k.a., dealer participa-

tory and dealer nonparticipatory. Since the decryption of VSS

is role-independent, the proposed scheme is a common scheme

for dealer participatory and dealer nonparticipatory scenarios.

By passing the share authentication, the secret image will be

losslessly decrypted by Lagrange interpolation with any k or

more shares. In addition, the designed scheme has the charac-

teristics of low decryption (authentication) complexity, lossless

decryption, no pixel expansion and no auxiliary encryption.

Experiments and theoretical analyses are performed to verify

the effectiveness.

The following sections are presented in the following

way. Section II introduces some preliminaries for our work.

In section III, we show the designed common method of share

authentication in ISS and its performance analyses. Section IV

demonstrates the experiments and comparisons, and finally

section V concludes this paper.

II. PRELIMINARIES

In this section, some preliminary work is illustrated, includ-

ing image feature analysis, RG-VSS for the (2, 2) threshold

and original polynomial-based ISS schemes. To achieve loss-

less decryption and avoid auxiliary encryption in the designed

scheme, the feature of an image is analyzed; RG-VSS for the

(2, 2) threshold is used to encrypt each binary authentication

pixel into two random bits; traditional polynomial-based ISS

schemes are the foundation of our scheme. By using a screen-

ing operation, our scheme realizes the independent public

sharing authentication ability. In conventional ISS for the

(k, n) threshold, a secret image S2 is encrypted into n shares

SC1, SC2, · · · SCn , and the decrypted secret image S2
0 is

decrypted from t (k ≤ t ≤ n, t ∈ Z+) shares.

A. The Feature Analyses of a Digital Image

A digital image is a specific data format, but there are some

specific features about it that should be taken into account

when designing an ISS scheme.

1) The value of each pixel in an image is associated with

its adjoining ones to form texture, structure, edges and

so on. In particular, in a local region of an image,

the grayscale value of one pixel resembles its adjoining

pixels.

2) An image includes generous pixels with a large amount

of data; therefore, the efficiency is of sovereign signifi-

cance.

3) An image has its specific coding method to store the

image file. In particular, for a grayscale image, its pixel

values range from 0 to 255. Thus, the value of each

output share pixel and the value of the input secret pixel

should also range from 0 to 255.

4) Using one byte represents the value of each grayscale

pixel, an ISS technique is easily extended to an SS

technique. The value of one binary pixel is represented

by one bit, and the value of one grayscale pixel is

represented by one byte. An ISS technique can process

an image absolutely including each grayscale pixel, e.g.,

one byte; ordinary data is composed of byte. This is why

we say that ISS technique can be easily extended to SS

technique. In general, VSS is applied to key management

covered by a binary image. It is not be suitable for data

security, simply because ordinary data are not visual

data. However, in some special cases, VSS may be
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suitable for data security, such as XOR-based VSS.

XOR-based VSS with the feature of lossless recovery

may process ordinary data because XOR-based VSS

can process one binary pixel represented by one bit.

Of course, whether XOR-based VSS belongs to the field

of classic VSS is another issue.

B. Random Grid-Based VSS (RG-VSS)

RG-VSS is close to probabilistic VSS [38], [39]. The RG

encryption procedure in RG-VSS replaces the codebook (basic

matrix) design in probabilistic VSS. Thus, in this paper, only

RG-VSS is used as an example.

In RG-VSS [24], [40], ‘0’ denotes a white pixel and ‘1’

denotes a black pixel. The encrypting and decrypting phases

of a typical (2, 2) RG-VSS are presented as follows.

Encrypting Step 1: Using a coin flipping function to

encrypt 1 RG S1C1 pseudorandomly.

Encrypting Step 2: Using Eq. (1) to calculate S1C2.

Decrypting phase: S1
0 = S1C1 ⊗ S1C2 as Eq. (2), where ⊗

indicates stacking (Boolean OR) decryption.

S1C2(h, w) =

�

S1C1(h, w) i f S1(h, w) = 0

S1C1(h, w) i f S1(h, w) = 1
(1)

S0
1(h, w) = S1C1(h, w) ⊗ S1C2(h, w)

=

�

S1C1(h,w)⊗S1C1(h, w) i f S1(h, w)=0

S1C1(h,w)⊗S1C1(h, w)=1 i f S1(h, w)=1

(2)

AS0 (resp., AS1) is a white (resp., black) area of

S1, a.k.a., AS0 = {(h, w)|S1(h, w) = 0, 1 ≤ h ≤

H, 1 ≤ w ≤ W } (resp., AS1 = {(h, w)|S1(h, w) = 1,

1 ≤ h ≤ H, 1 ≤ w ≤ W }).

For any pixel s1 of S1, the probability that the pixel color

is white or transparent (0) is represented by P(s = 0), and

the probability that the pixel color is black or opaque (1) is

represented by P(s = 1). P(S = 0) = 1 − P(S = 1) =

1 − 1
H W

H
�

i=1

W
�

j=1

S(h, w), 1 ≤ h ≤ H, 1 ≤ w ≤ W .

Definition 1 (Contrast): The image quality of the decrypt-

ing secret image S1
0 in VSS is in general evaluated by contrast,

denoted by α, as follows [24]:

α =
P0 − P1

1 + P1
=

P(S1
0 [AS0] = 0) − P(S1

0 [AS1] = 0)

1 + P(S1
0 [AS1] = 0)

(3)

In which P1 denotes the error decrypting probability of the

black area of S1 and P0 denotes the correct decrypting

probability of the white area of S1.

The contrast will to some degree determine how well human

eyes may recognize the decrypted binary secret image. For

clarity corresponding to different contrast values, please refer

to [41].

C. Polynomial-Based ISS Scheme

To encrypt a grayscale secret image, denoted by S2,

the primitive of Shamir’s polynomial-based ISS method is

used to encrypt the secret pixel value s2 into n corresponding

pixels distributed to corresponding n shares. The designed

scheme uses part of the thought of the primitive of Shamir’s

polynomial-based ISS scheme. The primitive scheme is pre-

sented below.

Algorithm Shamir’s Polynomial-Based ISS

Input: A grayscale secret image S2 with size of H × W,

and the threshold parameters (k, n)

Output: n shares S2C1, S2C2, · · · S2Cn

Step 1: P = 251 is selected. For each position (h, w) ∈

{(h, w)|1 ≤ h ≤ H, 1 ≤ w ≤ W } , repeat Steps 2-4

Step 2: For s2 = S2(h, w), if s2 ≥ P , set s2 = P − 1.

To encrypt s2 into pieces s2c1, s2c2, · · · s2cn , a k − 1 degree

polynomial is constructed as follows.

f (x) = (a0 + a1x + · · · + ak−1xk−1) mod P (4)

in which a0 = s2, and ai is random, for i = 1, 2, · · · k − 1.

Step 3:

s2c1 = f (1), · · · , s2ci = f (i), · · · , s2cn = f (n). (5)

where i is in general served as an order label or an

identifying index for the i -th participant.

Step 4: Assign s2c1, s2c2, · · · s2cn to S2C1(h,w), S2C2(h,w),

· · · S2Cn(h, w).

Step 5: Output the n shares S2C1, S2C2, · · · S2Cn .

In the decrypting phase, as long as given any k pairs of the

n pairs {(i, s2ci )}
n
i=1, the coefficients of f (i) can be solved by

Lagrange interpolation and then set s2 = f (0). With any less

than k shares, the secret s2 cannot be universally solved.

III. THE DESIGNED ISS WITH SEPARATE COMMON

SHARE AUTHENTICATION ABILITY

A. The Designed Scheme

The idea of the designed ISS for the (k, n)-threshold with

separate share authentication abilities of both dealer partici-

patory authentication and dealer nonparticipatory authentica-

tion, denoted by ISSCommonAuthen for short, is illustrated

in Fig. 5. The detailed encrypting algorithm is in Algorithm 1,

and its corresponding decrypting method is in Algorithm 2.

Regarding Algorithm 1, we note the following.

1) A binary authentication image S1 is input by the dealer

and known among all the participants. The dealer can

replace it by setting an authentication password con-

verted into a binary image such as “HIT” as well, which

refrains from storing an image.

2) Selecting the prime number P = 257 in step 1,

the sharing pixel in the range of[0, 255]and lossless

decryption is realized by using screening operation in

Step 4 S2Ci (h, w) < P − 1.

3) The purpose of Step 3 is to use the polynomial to

realize the characteristics of no pixel expansion and

the (k, n) threshold.

4) Step 4 is designed to meet the requirements of

X O R4L Bs (S2Ci (h, w)) = S1Ci (h, w) to realize share

authentication with only X O R4L Bs (S2Ci (h, w)).
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Fig. 5. Design idea of the designed image secret sharing with common share
authentication ability.

5) The performance is enhanced by utilizing the random-

ness of b1, b2, · · · bn+1.

6) Because grayscale a1, a2, · · · , ak−1 are random, when

n − k is small we screen the random values

in order to satisfy S2Ci (h, w) < P − 1 and

X O R4L Bs (S2Ci (h, w)) = S1Ci (h, w), for i =

1, 2, · · · n in Step 4. In this way, S2 can be losslessly

decrypted and common share authentication ability is

realized.

Regarding Algorithm 2, we note the following.

1) Before sending the corresponding share, the

X O R4L Bs(SCi j ) can be easily obtained.

2) In Step 1 for case 1, the dealer collects shares to check

whether S0
1 is recognized as S1 by HVS to complete

authentication. Thus, our method based on XORing and

stacking operations could realize separate share authen-

tication for the dealer participatory case; for case 2,

each received X O R4L Bs(SCiq ) is authenticated by the

participant to check whether S0
1 is recognized as S1 by

HVS. Thus, our method based on XORing and stacking

operations realizes any two shares’ authentication ability

by two participants themselves for the case of dealer

nonparticipatory authentication.

B. Security Analysis and Proof

Here, we show the security analysis and performance proof

of the designed ISSCommonAuthen.

In the following, we assume that both the authentication

image S1 and the grayscale secret image S2 are natural images,

which are independent on each other, namely, they have no

correlation.

Algorithm 1 The Designed Image Secret Sharing With Com-

mon Share Authentication Ability (ISSCommonAuthen)

Input: A binary authentication image S1 with a size of

H × W ; a grayscale secret image S2 with a size of H×W ;

threshold parameters (k, n), where 2 ≤ k ≤ n.

Output: Share SCi , i = 1, 2, · · · n, and a binary authentica-

tion share D.

Step 1: Select P = 257. For (h, w) ∈ {(h, w)|1 ≤ h ≤

H, 1 ≤ w ≤ W } , repeat Steps 2-5.

Step 2: Employ (2, 2) RG-VSS to encrypt S1(h, w) to two

temporary bits, denoted by b1 and b2.

Compute b3 = b1, b4 = b2, · · · if (n + 1 mod 2) =

0, bn+1 = b2 else bn+1 = b1.

Rearrange randomly b1, b2, · · · bn+1 to

S1C1(h, w), S1C2(h, w), · · · S1Cn+1(h, w).

Step 3: Construct a following k − 1 degree polynomial.

f (x) = (a0 + a1x + · · · + ak−1xk−1) mod P (6)

where a0 = S2(h, w), and ai is random, for i = 1, 2, · · ·

k − 1.

Compute S2Ci (h, w) = f (i), for i = 1, 2, · · · n.

Step 4: Let X O R4L Bs(a) represent the XORing result

of the four lower bits of a. If S2Ci (h, w) < P − 1 and

X O R4L Bs (S2Ci (h, w)) = S1Ci (h, w), for i = 1, 2, · · · n,

go to Step 5; otherwise, go to Step 3.

Step 5: Assign S2Ci (h, w) to SCi (h, w), for i = 1, 2, · · · n.

Set D(h, w) = S1Cn+1(h, w).

Step 6: Output the n grayscale shares SC1, SC2, · · · SCn ,

and a binary authentication share D for the dealer.

We assume that the collected k grayscale pixels are denoted

by sci1 , sci2 , · · · scik in the decryption phase corresponding

to SCi1 (h, w), SCi2 (h, w), · · · SCik (h, w). s2 and s1 mean

S2(h, w) and S1(h, w), respectively.

Lemma 1: s2 and sci can range from 0 to 255 for i =

1, 2, · · · n.

Proof: Due to P = 257, s2 can range from 0 to 255.

S2Ci (h, w) < P − 1, sci can range from 0 to 255 for i =

1, 2, · · · n.

Theorem 1: Stacking any two of S1C1, S1C2, · · · S1Cn+1,

the binary secret image S1 is decrypted with contrast

α =

⎧

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎪

⎩

1
2

−

C2
n+1

2

C2
n+1

1 +

C2
n+1

2

C2
n+1

when n + 1 i s even

1
2

�

1 −

C2
n
2
+C2

n+2
2

C2
n+1

	

1 + 1
2

C2
n
2
+C2

n+2
2

C2
n+1

when n + 1 i s odd.

Proof: According to Eqs. (1) and (2), if the value of a

secret pixel s1 is 1 (black), the decrypted bit b1 ⊗ b2 = 1 is

always black; If the value of a secret pixel is 0, the decrypted
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Algorithm 2 The Decryption and Authentication in the

Designed Image Secret Sharing With Common Share Authen-

tication Ability

Input: Any k grayscale shares SCi1 , SCi2 , · · · SCik , a binary

authentication share D and a binary authentication image S1.

Output: Decrypted grayscale secret image S0
2 with a size of

H×W and authenticating result of SCi j , for j = 1, 2, · · · , k.

Step 1: The authentication can be divided into two cases.

Case 1: dealer participatory authentication. For

j = 1, 2, · · · , k, compute X O R4L Bs(SCi j ), and stack

X O R4L Bs(SCi j ) and D to obtain the decrypted binary

authentication image S0
1. If S0

1 is recognized as S1 by HVS,

pass the authentication and go to Step 2; otherwise, a fake

share is identified, denoted by i∗
j , and immediately broadcast

the fake one to the other participants.

Case 2: dealer nonparticipatory authentication. For the

i p-th participant, prior to share SCip with the iq-th par-

ticipant for q = {1, 2, · · · , k}\p, send X O R4L Bs(SCip )

and X O R4L Bs(SCiq ) to each other first, and stack

X O R4L Bs(SCip ) and X O R4L Bs(SCiq ) to obtain the

decrypted binary authentication image S0
1. Here, q means

any one of {1, 2, · · · , k} except p. If S0
1 is recognized as S1

by HVS, pass the authentication, send their shares to each

other and go to Step 2; otherwise, a fake share is identified,

denoted by i∗
j , and immediately broadcast the fake one to

the other participants with S1 and X O R4L Bs(SCip ).

Step 2: For each position (h, w) ∈

{(h, w)|1 ≤ h ≤ H , 1 ≤ w ≤ W }, repeat Steps 3-4.

Step 3: Solve Eq. (7) to obtain a0 by Lagrange interpolation.

f (i1) = (a0 + ai1 + · · · + ak−1i1
k−1) mod P

f (i2) = (a0 + ai2 + · · · + ak−1i2
k−1) mod P

· · ·

f (ik−1) = (a0 + aik−1 + · · · + ak−1ik−1
k−1) mod P

f (ik) = (a0 + aik + · · · + ak−1ik
k−1) mod P (7)

Step 4: Compute S0
2(h, w) = a0.

Step 5: Decrypted grayscale secret image S0
2 with a size of

H×W and authenticating result of SCi j for j = 1, 2, · · · , k.

bit b1 ⊗ b2 has a 0.5 chance to be white or black since b1 is

random.

In Step 2 of Algorithm 1, we have b3 = b1, b4 = b2, · · · .

When stacking any two bits of b1, b2, · · · , bn+1, if the value

of a secret pixel is 0, we have P0 = 1
2

; if the value of a secret

pixel s1 is 1 (black), we assume that C2
x = 0 when x < 2,

we have

P1 =

⎧

⎪

⎪

⎪

⎪

⎪

⎨

⎪

⎪

⎪

⎪

⎪

⎩

C2
n+1

2

C2
n+1

when n + 1 i s even

1

2

C2
n
2

+ C2
n+2

2

C2
n+1

when n + 1 i s odd

Finally, based on definition 1, the theorem is satisfied.

Theorem 2: Using S1 and any two of D and

SC1, SC2, · · · SCn , we will authenticate whether SCi is

fake, for i = 1, 2, · · · n.

Proof: In Step 4 of Algorithm 1,

X O R4L Bs (S2Ci (h, w)) = S1Ci (h, w), for i = 1, 2, · · · n.

According to theorem 1, stacking any two of D and

SC1, SC2, · · · SCn , the binary secret image S1 is visually

decrypted. As a result, using S1 and any two of D and

SC1, SC2, · · · SCn , we will authenticate whether SCi is fake,

for i = 1, 2, · · · n.

Theorem 3: Our designed scheme is a valid ISS approach

for the (k, n) threshold with lossless decryption when n − k

is limited.

Proof: From Lagrange interpolation and Eq. (7), we can

determine a0 and ai uniquely for i = 1, 2, · · · k−1. According

to Lemma 1, s2 = a0 < P; hence, s2 can be losslessly

decrypted with sci1 , sci2 , · · · scik .

If in Eq. (7) only k − 1 equations are constructed, we have

P solutions rather than a unique one to Eq. (7). As a result,

the secret image S2 cannot be decrypted with k − 1 or fewer

shares.

According to the definition of a (k, n)-threshold, the men-

tioned conditions are satisfied.

In general, grayscale a1, a2, · · · , ak−1 are random; thus,

the number of possible random values are 256k−1. To sat-

isfy S2Ci (h, w) < P − 1 and X O R4L Bs (S2Ci (h, w)) =

S1Ci (h, w), for i = 1, 2, · · · n, NA will decrease to 256k−1 ×



256
257

× 1
2

�n

=
�

1
2

n
× 256n+k−1

257n , where NA indicates the

number of available random values of a1, a2, · · · , ak−1 sat-

isfying S2Ci (h, w) < P − 1 and X O R4L Bs (S2Ci (h, w)) =

S1Ci (h, w), for i = 1, 2, · · · n.

NA is related to security and encrypting efficiency. A larger

NA will result in higher encrypting efficiency and security

because the number of brute-force attacks will be higher. We

require NA ≥ 2 since if NA = 1, a unique random value is

repeatedly used, which is not secure. NA ≥ 4 is suggested for

an acceptable performance. Moreover, n−k
n

≤ 1
2

is suggested

for an acceptable performance.

IV. EXPERIMENTAL RESULTS

In this section, experiments are performed to verify the

effectiveness of the designed ISSCommonAuthen. Then, para-

meters will be discussed. Finally, feature comparisons with

related schemes are performed to clarify the advantages of

our scheme. We assume that there is no noise in each share

because we mainly focus on share authentication rather than

robustness.

A. Image Illustration

In the experiments, since there is no pixel expansion in the

designed ISS, the illustrated test images have the same size of

256 × 256.

Fig. 6 displays the results of the designed ISSCommonAu-

then, where k = 2, n = 2, a binary authentication image S1

is demonstrated in Fig. 6 (a) and a grayscale secret image S2

is presented in Fig. 6 (b). Figs. 6 (c-d) indicate the output of

2 grayscale shares SC1 and SC2. Fig. 6 (e) shows the output
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Fig. 6. Results of the designed ISSCommonAuthen, where k = 2 and
n = 2. (a) A binary authentication image S1; (b) a grayscale secret image S2;
(c)−(d) two grayscale shares SC1 and SC2; (e) the binary authentication
share D preserved by the dealer; (f) the decrypted binary authentication image
S0

1 with SC1 and D by XOR4LBs and stacking; (g) the decrypted binary

authentication image S0
1 with SC2 and D by XOR4LBs and stacking; (h) the

decrypted binary authentication image S0
1

with SC1 and SC2; (i) the decrypted

grayscale secret image S0
2 with SC1 and SC2; (j) a fake share SC 0

1; (k) the

decrypted binary authentication image S0
1 with SC 0

1 and D by XOR4LBs and

stacking; (l) the decrypted binary authentication image S0
1 with SC2 and D

by XOR4LBs and stacking; (m) the decrypted binary authentication image S0
1

with SC 0
1 and SC2; (n) the decrypted grayscale secret image S0

2 with SC 0
1

and SC2.

authentication share D preserved by the dealer. Figs. 6 (f-h)

show the decrypted binary authentication images S0
1 with

any two of SC1, SC2 and D by XOR4LBs and stacking,

respectively, where the authentication image is well visually

recognized, and thus, the corresponding share is authenticated.

Fig. 6 (i) shows the grayscale secret image decrypted with

the 2 shares based on Lagrange interpolation, where the secret

image is losslessly decrypted, i.e., Fig. 6 (i) is the same as

the adopted secret image in Fig. 6 (b). A randomly generated

fake share, SC 0
1, is demonstrated in Fig. 6 (j), where each

grayscale pixel value of the fake share is randomly generated.

The decrypted binary authentication images S0
1 with any two

of SC 0
1, SC2 and D by XOR4LBs and stacking, respectively,

are indicated in Figs. 6 (k-m), where the authentication image

is not visually decrypted, and thus, the share SC 0
1 is fake.

Fig. 6 (n) demonstrates the grayscale secret image decrypted

Fig. 7. Histograms of shares in Fig. 6.

with SC 0
1 and SC2 by Lagrange interpolation, which reveals

nothing of the secret image; thus, the decryption has failed.

We note that the authentication is achieved by using VSS

implemented based on probability theory. A binary authenti-

cation image with contrast loss may be viewed by stacking

and human eyes to some degree in the case of fake or

lossy share of a certain ratio. What is the range of tamper

tolerant ratio for authentication application is decided by the

just recognition point (JRD) of the clarity with regard to

contrast in VSS [41]. When average tamper tolerant ratio

for authentication application is larger than 0.4, it is hard to

recognize the secret image.

In addition, Fig. 7 demonstrates share histograms of

Figs. 6 (c-d). For each share, the pixel values are uniformly

distributed in the range of [0, 255], which to some extent,

indicates each share decrypts nothing of the secret image and

the security of the designed scheme.

In the following, we only illustrate the first share and the

decrypted secret image with the first t shares to save space.

Fig. 8 displays the results of the designed ISSCommo-

nAuthen, where k = 3, n = 3, the authentication image

S1 is demonstrated in Fig. 8 (a) and the grayscale secret

image S2 is presented in Fig. 8 (b). Fig. 8 (c) indicates

the first share SC1 of the output 3 shares. Fig. 8 (d) shows the

output binary authentication share D. Figs. 8 (e-f) show the

decrypted binary authentication images S0
1 with SC1 and D

or SC2 by XOR4LBs and stacking, respectively, where the

authentication image is well visually recognized, and thus,

the corresponding share is authenticated. Figs. 8 (g-h) show

the grayscale secret images decrypted with the first 2 or

more shares by Lagrange interpolation. From Figs. 8 (g-h),

the secret image decrypted with all 3 shares is losslessly

decrypted, while nothing of the secret image decrypted with

2 shares is recognized. A generated randomly fake share, SC 0
1,

is demonstrated in Fig. 8 (i). The decrypted binary authen-

tication images S0
1 with SC 0

1 and D or SC2 by XOR4LBs

and stacking, respectively, are indicated in Figs. 8 (j-k), where

the authentication image is not visually decrypted, and thus,

the share SC 0
1 is fake. Figs. 8 (l-m) demonstrate the decrypted

secret images S0
2 with SC 0

1 and some other shares by Lagrange

interpolation, which yields no clue about the original secret

image; thus, the decryption has failed.

Fig. 9 displays the results of the designed ISSCommonAu-

then, where k = 3, n = 4, the input binary authentication

image S1 is demonstrated in Fig. 9 (a) and the input grayscale

secret image S2 is displayed in Fig. 9 (b). Figs. 9 (c) indicates

the first share SC1 of the output 4 shares. Figs. 9 (d) shows the
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Fig. 8. Experimental results of the designed ISSCommonAuthen, where
k = 3 and n = 3. (a) A binary authentication image S1; (b) a grayscale
secret image S2; (c) grayscale share SC1; (d) the binary authentication
share D; (e) the decrypted binary authentication image S0

1 with SC1 and
D by XOR4LBs and stacking; (f) the decrypted binary authentication image
S0

1 with SC1 and D by XOR4LBs and stacking; (g)− (h) decrypted grayscale

secret image S0
2 with the first two or more shares; (i) a fake share SC 0

1; (j) the

decrypted binary authentication image S0
1

with SC 0
1

and D by XOR4LBs and

stacking; (k) the decrypted binary authentication image S0
1 with SC 0

1 and D

by XOR4LBs and stacking; (l)− (m) decrypted grayscale secret images S0
2

with SC 0
1 and other one or more shares.

output binary authentication share D. Figs. 9 (e-f) show the

decrypted binary authentication images S0
1 with SC1 and D

or SC2 by XOR4LBs and stacking, respectively, where the

authentication image is well visually recognized, and thus,

the corresponding share is authenticated. Fig. 9 (g-i) shows

the secret images decrypted with the first 2 or more shares by

Lagrange interpolation. From Figs. 9 (g-i), the secret image

decrypted with any 3 or more shares is losslessly decrypted,

while nothing of the secret image decrypted with 2 or fewer

shares is recognized. A generated randomly fake share, SC 0
1,

is demonstrated in Fig. 9 (j). The decrypted binary authen-

tication images S0
1 with SC 0

1 and D or SC2 by XOR4LBs

and stacking, respectively, are indicated in Figs. 9 (k-l), where

the authentication image is not visually decrypted and thus,

the share SC 0
1 is fake. Figs. 9 (m-o) demonstrate the decrypted

secret images S0
2 with SC 0

1 and other one or more first shares

by Lagrange interpolation, which yield no clue about the secret

image; thus, the decryption is failed.

From the above experiments, we can conclude the

following.

Fig. 9. Additional experimental results of the designed ISSCommonAuthen,
where k = 3 and n = 4. (a) A binary authentication image S1; (b) a grayscale
secret image S2; (c) the grayscale share SC1; (d) the binary authentication
share D; (e) the decrypted binary authentication image S0

1 with SC1 and D by

XOR4LBs and stacking; (f) the decrypted binary authentication image S0
1 with

SC1 and SC2 by XOR4LBs and stacking; (g)− (i) the decrypted grayscale
secret image S0

2
with the first two or more shares; (j) a fake share SC 0

1
; (k) the

decrypted binary authentication image S0
1 with SC 0

1 and D by XOR4LBs and

stacking; (l) the decrypted binary authentication image S0
1 with SC 0

1 and SC2
by XOR4LBs and stacking; (m)− (o) the decrypted grayscale secret images
S0

2 with SC 0
1 and other one or more shares.

1) Each share has no pixel expansion and no

cross-interference of the secret image.

2) With fewer than k shares no secret is leaked, which

shows the security of the designed ISS.

3) The secret image is losslessly decrypted with any k or

more shares.

4) Without sending the share itself, the separate share is

visually decrypted to achieve authentication by only

XORing and stacking operations, which are only simple

operations with low computational complexity.

5) The authentication abilities of both dealer participatory

authentication and dealer nonparticipatory authentication

are achieved through fusing VSS and polynomial-based

ISS.

6) An ISS with separate common share authentication

ability for a general (k, n)-threshold is achieved, where

n ≥ k ≥ 2.

We note the following.

1) As examples, Fig. 6, Fig. 8 and Fig. 9 are used to

validate the effectiveness (characteristics or features)
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Fig. 10. Contrast, encrypting time and NA curves for n when x = 4, k = 3.

of the designed scheme, where typical thresholds and

images are tested.

2) The secret image can be losslessly decrypted by

Lagrange interpolation with any k or more shares;

thus, any grayscale secret can be input in the designed

scheme.

3) Because Definition 1 is given by a statistical result,

in VSS the experimental results will be close to the

theoretical contrast. Therefore, any binary authentication

image can be input in the designed scheme, where close

contrast of the decrypted binary authentication image

will be obtained. Moreover, the contrast will to some

degree determine how well human eyes may recognize

the decrypted binary authentication image. For clarity

corresponding to different contrast values, please refer

to [41].

4) As a result, we only give some typical experimental

results.

B. Available Parameters and Quality Discussions

We will study the parameters of contrast, encrypting time

and NA for k and n given that k and n play important roles in

the scheme, where the contrast is that of the decrypted binary

authentication image S0
1 with SC1 and SC2 by XOR4LBs and

stacking. Here, x means the x low bits of the share are XORed,

where in our designed scheme x = 4. We also intend to study

our rationale for setting x = 4. The authentication image and

grayscale secret image with a size of 128 × 128 in Fig. 6 are

employed in our experiments.

Fig. 10 shows the contrast, encrypting time and NA curves

for n when k = 3, where the theoretical contrast is given as

well, from which we know the following:

1) The contrast is an approximately monotonically decreas-

ing function of n. The experimental contrast fits with

the theoretical analysis, which shows the effectiveness

of our analyses.

2) The encrypting time is a monotonically dramatically

increasing function of n. As n increases, the screening

Fig. 11. Contrast, encrypting time and NA curves for k when x = 4, n = 8.

Fig. 12. Entropy, and encrypting time curves for x when k = 2, n = 6,
NA = 16.

conditions increase, and thus, the encrypting time

increases.

3) NA is a monotonically decreasing function of n. As n

increases, the screening conditions increase, and thus,

the number of random values decreases.

Fig. 11 shows the contrast, encrypting time and NA curves

for k when n = 8, from which we know the following:

1) The contrast is nearly the same as k increases. Because

S1C1, S1C2, · · · S1Cn+1 construct a (2, n + 1)-threshold

VSS without relations with k.

2) The encrypting time is a monotonically dramatically

increasing function of k and slightly increasing when

k ≥ 4. As k increases, the screening space increases, and

when k ≥ 4, the alternative random values increases.

3) NA is a monotonically increasing function of k and

dramatically increasing when k ≥ 7. As k increases,

the number of random values dramatically increases.

Fig. 12 intends to convey the rationale for setting x = 4

as follows, where k = 2, n = 6, NA = 16, the entropy is

computed by Eq. (8), and the result is that of SC1.

H (Y ) = −
�

y∈Y

Prob(y)log2 Prob(y) (8)

1) In our algorithm, H ≥ 7.88 is suggested in order

to achieve acceptable security, which is obtained from

extensive experiments.
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Fig. 13. Experiments of Yan et al., where k = 2 and n = 3. (a) A grayscale
secret image S; (b) a binary authentication image; (c)− (e) shares SC1,
SC2 and SC3; (f) additional binary image preserved by the dealer; (g) the
authentication result of SC1 by the dealer; (f) grayscale secret image S0 with
SC1 and SC2.

2) 1, 2, 3 and 4 are alternative values of x given that their

entropies are larger than 7.88.

3) Considering the encrypting time, x = 4 consumes an

acceptable time.

4) In our algorithm, we set x = 4 to balance the security

and the encrypting time.

C. Comparisons With Related Schemes

We will compare the designed ISSCommonAuthen with the

related schemes in terms of illustrations and/or features.

First, we will compare our method with that of

Yan et al. [36] by means of experiments and features where

the same secret image as Fig. 13(a) and the (2, 3) threshold

will be used. The scheme of Yan et al is chosen for comparison

because their scheme has a separate shadow authentication

ability for a (k, n) threshold that is also based on a polynomial.

Fig. 13 is the experiment of Yan et al., where k = 2 and

n = 3, and a grayscale secret image S is in Fig. 13 (a).

Fig. 13 (b) is a binary authentication image. Figs. 13 (c-e)

shows the three output shares SC1, SC2 and SC3. Fig. 13 (f)

displays the binary image preserved by the dealer for authen-

tication. Fig. 13 (g) shows the authentication result of SC1 by

the dealer. Fig. 13 (h) shows the secret image decrypted by

Lagrange interpolation with the first 2 shadow images. From

Fig. 13 (h), the decrypted secret image with any 2 or more

shares is lossless.

Fig. 14 displays the results of the designed ISSCommo-

nAuthen with the same parameters, where k = 2, n = 3,

the input binary authentication image S1 is demonstrated

in Fig. 14 (a) and the input grayscale secret image S2 is

displayed in Fig. 14 (b). Fig. 14 (c-e) indicate the three shares

SC1, SC2 and SC3. Fig. 14 (f) shows the output binary

authentication share D. Figs. 14 (g-h) show the decrypted

binary authentication images S0
1 with SC1 and D or SC2 by

XOR4LBs and stacking, respectively, where the authentication

image is well visually recognized, and thus, the corresponding

Fig. 14. Experimental results of the designed ISSCommonAuthen, where
k = 2 and n = 3. (a) A binary authentication image S1; (b) a grayscale
secret image S2; (c-e) grayscale shares SC1, SC2 and SC3; (f) the binary
authentication share D; (g) the decrypted binary authentication image S0

1 with
SC1 and D by XOR4LBs and stacking; (h) the decrypted binary authentication
image S0

1 with SC1 and D by XOR4LBs and stacking; (i) decrypted grayscale

secret image S0
2 with the first two shares; (j) a fake share SC 0

1; (k) the

decrypted binary authentication image S0
1 with SC 0

1 and D by XOR4LBs

and stacking; (l) the decrypted binary authentication image S0
1

with SC 0
1

and

SC2 by XOR4LBs and stacking; (m) decrypted grayscale secret images S0
2

with SC 0
1 and the other one share.

share is authenticated. Figs. 14 (i) shows the grayscale secret

images decrypted with the first 2 shares by Lagrange inter-

polation. From Fig. 14 (i), the secret image decrypted with

any 2 or more shares is losslessly decrypted. A generated

randomly fake share, SC 0
1, is demonstrated in Fig. 14 (j). The

decrypted binary authentication images S0
1 with SC 0

1 and D or

SC2 by XOR4LBs and stacking, respectively, are indicated in

Figs. 14 (k-l), where the authentication image is not visually

decrypted, and thus, the share SC 0
1 is fake. Fig. 14 (m)

demonstrates the decrypted secret images S0
2 with SC 0

1 and

SC2 by Lagrange interpolation, which yields no clue about

the secret image; thus, the decryption has failed.

According to Figs. 13 and 14, the two schemes are com-

pared as follows.

1) Both schemes have the features of dealer participatory

separate shadow image authentication ability, no pixel
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TABLE I

TIME COMPLEXITY COMPARISON WITH THE RELATED SCHEMES OF LIU et al. [35] AND LIU AND CHANG [31]

expansion, lossless decoding, the (k, n) threshold and

use of a polynomial.

2) The scheme of Yan et al. can authenticate the shadow

image only by the dealer, i.e., dealer participatory

authentication, while our method has authentication

abilities of both dealer participatory authentication and

dealer nonparticipatory authentication.

3) The scheme of Yan et al may have slight information

leakage in the shadow image since they only utilize the

most significant bit in their scheme; however, because

we set x = 4 to balance the security and the efficiency,

there is no information leakage in our method.

4) Only the binarization operation is needed for authentica-

tion in the scheme of Yan et al., which is slightly lower

than ours.

Second, we will compare the designed ISSCommonAuthen

with Jiang et al.’s work [37]. Actually, Jiang et al.’s work is a

special case of our scheme when x = 1. According to Fig. 12,

Jiang et al.’s scheme needs larger encrypting time than ours.

More importantly, because using LSB leads to a smaller value

of NA than using 4L Bs when value of n − k is larger, their

scheme may have failed authentication with a larger value of

n − k, and the number of brute-force attacks will be reduced.

Third, we will compare the designed ISSCommonAu-

then with the related schemes of Liu et al. [35] and

Liu and Chang [31] by means of qualitative analyses and time

complexity. These schemes are chosen to compare because

they also have share authentication ability of ISS. Only quali-

tative analyses are given rather than a quantitative comparison

and illustration because the features are significantly different

between theirs and ours, and in addition, only a theoretical

proof is performed in Liu et al. [35].

1) In Liu and Chang’s scheme, the share authentication

ability is chiefly realized based on a turtle shell-based

information hiding, among which each share is embed-

ded into a cover image by using information hid-

ing technique. However, it leads to a pixel expansion

and high decryption (authentication) complexity. More

importantly, their scheme is only suitable for dealer

participatory authentication with share sending. By con-

trast, the designed scheme is suitable for both dealer

participatory authentication and dealer nonparticipatory

authentication without share sending, which is achieved

based on ISS itself rather than information hiding. The

authentication is performed based on only XORing and

stacking; thus, the designed scheme has low decryp-

tion (authentication) complexity and no pixel expansion.

Their scheme can achieve tamper detection and location,

while ours cannot.

2) Liu et al. embeds an authentication value into a coef-

ficient of the polynomial to extend follow-up improved

polynomial-based ISS to achieve share authentication in

the field of 251. It can only find the existence of a fake

participant when collecting any k or more shares; how-

ever, it cannot distinguish which one is fake. Thus, it suf-

fers from lossy decryption, auxiliary encryption, hard

fake participant location, and high decryption (authen-

tication) complexity. More importantly, their scheme

is only suitable for dealer participatory authentication

with share sending. By contrast, the designed scheme

is suitable for both dealer participatory authentication

and dealer nonparticipatory authentication without share

sending. Our scheme can detect each share when collect-

ing the share to achieve separate share authentication

ability in the field of 257 with lossless decryption, low

encryption and decryption (authentication) complexity,

and no auxiliary encryption.

3) Table I shows the theoretical comparison for the time

complexity in the stages of the decryption and authen-

tication. Both Liu et al.’s scheme and ours are for the

(k, n) threshold, while Liu and Chang’s scheme is for

the (2, 2) threshold. Since there are many operations

in Liu and Chang’s scheme and the time complexity

analysis is not given in their paper, it is hard for us to

evaluate the time complexity. Compared with Liu et al.’s

scheme, our scheme has the same decryption complexity

and lower authentication complexity. In a word, our

scheme has admirable decryption and authentication

time complexity compared with related schemes.

In summary, compared with the abovementioned schemes,

the designed ISSCommonAuthen has the following advan-

tages.

1) Our method is suitable for both dealer participatory

authentication and dealer nonparticipatory authentica-

tion.

2) The designed ISSCommonAuthen achieves separate

share authentication, which can authenticate the share

when receiving any other one share.

3) The output share has no pixel expansion, which will save

storage.

4) The operation of authentication is simple and no auxil-

iary encryption is needed, which will save computational

power.

5) The secret image are losslessly decrypted.

V. CONCLUSION

In this paper, we have designed an ISS for a

(k, n)-threshold with a separate common share authentication
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ability, which are suitable for both dealer participatory

authentication and dealer nonparticipatory authentication. The

designed ISS fuses the principles of polynomial and VSS to

achieve the additional features of separate share authentication,

no pixel expansion, low encryption and decryption (authentica-

tion) complexity, lossless decryption and auxiliary encryption.

The experimental illustrations and theoretical analyses have

shown the effectiveness of the designed scheme. We have

performed feature comparisons with the related schemes to

present the advantages of our scheme. We chiefly focus on the

following works in the future. First, we will extend our scheme

to achieve tamper detection and location. Second, we will

apply some other typical ISS principles to our scheme, such

as the Chinese remainder theorem-based ISS. Third, we will

study the tamper tolerant ratio.
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