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Abstract 

The European Commission is revising the EU’s data protection framework. One of the changes concerns 
privacy impact assessment (PIA). This paper argues that the European Commission and the EU Member States 
should draw on the experience of other countries that have adopted PIA policies and methodologies to construct 
its own framework. There are similarities and differences in the approaches of Australia, Canada, Ireland, New 
Zealand, the UK and US, the countries with the most experience in PIA. Each has its strong points, but also 
shortcomings. Audits have identified some of the latter in the instance of Canada. This paper provides a 
comparative analysis of the six countries to identify some of the best elements that could be used to improve 
Article 33 in European Commission’s proposed Data Protection Regulation.  
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The European Commission has proposed a major revision to the European Union’s data 
protection framework. The proposed Regulation, released on 25 January 2012, 
represents the biggest overhaul in data protection since the Data Protection Directive 
(95/46/EC) was adopted in 1995. Article 33 of the proposed Regulation obliges 
organisations to conduct a ‘data protection impact assessment’ where processing 
operations present specific risks to the rights and freedoms of data subjects (European 
Commission, 2012). The Commission had already signalled its interest in privacy impact 
assessment (PIA) as an important instrument in the data protection toolkit well before 
publication of the proposed Regulation. For example, the Commission issued a 
Recommendation in May 2009 in which it said that ‘Member States should ensure that 
industry, in collaboration with relevant civil society stakeholders, develops a framework 
for privacy and data protection impact assessments. This framework should be 
submitted for endorsement to the Article 29 Data Protection Working Party’ (European 
Commission, 2009). Although the Art. 29 WP rejected industry’s first attempt, it did 
endorse a revised framework in February 2011. In its endorsement, the Art. 29 WP said 
that risk management ‘is an essential component of any Privacy and Data Protection 
Impact Assessment Framework’ (Art 29 WP, 2011). It also welcomed ‘the explicit 
inclusion of a stakeholder consultation process as part of the internal procedures needed 
to support the execution of a PIA’. The Art. 29 WP concluded its Opinion with the 
observation that ‘A PIA is a tool designed to promote ‘privacy by design’, better 
information to individuals as well as transparency and dialogue with competent 
authorities.’  

A further example of the EC’s interest in PIA was its co-funding the PIAF project1, which 
was carried out by a consortium of Vrije Universiteit Brussel, Trilateral Research & 
Consulting and Privacy International. PIAF is the acronym for a Privacy Impact 
Assessment Framework. The 22-month project began in January 2011 and finished in 
October 2012. It reviewed existing PIA methodologies in those countries with the most 
experience in PIA, i.e., Australia, Canada, Ireland, New Zealand, the UK and the US.  

This paper draws on the research undertaken in the PIAF project as well as other PIA-
related sources to provide a comparative analysis against 18 benchmarks of privacy 
impact assessment policies and methodologies used in the above-mentioned countries. 
Among the benchmarks or points of comparison are whether PIAs are mandatory, 
whether they are to be published, whether they deal with just data protection 
(information privacy) or include other types of privacy within their scope, whether they 
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support consultation with stakeholders, whether they provide for third-party review or 
audit, and so on. Our paper breaks new ground by providing a comparative analysis of 
the key features of the PIA policies and methodologies in each country in order to make 
recommendations for construction of an optimised PIA policy and methodology for use 
within EU Member States (and elsewhere) based on the best elements of existing policies 
and recommendations.  

 

LEARNING FROM THE EXPERIENCE OF OTHERS 

Although there are differences between the PIA policies and methodologies in the six 
above-mentioned countries, one can also see an increasing convergence in approaches, 
in good part because later countries, the UK and Ireland, have sought to learn from the 
experience of others. The increasing convergence is manifested by, for example, the 
emphasis on stakeholder consultation which features strongly in the UK and Irish PIA 
guidance documents, but less so or not at all in some of their antecedents. Convergence 
is also seen in definitions too, for example, of the term “project”. Even certain phrases 
(PIA is described as “an early warning system”) turn up again and again. 

In this paper, we define PIA as a methodology for assessing the impacts on privacy of a 
project, technology, product, service, policy, programme or other initiative and, in 
consultation with stakeholders, for taking remedial actions as necessary in order to avoid 
or minimise negative impacts. A PIA is more than a tool: it is a process which should 
begin at the earliest possible stages, when there are still opportunities to influence the 
outcome of a project. It is a process that should continue until and even after 
deployment of the project.  

While we discuss “privacy impact assessment” throughout this paper, the reader may 
wish to note that the European Commission has devised the terminology “data protection 
impact assessment”. In its RFID Recommendation, it refers to “privacy and data 
protection impact assessment” (European Commission, 2009). We prefer the original 
term of privacy impact assessment, because we view data protection (information 
privacy) as only one type of privacy, and government agencies and companies should 
consider as well the risks to other types of privacy in any initiative they develop. Roger 
Clarke (1997, 2006) has identified four types (dimensions is the word he uses) of 
privacy – privacy of the person, of personal behaviour, of personal communications and 
of personal data.2 All types of privacy should be taken into account in a privacy impact 
assessment. A data protection impact assessment is too limited in scope. 

Paul De Hert (2012: 34) has criticized data protection impact assessment as merely a 
compliance check, ‘simply checking the legal requirements spelled out in the European 
data protection framework’. He points out (De Hert, 2012: 33) that the Charter of 
Fundamental Rights of the European Union differentiates between privacy (Art. 7) and 
data protection (Art. 8). ‘Depending on the nature of the data used, personal data 
and/or location data and/or traffic data, and depending on the nature of the processing 
involved (private, public, law enforcement), one can establish a checklist based on these 
regulations that when carried out properly will make up the data protection impact 
assessments. No more and no less (De Hert, 2012: 35). He goes on to argue that 
‘Beyond compliance checks with legal regulations, one must consider more qualitative 
requirements that have to do with legality, legitimacy, participation and, especially, 
proportionality… These qualitative principles – accounting for the difference between a 
compliance check and a true impact assessment – are key considerations in determining 
whether privacy is respected in the context of the ECHR [European Convention on 
Human Rights] and the relevant case law of the ECtHR [European Court of Human 
Rights] (De Hert, 2012: 38). Like Clarke, De Hert finds that privacy goes beyond data 
protection: ‘the privacy right has served as a catch-all tool, covering a sophisticated 
collection of interests, ranging from intimacy, sexual choice, personal identity, moral and 
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physical well-being, reputation, formation of human relationships, health and 
environmental protection, collection of and access to personal information (De Hert, 
2012: 39). For these and other reasons, we prefer the term privacy impact assessment 
over data protection impact assessment. The former is wider-ranging and can catch 
intrusions and compromises that may not be caught by a data protection impact 
assessment. 

 

WHAT MAKES A GOOD PIA? 

While the PIA literature is not voluminous (but is growing), researchers have identified 
criteria that make a “good” PIA. These include what a PIA is, how it should be 
conducted, what it should contain and how organisations undertaking PIAs should be 
supported, and how PIA recommendations should be implemented and monitored.  

Roger Clarke (2011) and Colin Bennett (2007) argue that a PIA must be more than a 
compliance check with relevant privacy and data protection legislation. Experts agree 
that PIAs are especially effective if they are “pre-decisional”, i.e., published before a 
system design or regulatory process is completed (Dempsey, 2004), which Bennett 
(2007: 13) argues allows for a significant amount of internal review and analysis before 
a technology or system is implemented. PIAs should also be regarded as a process that 
continues alongside the development of a project (Dempsey, 2004). PIAs should be 
regularly reviewed and may need to be updated if the technology or system is altered in 
any way. As such, a PIA should be understood as a “living” document, not a task which 
has been completed. Given these issues, we identify the following criteria against which 
to analyse PIA processes in the six countries. A PIA should: 

 Be more than a compliance check; 
 Be a process; 
 Be reviewed, updated and on-going throughout the life a project. 

Regarding how a PIA should be conducted, PIA experts regard stakeholder consultation 
as a key issue. Kenneth A. Bamberger and Deirdre K. Mulligan (2008) argue that 
consultation with a range of different stakeholders is one of the key ways in which 
privacy issues are identified and possible solutions are reviewed. According to these 
authors (2008: 87), a ‘lack of explicit mechanisms for public participation in the PIA 
process…limits the opportunities for outside experts to assist the agency in identifying 
the privacy implications of often complex technological systems’. As a result, a PIA 
should integrate consultation with external stakeholders. 

Experts have also agreed that a PIA should be a forum for the identification of problems 
and solutions. A PIA should identify risks to privacy as well as information about how 
those risks can be mitigated (Rotenberg, 2006: 24-25). Rotenberg further states that a 
PIA can enable an analysis of the scope, the legal basis and efficacy of the system as 
well as the effect of the system on privacy interests. Furthermore, as noted above, 
“privacy”, as a concept, includes a number of different facets or dimensions or types, 
and as such, a PIA should identify privacy risks associated with each type of privacy, not 
only information privacy or data protection. PIAs should also have the potential to ‘avoid, 
mitigate, stop or suggest alternative solutions to privacy risks, as well as the ability to 
modify plans accordingly’ (Tancock et al., 2010: 120). As such, a PIA should:  

 Identify privacy risks; 
 Address all types of privacy; 
 Identify possible strategies for mitigating privacy risks. 

Clarke (2009) argues that guidelines for conducting a PIA, including suggestions for how 
the report ought to be structured and what information it ought to include, should be 
established and made publicly available. Organisations should also be assisted in 
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understanding that a PIA is good business practice and part of an effective risk 
management strategy (Tancock et al., 2010). This could lead to increases in public trust 
and corporate reputation. In relation to their review of PIAs in US government agencies, 
Bamberger and Mulligan (2012) also find that the creation of an external oversight 
structure for the conduct of PIAs and a chief privacy officer within the organisation to 
oversee and approve the PIA both contributed to the successful implementation of PIAs 
in that sector. Consequently, an effective PIA depends upon the provision of:  

 A suggested structure for the PIA report; 
 An encouragement to publish the PIA report; 
 An encouragement to have PIA reports signed off by senior management (to 

foster accountability); 
 A policy that provides for third-party, independent review or audit of the 

completed PIA document. 

We use these benchmarks to assess the PIA policies and methodologies in the six 
countries with the most PIA experience. We also actively seek out examples of best 
practice in addition to the guidelines mentioned above to construct an optimal PIA 
methodology for Europe.  

 

Australia 

We begin our review of PIA methodologies with Australia and, in particular, two guidance 
documents, one produced by the Office of the Privacy Commissioner of Australia and the 
other produced by the Office of the Privacy Commissioner of Victoria. 

 

Office of the Privacy Commissioner of Australia 

The Office of the Privacy Commissioner (OPC) published its Privacy Impact Assessment 
Guide in August 2006, and a revised version in May 2010. The Guide is addressed to 
those who undertake a PIA, irrespective of whether they are from government agencies, 
the private sector or not-for-profit sector (i.e., civil society organisations). This is an 
important point to note. Any organisation, from whatever sector, should undertake a PIA 
if it is planning a project that might pose risks to privacy. However, there is no 
legislative requirement in Australia to conduct a PIA. It does not impose a particular PIA 
style (“There is no one-size-fits-all PIA model.”) but suggests a flexible approach 
depending on the nature of the project and the information collected.   

The Australian PIA Guide makes the point (at p. iii) that information privacy is only one 
aspect of privacy. Other types of privacy include privacy of the body, privacy of 
behaviour, privacy of location and privacy of communications, as mentioned above. It 
defines a project as ‘any proposal, review, system, database, program, application, 
service or initiative that includes handling of personal information’.3 Note that the 
definition excludes proposed policies or legislation. The PIA Guide says (p. viii) a PIA 
should be an integral part of the project from the beginning. A PIA should evolve with 
and help shape the project, which will help ensure that privacy is “built in” rather than 
“bolted on” (which echoes the same wording used in the ICO PIA Handbook).  

The PIA Guide says (p. x) that ‘Consultation with key stakeholders is basic to the PIA 
process.’ The Privacy Commission encourages organisations, “where appropriate”, to 
make the PIA findings available to the public (p. xviii).4 The PIA Guide says (p. x) 
publication ‘adds value; demonstrates to stakeholders and the community that the 
project has undergone critical privacy analysis; contributes to the transparency of the 
project’s development and intent’.  
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Although the PIA Guide acknowledges different PIA models, it says (p. xii et seq.) there 
are generally five key stages in the PIA process: 

1. Project description; 
2. Mapping the information flows and privacy framework; 
3. Privacy impact analysis; 
4. Privacy management; 
5. Recommendations. 

The PIA Guide (p. xix) says the Office of the Privacy Commissioner has no formal role in 
the development, endorsement or approval of PIAs. However, subject to available 
resources, the Office may be able to help organisations with advice during the PIA 
process. 

 

Victoria Privacy Commissioner (OVPC) PIA Guide 

Roger Clarke has described the PIA guide produced by the Office of the Victorian Privacy 
Commissioner (OVPC) as ‘one of the three most useful guidance documents available in 
any jurisdiction, anywhere in the world’ (Clarke, 2012: 139). The current OVPC PIA 
Guide dates from April 2009. It is the second edition of the guide originally published in 
August 2004.  

The OVPC PIA Guide is primarily aimed at the Victorian public sector, but it says it may 
assist anyone undertaking a PIA. Like the Australian OPC Guide, it says that privacy 
considerations must be broader than just information privacy; bodily, territorial, 
locational and communications privacy must also be considered. It sets out various risks 
thematically linked to Victoria’s privacy principles as well as possible strategies for 
mitigating those risks. A template provides the structure of a PIA report, which the user 
can adapt to his or her circumstances.  

The Guide uses (at p. 5) the word “project” to encompass any type of proposed 
undertaking, including “legislation” and “policy”, which are not mentioned in the 
Australian OPC Guide. It says the size or budget for a project is not a useful indicator of 
its likely impact on privacy. The Guide recommends that a simple threshold privacy 
assessment be routinely conducted for every project to determine whether a PIA is 
necessary. The Guide has 17 simple yes/no questions (e.g., will the project involve the 
collection of personal information, compulsorily or otherwise?). If the answer to any of 
the questions is yes, the organisation should seriously consider initiating a PIA.  

The Guide says (at p. 6) up-front commitment from an organisation’s executive to the 
conduct of PIAs is needed to ensure buy-in to the PIA’s eventual recommendations. The 
Guide advocates publication of the PIA report: releasing the report gives the public an 
opportunity to express concerns and have them addressed before a project has been 
implemented. The Guide says the PIA should be dynamic, updated as changes are 
contemplated to projects.  

Organisations should consult early with the privacy commissioner if: 

 There is a large amount of personal information at issue;  
 The project involves sensitive information;  
 There will be sharing of personal information between organisations; 
 Any personal information will be handled by a contracted service provider;  
 Any personal information will be transferred outside Victoria; or  
 There is likely to be public concern about actual or perceived impact on privacy. 

Like most other guidance documents, the Guide says that a PIA should assess not only a 
project’s strict compliance with privacy and related laws, but also public concerns about 
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the wider implications of the project. It cites the New Zealand PIA Handbook which notes 
that ‘Proposals may be subject to public criticism even where the requirements of the Act 
have been met. If people perceive their privacy is seriously at risk, they are unlikely to 
be satisfied by [an organisation] which justifies its actions merely by pointing out that 
technically it has not breached the law’ (OPC, 2007: 24). 

The Guide says that public consultation as part of the PIA process not only allows for 
independent scrutiny, but also generates confidence amongst the public that their 
privacy has been considered. Public consultation may generate new options or ideas for 
dealing with a policy problem. If wide public consultation is not an option, the Guide says 
the organisation could consult key stakeholders who represent the project’s client base 
or the wider public interest or who have expertise in privacy, human rights and civil 
liberties. 

The Guide (at p. 20) generally recommends publication of the report, but recognizes 
some considerations, such as security, may influence the decision to publish. In such 
cases, it says that a properly edited PIA report would usually suffice to balance the 
security and transparency interests. One option is to publish both the PIA report and the 
organisation’s response to its recommendations, and then seek feedback through 
consultation on whether the proposed response is acceptable to stakeholders, whether 
the project should proceed, or which option/s to follow. 

 

Canada 

In Canada, policy responsibility for privacy impact assessment in the federal government 
lies with the Treasury Board of Canada Secretariat (TBS, 2008), which defines PIA as “a 
policy process for identifying, assessing and mitigating privacy risks”. TBS promulgated a 
new Directive on Privacy Impact Assessment in April 2010. The directive ties PIAs with 
submissions to the Treasury Board for program approval and funding. This is one of the 
strongest features of Canadian PIA policy. PIAs have to be signed off by senior officials, 
which is good for ensuring accountability. The PIA is to be “simultaneously” provided to 
the Office of the Privacy Commissioner. Institutions are instructed to make parts of the 
PIA publicly available, i.e., an overview and PIA “initiation”, and specified “risk area 
identification and categorisation”. Exceptions to public release are permitted for security 
as well as “any other confidentiality or legal consideration”. Heads of government 
institutions are responsible for monitoring and reporting their compliance with the PIA 
directive and the TBS ‘will monitor compliance with all aspects of this policy’ (TBS, 2008, 
6.3.3). 

The TBS does not approve PIAs; it only reviews them to ensure that the assessment is 
complete (TBS, 2010, 8.1.1). The TBS requirements put the emphasis on completion of 
a PIA report, rather than PIA as a process. The directive makes no provision for 
stakeholder engagement. Nor does it address the benefits of undertaking a PIA and 
finding solutions to privacy risks5. While the directive does not refer to the TBS’s PIA 
Guidelines, these are still recommended even if they have not been revised since August 
2002.  

The first step in the PIA process is to determine whether it is required, and the first 
question to ask is, “Is personal information being collected, used or disclosed in this 
initiative?” If the answer is “no”, then a PIA is not warranted. If the answer is “yes” or 
“maybe”, officials should then go through the checklist of 11 questions on the first page 
of the guidelines. These questions are somewhat like those in the privacy threshold 
assessment used in the Australian OPC and Victoria PIA Guides, among others. Also like 
those guides, the TBS PIA Guidelines are based upon privacy principles – in this case, 
those in the Canadian Standards Association's Model Code for the Protection of Personal 
Information6 as well as federal privacy legislation and policies. 



Volume 9, Issue 1 (2013) jcer.net  David Wright, Rachel Finn and Rowena Rodrigues 

 167 

Other PIA guidance documents state that the purpose of a PIA is to identify and mitigate 
privacy risks. Interestingly, the TBS Guidelines state that ‘a key goal of the PIA is to 
effectively communicate the privacy risks… [and] to contribute to senior management’s 
ability to make fully informed policy, system design and procurement decisions’ (TBS, 
2002, 2). The Guidelines identify several common privacy risks, such as data 
profiling/data matching, transaction monitoring, identification of individuals, physical 
observation of individuals, publishing or re-distribution of public databases containing 
personal information and lack or doubtful legal authority.  

The Guidelines include two questionnaires to help identify privacy risks or vulnerabilities 
in the proposal and to facilitate the privacy analysis. The questionnaires include a “yes” 
or “no” field as well as a “Provide details” field for explaining how a particular 
requirement is met or why it is not met. The Guidelines say that departments and 
agencies can undertake generic or overarching PIAs where proposals are similar or 
interrelated to avoid duplication of effort.   

 

Alberta 

In 2001, the Office of the Information and Privacy Commissioner (OIPC) of Alberta 
introduced its first Privacy Impact Assessment (PIA) questionnaire. In the following eight 
years, according to the OIPC, the practice of privacy impact assessments matured and 
the number of PIAs increased dramatically. In January 2009, the OIPC revised its PIA 
template and guidelines (OIPC, 2009). Those submitting PIAs are advised to consider the 
feedback from the OIPC before they implement their projects covered by Alberta’s Health 
Information Act (HIA). Otherwise, if the OIPC identifies privacy concerns, ‘it may be 
necessary to make expensive and time-consuming changes to your project late in the 
development cycle’ (OIPC, 2009: 5). The OIPC appears to exercise much more power 
than most of its counterparts. Not only are PIAs dealing with health information 
mandatory, they must be submitted to the OIPC before implementation of a new system 
or practice. If the OIPC finds shortcomings, projects can be turned down or forced to 
make costly retrofits. It appears to play a much more activist role in reviewing PIAs than 
many of its counterparts elsewhere.   

The OIPC points out that “acceptance” of a PIA is not approval. It only reflects the 
OIPC’s opinion that the project manager has considered the requirements of the HIA and 
has made a reasonable effort to protect privacy. The OIPC says “custodians” of health 
information should review their PIAs as new practices and technologies evolve after 
projects are implemented and new threats to privacy may also develop. Custodians 
should advise the OIPC of any resulting changes to the PIA. The OIPC says if a member 
of the public makes a complaint against the custodian’s organisation, it may review 
previously submitted PIAs.  

Unlike other PIA methodologies that say PIAs should be initiated as early as possible, the 
OIPC PIA Requirements say that, generally speaking, the best stage at which to do a PIA 
is after all business requirements and major features of the project have been 
determined in principle, but before completing detailed design or development work to 
implement those requirements and features, when it is still possible to influence project 
design from a privacy perspective. The PIA must include details on the project’s 
information security and privacy policies and procedures. The Alberta PIA Requirements 
are unusual in making mandatory the format for HIA PIAs. The OIPC advises custodians 
that if they do not provide enough detail, the OIPC will ask for clarification, which will 
increase the overall PIA review time and delay the project.  
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Ireland 

The Health Information and Quality Authority (HIQA) produced a PIA Guidance (HIQA, 
2010b) following its review of PIA practice in other jurisdictions (HIQA, 2010a), which 
found a growing convergence in what constitutes best practice in relation to PIAs. The 
Guidance says the primary purpose in undertaking a privacy impact assessment is to 
protect the rights of service users. The PIA process involves evaluation of the broad 
privacy implications of projects and relevant legislative compliance. Where potential 
privacy risks are identified, a search is undertaken, in consultation with stakeholders, for 
ways to avoid or mitigate these risks. It says that a PIA in its own right may not 
highlight all privacy risks or issues associated with an initiative. A PIA is a tool; it 
depends on service providers’ having the correct processes in place to carry out the PIA. 
These include identification of the stakeholders for the assessment, selection of those 
with the necessary knowledge and skills to carry out the PIA and involvement of senior 
managers in order to implement the PIA recommendations. It is essential that the PIA is 
regularly updated to reflect any changes to the direction of the initiative to ensure that 
all discoverable privacy issues are addressed. 

The PIA should generally be undertaken by the project team. It may, however, be 
appropriate to consult service users as part of the PIA process. The service provider is 
ultimately responsible for the completion of the PIA and for implementing any changes to 
the project plan following recommendations from the PIA. PIAs should be reviewed and 
approved at a senior level with each PIA report being quality assured by senior 
management. Like the Alberta PIA Requirements, the Irish Guidance says that if a PIA is 
conducted too early, the results will be vague as there may not be enough information 
available about the project, its scope and proposed information flows to properly 
consider the privacy implications and as such the PIA may need to be revisited. The PIA 
process should be undertaken when a project proposal is in place but before any 
significant progress or investment has been made. The findings and recommendations of 
the PIA should influence the final detail and design of the project. 

The project manager should explain the option(s) chosen for each risk and the reasoning 
behind the choices. If there is a residual or remaining risk, which cannot be mitigated, 
the project team must decide whether or not it is acceptable to continue with the 
project. The Guidance says consultation with stakeholders and members of the public 
about the privacy risks associated with the project can prove valuable. Consultation can 
help in discovering the impacts of some privacy risks. Consultation is a way to gather 
fresh input on the perceptions of the severity of each risk and on possible measures to 
mitigate these risks. Feedback gained and any changes made to a project as a result of 
stakeholder engagement should be included in the PIA report. 

The Health Information and Quality Authority favours publication of PIA reports as it 
builds a culture of accountability and transparency and inspires public confidence in the 
service provider’s handling of personal health information. Completed PIA reports should 
be published and presented in a reader-friendly format.   

 

New Zealand 

The origins of privacy impact assessment in New Zealand date back to at least 1993, to 
the legislative requirement under section 98 of the Privacy Act 1993 to undertake 
Information Matching Privacy Impact Assessments (IMPIAs).7 IMPIAs are legally 
mandatory assessments involving an examination of legislative proposals that provide 
for the collection or disclosure of personal information and used for an information-
matching programme (OPC, 2010). The Office of the Privacy Commissioner (OPC) issued 
guidance on their implementation in 1999 (OPC, 2008).  
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The OPC (2007) published a PIA Handbook in October 2002 (reprinted in 2007). The 
Handbook defines a PIA as a ‘systematic process for evaluating a proposal in terms of its 
impact upon privacy’ (2007: 5), which can help an agency to identify the potential 
effects of a proposal on individual privacy, examine how any detrimental privacy effects 
can be overcome and ensure that new projects comply with the information privacy 
principles. A PIA is thus a ‘valuable tool for businesses and governments which take 
privacy seriously’ (2007: 3).  

The Handbook is useful for ‘projects with a technological component, especially e-
commerce and e-government initiatives’, though it also aims to help businesses, 
government departments and others operating offline. According to the Handbook 
(2007: 6), PIAs are an “early warning system” for agencies to enable them to detect and 
deal with privacy problems at an early stage so that privacy crises are averted. The 
Handbook offers (2007: 21-28) in-depth practical advice on how to prepare privacy 
impact reports. 

The Handbook outlines the following reasons for public and private sector agencies to 
conduct PIAs. First, PIAs are a ‘tool to undertake the systematic analysis of privacy 
issues arising from a project in order to inform decision-makers’, they thus function as a 
credible source of information. Second, a PIA enables a business to learn about the 
privacy pitfalls of a project (rather than its critics or competitors pointing them out) and 
helps save money and protect reputation. Third, a PIA fixes privacy responsibility with 
the proponent of a project – project proponents can “own” problems and devise 
appropriate responses. Fourth, a PIA encourages cost-effective solutions saving the 
expenses involved with meeting privacy concerns as a “retrofit”. Fifth, a PIA leads to an 
initiative being privacy enhancing rather than privacy invasive. Sixth, reviews of PIA 
reports by the Privacy Commissioner add value to the PIA process. (Handbook, 2007: 
11) 

The Handbook recommends (2007: 14) minimizing the duplication of PIA efforts by 
undertaking generic or overarching PIAs where planned projects are similar. The 
Handbook suggests (2007: 21) the following contents for PIA reports:  

 Introduction and overview; 
 Description of the project and information flows; 
 The privacy analysis (collecting and obtaining information about use, disclosure 

and retention of information); 
 Privacy risk assessment; 
 Privacy enhancing responses; 
 Compliance mechanisms; 
 Conclusions. 

The Handbook outlines the following risks: 

 Failing to comply with either the letter or the spirit of the 1993 Privacy Act, or fair 
information practices generally; 

 Stimulating public outcry as a result of a perceived loss of privacy or a failure to 
meet expectations regarding the protection of personal information; 

 Loss of credibility or public confidence when the public feels that a proposed 
project has not adequately considered or addressed privacy concerns; 

 Underestimating privacy requirements with the result that systems need to be 
redesigned or retrofitted at considerable expense. 

The Handbook recommends (2007: 21) that the PIA report is best written with a non-
technical audience in mind and that it be made publicly available (2007: 19) (either in 
full or summary on an organisation’s website). The Handbook mentions consultation with 
stakeholders (2007: 26) but does not outline the consultative process. The agency 
conducting the PIA may consult the Privacy Commissioner. It may receive the PIA report 
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for information only or offer feedback and constructive suggestions. PIAs are generally 
not mandatory in New Zealand, however, section 32 of the Immigration Act 2009 
explicitly requires that PIA be conducted if biometric information is processed. 

John Edwards, a PIA practitioner in New Zealand, comments that there are ‘different 
assumptions among clients, regulators and others as to what the assessment process is 
intended to do and is capable of delivering’; assessments based primarily on compliance 
are not ‘going to be a comprehensive review of privacy issues’ (Edwards, 2012: 198). 

 

UK 

The Information Commissioner’s Office (ICO) commissioned a team of experts, 
coordinated by Loughborough University, to study PIAs in other jurisdictions (Australia, 
Canada, Hong Kong, New Zealand and the United States) and identify lessons to guide 
PIAs in the UK (ICO, 2007a). That same year, the ICO published a PIA Handbook (ICO, 
2007b) making the UK the first country in Europe to do so. The ICO published a revised 
version in June 2009. According to the ICO, a PIA is ‘a process which helps assess 
privacy risks to individuals in the collection, use and disclosure of information. PIAs help 
identify privacy risks, foresee problems and bring forward solutions.’8  

The Cabinet Office, in its Data Handling Review, called for all central government 
departments to ‘introduce Privacy Impact Assessments, which ensure that privacy issues 
are factored into plans from the start’ (Cabinet Office, 2008a: 18). It accepted the value 
of PIA reports and stressed that they will be used and monitored in all departments. PIAs 
have thus become a ‘mandatory minimum measure’ (Cabinet Office, 2008b: Section I, 
4.4).  

The ICO (2009: 3) envisages a PIA as a process, separate from ‘compliance checking or 
data protection audit processes’, that should be undertaken when it can ‘genuinely affect 
the development of a project’. (The Handbook uses the term “project” as a catch-all; it 
can refer to ‘a system, database, program, application, service or a scheme, or an 
enhancement to any of the above, or an initiative, proposal or a review, or even draft 
legislation’ (2009: 2). 

According to the Handbook, a PIA is necessary for the following reasons: To identify and 
manage risks (signifying good governance and good business practice); to avoid 
unnecessary costs through privacy sensitivity; to avoid inadequate solutions to privacy 
risks; to avoid loss of trust and reputation; to inform the organisation’s communication 
strategy and to meet or exceed legal requirements. 

The Handbook places responsibility for managing a PIA at the senior executive level 
(preferably someone with lead responsibility for risk management, audit or compliance). 
The ICO does not play a formal role in conducting, approving or signing off PIA reports. 
It does, however, play an informative and consultative role in supporting organisations in 
the conduct of PIAs. The ICO views the PIA process as including identification of and 
consultation with stakeholders. It distinguishes between a full-scale PIA for large and 
complex projects and a small-scale PIA for smaller projects. It sets out 15 questions to 
help determine which is appropriate for a given project. 

Warren and Charlesworth (2012) contend that there are several problems with the UK 
PIA system, one of which is the lack of review and oversight. They also point out the 
‘apparent lack of PIA cross-fertilization across departmental boundaries’ and the 
‘relatively “hands-off” oversight’ raises doubts about the efficacy of governmental PIA 
processes. They also point out that there is no formal process of external review of PIAs 
in the UK by central agencies or by the ICO (which functions largely as an advisory body 
in this respect). 
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Warren and Charlesworth further note that, in the UK, as in other places, there is:  

 No consistent process for ensuring effective consultation with stakeholders, 
notably the general public, e.g., a register of ongoing PIAs, consultation periods 
and relevant contact details; 

 No consistency in reporting formats for PIAs, whether in draft or completed, e.g., 
a PIA might be reported in a detailed 62-page document, or simply mentioned in 
a paragraph in a general impact statement9; and,  

 No strategy for ensuing that, where PIA decisions and reports are made publicly 
available, they are easily accessible, perhaps from a centralised point, e.g., the 
UK Office of Public Sector Information (OPSI) or the ICO. 

 

USA 

In the United States, privacy impact assessments for government agencies are 
mandated under the E-Government Act of 2002. This Act states that PIAs must be 
conducted for new or substantially changed programmes which use personally 
identifiable information. Personally identifiable information (PII) is defined as ‘any 
information that permits the identity of an individual to be directly or indirectly inferred’ 
(DHS, 2007: 8). The processing of PII in the US is also covered by Fair Information 
Practice Principles (FIPP) from the Privacy Act of 1974.  

Section 208 of the E-Government Act requires that PIAs be reviewed by a chief 
information officer or equivalent, and should be made public, unless it is necessary to 
protect classified, sensitive or private information contained in the assessment. Agencies 
are expected to provide their Director with a copy of the PIA for each system for which 
funding is requested. Each agency Director must issue guidance to their agency 
specifying the contents required of a PIA.  

Roger Clarke (2009: 128) argues that some organisations are seeking to ‘forestall 
legislative provisions’ for PIAs by creating and supporting industry standards. Clarke 
argues that ‘these processes have lacked the least vestige of consultation with people, or 
with their representatives or advocates for their interests.’ He further notes that ‘the 
ideology of the US private sector is hostile to the notion that consumers might have a 
participatory role to play in the design of business systems. This is of considerable 
significance internationally, because US corporations have such substantial impact 
throughout the world. (Clarke, 2009: 128). 

On 26 Sept 2003, the Office of Management and Budget (OMB) issued a Memorandum to 
heads of Executive departments and agencies providing guidance for implementing the 
privacy provisions of the E-Government Act (OMB, 2003). The guidance directs agencies 
to conduct reviews of how information about individuals is handled within their agency 
when they use information technology (IT) to collect new information, or when agencies 
develop or buy new IT systems to handle collections of personally identifiable 
information. Agencies are required to conduct privacy impact assessments for electronic 
information systems and collections and, in general, make them publicly available. PIAs 
should also be performed or updated when changes to an existing system create new 
privacy risks.10 Agencies must also update their PIAs to reflect changed information 
collection authorities, business processes or other factors affecting the collection and 
handling of information in identifiable form. Government contracts ‘that use information 
technology or that operate websites for purposes of interacting with the public’ or 
“relevant” cross-agency initiatives should also be the subject of a PIA (OMB, 2003: 
Attachment A). 

Agencies are also directed to describe how the government handles information that 
individuals provide electronically, so that the American public has assurances that 
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personal information is protected. The OMB specifies what must be in a PIA and, in doing 
so, it puts an implicit emphasis on the end product, the report, rather than on the 
process of conducting a PIA. Agencies should not include information in identifiable form 
in their privacy impact assessments, as there is no need for the PIA to include such 
information. Thus, agencies may not avoid making the PIA publicly available on these 
grounds. Agencies are required to submit an annual report on compliance with this 
guidance to OMB as part of their annual E-Government Act status report.  

 

Table 1: Principal Similarities and Differences between the Different PIA Guidance 
Documents 
 
Features 
The PIA guide… Australia Canada IE NZ UK USA 

 National Victoria National Alberta    OMB 
Reviewed here, was published in May 

2010 
Apr 

2009 
Aug 
2002 

Jan 
2009 

Dec 
2010 

Oct 
2002 

to 
2007 

Jun 
2009 

Sep 
2003 

Says PIA is a process          
Contains a set of questions to 
uncover privacy risks (usually in 
relation to privacy principles) 

        

Targets companies as well as 
government         

Addresses all types of privacy 
(informational, bodily, territorial, 
locational, communications) 

        

Regards PIA as a form of risk 
management         

Identifies privacy risks         
Identifies possible strategies for 
mitigating those risks         

Identifies benefits of undertaking 
a PIA         

Supports consultation with 
external stakeholders         

Encourages publication of the PIA 
report   Summary Summary     

Provides a privacy threshold 
assessment to determine whether 
a PIA is necessary 

        

Provides a suggested structure 
for the PIA report         

Defines “project” as including 
legislation and/or policy         

Says PIAs should be reviewed, 
updated, ongoing throughout the 
life a project 

        

Explicitly says a PIA is more than 
a compliance check         

The PIA policy provides for third-
party, independent review or 
audit of the completed PIA 
document. 

        

PIA is mandated by law, 
government policy or must 
accompany budget submissions.  

        

PIA reports have to be signed off 
by senior management (to foster 
accountability). 
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A COMPARISON OF PIA POLICIES AND METHODOLOGIES IN THE SURVEYED 
COUNTRIES 

Table 1 identifies the principal similarities and differences between the different PIA 
guidance documents analysed in this paper based on the recommendations that make a 
“good” PIA. In addition to the recommendations discussed above, our review has also 
identified other best practice elements that we feel a successful PIA methodology or 
policy should include. It should also: 

 Contain a set of questions to uncover privacy risks (usually in relation to privacy 
principles); 

 Target companies as well as government departments; 
 Regard PIA as a form of risk management; 
 Identify benefits of undertaking a PIA; 
 Provide a privacy threshold assessment to determine whether a PIA is necessary; 
 Define “project” as including legislation and/or policy; 
 Mandate the PIA by law, government policy or as an accompaniment to budget 

submissions.  

 

Best elements 

From our review and analysis of the above-referenced PIA methodologies, we have 
identified elements (practices) that could be used to construct a state-of-the-art 
European PIA policy and methodology. Following the structure of the discussion of 
“good” PIA criteria above, this section categorizes our recommendations for an optimised 
PIA methodology for the EU in terms of what a PIA should be, how it should be carried 
out, what it should contain and how organisations undertaking PIAs should be supported 
or encouraged. Several of these “best elements” are mentioned, albeit briefly, in Article 
33 of the European Commission’s proposed Data Protection Regulation. We refer to 
those. Where the best elements are absent, we recommend that decision-makers in the 
European Commission, Member States and industry take those into account in 
formulating an optimal PIA policy.  

 

What a PIA should be 

A PIA should go beyond a simple check that a project complies with legislation and 
engage stakeholders in identifying risks and privacy impacts that may not be caught by 
the compliance check. Article 33(4) says a data controller ‘shall seek the views of data 
subjects or their representatives on the intended processing, without prejudice to the 
protection of commercial or public interests or the security of the processing operations’ 
(European Commission, 2012). 

Many PIA guidance documents, such as the ICO Handbook, emphasize PIA as a process, 
not simply an exercise aimed at producing a report. The report documents the PIA 
process. A PIA should continue after the report is published. PIAs should be embedded 
as part of the project management framework. The PIA should be reviewed and updated 
throughout the duration of a project. Article 33, as currently drafted, seems to place its 
emphasis on preparation of the PIA report. If Article 33 is revised before the proposed 
Regulation is adopted, then the EC could add some wording that emphasises PIA as a 
process.  
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How and under what circumstances it should be carried out 

PIAs should be undertaken with regard to any project, product, service, programme or 
other initiative, including legislation and policy. Article 33 says a PIA (or rather a data 
protection impact assessment) should be carried ‘Where processing operations present 
specific risks to the rights and freedoms of data subjects’ (European Commission, 2012). 
(The Article 29 Data Protection Working Party has suggested amending this provision by 
inserting the words “likely to” before “present” (Art. 29 WP, 2012: 16) 

The Victoria Guide points out that a project need not be large to be subject to a PIA, nor 
is the size or budget of a project a useful indicator of its likely impact on privacy. The 
project does not even need to involve recorded “personal information”; for example, a 
program that may include the need for bodily searches can still impact on privacy even if 
no personal information is recorded. 

A PIA should be started early, so that it can evolve with and help shape the project, so 
that privacy is “built in” rather than “bolted on”. A PIA should be initiated when it is still 
possible to influence the design of a project. Article 33 implies that a PIA should be 
conducted early when it refers to “the envisaged processing operations” (European 
Commission, 2012). 

Several of the PIA guidance methodologies (e.g., Australia, UK) say that “Consultation 
with stakeholders is basic to the PIA process.” Engaging stakeholders, including the 
public, will help the assessor to discover risks and impacts that he or she might not 
otherwise have considered. A consultation is a way of gathering fresh input on the 
perceptions of the severity of each risk and on possible measures to mitigate these risks. 
Feedback gained and any changes made to a project as a result of stakeholder 
engagement should be included in the PIA report. As noted above, Article 33 contains a 
provision whereby data controllers shall seek the views of data subjects or their 
representatives. 

PIAs should be applied to cross-jurisdictional projects as well as individual projects. PIAs 
should invite comments from privacy commissioners of all jurisdictions where projects 
are likely to have significant privacy implications and ensure that such projects meet or 
exceed the data protection and privacy requirements in all of the relevant countries. 
Recital 72 of the proposed Data Protection Regulation, while it does not include cross-
jurisdictional projects per se, does say ‘There are circumstances under which it may be 
sensible and economic that the subject of a data protection impact assessment should be 
broader than a single project, for example where public authorities or bodies intend to 
establish a common application or processing platform or where several controllers plan 
to introduce a common application or processing environment across an industry sector 
or segment or for a widely used horizontal activity’ (European Commission, 2012). 

 

What it should contain 

The PIA should identify information flows, i.e., who collects information, what 
information they collect, why they collect it, how the information is processed and by 
whom and where, how the information is stored and secured, who has access to it, with 
whom is the information shared, under what conditions and safeguards, etc. Information 
privacy is only one type of privacy. A PIA should also address other types of privacy, 
e.g., of the person, of personal behaviour, of personal communications and of location. 
Article 33 focuses on “data protection” only. Hence, this is a major limitation of the 
proposed Regulation as currently framed.  

A PIA guidance document should include an indicative list of privacy risks an organisation 
might encounter in initiating a new project, but should caution project managers and 
assessors that such a list is not exhaustive. The questions most PIA guidance documents 
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include can help stimulate consideration of possible privacy impacts. Article 33(2) 
contains a list of risks. The PIA should also include a discussion of what solutions to the 
privacy risks were identified, what potential changes were considered to mitigate those 
risks and how the system or technology was modified or changed to address those risks. 
The PIA should specify who undertook the PIA, how they can be contacted for more 
information and where to find further information and other sources of help and advice. 
Article 33 does not go into this detail. 

 

How organisations should be supported or encouraged to undertake PIAs  

PIA guidance documents should be aimed at not only government agencies but also 
companies or any organisation initiating or changing a project, product, service, 
programme, policy or other initiative that could have impacts on privacy. Article 33 
refers to data controllers and does not limit itself to just government agencies. Hence, 
companies would also have to adhere to its provisions.  

A project manager or whoever leads a PIA typically needs to bring together different skill 
sets in order to carry out the PIA. A guidance document will help the project manager 
when it identifies the variety of skills required for undertaking a privacy impact 
assessment. Article 33 does not go into this level of detail. 

Although some PIA guidance documents, such as the New Zealand Handbook and the 
ICO Handbook, say that “no one size fits all” in PIA, most guidance documents offer a 
structured approach to the PIA process and preparation of a PIA report. In the case of 
Alberta, the format is mandatory. The Irish Health Information and Quality Authority has 
developed a sample PIA report based on its Guidance to help assessors. The Victoria 
Privacy Commissioner includes a template that provides the structure of a PIA report, 
which the user can adapt to his or her circumstances. Article 33 specifies what a PIA 
report should contain “at least”. 

Questionnaires are helpful in stimulating consideration of privacy impacts, but they 
become mere checklists if respondents only have to answer yes or no. The best 
questionnaires require some explanation or details of how the PIA addresses the issues 
raised by each question. Data protection authorities (privacy commissioners) should 
make it easy for project managers, assessors and others to find a link for downloading 
the PIA guidance, preferably on their home page. A PIA guidance should include a list of 
references to other PIA guidance documents and actual PIA reports. It should draw on 
the experience of others to make the guidance more practical and effective. The New 
Zealand handbook has a useful bibliography of national and international PIA resources. 
Article 33 does not go into this level of detail. 

Governments especially should create a central registry of PIAs, so that particular PIA 
reports can be easily found. Publication of PIA reports will enable organisations to learn 
from others. Article 33 does not contain such a provision. A PIA report should normally 
be publicly available and posted on an organisation’s website so as to increase 
transparency and public confidence. If there are security, commercial-in-confidence or 
other competitive reasons for not making a PIA public in full or in part, the organisation 
should publish a redacted version or, as a minimum, a summary. The public has a right 
to know if their privacy will be impacted by a new project or changes to an existing 
project. A properly edited PIA report can balance the security and transparency 
interests. Article 33 makes no explicit mention regarding publication of the PIA report. 

As many organisations, especially those from the private sector, may resist undertaking 
a PIA, a guidance document should highlight the benefits of undertaking PIAs and how 
they will help an organisation. For example, in New Zealand, PIA is regarded as an “early 
warning system”. Other PIA guidance documents have picked up on the same wording. 
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Article 33 refers only to the risks. There is no mention of the benefits. Privacy 
commissioners or other leaders should identify and publish particular PIA reports as 
examples of good practice. Article 33 does not contain any such provision. A PIA 
guidance document should be updated from time to time, as happens in several 
countries. Article 33 is silent on this. PIA should have up-front commitment from an 
organisation’s senior management. Senior management should be held accountable for 
the proper conduct of a PIA and should sign off the PIA report, as the Treasury Board 
Secretariat (TBS) of Canada requires. Funding submissions should be accompanied by a 
PIA report. TBS policy also requires that government departments and agencies copy the 
PIA report to the Privacy Commissioner, which we also find to be a good practice. Article 
33 does not contain such a provision. PIA should be part of an organisation’s overall risk 
management practice.  

Privacy commissioners do not generally approve PIAs; however, they may review them 
and provide guidance on improving them. Article 33 does not contain such a provision. 
PIA reports and practices should be audited, just as a company’s accounts are audited. 
An audit will help improve PIA practice, as the Office of the Privacy Commissioner of 
Canada found following its major audit of PIAs in 2007. To increase their effectiveness, 
PIAs should be subject to external oversight. Article 33(7) says ‘The Commission may 
specify standards and procedures for carrying out and verifying and auditing the 
assessment’. 

 

CONCLUSION 

Europe has an opportunity to develop a state-of-the-art PIA policy and methodology. It 
should benefit from the experience of others, notably the countries analysed in this 
paper, and construct a PIA framework based on the “best” elements of existing policies 
and methodologies, i.e., those elements recommended by the authors as well as other 
PIA experts. This paper has provided a comparative analysis of PIA methodologies in the 
six countries with the most experience of PIA and identified some of the elements that 
could be used in a European PIA policy and methodology. The findings of this paper can 
be used by policy-makers and industry decision-makers to “flesh out” the rather sketchy 
provisions for PIA in Article 33 of the proposed Data Protection Regulation. In the 
preceding section of this paper, we have identified which of our findings correlate with 
Article 33 and where there are lacunae in Article 33 that could be filled by our 
recommendations. 
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1 www.piafproject.eu. Last accessed: 17 March 2013. 

2 Wright (2011a) has identified seven types of privacy – the four identified by Clarke, plus privacy of 
location, privacy of thought and feeling, and privacy of the group or association.  

3 The UK Information Commissioner’s Office PIA Handbook uses a similar definition (ICO, 2007).  

4 The Privacy Commissioner acknowledges (p. xviii) that there may be circumstances where the full or 
part release of a PIA may not be appropriate.  For example, the project may still be in its very early 
stages. There may also be security, commercial-in-confidence or, for private sector organisations, other 
competitive reasons for not making a PIA public in full or in part. However, transparency and 
accountability are key issues for good privacy practice and outcomes, so where there are difficulties 
making the full PIA available, the Commissioner encourages organisations to consider the release of a 
summary. 

5 Although the PIA Directive does not mention benefits or solutions, the PIA Guidelines do mention 
potential outcomes, which can be regarded as benefits or solutions.  

6 http://www.csa.ca/cm/ca/en/privacy-code. Last accessed: 17 March 2010. 

7 For contents of IMPIAs, see OPC, 2008. 

8http://www.ico.gov.uk/for_organisations/data_protection/topic_guides/~/media/documents/library/Dat
a_Protection/Practical_application/PRIVACY_IMPACT_ASSESSMENT_OVERVIEW.ashx. Last accessed: 17 
March 2013. 

9 See, for example: Department of Communities and Local Government, Making Better Use of Energy 
Performance Data: Impact Assessment, Consultation, March 2010; Department for Transport, Impact 
Assessment on the Use of Security Scanners at UK Airports, Consultation, March 2010.  

10 See http://www.whitehouse.gov/omb/memoranda/m03-22.html for a list of these examples. 
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