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ABSTRACT Vehicular ad-hoc network (VANET) has been gaining importance due to the fast growing

technology aswell as its requirements in intelligent transportation systems (ITS) and vehicular social network

(VSN). VANET facilitates vehicle to vehicle (V2V) and vehicle to infrastructure (V2I) communication and

improves the ride quality with value added services. The number of connected vehicles is expected to grow

to a huge number with enormous exchange of safety and non-safety messages which are susceptible to

security and privacy threat. To ensure secured communication, VANET must implement an authentication

protocol to resist the attack and preserve the privacy. In this paper, a detailed discussion on the taxonomy

for authentication schemes in VANET has been presented. The authentication schemes have been compared

with security, privacy and scalability requirement. The use of recent technologies such as 5G, 5G-SDN,

and Blockchain to design authentication schemes with low cost, and low communication, computational

overhead has been discussed. Finally, the paper concludes with open challenges in VANET authentication.

This paper is expected to open new avenues for researchers working in the domain of VANETs.

INDEX TERMS Blockchain, 5G, ITS, VANET, VSN.

I. INTRODUCTION

The emergence of huge number of connected vehicles and

vehicular social network draws attention from both academia

and industry. The connectivity of vehicles offers facilities

on wheels such as comfort, convenience, entertainment, and

infotainment [1]. As predicted, most of the useful time will be

wasted in traffic, and road accidents will be fifth among the

leading reason of deaths by 2030 [2]. Also, globally, value for

connected vehicles as forecasted will reach to $225,160 mil-

lion in 2027 as compared to $63,026 million in 2017 with

growth of 17.1% annually between 2020-2027 as shown in

Figure 1. Thus, a robust and powerful network is required

which facilitates online communication in a secured way.

Intelligent transportation systems play a pivotal role in man-

aging road traffic; provide innovative and comprehensive

services to control these undesirable events for connected

vehicle in (VANET). Dedicated short range communica-
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FIGURE 1. Growth of connected vehicle forecast 2020-2027 [3].

tion (DSRC) and wireless access in vehicular environment

(WAVE) facilitate communication in VANET. Onboard unit

(OBU), road side unit (RSU) and trusted authority (TA) are

the main components of a VANET system [1]–[4].
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TABLE 1. Summary of some recent surveys on VANET.

Though, VANET is gaining popularity, it suffers from sev-

eral design and deployment challenges because of its dynamic

nature (vehicle can join and leave at will).

When a vehicle say ‘X’ wants to communicate to a vehicle

say ‘Y’ by sending a beacon, there must be a way to assure

the legitimacy of X and Y as well the message through which

they communicate. The former is known as entity authen-

tication and the latter is known as message authentication.

VANET must be secure enough to resist attacks and ensure

goal of security services such as authentication, availability,

confidentiality, integrity and non-repudiation. Privacy is also

a major concern where vehicle’s (driver) identity and location

should only be known to authentic entity. Apart from secu-

rity services, privacy preservation, conditional privacy, and

scalability must be considered for the successful design and

deployment of the VANET.

A. RELATED WORK

Several security and privacy solutions have been discussed in

the various literature and researchers have made careful sur-

vey for the same. TABLE 1, consists of some recent surveys

done in VANET which are briefly discussed as follows.

Manvi and Tangade [5] have discussed a survey on authen-

tication scheme and made a comparative analysis based on

the security attack, security requirement and computational

and communication overhead. They have not compared the

schemes based on conditional privacy, un- observability, loca-

tion tracking and scalability. They have also not discussed

recent technologies such as Blockchain, SDN, 5G, etc.

In [6], VANET characteristics, and challenges in VANET

for efficient implementation have been discussed. Apart from

this, the author discussed the well-known security architec-

tures and standards, classification of attacks and its solution.

However, the authors didn’t discuss simulators and also didn’t

give a very clear picture of authentication schemes as given

in [5].

In [7], overviews of threats and prevention mechanisms

from existing literatures have been discussed. An OBU based

solutions have been presented in which author claim that

Sybil attack has been addressed by most of the researchers

as compared to other types of attacks. They also discussed

internet of vehicle (IOV) and claimed that most of the IoT

devices will be in the vehicle andmeasures to improve various

security challenges to be addressed. However, authors have

not discussed the solution to IOV in comprehension.

In [8], authors have presented about the Intelligent Trans-

portation Systems to VANET and discussed the security

and privacy issues. They addressed the VANET and cloud

computing effectiveness and solution to security and privacy

concern. Finally, they discussed the applications and open

issues in VANET.

In [9], authors have discussed VANET architecture, secu-

rity classification and solutions. The author also discussed the

trust in VANET, its challenges and mitigations. Also, various

simulators were discussed.

Manivannan et al. [10] have presented the security, privacy

and message dissemination in VANET. They reviewed ten

years of work done (2009-2010) and presented open chal-

lenges in VANET.

In [11], Wang et al. have discussed existing certificate

revocation scheme and classified these schemes based on

its place of storage. They gave challenging issues and key

techniques at each stage.

Al-Shareeda et al. [12] discussed the security and privacy

issues and solutions based on the security and privacy require-

ment and also done comparison based on computational over-

head and security threat. Finally, authors have provided open

challenges in VANET.

In [13], an overview of VANET and SDN controller has

been presented. They have explained the SDN layers and

infrastructure. The author also discussed open issues and the

requirement of robust routing protocol, latency, connectivity,

and security challenges for future SDN-VANET architec-

tures.

Farooq et al. [14] have discussed the VANET authentica-

tion schemes and its mitigation in several attacks. It discussed

the advantages and disadvantages of various schemes and also

provided research direction in the area of VANET authenti-

cation.

None of the above survey gave clear and comprehen-

sive overview of VANET authentication and solutions to

key distribution. Also, none have discussed about 5G

technology and Blockchain application in VANET. This

survey in complementary to above will provide lucid,

easy to understand authentication, key distributions, etc.

in VANET.
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FIGURE 2. VANET System architecture.

B. OUR CONTRIBUTIONS

Our contributions to this survey are highlighted as:

1. A clear understanding of VANET, its requirements and

challenges have been presented.

2. The basics of authentication in VANET and how a RSU

provides the service has been presented.

3. Various authentication schemes have been discussed

and compared in terms of its security, privacy, and

scalability requirement.

4. Recent technologies such as Blockchain, 5G, SDN, etc.

applications in VANET for authentication have been

discussed.

This holistic survey is organized as follows: Section II

elaborates an understanding of architecture, communica-

tion, characteristics, attack classification, attack and security

requirements. Section III discusses the basics of authentica-

tion in VANET, meaning of certificate, and services provided

by RSU. Section IV presents the taxonomy of authentication

schemes in VANET. Security schemes in each category have

been analyzed based on the security, privacy and scalability

requirements. Section V discusses the recent advancements

in the technology to address the key distribution, timely dis-

tribution of keys, certificate revocation list (CRL) and com-

munication and computational overhead. Finally, conclusion

and future directions have been presented in Section VI.

II. UNDERSTANDING THE VANET

A. VANET ARCHITECTURE

Figure 2 shows a typical VANET system consisting of vehi-

cle, RSU, TA, etc.

Communication range in DSRC varies from 100 to 1000

meter while the data rate between 6 to 27Mbps. A safety

related message is usually sent in every 100-300s. Vehicle

communicates either to the other vehicle or RSU. RSU usu-

ally sends beacon messages at regular intervals.

The federal communications commission (FCC) has pro-

vided 75MHz band wide spectrum between 5.85-5.925GHz

for DSRC. The different components of VANET are

described as follows:

• Onboard unit (OBU): Each vehicle is equipped with

OBU which acts a transceiver to other vehicle’s

OBU or RSU.

• Road side unit (RSU): RSU is deployed along the

road/intersection/dedicated points. It has network device

for DSRC as well as communication with the infras-

tructure/TA/CA. RSU does tasks such as a) It relays the

messages to other OBUs and RSUs. b) It periodically

runs the safety applications. c) It facilitates the internet

connectivity to OBUs.

• Trusted authority (TA): TA sometimes also called as

certificate authority (CA) holds huge responsibility such

as trust and security of entire VANET. It verifies the

authenticity of a vehicle as well as the RSU to establish

secure communication. It holds power to revoke the

legitimacy of a vehicle or RSU if it misbehaves and

become malicious. Thus it is desirable that the TA must

have high computational capability and storage.

The WAVE model shown in Figure 3 is a layered architec-

ture consisting of standards such as IEEE 802.11p, 1609.4,

1609.3, 1609.2, 1609.1.
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FIGURE 3. WAVE model with IEEE standards.

B. VANET CHARACTERISTICS

Following characteristics of theVANET are noteworthy in the

understanding and designing the authentication schemes.

• Mobility: Since nodes (vehicles) are moving at high

speed, so a small delay in V2V communications leads

to a catastrophe.

• Dynamic network topology: It is difficult to find the

malicious vehicle moving with high speed due to

dynamic network topology.

• Real-time constraints: Transmission in VANET follows

time constraints and the vehicles need to respond or take

decision with the given time limit.

• Computation and storage: It is usual to process large vol-

ume of data of vehicle and infrastructure. Hence, storage

and computation are challenging issues in VANET.

• Volatility: Vehicle can join or leave VANET at will. So,

a vehicle which has joined the VANET may not join

later. Hence, it poses security challenges in VANET.

C. ATTACKERS CLASSIFICATION, SECURITY ATTACKS AND

REQUIREMENTS

VANET is susceptible to security attacks and hence it is

important to identify the attack and mitigate so that attacker

cannot alter the safety message. An attacker can be classified

based on their behavior and scope of damage they can do in

VANET [15]. The description of attacker classification is as

follows:

• Active attacker: These attackers generate bogus message

as well as stop forwarding the received message.

• Passive attacker: These attackers only eavesdrop on the

wireless channel collecting traffic information and for-

ward it to other attackers.

• Inside attacker: These attackers possess complete

knowledge of the network configuration and hence are

very dangerous compared to other attackers.

• Outsider Attacker: These attackers being not authenti-

cated are less dangerous than the insider attackers.

• Malicious Attacker: These attackers have the main goal

of harming other nodes without any personal benefit.

They can severely damage the network.

• Rational Attacker: These attackers harm the network for

their personal benefit and can be easily tracked.

• Local Attackers: These attackers can perpetrate only to

limited area.

• Extended Attackers: These attackers have higher range

and can attack across the network.

Researchers have identified various attacks in VANET which

are explained as follows:

• Impersonation attack: In this the vehicle uses the iden-

tity (ID) of other vehicle and shows to be trustworthy.

• Modification attack:Here the attacker modifies the mes-

sage to put false information

• Replay attack: In this, the attacker creates a dilemma to

vehicles in VANET in case of emergency situation by

continuously injecting old beacons and messages.

• Bogus information attack: Here, the attacker puts false

and incorrect information in the broadcasted message.

• Sybil attack: A Sybil is any vehicle which forges the

identity of other vehicle to abrupt the normal functioning

of the VANET.

• ID disclosure attack: When a vehicle is able to

steal or get the ID details of another vehicle.

• Location tracking: In location tracking, an attacker tries

to locate the vehicle, i.e. they track the location.

• Denial of service (DoS): This attack happens when

an insider or outsider jams the communication chan-

nel or overrides the VANET resources.

For secured communication, the requirements such as node

authentication, message authentication, privacy preserva-

tion, non-repudiation, low communication and computational

overhead, traceability and un-linkability must be satisfied by

the authentication schemes in VANET.

III. BASICS OF AUTHENTICATION IN VANET

Authentication in VANET is done at node level as well as

message level. At node level, vehicles and RSUs are usually

authenticated which verify its legitimacy in the network.

At message level, message is authenticated to guarantee the

integrity of the message.

Vehicle owner physically provides the details such as elec-

tronic license plate (ELP) provides unique ID and processes

cryptography operation which is installed on every new vehi-

cle consisting of driver identity, and home address etc. to

the CA/TA as a part of the registration. The registration with

the CA/TA is mandatory initial step to provide services to the

legitimate users.
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FIGURE 4. V2V message format.

Each vehicle gets the private, public key pairs and cer-

tificate with unique identity from the CA/TA. The process

involves key generation that utilizes digital signature algo-

rithms normally.

The certificate issued to a vehicle is a public key certificate

which is used in combination of the private key for V2V and

V2I communication. To send a safety message, each vehicle

uses its private key and attaches its certificate issued by the

Certificate Authority as shown below by eq. (1) [15]:

SV → # : Sm, SigPrKV [Sm |TS ] ,CertSV (1)

where,

SV = Sending vehicle

# = Number of message receivers

Sm = sending message

SigPrKV = signature of sending vehicle using private

keyPrKV

| = used for concatenation operation

TS = Timestamp

CertSV = Public key Certificate of sending vehicle issued

by CA

While at the receiver side, the certificate CertSV of the

sending vehicle SV must include the values as shown in

eq. (2):

CertSV = PubKSV | SigPrKCA [PubKSV | IDCA] (2)

where,

PubKSV = Public key of sending vehicle PrKCA

SigPrKCA = CA’s signature with its private key

IDCA = CA’s ID

In V2V communication:

• A vehicle initiates the entity (other vehicle) and mes-

sages authentication on the reception of a safety mes-

sage.

• The recipient vehicle performs the authentication of

received message.

• It checks the certificate revocation list (CRL) for the

revocation status.

• If the sending vehicle is there in the revocation list, then

the message is dropped else recipient vehicle verifies the

certificate and digital signature of sender’s vehicle on the

received message.

CRL is maintained by the Certificate Authority/Trusted

Authority for recording the certificates of malicious vehicle.

Researchers specify different message format for commu-

nication. Figure 4 shows a typical message format in V2V

scenario.

• Group ID: Identify a vehicle associated with a particular

group.

FIGURE 5. Process for acquiring the services through the RSU.

• Payload: Consists of traffic-related messages to help the

driver to respond in case of emergency.

• Timestamp: Replay attack can be prevented by using

timestamp.

• Signature: To validate the integrity of the message.

• Valid time: The time the message would last, i.e. lifetime

in VANET.

In V2I communication, a vehicle requests to the nearest RSU

when they require services such as nearest restaurant infor-

mation, internet services, etc. In several research works, RSU

authenticates the vehicle. Authors [16], [17] have mentioned

the vehicle authentication by the RSU before the vehicle

broadcasts the message. Also the vehicle checks the authen-

ticity of the RSU in case it is fake or compromised. Fig-

ure 5 presents the process of services being provided by the

RSU to a requesting vehicle. TA/CA revokes the malicious

vehicle/RSU.

IV. TAXONOMY OF AUTHENTICATION SCHEMES

Among all security requirements, authentication is of prime

importance. It is the first line of defense which guarantees

that the message has been received from an authentic sender
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FIGURE 6. Authentication schemes in VANET.

FIGURE 7. Working of PKI based system.

and hence checks masquerading attack. Figure 6 shows the

taxonomy of authentication schemes.

A. AUTHENTICATION SCHEMES BASED ON

CRYPTOGRAPHY

Authentication involving asymmetric (first key is used for

encryption and the second key is used for decryption), sym-

metric (single key is used both for encryption and decryption)

and ID-based (similar to asymmetric schemes except the user

identity information is used to generate the public key) are

broadly comes under the authentication schemes based on

cryptography.

Public key infrastructure (PKI) is a framework which binds

public keys with respect to identities of the User. The binding

is done through registration and issuance of certificate by

the certificate authority (CA). The registration is done by

registration authority (RA) which ensures the authentication

of requesting entity. The private key also called as secret key

is used for signing and public key is used for verification.

Figure 7 shows the working of PKI based system.

ECDSA uses elliptical curve cryptography along with the

variant of a digital signature algorithm. It is used to encrypt

the message and only the authentic user can access the infor-

mation and hence provide more security. Different digital

signature algorithms are available.

PKI and ECDSA are examples of asymmetric cryptogra-

phy schemes. Though authentication is one of indispensible

requirement for secured communication in VANET, privacy

preservation is another important requirement which cannot

be neglected. Privacy is the ability of a person to selectively

reveal to special people/organization. During authentication,

the identity, address of the owner, vehicle location, etc. used

to generate the certificate, should not be revealed to any other

person/vehicle except the competent authority such as CA/TA

which is private to a user. Hence, authentication scheme

must ensure privacy preservation. Thus, the requirement for

privacy-preservation such as location tracking, un-linkability,

un-observability must be safeguarded.

Anonymity is a situation where real identity is not

known or spoken by anyone. Authentication schemes involv-

ing PKI preloads large anonymous certificates roughly forty-

three thousand eight hundred (43,800) and respective private

keys. Raya et al. [15] proposed anonymous authentication

where in spite of using a single public key, anonymous public

keys were used to preserve the privacy.With this, the recipient

does not identify the owner of the keys. Due to the high

revocation of malicious node, the list grows.

In [18], [19], authors have pointed out the requirements of

large storage space as well as delay in checking the revocation

list and timely distribution of CRL as a challenging issue in

VANET.

Calandriello et al. [20] have proposed pseudonymous on

the fly pseudonym generation using baseline pseudonym and

self-certification in combination of group signature to over-

come the storage and delay criteria as mentioned in [15].

Conditional privacy is a situation in which the iden-

tity is anonymous as long as it is not a malicious node.

Rajput et al. [21] proposed a mechanism to achieve condi-

tional privacy. In this, a vehicle was provided with two levels

of pseudonyms such as (i) base pseudonym and (ii) short time

pseudonyms.

Digital signature is a way to enhance the security

in VANET, thereby ensuring the authenticity, integrity,

non-repudiation of the message. ECDSA schemes are

recommended by IEEE 1609.2 to verify the mes-

sages [22]. Authentication schemes based on ECDSA

yield less computation overhead in contrast to Rivest–

Shamir–Adleman (RSA) employed authentication schemes.

Researchers [23]–[25] have discussed ECDSA.

Symmetric key cryptography also known as private key

cryptography, where single key called as secret key is used

for both encryption and decryption. Since same secret key is

exchanged between the sender and the receiver, it is faster in

execution and simpler in design than asymmetric cryptogra-

phy schemes.

Xi et al. [26] have used the concept of symmetric random

key set approach to provide the less overhead of the onboard

unit (OBU) and ensure privacy. However, symmetric cryp-

tography schemes do not guarantee non-repudiation since
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same secret key is used by the sender as well as receiver for

authentication process.

Authentication scheme such as (i) Message Authentica-

tion Code (MAC), (ii) Timed Efficient Stream Loss-tolerant

Authentication (TESLA) and (iii) Hash function fall under

symmetric key cryptography.

The MAC algorithm takes secret key and message as

input and generates a tag and appends it before sending.

At the receivers’ end, same secret key is used to calculate

the tag. A message is authenticated only when the two tags

are same. MAC algorithm guarantees message integrity and

authenticity.

Lin et al. [27] proposed timed efficient and secure vehic-

ular communications (TSVC) scheme where they used short

MAC tag appended to each packet for the packet authenti-

cation. Simulation results demonstrated that TSVC performs

well in terms of packet loss ratio compared to existing PKI

based schemes when there is a heavy traffic.

In [28], author proposed a conditional privacy preserva-

tion schemes based on message authentication code. In this,

a vehicle can get its group key using verifiable secret sharing

for message generation and authentication. It satisfies the

basic security and privacy requirements as well as incur less

computational and communication overhead.

The hash function is employed to test themessage integrity.

The hash function generates the hash value or the messages

digest for a given message as an input which is appended

to the message before sending to ensure message integrity.

If the attacker modifies the message in transition, then it will

generate a different hash value for the altered message and

hence the message will be dropped by the receiver.

In [29], authors have proposed authentication scheme

based on the Chinese remainder theorem (CRT) to ensure

conditional privacy preserving. They have eliminated the

storage of master key into the tamper proof device (TPD) to

reduce the computational overhead. The scheme does not use

bilinear pairing and operation such as map to point during

authentication process and hence achieves faster signature

verification even the number of signature grows high. The

scheme is able to resist common attack and achieve better

performance with less communication and computational

overhead.

In [30], authors have employed a decentralized lightweight

authentication scheme named as Trust Extended Authenti-

cation Mechanism (TEAM) for V2V communication. They

have used hash chain for calculating the secure secret key set.

It satisfies anonymity and other security requirements.

The TESLA uses precise MAC and also employs hash

chain. TESLA allows the recipients to check the integrity and

authenticity of source for each packet in multicast or broad-

cast data streams [31].

Bao et al. [32] proposed lightweight authentication based

on TESLA and Bloom Filters to prevent active attacks and

ensure a privacy-preserving.

Identity based cryptography (IBC) uses its identity infor-

mation such as email to generate the public key. It does not

use certificate to authenticate the message, hence the message

overhead is reduced and low. Also, it improves the VANET

communication due to non-maintenance and management of

CRL.

In [33], authors have proposed a decentralized privacy

preservation scheme using asymmetric identity and hash

based message authentication code (HMAC). Simulation

result shows that the given scheme is lightweight, robust

and is able to resist common attack. However, the scheme

does not ensure conditional privacy, location tracking and un-

observability.

In [34], authors have discussed a privacy preservation

authentication scheme. The scheme includes four phases and

uses a single hash function, secret key and pseudo-identity.

Proverif tool has been used to verify that the scheme sat-

isfies the security and privacy requirements. The scheme is

lightweight, robust and incurs less computational and com-

munication overhead as it uses only hash and exclusive-OR

operation and authors discussed the improvement of work in

scenario of 5G and edge computing applications in VANET.

Azees et al. [35] used anonymous authentication to avoid

entry of malicious vehicle into the VANET and employ

conditional privacy tracking mechanism to revoke the vehi-

cle in case of any misbehavior. They used bilinear pairing

technique. Anonymous authentication is achieved through

five dedicated phases, i.e. (i) registration and key gener-

ation, (ii) anonymous certificate generation, (iii) signature

generation, (iv) verification, and (v) conditional tracking.

The performance analysis has been carried out in terms of

computational cost of the certificate, RSU serving capability,

and signature verification process. It provides minimum cer-

tificate and signature verification cost with location tracking.

The scheme is able to resist the common attack and ensure

privacy preservation.

B. AUTHENTICATION SCHEMES BASED ON SIGNATURE

Cryptography schemes such asymmetric, symmetric and ID

based use single user signature for authentication which pose

the issues such as key management, frequent change of pub-

lic/private key pair and computation/communication over-

head. Researchers have proposed authentications schemes

using Group signature. Authentication based on Group sig-

nature resembles the similarity of public and private key

pair with one change. Anonymous authentication is provided

to preserve the privacy [36] which is a property of Group

signature. Here, any member in the group can use its private

key to sign the safety message. The recipient at the receiving

end confirms the sender by verifying the signature using

group public key and it only reveals the identity of the group

manager.

Vijayakumar et al. [37] have used a dual authentication

scheme based on group communication in VANET. The

scheme depends on the vehicle secret key and finger print of

individual user.

Here, CRT based key management is used to minimize the

computation. Also, the information to update the group key
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TABLE 2. Comparison of schemes based on the security requirement.

TABLE 3. Comparison of schemes based on the privacy, conditional privacy and overhead.

in case of group membership is also minimized. The scheme

incurs less computational and communication overhead and

is able to resist common attack but fails to resist location

tracking, conditional privacy.

In [38], authors have employed regional trust authority in

its anonymous authentication scheme (AAAS) in VANETs.

They have used Group signature to satisfy the anonymity and

conditional privacy.

Islam et al. [39] have employed Password based and Group

key generation protocol to achieve conditional privacy. The

protocol does not employ bilinear pairing and elliptical curve,

hence incur less computational overhead.

C. AUTHENTICATION SCHEMES BASED ON VERIFICATION

InVANET communication, a vehicle can transmit safetymes-

sages and it must be verified within 300ms by the RSU/other

vehicles in the range. At areas with dense traffic, the number

of messages grows and starts accumulating for verification.

If themessages do not get verifiedwithin the time limit, it will

be either invalidated or discarded. Also, it may lead to acci-

dent or any grievous situation. In order to tackle the timely

verification of messages with less delay and less communi-

cation and computational overhead, verification of messages

can be done either batch wise or cooperative way. The class of

authentication algorithm designed can be (i) Authentication

scheme based on batch verification and (ii) Authentication

scheme based on cooperative verification.

Wu et al. [40] have proposed a batch assisted verification

scheme to verify themessage faster with reduced delay. In this

scheme, they have taken some terminals and RSU to jointly

carry the task ofmessage verification. Also, the scheme scales

ten times more as compared to the schemes where RSU is the

only verifier for message verification.

In [41], authors have proposed an identity based batch ver-

ification scheme to ensure security and conditional privacy.

The scheme performs well as compared to schemes using

bilinear pairing technique.

In VANET, each vehicle verifies the safety messages as

soon as it receives it and in traditional system it is a redundant

process which incurs delays in verification process when

number of messages grows to a huge number. One solution

is to use, cooperative message authentication.

Lin and Li [42] have proposed an efficient cooperative

message authentication (ECMA) scheme to reduce the redun-

dant authentication process on the same message by each

vehicle in the range. Free riding attacks are used by selfish

vehicle. To avoid free riding attack, the scheme introduces

an evidence token to find out the contribution of the vehicle
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authentication process without the involvement of the TA.

A vehicle obtains an evidence token as soon as it passes by

the RSU which reflects its contribution in the past.

In [43], authors have employed a reliable cooperative

authentication scheme. In this, they have used success report

to avoid synchronization problem between cooperative and

non-cooperative vehicles. The simulation results show that

there is no message loss even when there are 200 vehicles

per km.

The comparison of schemes discussed in Section IV (A,

B, and C) based on the (i) security requirement, (ii) privacy

requirement and scalability are listed in TABLES II and III.

V. RECENT ADVANCEMENTS IN VANET AUTHENTICATION

A. 5G NETWORK AND 5G-SDN FOR VANET

5G technologywith its improved data rate, latency, and cover-

age in contrast to 4G is going to boost the VANET experience

[44]. Karagiannis et al. [45] have found poor scalability and

low capacities in their studies to IEEE 802.11p which have

been extensively used for VANET communication. Taking

note of its deficiencies, Araniti et al. [46] have discussed the

strength and weakness of Long-Term Evolution (LTE) as a

promising technology for VANET communication. However,

the LTE standard fails to meet the delay requirements of

vehicular communication and network performance is down

because of high interference as pointed by Ge et al. [47].

Inclusion of technologies such as millimeter waves, visible

light communication, and massive multiple-input-multiple-

output (MIMO), 5G can scale to 10 to 100 times connected

vehicles and user data rate [48].

Lai et al. [49] have reviewed security and privacy in 5G

enabled VANET. They have discussed the architecture of a

5G enabled VANET comprising of three layers viz. (i) vehicle

stratum, (ii) network stratum and (iii) application stratum

as shown in Figure. 8. DSRC, millimeter-wave (mmWave),

LTE-V-Direct may be used by vehicles in vehicle stratum for

communication. Vehicle can access the 3GPP core network

through base station or RSU. 3GPP core network, trusted

third party (TTP), service provider and cloud are the main

components of network stratum. Vehicles can use the cloud

via the 3GPP core network. Network function virtualization

(NFV) consists of (i) data function (DF), (ii) control andman-

agement function (CMF), (iii) security and privacy function

(SPF). Access, mobility management, police control, session

management, authentication, channel establishment, etc. are

some of the functions of CMF. DF just contributes to packet

forwarding while security and privacy services are taken care

by SPF.

TTP consists of CA and trusted identity manager (TIM).

(i) vehicle to infrastructure (V2I), (ii) vehicle to network

(V2N), (iii) vehicle to vehicle (V2V) and (iv) vehicle to

pedestrian (V2P) are four v2X communication supported by

3GPP. They have discussed essential security requirements

such as confidentiality, integrity, authenticity and replay

attack with available solution and privacy issues. Security

and privacy in autonomous platoon has been discussed as a

case study. Open research challenges such as inclusion of

Internet Protocol Version 6 (IPv6) in 5G technology, resource

utilization, etc. have been discussed.

Ouaissa et al. [50] have proposed an authentication and key

agreement protocol over 5G network. They have used Elliptic

Curve Diffie-Hellman (ECDH) and MAC. They have ana-

lyzed their protocol on automated validation of internet secu-

rity protocols and applications (AVISPA) and found to have

less computational overhead as well able to resist the attack

such as message modification, Man in middle attack, replay

attack, DoS attack and also fulfill the security requirement.

However, the scheme does not guarantee privacy require-

ment.

Zhang et al. [51] have proposed an authentication scheme

by employing 5G technology and edge computing. At first

an edge computing vehicle is authenticated and selected

using fuzzy logic rule. Secondly, the edge computing vehicle

and ordinary vehicle undergoes mutual authentication. The

scheme is fast, incurs low computational overhead and is able

to resist common attack and ensure privacy preservation.

Quan et al. [52] have proposed software defined vehicular

networks with collaborative crowd sensing using smart iden-

tifier networking (SINET-V). Experimental response shows

that SINET-V satisfies the quality of service requirements in

realistic urban vehicular scenario.

Huang et al. [53] have proposed crowd sensing via Deep

Reinforcement Learning to enhance the privacy preservation.

With rise of internet of things (IoT), crowd sensing is of huge

importance. In this, incentive is provided for the participants

ensuring resistance to privacy leakage. Extensive simulation

has been carried out to prove its effectiveness in ensuring

privacy preservation.

Zhang et al. [54] have proposed 5G-SDN based privacy-

preservation authentication scheme. Software defined net-

work (SDN) when used with 5G enhances the performance.

In this scheme, they have used elliptical curve cryptography

and registration list (RL) for securing the VANET. In this

scheme, they have obtained conditional privacy and thousand

messages can be authenticated within short time period. The

scheme is able to resist the attack, ensure conditional privacy

and scalability requirement.

Nakamoto [55] have proposed drone assisted anonymous

authentication for rural and mountainous areas where sig-

nal is poor with lot of interference using 5G technology.

In this, DSRC interact and communicate with drone for vehi-

cle in areas having bad signal strength. The drone commu-

nicates to the control center through 5G technology. This

way, the scheme is able to a cover a wide area and uses

hybrid cryptography schemes to resist various attacks and

ensure privacy. Also, the scheme incurs less computational

and communication overhead as per the simulation results.

B. BLOCKCHAIN FOR VANET

PKI based system rely on TA/CA and certificate which

leads to cumbersome certificate management while ID-based

scheme relies on key generation which suffers from key
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FIGURE 8. Architecture of 5G enabled VANET [49].

escrow problem. Though, a hybrid scheme can overcome

the issue but it may not be scalable enough. Also, key

management and certificate storage becomes a major issue

when CRL grows. In case of electric vehicle (EV) charging,

vehicles have to rush to charging station at regular interval

because of limitation of km per charge which raises pri-

vacy issues for the user. Currently, vehicular social networks

(VSN) take lead in the establishment of vehicular based

services. Thus user data and privacy taking care as VSN is

going to generate voluminous data. To mitigate all the above

mentioned issues, Blockchain first proposed by Nakamoto

[55] can be exploited because of its attractive features such as

(i) Decentralization (ii) Tamper-proof (iii) Trustworthiness,

and (iv) Anonymity. Figure 9 shows the basic architecture

of a Blockchain. In this, each block consists of two hash

values such as current and previous to build the chain. Block

2 consists of hash value of Block 1 (a previous block) and

Block 3 consists of hash value of Block 2 a previous block)

and so on.

• Decentralization: A Blockchain is not governed by a

single authority rather a group of peer maintains the

network, making it decentralized in nature.

FIGURE 9. Blockchain architecture.

• Tamper-proof: Every created block has hash value of

previous block and if anyone wants to tamper the data of

a particular block then the hash value will change which

makes Blockchain as tamper-proof.

• Trustworthiness: Each transaction in a block consists of

many transactions and is recorded as hash value. As it

is tamper-proof, no intruder can add or change the block

which attracts the trustworthiness of the user.

• Anonymity: Since the content is in hash value and not

the exact content, hence displays anonymity.

Ma et al. [56], have proposed a decentralized key manage-

ment protocol for VANET using Blockchain technology to

automatically register, update and revoke the user’s public
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key. They have proposed mutual authentication and key

agreement by employing bivariate polynomial. The scheme is

able tomitigate the DoS, internal attack, public key tampering

attack and collusion attack. At the same time the protocol

performs well with less storage, computational and commu-

nicational overhead. The scheme removes the dependencies

on TA as in case of PKI system and at the same time ensures

the anonymity which is required for privacy preservation.

Lu et al. [57] have proposed an authentication schemes

for privacy preservation in VANET. Merkel Patricia tree

(MPT) has been used to provide distributed authentication

schemes free from revocation list. Vehicles were allowed to

use multiple certificates to achieve conditional. The perfor-

mance of each entity has been tested on Hyperledger Fabric

(HLF) platform. The simulation results demonstrate that the

scheme meet the real time constraint as each vehicle is able

to authenticate below 1ms. Also, storage and processing time

has been considerably reduced as compared to the previously

implemented schemes.

Lin et al. [58] have proposed an effective certificate man-

agement scheme. In this scheme, PKI based Elliptical Curve

Digital Signature Algorithm (ECDSA) based on a public

Blockchain (Ethereum) have been used for secured commu-

nication. This way, participating vehicle need not to store

private keys which further reduces verification time and cost.

The scheme has been tested on Rinkeby (Etherum test Net-

work) and simulation has been carried out on NS-2 and

VanetMobiSim for its effectiveness. The scheme is able to

meet security and conditional privacy requirement for the

deployment of the VANET.

In [59], authors have proposed Blockchain based secure

payment scheme in VANET taking two scenarios (i) park

toll management system and (ii) electronic toll collection.

The payment scheme viz. (i) V-R transaction and (ii) V-Rs

transaction are effective and robust. In this only RSU takes

part in the consensus and all transaction run in the smart

contract automatically. Also, it is able to mitigate security and

privacy requirement.

Liu et al. [60] have used Consortium Blockchain based

unlinkability authentication scheme. In this scheme, the ser-

vice manager (SM) is dispersed to constitute a distributed

database for data sharing. Each vehicle generates different

pseudonyms and initiate authentication. SM uses local data to

verify the authenticity of the vehicle. This scheme is able to

ensure stronger anonymity and unlinkability but fails to resist

collusion attack between SMs and linkability by cooperating

SMs.

Liu et al. [61] have presented a software defined vehicular

networks with collaborative crowd sensing using smart iden-

tifier networking (SINET-V). Experimental response shows

that SINET-V is able to provide the quality of service in

realistic urban vehicular scenario.

VI. CONCLUSION

In this comprehensive review, a clear understanding of

VANET architecture and challenges in the deployment has

been presented. Then, a basic idea of authentication is elab-

orated in terms of message exchanged between V2V and

service provided by RSU. Further, a detailed discussion and

comparison on the taxonomy of authentication schemes from

recent work based on security, privacy, scalability, low com-

munication and computational overhead has been presented.

The authors have found the gap, such as reliance on TA/CA,

maintaining a CRL, privacy of a EV in case of visiting

charging station frequently because of per charge limitation,

wide coverage where signals are weak, emergence of VCN

and huge data generation etc. To mitigate the above issues,

an overview of 5G, 5G-SDN and Blockcahin application for

VANET authentication and privacy mitigation have been pre-

sented. Furthermore, researchers are motivated to use hybrid

schemes such as SDN-Blockchain along with traditional

cryptography schemes to build a robust and scalable scheme

for the successful deployment of the VANET. Trust is another

important research domain in VANET which needs critical

attention.
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