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Abstract: Cloud computing has emerged as the most dominant computational
paradigm in recent times. There are tremendous benefits for enterprises adopting
cloud technologies. It provides resources and services on demand, pay-as-you go
basis. This includes infrastructure, platform and software services. But there are still
a number of security threats and challenges associated with utilizing cloud
computing. A proper access control is the fundamental security requirement in any
cloud environment, to avoid unauthorized access to the cloud systems. As cloud
computing supports multi-tenancy and has a various categories of users with
different sets of security requirements, traditional access control models and policies
cannot be used. This paper discusses on various access control models used for cloud
environment and presents a detailed requirement analysis for developing an access
control, specifically for the cloud. A comprehensive study on various security
problems associated with outsourced data on the cloud and their existing solutions
are also described, with the future research directions.

Keywords: Cloud computing, cloud security, access control in cloud, cloud storage,
data privacy.

1. Introduction

Cloud computing is a new promising mode of business computing. It can be called
“Computing as Utility”, which enables convenient, on-demand network access to a
shared pool computing configurable and scalable resources. These resources are
provided in a massive and virtualized manner, managed by professional service
providers called Cloud Service Providers (CSP). The cloud model simplifies
installation, operation and maintenance of information systems. It reduces costs and
boosts system reliability and efficiency. Rather than purchasing infrastructures, users
can lease these resources and save a great deal of capital. Microsoft, IBM, Google,
Amazon, CloudSafe, etc., provide cloud services. Cloud services are measured
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services and are characterized as on demand self-services, with broad network access,
rapid elasticity and pooled resources for sharing. The resources that are being shared
can be applications, hardware and system software as various services.

Based on who provides these services, there are four cloud delivery models
namely, private cloud, public cloud, community cloud and hybrid cloud. If cloud
services are provided solely for an organization, which are managed by the
organization or an authorized third party, it is known as a private cloud. Public cloud
services are available to the general public and offers storage, applications and other
resources, for example, Amazon cloud service. Community cloud services are shared
by several organizations for supporting a specific community. These services may be
managed by the organizations or a third party. A hybrid cloud is a combination of
different cloud computing infrastructures (public, private or community).

Similarly, based on what all services are offered, the National Institute of
Standards and Technology (NIST) [1] has identified three basic cloud service
models: (i) Software as a Service (SaaS) which offers renting application and
functionality from a service (ii) Platform as a Service (PaaS) provides a development
and execution environment by which applications can be developed and executed.
(iii) Infrastructure as a Service (laaS) offer computing power and storage space on
demand by the vendors.

Many security and privacy vulnerabilities in accessibility, virtualization and web
application are discussed in [2, pp. 1-9]. Data storage security, security of data in
transmission, security of the application and security and trust related to third party
resources are some of the fundamental challenges in the Cloud environment. It also
identifies some obstacles in the adoption of cloud by the customers such as
availability of service, confidentiality and auditability of data, unpredictability in
performance, scalable storage, data lock-in, and bugs in large distributed systems and
software licensing. In [3], the issues of control, latency, reliability, bandwidth costs,
transparency and standards are also been discussed.

Conventional security attacks in the distributed environment are also applicable
in cloud, such as malicious code (Viruses, Trojan Horses), Man-in-the Middle attack,
back door, distributed Denial-Of-Service (DOS) attack [3], insecure APIs, abuse and
nefarious use of cloud computing and malicious insiders [4]. Due to these attacks,
cloud services could be inaccessible which generates a negative impact. Availability,
integrity and reliability are also important in cloud services [2]. It is also noted that
cloud computing has brought new concerns such as moving resources and storing
data in the cloud which reside in another country, having different regulations. When
different CSPs use various technologies, the complications may increase, like
potential heterogeneity issues [5]. Virtualization related security issues [6] in cloud
are also a major research topic.

Among the various issues and challenges, security and privacy of outsourced
data are to be considered seriously, as they are the two main factors of user’s concerns
in the cloud adoption. As per a recent survey [7] conducted by IDC Enterprise Panel
on cloud services, 87.5% of the participants were worried about the security and
privacy of their data on the public cloud, which is owned by others and supporting
many users (multi-tenancy).
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Appropriate access control mechanisms should be adopted to secure data in the
service oriented cloud model. The information in the cloud is being shared among
different entities with varying degrees of sensitivity. Our in-depth investigations on
cloud security revealed the fact that an efficient, robust, precise, flexible and fine
grained access control is one of the fundamental requirements to ensure the security,
confidentiality and privacy of user’s data, which is quite challenging too.

Most of the traditional access control models are not suitable for cloud
environment. They lack flexibility in managing the attributes and also have scalability
issues. Conventional methods fail to support the dynamic and sophisticated nature of
cloud environment, dealing with large number of users in the cloud [3]. Resource
sharing among untrusted cloud tenants, in the multi-tenant, heterogeneous,
virtualized cloud environment with an access control policy is always a challenge.
Extending an existing conventional access control policy, for the cloud may not be
suitable as conventional models are specific to a problem, targeted for a particular
platform.

In this paper, we have performed a detailed investigation and analysed various
conventional access control models and their limitations to use in the cloud. The
fundamental requirements for developing an access control scheme, suitable for the
cloud are also identified, which have not yet been adequately investigated.

The layout of the paper is as follows. Section 2 describes various traditional
access control models and their short comings. Next Section 3 describes various
requirements that are to be addressed for developing an access control model for the
cloud. In Section 4, a comprehensive study on various problems associated with
outsourced data on the cloud and the current proposed solutions are described.
Attribute Based Encryption, a promising access control scheme for the cloud is
briefly described in the Section 5. This is followed by a discussion on future research
directions and conclusions, in Section 6.

2. Access control in cloud

A group of rules and procedures that would help and enable legitimate users
authorization to various data access [8]. The cloud computing security possesses
various control based compliances in order to safeguard information within the cloud
computing users. The fundamental goal of any access control system is restricting a
user to exactly what he should be able to do and protect information from
unauthorized access. There is a wide variety of methods, models, technologies and
administrative capabilities used to propose and design access control systems. Thus,
each access control system has its own attributes, methods and functions, which
derive from either a policy or a set of policies.

The very basic nature of cloud such as on-demand and shared services and
mobility makes its access control, an area of particular concern. Thus, cloud service
providers need a strengthened access control system for controlling admission to their
resources with the ability to monitor precisely who accesses them. They should have
the ability to deal with dynamic and random behaviour of cloud consumers,
heterogeneity and diversity of services. Thus, each access control system undergoes

21



a varied designing and methodology developed to suit the rational behavior of the
users.

This segment presents a brief overview on various traditional access control
schemes. It also exposes the need for improved access control mechanism specifically
for the cloud.

2.1. The need for an improved access control schemes for cloud

Earlier user security needs were developed to match a specific environment. As a
result of this disparity, there Evolved two access control models, called Discretionary
Access Control (DAC) and Mandatory Access Control (MAC) [9]. These traditional
models were used in military and commercial security. They have their own
advantages but they do not provide a favorable paradigmatic for cloud computing and
these flaws led to the proposal of other models such as Role-Based Access Control
(RBAC) specifically designed to suit the cloud environment.

2.1.1. Mandatory access control model

In Mandatory Access Control (MAC) model, only the administrator can determine
and manage the access controls. He can decide and define the access policy which
cannot be altered by any other users. In the MAC model, the administrator assigns
different security labels to the subject and object. These security labels help to protect
the flow of information from the higher secure level to the lowest [10]. This Model
is known for its multilevel security system. The main area of focus in MAC model
relates to protecting and controlling the data flows. This model overlooked many
other facts which led to the development of a more improved model by [11], which
aimed at focusing on the integrity of the objects.

Despite the development and improvisations done on a MAC model, both the
abovementioned models could not assure complete confidentiality. Indeed MAC
Models are very overpriced and complicated at the deployment stage and does not
back separation of duties, minimal privilege, and delegation or inheritance principles.
These models require clear cut frameworks for handling various system units that are
present either externally or internally. They also lack in identifying the zone factors
and also do not support vital and immediate functioning of access privileges for
particulars task. Most of the credible units that MAC models uses may have to violate
the MAC principles, which has made its existence as an alien in the whole system.
As per [8], the creation or destruction of subjects or objects is yet not handled by the
Bell-LaPadula model (BLP) specified by [10]. Most of the job execution may not be
smooth due to rigid security titles and need for a pivotal control to decide on the
access rights. For example, the credit card department of a bank wants to know the
details about a client, but their access rights shall be limited only to certain
information’s and not all the information about the customer that are confidential to
the banking department. The need for use of present web applications for cloud
computing has in its turn caused the MAC model to handle intricate and complex
semantic models which denotes rights and restriction that are included in the access
control policies.
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2.1.2. Discretionary access control model

In Discretionary Access Control (DAS) model, the owner of the objects determine
the permission rights on the objects or data that needs to be accessed based on the
membership in a particular group or users identities. When compared to MAC model,
the DAC model cannot be used in areas which need higher level of security. The
commercial operating systems like UNIX and Window based platforms make use of
DAC model, as this model is very flexible and simple to use [12]. The discretionary
access control can be put into use either by using the identity-based access control
or by means of access control matrix — Access Control List (ACL) or capabilities
[13].

As far as the usage of DAC model in cloud computing is concerned, this model
has to face a lot of challenges such as the absence of a proper methodology to handle
improper rights, which the user gets from the owners, access permissions. This model
also entitles the user to share vital information about objects to outsiders as certain
access rights can be misused and leaked. The DAC model does not safeguard the
secrecy and integrity of objects as the user can handover their rights to another parties.
The DAC model does not restrict the flow of information or handle any viruses which
can indirectly possess the access permission [14]. The DAC model’s inability to
maintain privacy and various access permission policies proves it as a non-viable
model for cloud computing.

2.1.3. Role based access control model

The role based model is a normal way to control access as this model works on the
basis such that the responsibility of the subject is more vital that what the subject is
[9, 15]. Role Based Access Control (RBAC) model provides the flexibility to a
subject that it can have multiple roles or membership in multiple groups. In this model
the roles are predetermined to the task which is based on the access permissions. This
model works on the workflow authorization model in order to combine and blend
workflow with authorization flow. Further to this, RBAC model paved way for the
development of another model called Task Role Based Access Control (T-RBAC)
[16]. This model makes use of active access control for task and passive control to
define the roles.

As whole, the RBAC model proved to be superior than DAC and MAC model
[17] but in spite of the various advantages the RBAC model possess, the task of
determining the definite role featuring a system and categorizing the subject based
on these roles, make this model hurdle some. In order to access the system, each
subject is assigned a role, as the basic functioning of the RBAC model involves
categorizing the subject in to numerous categories. The RBAC model can invite
violation of access policy as multiple roles (e.g., an employee in an organization can
belong to groups in the same organization) can cause threat of higher rights being
shared and misused, which can result in the user enjoying more privileges than actual.

The RBAC model faces many challenges such as:

a. This model fails to work on the Principle of delegation in an organization
structure at times of absence of a particular employee. It does not take into account
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the zone factor, i.e., the time and location factor which enable to limit access
permission and hence reducing the chance of security threats.

b. This model does not consider the random and dynamic behavior of users and
furthermore do not offer sensitivity to the information.

c. The RBAC model does not support dynamic activation of access rights and
cannot separate task form roles.

d. Identities and roles define and decide the relationships between users.

e. The absence of various complex semantic models for communicating with
privileges makes RBAC model weak for cloud computing usage.

f. The static test such as testing and verifying the access control functions are
highly needed for proper functioning of cloud computing. There also exist various
other dynamic compliance functions which can serve as support function [18].
Ensuring the response time and system requirements are vital in cloud computing
applications and hence a prior check of the same shall be done before using RBAC
model in cloud computing. (e.g., in many applications such as banking system, health
care etc. the response time is very critical and important with the users).

g. RBAC model cannot be successfully implemented in cloud computing
systems where in access to a sequence or series of operations cannot be ascertained.
(e.g., Health care system involves a multiple stages of operations).

2.1.4. Attribute based access control model

The Attribute Based Access Control (ABAC) model (Fig. 1) mainly depends on
group of attributes that are needed to make any access decisions [19]. In ABAC model
the attributes can be characterized or used in multiple ways such as role, location or
start date of any project for any user which may or may not be connected to each
other [20].

Once the attributes are identified, they are treated as discrete values and are
matched with the set of values that may or may not be allowed access, based on the
policy decisions. These models are also named as Policy Based Access Control
(PBAC) or Claims Based Access Control (CBAC).

Rules

Assct Altribule

Alribule

S 0

Fig. 1. Attribute based access control
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In ABAC model, the system needs not know the subject beforehand. The
attributes are provided only once the subjects are identified as genuine by the system.
Suggesting a suitable security policy for these models can be very crucial as these
policies are in charge of choosing the attributes which are needed to take corrective
access decisions. A more detailed study on ABE is given in Section 5.

2.1.5. Risk based access control model

This model evolved to cater to different rules, regulations and policies that tie up any
giant organizations [21]. The Risk Based Access Control (RBAC) model works on
various levels of risk in accordance with the prevailing situations. The various access
decisions are taken on the basis of operational need principle [17]. The security policy
in RBAC models are constantly evolving. The security policy in this model keeps
changing on the basis of the risk levels. The RBAC models cannot or rather is
insufficient for its use in cloud computing due to its vast analysis and the need to
combine different number of systems in order to calculate the levels of risk. In order
to make a corrective access decision, a proper regulation [17] of different security
policies and environment is very vital. Another risk based access control model
called, Quantified Risk Adaptive Access Control (QRAAC) was proposed in [22] and
the risk is calculated as the product of information value and the unauthorized
disclosure probability which denotes the trustworthiness of the cloud user. The
information value identifies the level of sensitivity of the resources. These models
are very complex and hence expertise person are needed to handle this model.

3. Basic requirements for access control schemes in cloud

A detailed analysis has been carried out, in order to identify the basic and important
access control requirements for cloud systems and it is described below.

1. Remote access and authentication with dynamic performance. Cloud
computing should support remote access to its resources and it should be dynamic
and scalable. Hence any access control system should possess these characteristics
[3]. The major requirement in any cloud based system is the need for a trustworthy
authentication system [23]. Once the authentication is completed then only the system
can perform its next level. Hence it is very important for any cloud system to build a
strong authentication system with various security features. The most vital factors
such as time of authentication and login should be considered as these factors also
contribute to the successful functioning of the system. It is also very essential to
consider various security enhancements such as identity management, mutual
authentication, which is combined with authorization mechanisms in the
authentication system for cloud users.

2. Support for heterogeneity and interoperability. Cloud systems and services
are based on diverse technologies, with differences in software and hardware. This
causes the heterogeneity issues in the cloud [24] and this requirement must be
addressed in designing the access control systems. Different cloud service providers
deliver their services with some specialties and as per customer’s requirements. They
may sometimes collaborate [25] by contributing their resources together. This forces
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the access control system to support interoperability, which allows users moving from
one service provider to another.

3. Complexity and response time. The complexity of the decision making
algorithm used in the access control system and its response time are the major factors
that influences the quality and efficiency of the service [26].

4. Trust factor. The concept of trust relations between the cloud service
providers and the users need more improvement in terms of deciding the trusted
behaviours of both of them and assessing these behaviours to be taken into
consideration [3] in further access decisions.

5. Scalability. Another aspect that is to be considered for cloud based access
control system is its scalability [27]. The number of users and evaluation of access
policies are to be considered for its scalability. Various costs, such as operational,
management and maintenance costs are also should be taken into consideration with
scalability.

6. Selection of attributes. The decisions taken by the access control systems
are based on various attributes in the cloud environment. But it is a complex task to
arrive at a conclusion on what kind of attributes are to be selected or how many such
attributes are to be considered for the decision making [28].

7. Resource allocation and virtualization. With regard to recourse allocation
in the cloud, virtualization and hypervisors are the major factors and they make access
control systems more complex to design [29]. Inferences between the users of the
cloud system, improper access control policies and lack of organized user account
controls etc. are some of the major challenges in developing an access control system
for cloud.

8. Single sign-on scheme. It may require using the services from multiple
clouds by a cloud user. It is to be noted that these cloud services adopt a variety of
access control policies and these policies should have the ability to transfer
customer’s credential information across layers [29], in order for them to access
various resources and services provided in these multiple clouds by a single
authentication.

9. Privileges. The most vital aspect of cloud computing is to assign or ease
privileges which helps in reducing the errors caused due to human or system. The
utility of an access control system depends on the steps actually needed for addition,
removal and altering privileges or capabilities to a subject [30] and that should be
fulfilled in smaller number of steps to minimize the errors.

10. Audit in access control. Auditing forms an essential role in cloud
computing. The need of audit in access control system is to observe and supervise the
present state of the system, capture any unsuccessful decision making, track and note
the alterations of privileges [18]. Auditing also had to keep track of any modifications
made on the object and capabilities to subject.

11. Delegation of permission and roles. The delegation of permission and roles
is highly needed [31] where the users need to interact with each other in the cloud
surrounding or environment, which in turn increases the flexibility of access control
systems.
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12. Flexible configuration and compatibility. As cloud computing works on the
concept of dynamic environment, there is a need for flexibility of configuration in an
access control system [30].The concept of virtualization is the basis of cloud
computing and the means of service delivery to its users. Thus an access control
system in the cloud computing should have the compatibility and capability [18] to
work with various operating systems.

13. Managing policies. The access control policy management should be able
to handle and find suitable solutions for any unforeseen and volatile behaviors [3]
Disagreement can be between various policies used in access control system or the
policy rules. Hence there is need for policy management in access control system and
the absence of the same may lead to violation of data privacy.

14. Awareness of operations and workflows. The performance of any access
control system depends on a various factors like processors, memory, OS or endpoint
system components. Thus there is a need for operational and situational awareness as
these might affect the access decisions. The very essential component of cloud
computing is the active and passive workflows [32]. Roles can be passive workflow
and tasks are active workflow.

15. Testing and verifying access policy functions. One of the critical
characteristic of access control in cloud computing is testing and verification [18].
This enables the access control system to manage any future policy changes or predict
the consequences and impact of activation policies or its modifications. It verifies the
impact of the combination of various access control policies and ensures that the
privileges are not leaked due to syntactic and semantic errors.

4. Current proposed solutions

A role based access control system called RBTBAC (Role Based Time Bound Access
Control) model is proposed for electronic health record datasets [33]. Every user has
some role, which could be that of a doctor, patient or staff. Depending on the personal
details of the user, every role has some privilege. This model is constructed using a
hierarchical approach. Also, a time parameter is added with the access control
policies for every user. It specifies the time constraint for accessing the records from
the cloud for a user with certain role, along with selective privileges. The user can
access the records with in this authorized time interval. The advantages of this model
are privacy of user data is preserved, prevention of unauthorized attacks by digital
signature usage. It also maintains a revocation list for credential by which it prevents
the usage of expired credentials. The main difficulty of this system is with key
handling as it involves key distribution for different classes which make this model
inefficient.

A flexible access control algorithm for cloud environment was recommended by
Wang [3], which work on circumstantial data like security and time. This proposal
was based on the role based access control model by linking the trust relationship
with the customers. The trust management system revises and modifies the trust
levels after each activity. This system functions on the assumption that each cloud
holds a global certificate Authority Authorization Centre (AAC) which is in charge
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of access control. Even though linking the access control with the calculated trust
level, along with the user’s behavior modification is an acceptable approach, yet this
proposed system can cause certain threats such as trespassing, unawareness of the
techniques of granting access and the type of mechanism, probability of single point
attack on AAC and the vagueness of the use of RBAC model for granting access to
users.

Another suggested model was coRBAC (Cloud optimized RBAC model) by
Tianyi, Weidong and Jiaxing [34]. This model incorporates several
characteristics of both RBAC and distributed RBAC like dRBAC’s domain. The
coRBAC model functions in such a manner that each organization has its own
internal RBAC and has a single manager role known as D.Manager in it. This model
joins the distributed authentication services and provides the capacity to issue
certificates to the Certificate Authority. It works by allotting domains which has the
competence to handle the users and their roles within their internal network. In order
to augment the effectiveness of the access control system, the hierarchical caches
have been affixed within the coRBAC model. The high dependence on Certificate
authority for the issue of certificates may lead to problems of efficiency and
scalability. These problems can affect the functioning of huge organizations with lots
of users, as the users need to be issued new certificates for every access. The threat
of single point attack on CA and other barriers are also some of the drawbacks of this
model. Other drawbacks such as the use of third party domain , the lack of mechanism
to deal with diversity created by different security domains, absence of originality in
using private roles within internal networks and the lack of information regarding the
security domain in the issued certificates.

Yet another scheme known as Task Role Based Access Control (TRBAC)
scheme was proposed for health care system in cloud computing by Jayaprakash
and Gunes [35]. The permissions in TBAC (Task Based Authorization Control)
are activated or deactivated based on the current task or process. Since there is no
segregation between the tasks and roles and in order to deal with the separation
problem and identify the access control mechanism various factors are used like roles,
tasks, workflow, users, information resources and business rules. The
synchronization of workflow with authorization in this scheme is done by making
uses of workflow authorization flow. This scheme made use of tasks that support
active access control and roles, which support passive access control. Even though
this scheme was put into use in Amazon Elastic Compute Cloud (Amazon EC2), there
lacked the solution to how semantic problems were tackled, how purposeful and
relevant were the information that was shared between various hospitals and how the
separation problem between roles and task was fixed. Both the T-RBAC model and
health care system undergo the problem of heterogeneity for which there has not been
solution mentioned in this scheme. This scheme does not take into consideration the
sensitivity levels of the information which is highly required in healthcare systems.

A more improvised model was proposed by Sun et al. [36] to authenticate or
validate the users of health care systems using the semantic access control scheme.
This system is based on ontologies.This scheme puts into use access control system
in semantic web environment and makes use of ontologies for RBAC security model.
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The RBAC model was lengthened by making use of semantic web technologies. In
order to define the relations used in ontologies, this model applied semantic scopes
of subjects, objects actions and attributes. This scheme proves a basis for crafting a
semantic access control system; however this scheme needs to be put into action and
assessed in a workable environment and ability to tackle vast number of users with
distinct regulations. This scheme has failed to find a solution to the dynamic
activation problems in the RBAC model. There are numerous users, with various
types of roles and permissions in health care systems. This makes the migration to a
cloud based system, more challenging where the centralization becomes unrealistic
by a small group of security administrators. Also, as there are sequences of operations
involved in healthcare systems, this model requires to be tested in varied scenes to
make sure that right permissions are given for each activities associated with these
operations.

Tsai and Shao [37] proposed a reference Ontology framework based on the
Role Based Access Control Model (O-RBAC). This scheme puts forth a suitable
policy with a definite role for every tenant. It functions in a manner such that each
one subject would possess multiple roles in various sessions and each role hierarchy
would be based on domain ontology, which can be transferred between various
ontology domains. In order to grant permissions, this scheme makes use of various
policies like access policy and security policy. According to the role’s characteristics,
the policies can be used as components of roles like priority and business values.
Despite this scheme is regarded as a good access control model that can be used for
cloud computing, it lacks the presence of good ontology transformation operations
algorithms for comparing the similarities between various ontology. This scheme
demands a more recent back end database scheme in order to back the O-RBAC
model. This scheme fails to safeguard the sensitivity levels of information, no
backing of the principle of delegation and dynamic activation of access rights for
particular tasks. There needs to be a guarantee for granting access decisions within
an acceptable or fair time and in accordance with system requirements. Moreover the
scalability of O-RBAC model needs to be measured in terms of the number of roles,
permissions, hierarchy size of role and role assignment limits of the tenants.

A privacy enhancement system on academic that is based on private cloud system
was proposed by Mon and Naing [38] which made used of Eucalyptus Open
source cloud infrastructure. This was named as Attribute Role Based Access Control
(ARBAC). This system is a combination of Role based access control and attribute
based access control model. The model aims to ensure privacy of cloud users and
security of personal information. As mentioned in the scheme the primary objective
is to safeguard data privacy, but does not provide any clarity on how the same shall
be achieved. This scheme only refers to the privacy manager who shall be single
point, responsible for all privacy related matters and has not defined any other
components in the system. Even though, this scheme works on the combination of
RBAC and ABAC model, there has not been any evidence on how this combination
works and what benefits are being achieved by this combination.

Ra and Yu [39] proposed a technique KP-ABE scheme, for flexible, scalable
and fine grained access control scheme based on Attribute Based Encryption (ABE).
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It also has a re-encryption technique used for user revocation. The computational over
head is delegated to the cloud servers. A symmetric Data Encryption Key (DEK) is
used to encrypt the data. Corresponding to a set of attributes in KP-ABE, a public
key is generated according to an access structure and it encrypts the DEK. The user
is then able to decrypt encrypted DEK, if the associated attributes of the file stored in
the cloud and access structure of user’s key matches, which is used in turn to decrypt
the file. This model is not suitable for applications, which requires more sophisticated
broadcast encryption. Here users are associated with many attributes and these
attributes are linked with a policy associated with the ciphertext. Another problem
with this scheme is that the user who encrypt doesn’t have any role in deciding who
can decrypt his encrypted data. He can only choose descriptive attributes for the data,
and has no option but to trust the key issuer.

Hierarchical Attribute-Based Encryption (HABE) is introduced by Wan, Liu
and Deng [40] for fine-grained access control in cloud storage. It combines the
Hierarchical Identity-Based Encryption (HIBE) [41] and CP-ABE algorithms. This
model delegates the computation to the CSP and ensures fine grained access control.
It adopts disjunctive normal form policy and the same domain master controls all
attributes in one conjunctive clause. So according to specific policies, the same
attribute may be administrated by multiple domain masters. This makes it difficult to
implement practically. Moreover, this method doesn’t support compound attributes

efficiently.
ACCESS CONTROL
MODELS in CLOUD

CLASSICAL MODERN
SCHEMES SCHEMES
DAC IBE(2005)
MAC ABE(2006)
RBAC KP-ABE(2006-2015)

CP-ABE(2007-2015)
Dual Policy ABE(2008)
Multi-Authority ABE(2007-2015)
ABE with Revocation(2007-2015)

ABE with Accountability(2009-
2012)

HABE, HASBE(2010-2011)
ABE-PRE(2008-2015)

ABE with outsourced Decryption
(2013-2015)

Fig. 2. Various access control models used in cloud

Xin etal. [42] 2014 proposed a privacy preserving access policy for cloud data
with semantic security. This model uses the Cipher-text Policy Attribute-Based
Encryption (CP-ABE) combined with Identity-Based Encryption (IBE) scheme.
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Here, each data file is described by a set of meaningful attributes and it defines a
public-private key pair for each of these attributes. User’s secret key is computed as
a combination public key and the attribute’s secret key and thus each attribute
presents a different key to each user. Decryption of a ciphertext is possible only if the
user have the matched attributes to satisfy the cipher text so that the privacy is
ensured. This model is not implemented in the real cloud environment and the
computation complexity is high for the encryption as well as decryption. Also for
user revocation, the ciphertext needs to be re-encrypted and the user must be online
to do so and this is a major obstacle to adopting this model.

A time-based proxy re-encryption known as TimePRE scheme was proposed in
2015 by Liu, Wang and Wub [43] for the cloud service provider to do the re-
encryption, when a user is revoked. An attribute-based access structure and a time of
access are associated with each data. A user is identified by a set of attributes and a
set of eligible time periods. This denotes the period of validity of the user’s access
right. After this predetermined period of time, this scheme allows the access right of
a user to expire automatically. The problem with the scheme is that we cannot revoke
a user from the system at any time, as the time is predetermined.

Recently, Liu and Xiong [44] suggested a shared authority based
authentication protocol called SAPA, which is a privacy preserving access policy for
the cloud. To ensure that the cloud user accesses only own data, attribute based
approach is adopted and to provide data sharing among different users, a proxy re-
encryption scheme is applied. This model supports various security and privacy
considerations such as authentication, data anonymity, user privacy, and forward
security etc. by anonymous access request matching mechanism which provides the
shared access authority. This is only a theoretical model for the authentication and
authorization but not tested in the real cloud environment.

A classification of basic access control models used in cloud environment is
depicted in Fig. 2. Many variants of these basic schemes are being studied to
overcome the limitations of these models. Also brief comparative study on various
access control and privacy preserved models proposed currently in cloud
environment are depicted in Table 1. The suitability and relevancy of these schemes
are also specified.

Tablel. Comparison of various access control and privacy preservation models in cloud

Sr. Title Model Advantages Disadvantages Application
No used relevancy

System can cause
certain threats such as
trespassing,

A global certificate unawareness of the

Security and Authority - .
. . Role L techniques of granting
privacy issues | |- Authorization access and the tvoe of Supports
1 within the Centre (AAC) to - ype 0! users with
access mechanism, probability o
cloud enhance the trust of . . similar roles
. control of single point attack on
computing [3] access control for

AAC and the vagueness
of the use of RBAC
model for granting
access to users

each user.
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Tablel(continued

decisions [46]

Sr. . Model : Application
No Title used Advantages Disadvantages relevancy
User privacy
Role preserved
RBTBAC: S
based prevention of -
securaen?jccess time unauthorized attacks | Key handling is difficult Rol[?rsn‘év'th
2 management bound by digital signature as key distribution for bounded
of EHgR data access usage, revocation different classes access
[33] control list for credential to
model prevent the usage of
expired credentials
This model joins the
An efficient distributed :
role based CcoORBAC | authentication High dependence on With the
CA for the issue of
access control | (cloud services and certificates may lead to help of a
3 system for optimized | provides the roblems in eﬁ%cienc CAto issue
cloud RBAC capacity to issue gnd scalability. Sin |g authenti-
computing model) certificates to the oint attack 03;1' C Ag cation
Certificate P
Authority (CA)
Permissions are
activated or
deactivated based As health care system
Ensuring on the current task undergoes the problem
| Task Role of heterogeneity for
access contro Based Or Process, which there has not
4 in cloud Access associates the user been solution Based on
provisioned Control with permission mentioned. Lacking a current tasks
healthcare (TRBAC) indirectly and solution to how
systems [35] assigns the semantic problems were
permission tackled
according to the
actual needs
Semantic RBAC %r:tg el,\?i%n g
access control | security Semantic : P ol
for cloud model relationship of roles Er)c/)g?g]nﬁ a,‘g;'i‘l’ stt': n gfe__:rurgésrglons
5 computing with on- cansidered for fine safeguard the sensitivity | Suitable for
based on tologies grained access levels of information larae
e-healthcare (O- control nu%ber of
[36] RBAC) USErs
Tﬁyaacrds Generation of group | For a large number of Suitable for
preserellin Cloud key and key people within a group is | small group
6 gccess co%trol mask handling as well as impractical. Also by
in the cloud model rekeying approach change of policies leads | generating a
[45] is user-friendly to re- encryption group key
Towards
privacy- Homo-
preserving morphic . Computations within
access control | crypto- ﬁ”rﬁ;‘,mfg e(éfalésers the container take a lot Subports
7 with hidden graphy olicies and of time, anonymity of angr? mit
policies, supported P . - user makes it difficult to ymity
: credentials defined P of users data
hidden access by users are hidden maintain log
credentials control y information
and hidden model
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Table 1 (continued)

Sr. Title Model Advantages Disadvantages Application
No used relevancy
Flexible access
control policy types,
scalable as
Privacy aware Privacy encryption and Policies defined .
access control Sl Suitable for
access control aware - - by the entities is -
- policy part is - preserving the
8 for data sharing | access - not hidden even -
. different, two levels . privacy of
in cloud control . though data is
. of protection of . user data
computing [47] | model data. commutative hidden
encryption
employed and is
reliable and easy
Not implemented
in the real cloud
L environment, the
Achleylng an CP'A.BE Robust data sharing | computation
effective, combined security, succeeds in | complexity is high Supports users
scalable and with reser\%}] the for tEe engr tiogn with
privacy- Identity- pre 9 yp different
9 reserving data | Based privacy of cloud and decryption, attributes
gharin service Encryp- users, efficient and for user organized in
. clougd tion (yIpBE) dynamic user revocation, the sir? le set
. revocation ciphertext needs g
computing [42] | scheme {0 be re-encrypted
and the user must
be online
Shared SAPA -
authority based | attribute Fine grained access This is only a Suitable for
privacy- based control. Privacy . -
reservin combined reserving access theoretical model privacy
10 | P ing . pre g not implemented preservation
authentication with policy, data -
. ' in real cloud of users and
protocol in proxy re- anonymity, forward environment data
cloud encryption | security
computing [44] | scheme
. Hierar- Supports users
:i/:rziﬁicgl chical with different
attribute-based |dentity- Delegates_ the Difficult to attrlbqtes .
. Based computation to the . - organized in
solution for . implement in real -
11 flexible and Encrypti- CSP and ensures cloud single set,
on (HIBE) | fine grained access . in hierarchical
scalable access environments
; and control way
control in cloud
computing [40] CP-ABE
puting algorithms
Multi-Authority 3:<;23I\/?t];10r
Q;té:butfoﬁased MA-ABE Supports fine Computation time | Jarge
12 (MAYE\BE) algorithm grained access for and complexity computational
scheme with multiple users are high resource
revocation [48]
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5. Attribute based encryption model — an efficient way for access
control

From our studies on various access control schemes, the Attribute Based Encryption
(ABE) is a promising technique for effective, secure and fine-grained access control
for the cloud. It is a public key encryption scheme which takes attributes as the public
key and ciphertext or secret key are attached to it while encrypting. When compared
to other schemes, it provides both data confidentiality and expressive access control.
A detailed investigation on the ABE schemes is carried out and given in this section.

In 2005 a new ldentity Based Encryption called Fuzzy Identity Based
Encryption (FIBE) [4] was proposed, in which identities are represented as a set of
descriptive attributes. This model can be considered as the basic concept of Attribute
Based Encryption. Later Nali, Adams and Miri [50] introduced a threshold
ABE scheme, which can prevent collusion attacks but its threshold semantics made
it to fail in designing a generic system for which expressive access control is needed.

Attributes possess a major role in ABE and encryption of data is done under a
set of attributes describing the intended receivers. The secret key of these users is also
associated with the attributes set for encryption. Attribute-based encryption schemes
allow users to decrypt cipher-text as long as it has the attributes satisfying a threshold
policy. Subsequent researches on ABE can roughly be classified based on the access
policy, as Key-Policy ABE (KP-ABE) [51] and Ciphertext-Policy ABE (CP-ABE)
[52].

In KP-ABE [51], the ciphertext is associated with a set of attributes and the
secret key is associated with the access tree. The encrypting party has no control over
who has access to the data and can only define the set of descriptive attributes
necessary to decrypt the ciphertext. There is a trusted authority that generates the
secret key, provided the user submits the appropriate values for the attributes that
constitute the access tree. In CP-ABE [52], the ciphertext is associated with the access
tree and the encrypting party determines the policy under which the data can be
decrypted, while the secret key is associated with a set of attributes.

Melissa Chase [53] proposed the scheme called multi-authority ABE
model for the cloud access control which addressed many problems of single
authority ABE schemes. It involves several authorities coordinated by a trusted
Central Authority (CA), which distributes the attribute keys to users. However, the
central authority holds the master key of the system, so it can decrypt all the
ciphertext in the scheme. Each user is assigned a unique global User IDentifier (UID)
and each user is assigned a unique Authority IDentifier (AID). Both the UID and AID
are issued by a Certificate Authority (CA) trusted by the various authority domains.
To prevent two users from colluding together to gain illegal access of data, the
CA-certified UID is to be used together with the secret keys issued by different
authorities for data decryption. The authors propose an efficient attribute revocation
method in multi-authority CP-ABE systems using proxy encryption. The utilization
of a CA brings new security vulnerability and increases the computation and
communication cost.
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In 2010, Lin et al. [54] adopted the Distributed Key Generation (DKG)
protocol [55] and the Joint Zero Secret Sharing (JZSS) protocol to construct the
secure threshold Multi-Authority Fuzzy Identity-Based Encryption (threshold MA-
FIBE) scheme without a central authority for the first time. To initialize the idea, the
multiple authorities must cooperatively execute the DKG protocol and the JZSS
protocol twice and k times, respectively, where k is the degree of the polynomial
selected by each authority. Each authority must maintain k + 2 secret keys. This
scheme is k-resilient; namely, the scheme is secure if and only if the number of the
colluding users is no more than k, and k must be fixed in the setup algorithm.

Chase and Chow [56] proposed a multi-authority KP-ABE scheme which
removes the central authority by using a distributed PRF (pseudorandom functions)
technique. Notably, they also addressed the privacy of the user. In previous multi-
authority ABE schemes [53], the user must submit his GID to each authority to obtain
the corresponding secret key. This will increase the risk of user traced by a group of
corrupted authorities. In order to avoid this risk, Chase and Chow [56] provided
an anonymous key issuing protocol for the GID, where a 2-party secure computation
technique is employed. This scheme is (N — 2)-tolerant; namely, the scheme is secure
if and only if the number of the corrupted authorities is no more than N — 2, where N
is the number of the authorities. Chase and Chow also left an open problem on how
to construct a privacy preserving multi-authority ABE scheme without the need of
cooperation among the authorities.

Han et al. [57] answered the question left by Chase and Chow [56]
affirmatively by proposing a decentralized KP-ABE scheme with the privacy-
preserving key extraction protocol. In their scheme, multiple authorities can work
independently without any cooperation and a central authority. The GID is used to
tie all the user's secret keys together, while the corrupted authorities cannot pool the
user's attributes by tracing it. The scheme is any number tolerant for the users and
(N — 1)-tolerant for the authorities, where N is the number of the authorities. Lewk o
and Waters [58] proposed a new multi-authority scheme. Although their scheme
may become inefficient for large attribute universe, it is the first adaptively secure
multi-authority CP-ABE scheme proved in the random oracle model. This scheme
improves the previous multi-authority ABE schemes, because it does not require
collaboration among multiple authorities in the setup and key generation phases, and
there is no central authority. Note that the authority in this scheme can join or leave
the system freely without reinitializing the system. Besides the low efficiency, this
scheme has another drawback that the attributes of the user can be collected by tracing
his GID.

6. Prospects of future research and conclusions

Many cloud access control schemes vary in the description of rules for the access
control and many such methods are unable to meet the requirements of the application
due to many deficiencies. So study and formulation of a unified, easy to use, articulate
and high executive efficiency method to describe the access control rules is
necessary. So there still exist many problems worth further studying. For better
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service quality and security, there is a need for developing a privacy preserved access
control models. Such a system is necessary to preserve the confidentiality and privacy
of user’s data in the public cloud from others. Also there is a need for designing a
high security access control models with little costs of computation, communication
and storage.

We discussed many security challenges in utilizing the benefits of cloud
services. A detailed survey and analysis on various access control models for the
cloud were discussed. We also highlighted the importance of Attribute Based
Encryption and in recent years, attribute-based encryption is a relatively attractive
research topic as it has many attracting properties. It provides a fine-grained and non-
interactive access control mechanism of encrypted data and has great potential
applications in many fields.
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