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Abstract: A digital hologram (DH) is so highly valued that it needs to be protected from exposure to
an unpermitted person, which could be done by a content encryption. We propose an encryption
scheme for digital holograms, whose goal is to hide their information with maximal visual distortion
and minimal ration of the encrypted data. It uses the characteristics of the Fresnel transform and
signal processing techniques. As the diffraction distance increases the region containing the object
information relative to the whole diffraction plane becomes smaller. Therefore our scheme diffracts
a given digital hologram twice: the first transform for reconstructing the image contained by the
hologram and the second transform for concentrating the energy of the object into a small region.
Then only the energy-concentrated region is encrypted to reduce the amount of data to be encrypted.
Experimental results show that when the diffraction distance of the second transform is about
20 m, the encryption ratio is only 0.0058% of the hologram data, which is enough to hide the object
information unrecognizably.

Keywords: content encryption; digital hologram; Fresnel diffraction; computer generated hologram

1. Introduction

A hologram is a collection of fringe patterns generated by interference between a reference light
wave and an object light wave, in which the 3-dimensional object information is stored as differential
phase or amplitude from that of the reference wave [1]. Its digital content (digital hologram, DH) can
be obtained by acquiring the fringe patterns with digital equipment, such as a CCD camera, or by
calculating them by modeling the interference phenomenon which is called a computer-generated
hologram (CGH) [2]. Because even a CGH needs a lot of time for calculations, some proposed a
faster hardware implementation of a CGH method [3]. A hologram, either analog or digital, obtained
either optically or by calculation, is very highly valued because its generation cost is very high and
the information it contains is also very intensive [4]. Thus, there is high demanded to protect the
ownership and defend against exposure to a person who is not allowed.

The usual method to protect the ownership is digital watermarking [5-8]. Some transformed the
watermark data into a Fourier hologram [5] and some others used the Fresnel transform for watermark
data [6] to embed it into the host DH. In another work, the watermark data were transformed to
a phase-shift CGH and the result was phase-encoded [7]. In [8] various frequency transforms for
2-dimensional images were applied to the host hologram to embed a real watermark data.

To hide the DH content itself from exposing its information to the public, a content encryption
method is used and there have been many studies on it. However, here only a few representative
ones [9-13] are mentioned. Some proposed methods to encrypt during hologram acquisition.
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Javidi et al. [9] encrypted the host DH by synthesizing the object beam without reflecting from the
object and by phase retarding and random phase masking the reference beam in the interfering process.
Its encryption key would be the degree of phase retarding and the random phase mask. Kim et al. [10]
also used a random phase mask to distort the host DH and the result was Fresnel diffracted for
encryption. The secret keys to this method are the random mask key, the diffraction distance, and the
wavelength. In [11] a DH was segmented and each segment was encrypted separately by applying
extended fractional Fourier transform twice, each of which had phase modification by subtraction and
used three parameters. The two sets of parameters were the encryption keys for the corresponding
DH segments.

The above three works encrypted the whole DH to hide all the information, but some encrypted a
part of the data for the same purpose. Seo et al. [12] proposed a scheme to encrypt in the hologram
domain and DCT (discrete cosine transform) and DWT (discrete wavelet transform) transform domain
by calculating energy. In the hologram domain, only the two highest bit-planes of a DH were encrypted.
In the DWT domain some combination of subbands were encrypted, while in the DCT domain only
the DC coefficient(s) was encrypted. Among the three, the one in the DCT domain was the best and
it insisted that encrypting only 0.0061% of the DH data (the entire DH was used as the unit of DCT)
could hide more than 95% of the total energy. However, for some holograms, the reconstructed image
after encryption shows some outlines, although they are quite dim. Seo et al. [13] also used a DWT
domain named the DWPT (discrete wavelet packet transform) domain. It is a version of DWT for a
subband that includes calculating the energy included. It showed that hiding only 30% of energy was
enough to hide all of the information, which was 0.032% of the total hologram data.

Our method encrypts a part of DH data to hide all of the information that the DH contains.
It can work with any kind of DH, no matter how it is acquired, optically or numerically. It uses
the characteristic of Fresnel diffraction that as the diffraction distance increases, the relative size
occupying the most electromagnetic energy diffracted from the diffraction plane becomes smaller.
Thus, by adjusting the diffraction distance, only the energy-concentrated region, which would be very
small part, is encrypted. Here we analyze the optimal sizes to be encrypted for various diffraction
distances, the results of which are used in the experiments.

This paper consists of five sections. In the Section 2 we introduce some characteristics of the
Fresnel diffraction. The proposed encryption scheme is explained in the Section 3 and the experimental
results are described in the Section 4. We conclude and discuss our scheme in the Section 5.

2. Characteristics of Fresnel Diffraction

2.1. Numerical Calculation

Fresnel’s transform (or diffraction) is a mathematical equation that models the diffraction
phenomenon of the electromagnetic wave from a point light source, which is as Equation (1) [14].

ex jkz
g(xy,z) = 28
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where E(u,v,0) is the complex amplitude of the electromagnetic wave from a point light source at
(u,v) on the source plane at z = 0, g(x, y, z) is the complex amplitude of the electromagnetic wave at
(x,y, z) resulting from diffraction, and k = 271/ A is wave number for wavelength A. If we make the
discrete version of Equation (1), u, v, x, and y are discretized to u’Au, v/ Av, x' Ax, and y' Ay where u’ or
x'€0,1,...,M—1and v ory €0,1,..,N —1,and M x N is the resolution of the object points and
the diffraction plane (here we assume that both planes have the same resolution, without losing any
generality). Au X Av and Ax x Ay are the sampling distances on the source plane and the diffraction
plane with the distance z from the source plane. The pixels in the source and the diffractions plane
have the relationship of Equation (2).
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Thus, Equation (2) can be rewritten with a Fourier transform as Equation (3), where FT[x] means
the Fourier transform of x.

g(x,y,z) = expj%{(x/m)ur(yﬂy)z} FT|E(u,0,0) expj%{(u/Au)Z—&-(v’Av)Z} 3)

Equation (3) may be described as the light diffracting at a point P on the input plane (the hologram
plane or the spatial light modulator (SLM)) and reaching the output plane (the diffraction plane),
which is shown in Figure 1.

Input (Hologram) Plane Diffraction Plane

Figure 1. Diffraction between two planes.
2.2. Characteristics

The image information in a DH is reconstructed by special equipment such as a SLM. At this time
the light used for reconstruction is the same as the reference light used in acquiring or generating the
DH. Then the 3-dimensional object image would be formed in the space at the same distance from
the SLM as that of the original object from the DH. However, for some special purpose or simulation
the diffraction by the Fresnel transform is often used to reconstruct the object. Figure 2 shows three
examples resulting from Fresnel diffraction for a DH at the diffraction distances of 70, 100, and 150 cm,
where Figure 2b is the result when the diffraction distance is appropriate to the object. The shape of
the object in the diffraction plane of Figure 2 can be confirmed to be almost unchanged in size, and
the focus is changed as the distance increases or decreases. The spread (the defocused feature) of the
diffracted wave in the diffraction plane by the input corresponding to y in Figure 2 can be adjusted by
using the spatial frequency f; for the distance.

(a) (b) (c)

Figure 2. Result of Fresnel transform to hologram (a) 70 cm, (b) 100 cm, (c) 150 cm.
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Figure 3 shows the spatial extension (SE) for the hologram. The SE represents the spatially
extended diffraction plane with respect to the input plane. fs 4y is the maximum frequency of the
discretized hologram plane, f; 1, is the spatial frequency of the DH, and f; ;41,741 is the frequency of
the natural image. Generally, a 2D image has a lower frequency than a hologram. As the distance
increases in case of a 2D image, the rate of the spread due to diffraction is smaller than that of the SE.

fsnonrar< fihoto<
fs

SE1 || SE2 || SE3

2 X SE1

Figure 3. Spatial extent in diffraction plane according to the spatial frequency of the input plane
(a) relationship between spatial frequency and distance (b) visual property.

3. Proposed Digital Hologram Encryption

A method for securing a digital hologram is a technique for encrypting content and distributing
a key capable of decryption only to an authorized viewer so that a viewer without a decryption
key cannot recognize the content. Since the amount of data for a still or moving DH is enormous,
encrypting all of the DH requires huge computational effort.

In this paper, we propose a method to efficiently encrypt a DH. This method uses the SE property
of the Fresnel transform to reduce the area to be encrypted by concentrating the energy of the restoration
object into a small area.

3.1. Pre-Processing

In order to utilize the SE characteristics of the Fresnel transform at the low frequency as described
in Section 2.2, the pre-processing of hologram with high frequency is required. Fresnel transform is
performed for pre-processing to propagate the hologram into space. We use the Fresnel transtorm
twice for two goals of diffraction and signal processing based on the SE characteristics. The first is for
diffraction and the second is for signal processing.

Figure 4 shows the example result from applying the Fresnel transforms. Figure 4a shows the
resulting real part and imaginary part from the first Fresnel transform, while Figure 4b shows the
results by the second Fresnel transform. As we can see in the result in Figure 4b, the resultant features
are scattered. That is because the results from the first Fresnel transform still contain a relatively low
frequency component. To make the spatial frequency higher, a certain amount of bias is constantly
added to the hologram before performing the Fresnel transform. Figure 4c shows the results from
first and second Fresnel transforms after adding a bias value. The bias value converges to the center,
as shown in Figure 4d. Figure 4d has higher energy than the area spread by the hologram shown in
Figure 4b. By applying the signal processing technique to this area and applying the inverse transform,
the modification can also be induced in the object information.
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(a) (c) (d)

(b)

Figure 4. Fresnel transform results for holograms. Top four are real holograms and bottom ones are

imaginary holograms. (a) Result of 1st Fresnel transform; (b) result of second Fresnel transform; Fresnel
transform result of hologram after biasing. (c) Result of 1st Fresnel transform; (d) result of second
Fresnel transform.

3.2. Content Hiding Method

Figure 5 shows the hologram encryption algorithm and an example result from each processing
step, respectively. First, we add the bias value to the input hologram and perform the Fresnel
transformation twice as mentioned above. The bias is experimentally obtained. Then, the concentrated
area due to biasing is calculated and extracted from the result of the second Fresnel transform.
The extracted data are encrypted using a kind of encryption algorithm. Then the encrypted result is
replaced in its original location and the result is inverse-Fresnel-transformed twice.

Hologram
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Figure 5. Hologram encryption algorithm.

In order to extract the area for encryption, the region concentrated on by the biasing is extracted
from the result from the second Fresnel transform. Figure 6 shows the SEs in the Fresnel transforms
to determine the concentrated area due to biasing in the second Fresnel transform. In the Fresnel
transform, the SE of the diffraction plane can be expressed by Equation (4) [15], where Jx is the
sampling distance of the input plane.
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In Figure 6, SE1p,x and SE2),, are the sizes of the diffraction planes to be output and can be
obtained by the input planes. SE1pc and SE1pc are the sizes of the areas encrypted by the SEs of the
areas generated by the biases of the input holograms. Although the area depends on the hologram
and bias value, it has a similar size to the input image because of its relatively small spatial frequency.
The encryption area S, (size of ciphering) can be calculated by Equation (5). S, is obtained by using
Sip (size of input region in diffraction plane) which is the same area as the size of the input image in

the second Fresnel transform and scaling parameter ws.

Sc =wsSip ®)
IN1: SElppey = Sip : IN2 (6)
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Sip can be expressed by Equation (7) using the parameters of the first and second Fresnel
transforms as the proportional expression of Equation (6). The discrete domain R, for encryption
in the result of the second Fresnel transform is expressed by Equation (9) using the proportional
expression of Equation (8). N is the resolution of the input hologram plane and the output planes
of the Fresnel transform. dx1, A1, and z; are the parameters of the first Fresnel transform; and dx,,
Ay, and z; are the parameters of the second Fresnel transform. Therefore, the encryption key of
our scheme is the combination of the bias values, the parameter values for each Fresnel transform
(z,6x, A of Equation (3)), the scale parameter for extracting the encrypted region, and the ciphering
key for the cipher.

214 Eresnel Transform

1% Fresnel Transform

e I
3 S5 i Is INZ | 1 'é :
— -y ¢ o
& @ Z| JERET) N2 | | 3
v L 2/ g * 13 |

I“'. =" 1 | BLk
- J | =) ]
v S~ / & S~
Input Plane I** Diffraction Plane ~.

2" Diffractipn Plane

Figure 6. Diagram of the second Fresnel transform for encryption region calculation.

3.3. Recovering Method

Figure 7 shows our decryption algorithm and an example from each processing step.
The decryption is performed using the encryption key combination received from the service provider.
The decryption process is the same as the encrytion until the decryption step instead of encryption
in the encryption process. After decrypting the encrypted area, the result replaces the extracted area.
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Then the result is inverse-Fresnel-transformed—second transform first and then the first transform.
Finally, the bias is removed to get the original hologram.

Encrypted
Hologram
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Figure 7. Hologram recovering algorithm.

4. Numerical Simulation

4.1. Experimental Environment

The proposed encryption scheme has been experimented with various digital holograms, which
are generated from the images in Table 1 by a CGH method, whose parameters are listed in Table 2.
For quantitative measurement, we use two quantities. The first is the NC (normal correlation)
value between the image from reconstructing the original DH and the one from the encrypted DH.
Both reconstructions are done by Fresnel transform at the center of the image to see how much
information is hidden by encryption. The second quantity is the encryption ratio, that is, the ratio of
the amount of encrypted data to that of the original data, which is as Equation (10).

cNe

ratio(%) = ;”MN % 100 (10)

Table 1. Test images for experiments.

Class # of Images Provided Acquisition

1 5 including Rabbit Depth map Internet

2 5including Sujin ~ Color+depth map  Vertical-rig system [4]
3 5including Baby = Color+depth map Middlebury [16]
4 5 including Billiard =~ Color+depth map DOF pro [17]

In this equation, the reason why the denominator is multiplied by eight is because we encrypt
only the MSB (most significant bit) for each pixel value. m. and n, are the width and height of the
encrypted area. In order to make all holograms the same size, class 1 and 2 of Table 1 were created
with a size of 1024 x 1024, and class 3 was cropped with partial holograms of 1024 x 1024 at the center.
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Since the first Fresnel transform is used to generate the low frequency information, the parameters
may vary depending on the object information used, as it differs each time the hologram is acquired.
Therefore, only the parameters of the second Fresnel transform are shown in Table 2.

Table 2. Parameters used in the experiments for the digital hologram encryption.

Parameter Specification
Hologram resolution 1024 x 1024
Distance (z5) Im,5m,20m
2nd Fresnel Transform  Pixel Pitch (dx7) 10 um
Wavelength (A;) 633 nm
Scale Factor (ws) 0.1to10

4.2. Experiments for the Scaling Factor and Diffraction Distance

First, we performed experiments on the scaling factor ws in Equation (5) and the diffraction
distance z; in Equation (9). The results are shown in Figure 8, which shows the NC values for the
three diffraction distances of 1, 5, and 20 m as increasing the scaling factor to 10. In all cases, the
NC values decrease to certain scaling factor values and then increase as the scaling factor increases
further. The lowest NC values were obtained at the scaling factors of about 0.5, 0.7-1.3, and 2.4-4.4
and the encryption ratios were 0.094%, 0.0075-0.0252%, and 0.0053-0.0181% for the distances of 1, 5,
and 20 m, respectively.

—1lm —5m 20m

Normalized Correlation
[ ]
(=)}

/ o— A

01 09 1.7 25 33 41 49 57 6.5 73 ‘81 89 97

Scaling Facgtor, wg

Figure 8. C (normal correlation) values according to the transform distance and scale factor of the
second Fresnel transform in the proposed digital hologram encryption technique.

Figure 9 shows some example results from encrypting the Rabbit DH with the optimal scaling
factors of 0.5, 0.7, and 2.4 and being reconstructed for the diffraction distances (a) 1 m, (b) 5 m,
and (c) 20 m. As you can see from the figures, the size of pattern by encryption gets larger as
the distance increases. In each case the information contained by the DH was completely hidden
unrecognizably in the reconstructed image.

Because the encryption efficiency was better at the diffraction distance of 20 m than the other
distances—Figure 8—we performed more experiments on the diffraction distance of 20 m. A few
representative results for the Rabbit (class 1), Sujin (class 2), Baby (class 3), and Billiard (class 4) images
are shown in Figure 10. For all the DHs, the results were almost the same as those of the lowest scaling
factor value of about 2.5, giving the highest encryption effect.
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Figure 9. Examples of encryption results with the optimal scaling factor at the diffraction distances of
(@)1 m(s=0.5),(b) 5m (s=0.7), (c) 20 m (s = 2.4).

1.2

——Class1 —Class2 —Class3 ~——Class4

Normalized Correlation

0.1 09 1.7 25 33 41 49 57 65 73 81 89 9.7

Scaling Factor, wg

Figure 10. NC values and scale factor of the second Fresnel transform at the transform distance 20 m in
the proposed digital hologram encryption technique.

For the four DHs their encrypted and reconstructed images are shown in Figure 11, for some
scaling factors: (b,f,j,n) with 2.5, (c,g k,0) with 3.5, and (d,h,1,p) with 5; and the images reconstructed
without encryption (a,e,i,m). From the figures it is clear that the image gets more unrecognizable as
the scaling factor increases but also it is clear that in each image the scaling factor 2.5 is enough to
hide the information almost completely. The encryption ratios when the scaling factor was 2.5, 3.5,
and 5 were 0.0058%, 0.0115%, and 0.0231%, respectively. Figure 12 shows the result of decrypting the
encrypted hologram at a transform distance of 20 m by inputting the incorrect key and the correct
key. As a result of decoding, it can be confirmed that object information is not known at all when an
incorrect key is used.

)' 0 ;
(d)

Figure 11. Cont.
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(m)

Figure 11. Examples of reconstructed images after encryption at the diffraction distance of 20 m: for the
images of the Rabbit (class 1) (a—d), Sujin (class 2) (e-h), Baby (class 3) (i-1), and Billiard (class 4) (m—p);
the unencrypted image (a,e,i,m); scaling factor 2.5 (b,f,j,n), 3.5 (c,g,k,o), and 5 (d,h,Lp).

A

'.. (‘\’;

@) (b)

Figure 12. Examples of the reconstructed images from the decrypted hologram with (b) the correct key,
(c) an incorrect key, whose original images are (a).

4.3. Comparison with the Previous Works

As explained in Section 1, the previous studies [9-11] encrypted a DH during the generation
process such that one of the two lights for interference was changed by retardation of phase shifting,
or an extra light having a special property was added. Thus, they naturally encrypted all the data
in a DH so that the encrypted results hid its information completely unrecognizably. Because of the
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properties of light, they might suffer from decryption, but they showed good decryption results, such
as 9.4 x 10730 and 3.55 x 107! in MSE (mean square error) in [10,11], respectively. However, they
have the inherent defect that they can only be applied during generation of a DH, not to a DH already
generated.

Meanwhile, Seo et al. [12,13] used signal processing techniques like ours, such as DCT, DWT,
and DWPT. Their strategies were to hide as much energy in a DH as possible by minimizing the
encryption ratio. To hide more than 95% of energy, the encryption ratios were 0.0061% and 0.032%
in [12,13], respectively. However, because they decided the amount of data to be encrypted on the
basis of the energy in the transformed domain, some encrypted DHs revealed their information, such
as contour/outlines of the object or image itself, very blurred though. However, our scheme showed
only a 0.0058% encryption ratio and could hide the information in any of the tested DHs such that the
object could not be recognized by close visual inspection.

Table 3 summarizes Seo’s method [13] and ours for further comparisons. In the study by
Seo et al. [13], the NC value was 0.65 when using 7-level DWT and a 95% energy threshold, which are
the parameters used to perform most encryptions, and the encryption ratio to use 7-level DWT and
35% energy threshold was 0.032%. On the other hand, the proposed method has better NC efficiency
because it has a lower NC value, though encryption is performed for a five-times smaller area than
Seo’s result.

Table 3. Comparison with previous research.

The Previous Method [13]

Proposed Method
Lru(7),Eru(95) Lru(7), ETa(95)
NC 0.65 0.8 0.0008
Encryption Ratio - 0.032% 0.0058%

5. Conclusions

In this paper we proposed an encryption scheme for a DH to hide the information contained in the
DH by encrypting as small an amount of data as possible with the maximal encryption efficiency. Itis a
signal processing method that uses the Fresnel transform such that the first transform is done to change
the DH into the corresponding 2D object image and the second one is to concentrate the energy of the
object in the image. The second transform uses the characteristic of the Fresnel transform that as the
diffraction distance increases, the relative size of the object region decreases with the same resolution,
which results in reducing the amount of data it is necessary to encrypt to hide all the information.
In addition, we adopted a parameter called scaling factor that scales the area to be encrypted to make
the encryption efficiency maximal.

Experimental results told us that only 0.0058% of the original data needs to be encrypted to hide
the information unrecognizably, and it is smaller amount than any existing signal processing method.
In addition, ours can apply to an already generated DH, which makes it useful for more applications
than the ones that must be applied during generation of a DH. Consequently we expect that the
proposed method will be used in more applications with very high encryption efficiency.

The proposed method is for the Fresnel hologram, so if it is applied to other types of holograms,
it will have different results.
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