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Abstract. Published DPA attack scenarios against the RSA imple-
mentation exploit the possibility of predicting intermediate data during
a straight-forward square-multiply exponentiation algorithm. An imple-
mentation of RSA using CRT (Chinese Remainder Theorem) prevents
the pre-calculation of intermediate results during the exponentiation
algorithm by an attacker. In this paper, we present a DPA attack that
uses byte-wise hypotheses on the remainder after the modular reduction
with one of the primes. Instead of using random input data this attack
uses k series of input data with an equidistant step distance of 1, 256,
(256)%, ..., (256)*. The basic assumption of this DPA attack named
MRED (“Modular Reduction on Equidistant Data”) is that the distance
of the input data equals the distance of the intermediate data after
the modular reduction at least for a subgroup of single measurements.
A function F}j that is composed of the & DPA results is used for the
approximation of a multiple of the prime. Finally the gcd gives the
prime. The number of DPA calculations increases linear to the number
of bytes of the prime to be attacked. MRED is demonstrated using
simulated measurement data. The practical efficiency is assessed. If the
applicability of this attack is limited due to padding formats in RSA
signature applications, the least significant bytes of the remainder after
the modular reduction step can still be revealed. Multiplicative message
blinding can protect the reduction modulo a secret prime against MRED.

Keywords. DPA, modular reduction, CRT, RSA, power analysis, side
channel analysis, smartcard

1 Introduction

For the last years an increased research is focused on vulnerabilities of imple-
mentations of cryptographic algorithms. These vulnerabilities in the ’'real world’
applications are e. g. caused by the deterministic dependencies of the power con-
sumption, electromagnetic radiation and timing characteristics on the processed
data. Generally, these attacks don’t leave any visible damage to the crypto-
graphic module that can be recognised by the users. Besides that, there are
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fault analysis attack scenarios that aim to cause transient or permanent faults
during the cryptographic calculation that can be exploited mathematically (][9],
[10]). These kinds of attacks yield a new field of attacks on cryptographic al-
gorithms. They are generally summarised as ‘Side Channel Cryptanalysis’ in
contrast to the mathematical cryptographic analysis of the algorithm itself.

Processor smartcards that are applied in security relevant applications (e.
g. digital signature) are of a special interest. These products have to guarantee
that attack scenarios of ’Side Channel Cryptanalysis’ that fall into a category of
up to high attack potential are prevented effectively.

Power analysis attacks SPA (“Simple Power Analysis”) and DPA (“Differen-
tial Power Analysis”) were first published by P. Kocher et al. [1] and it turned
out that the statistical attack DPA is very effective and can be applied with-
out the knowledge of implementation details. DPA attacks were first used to
compromise DES keys during the use of the DES algorithm.

The first power analysis attacks on the RSA algorithm were published by
Thomas S. Messerges et al. [2]. Attack scenarios SEMD (“Single Exponent,
Multiple Data”), MESD (“Multiple Exponent, Single Data”) and ZEMD (“Zero
Exponent, Multiple Data”) were introduced. The ZEMD attack uses DPA tech-
niques to compromise the bits of the private RSA exponent sucessively. This
ZEMD attack is applied on the intermediate results during modular exponenti-
ation. A basic precondition of this attack is that the intermediate data of the
modular exponentiation can be predicted offline.

DPA attacks against RSA are classified as ‘chosen ciphertext’ attacks if ap-
plied at the RSA decryption. If the DPA attacks are applied against the RSA
signature the attacks belong to the ‘chosen plaintext’ category.

Due to the effectiveness of power and timing analysis on RSA implementa-
tions algorithmic countermeasures are introduced to counteract the predictabil-
ity of intermediate data. So far, a DPA attack on the CRT implementation
was not published. Thus, implementations using CRT may rely on the un-
predictability of intermediate data because of the modular reduction step that
is carried out with one of the secret primes before the modular exponentiation
starts.

2 RSA and the CRT Implementation

In this subsection we recollect the well known CRT algorithm.

The RSA cryptosystem is given by the secret RSA primes p and ¢, the public
modulus N with N = pgq, the public exponent e and the secret exponent d
with ed = 1(mod lem(p — 1,q — 1)) as its parameters and the operations for
decryption y = 2% mod N and encryption z = y° mod N.

Widely used techniques to perform the decryption operation are ‘square and
multiply’ algorithms in conjunction with techniques using the Chinese Remain-
der Theorem (CRT) for known secret primes p and q.

To perform a modular exponentiation ¢ = a® mod m in Z,,, the bitwise rep-
resentation b = [b,—1bp—2---b1bg] is used. The ’square - multiply’ algorithm
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evaluates this representation either starting from the least significant bit by (al-
gorithm A1) or from the most significant bit b,,—1 (algorithm A2).
Al:
t = a
c :=1
for k := 0 to n-1 do {
if b[k]=1 then ¢ := c*t mod m
t := t*t mod m

}

return c

for k := n-1 down to 0 do {
Cc := c*xc mod m
if b[k]=1 then ¢ := c*a mod m

}

return c

To reduce calculation time of a RSA exponentiation with the secret key one
can solve a simultaneous system of modular congruencies. The existence of such
a solution is ensured by the Chinese Remainder Theorem (CRT). We follow the
common practice and denote also an algorithm that solves modular congruencies
using the theorem as a CRT algorithm. The special case of RSA requires the
representation of the exponentiation in terms of the RSA primes p and ¢ and
their recombination to the solution modN. The calculation is then about four
times faster than an exponentiation modN.

Fermat’s little theorem allows the precalculation of the reduced secret expo-
nent values d, = dmod (p — 1) and d;, = d mod (¢ — 1). Using Al or A2 one
calculates then v; = % mod p and v, = 2% mod ¢. For the CRT algorithm ac-
cording to Garner (A3) one precalculated multiplicative inverse P, = p~! mod ¢
is needed:

A3:

u := (v2-v1)*Pq mod q
y = vi+uxp

return y

Alternatively, the CRT algorithm according to Gauss (A4) uses the two
precalculated multiplicative inverses P, = p~ ! mod ¢ and Qp = ¢~ mod p and
a final reduction modulo V:

A4:
y := (vlixq*Qp + v2*p+*Pq) mod N
return y



A DPA Attack against the Modular Reduction 231

Because of memory constraints implementations on smartcards generally pre-
fer the usage of algorithm A2 and A3. Note that during exponentiation a modular
reduction modulo a secret value instead of a public one takes place. This is used
for the attack described below.

3 DPA against a Non-CRT Implementation

To apply DPA to RSA the attacker should have the possibility to randomly
vary the input data x of the RSA implementation to be attacked. Single power
consumption measurements P(x,t) of the cryptographic module are typically
carried out with a digital oscilloscope and stored on a file server or PC.

3.1 Key Hypotheses

If the RSA implementation uses a straigthtforward ’top-down square-multiply’
algorithm (A2 of section 2) the key hypotheses are set up on the next bits of the
exponent to proceed. The intermediate results of the exponentiation algorithm
proceeding these bits can be determined offline. E. g. in the simplest case the
attacker uses only two hypotheses, namely

1. ‘the next exponent bit is 0’ and
2. ‘the next exponent bit is 1.

In case that the second hypothesis is correct, correlations are present for both
key hypotheses as the result of the first hypothesis is an intermediate result of
the second hypothesis. The correlations for the correct key hypothesis appear
last.

The number of exponent bits used can be optimised under the limitations
that taking a bigger number of bits increases the computation time. Generally,
it is even more useful to set up the key hypotheses on the sequence of elemen-
tary operation (squarings ‘Q’ and multiplications ‘M’). The simplest hypotheses
would be

1. ‘the next 2 modular multiplication units are composed of ‘QM’,

2. ‘the next 2 modular multiplication units are composed of ‘QQ’, and
— in case that the previous correct hypothesis ends up with a ‘Q’ — addition-
ally

3. ‘the next 2 modular multiplication units are composed of ‘MQ’.

In general, this set-up of key hypotheses is of interest if we deal with a greater
number of key hypotheses. The time window in which correlations are expected
can be limited to 1-2 elementary modular multiplication units.
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3.2 Selection Functions

Power Analysis is based on the dependency of the power consumption, used by
the hardware, on the value of intermediate data. The attacker knows or assumes
a model for this dependency. A common model is that the power consumption
correlates with the Hamming weight of intermediate data (see [3], [4], [5]).

The selection function has to be calculated on the intermediate result of each
key hypothesis that is applied. Intermediate results of the RSA exponentiation
are generally of the same bit length as the modulus used. The n-bit bus architec-
ture of the RSA coprocessor used determines the number of bits that are taken
into account for the Hamming weight. Common bus widths of cryptographic
RSA coprocessors are 32 and 64 bit. It is not necessary that an attacker knows
the precise internal bus width. It can be tested using DPA. DPA selection func-
tions d(z) should use the bit-width of the bus architecture to set up functions
on the Hamming weight W (z) of intermediate data. A simple selection function
d(x) assesses all intermediate data values that have a greater Hamming weight
than the n-bit expectation value F(n) = n/2 with 1, all values with smaller
Hamming weights than E(n) with —1 and to ignore all values that meet the
expectation value E(n).

—1,if W(z) < B(n)
d(z) = 0,if W(z) = E(n) (1)
+1,if W(z) > E(n)

Translating towards the values {—1,0, 1} looses information. The selection func-
tion d(x) can be refined in the linear model to be

d(x) = W(z) — E(n). (2)

The easiest selection function is the Hamming weight of intermediate data, or
for example the Hamming weight of just a byte of transported data.

3.3 Correlation

DPA identifies the correct key hypothesis by assessing the absolute maximum
of the correlation coefficients for each key hypothesis. The correlation is carried
out between the result of the selection function d(z, j) on the base of the key hy-
pothesis j and the input data 2 and the power consumption P(z,t) of the single
measurements as a function of x and the time ¢. The variable ¢ could be narrowed
to a small time interval if simple power characteristics of the implementation are
obvious. The number i runs through all single measurements.

(i, ) — Al D) (P, 1) — P(m))
\/z d(wi.d) — d(@0)2\/ S (Plait) — Plast)?

The correlation coefficient ¢(t, j) has to be assessed for each key hypothesis j. It
will be near zero if there aren’t any correlations between the selection function

3)
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d(x,j) and P(x,t). In case of a strong correlation c¢(t,j) approaches 1 at some
specific points in time. If there are significant correlation results at a certain key
hypothesis j that do not occur at other key hypotheses this is a strong indication
of the correct key values.

The formula (3) gives an insight in the notion of (cross)-correlation, but for
efficient computation the formula should be reordered.

4 DPA Attack against a CRT Implementation

For performance reasons the CRT implementation is a common choice of a
RSA implementation. If the Chinese Remainder Theorem is used intermediate
data of the modular exponentiation algorithm are unknown, as the input
value of the modular exponentiation algorithm is reduced modulo the primes
p and ¢, respectively. The offline-prediction of intermediate data during the
square-multiply algorithm is not possible anymore.

4.1 Basic Idea: Hypotheses on the Remainder

In contrast to the ZEMD that has to correlate on the intermediate results of the
modular exponentiation algorithm this DPA attack on the CRT implementation
attacks the modular reduction modulo one of the primes performed prior to the
CRT exponentiation. It exploits power consumption signals that are caused by
the processing and data bus transfers of the residue.

The DPA attack on the CRT implementation uses measurement series with
input values of RSA that are equidistant. It assumes that input values can be
chosen by the attacker. At the first measurement series a starting value z¢ is
chosen and the following input values are generated by decrementing the previous
input value by 1. We assume that each series contains m elements. Series are
numbered with k. Within the second series the input values have a distance of
256: xg, Tog — 1 - 256, g — 2 - 256, 29 — 3 - 256, ..., g — m - 256. Other series
follow with stepsize 256* until the exponent % reaches the size of the prime to
be attacked.

There aren’t any further restrictions on the input value xg. We can deal with
a purely random, modulus-sized number. For each series k we define the i-th
value

x; =10 — 1 - (256)F . (4)

The DPA attack on the modular reduction sets up hypotheses on the remain-
der r after the reduction modulo the prime ¢. The aim of the first measurement
series with the distance 1 of the input values is to compromise the least significant
byte of the remainder ry that fulfills

T9 = 29 mod q . (5)
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We further define
r; = x; mod q. (6)

The further measurement series aim to compromise the k-th byte of the
remainder g, respectively.

For demonstration purposes we focus first on the usage of the measurement series
with an equal distance of 1 before we give the general approach.

We assure that all input values x; of the first measurement series have a
remainder with the prime (in the following we assume that the prime ¢ is going
to be attacked) that does not equal zero. We therefore exclude the unlikely
case of crossing a multiple of ¢ by calculating the greatest common divisor with
the public modulus N and all input values z; of the first measurement series:
ged(x;, N). In the unlikely case that a multiple of ¢ is crossed the modulus N is
directly factorised.

There are 256 hypotheses H;o(0 < j < 255) on the value of the least signifi-
cant byte of rg

Hjo is {ro mod 256 = j} (7)

that are going to be analysed with DPA.

All values of r; are related to the value rg. As the input values z; are equally
distant the difference between r¢ and r; directly gives the value of the last byte
of the remainder for each hypothesis

Hj; is {r; mod 256 = (j — i) mod 256} . (8)

The corresponding value of Hj; can be read out from the Table 1.
Table 1. Table of hypotheses Hj;

Hyi || wo| @] 2| @s| a2
0[255]254]253]252] - |—i mod 256

Hy; || 1] 0[255254[253] |(1 — i) mod 256
3] 1| 0[255[254] (2 — i) mod 256

Hos5,(|255(254(253|252|251 |- - -|(255 — i) mod 256

The correlation is carried out with the Hamming weight W (x) for each hy-
pothesis Hj;. The selection function d(z, j) is therefore based on 8 bit (see Table
2).

The strongest results are expected for that value of j where the hypothesis
corresponds to the reality. This value is called fy from now on. The cyclic prop-
erty of Hj; yields secondary correlation peaks. The second strongest correlations
are expected at the hypothesis H;1128. The third strongest correlations should
be at the two hypotheses Hji64. Therefore there are additional indices of the
correct hypothesis.
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Table 2. Table of the selection functions d(z;,j) on the base of hypotheses Hj; using
the 8-bit Hamming weight W (z).

dyi_|wo|z1|wo|ws|zal - |2

do; || O] 8] 7] 7] 6]---|W (Ho:)
di; || 1] 0] 8] 7| 7]-- W (Hu)
da; || 1] 1] 0] 8 7[---[W(Hz)

dossi|| 8| 7| 7| 6] T|---|W (Ha2ss:)

As result of the first measurement series it is found that (z¢g — fo) mod ¢ is
divisible by 256.

4.2 The General DPA Attack: MRED

Accordingly to the first measurement series the attack scenarios on the more
significant bytes of the remainder ry are carried out. k denotes the current byte
that is attacked with DPA and the least significant byte of the remainder is
referenced with k = 0.

The reference base of each measurement series for the successive approxima-
tion of ro remains zo. All other bases are calculated by a decrement of (256).
The 256 hypotheses used for DPA are

Hj; is {(r; mod (256)"™) div (256%) = (j — i) mod 256 } . (9)

We define Fj, = 79 mod (256). With the discovery fx_; of the previous
measurement series the function Fj, is given by

k—1
Fp=Y_ fi-(256)". (10)

i=0
The pre-condition for the cyclic DPA attack is that
(zo —i-(256)%) mod q = ro — i - (256)" . (11)

Whether it holds for all m elements of the measurement series depends on
the fact whether rg > m - (256)*. Because of formula (10) this is equivalent
to (rg — F) > m - (256)*. If this is not true, then there exists a w < m such
that (ro — Fx) = w - (256)*. This last equality implies that (zo — F)) = (w -
(256)%) mod q. To test whether such a w < m has occurred, it is checked whether
((zo — Fy) — i - (256)F) was divisible by ¢ for one of the candidate values i < m.
This testing is done by computing the gcd of all elements of a measurement
series with the modulus N and the check whether it is 1:

ged(zo — Fiy — i - (256)F, N) = 1. (12)
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Otherwise, the modulus N is factorised as a result of the ged and this is the
end criterion of this DPA attack. The check can be optimised by computing the
product of the elements modulo N, comparing with 0 at each step and one final
ged calculation.

Then we examine the measurements on xg — i - (256)% with DPA methods
to find fy,, which means that (2o mod ¢) mod (256)*+V) equals Fj,1 = fo + f1 -
256 + -+ + fi - (256)*.

This procedure of alternating ged calculation and DPA calculation finds more
and more bytes from rg, starting from the least significant byte. The function
xo — Fy continously approaches a multiple of the prime ¢ starting from the least
significant byte. Along this line the measurements can be done beforehand, while
the alternate DPA search and gcd calculation in the end finds q.

The basic assumption for a successful DPA attack is formula (11). This DPA
attack that is referred to “MRED” (Modular Reduction using Equidistant Data)
is applicable if this equality holds at least for a certain percentage of single
measurements.

MRED needs up to ¢, measurement series whereas ¢, is the byte length of
the prime ¢. Each measurement series typically has to include a few hundred to a
few thousand single measurements. The measurements can be taken in advance
before the DPA calculations.

5 Results

The results that are expected using this DPA attack on the CRT implementation
are demonstrated using simulated measurement data. The generation of these
data is based on the power leakage model that the power consumption P(z,t) at
a certain point in time ¢ can be split into a power contribution that varies with
the Hamming weight of the data x processed, into a power consumption that
represents a constant portion and a power consumption that is caused by noise
[6][7]. The simulation data are generated using P(z,t) = P'(x,t)+ N(t), whereas
P'(z,t) is deterministic and depends on the Hamming weight of the data. N(t)
simulates a random noise level and should have zero mean. In the linear model
P'(z,t) is proportional to the Hamming weight W (x) of the intermediate data
according to the expectation value E(n):

P(z,t) = (W(x) — E(n)) - A(t) + R(t) + N(¢). (13)

A(t) is a certain portion of power consumption for each bit transported that
does not equal zero in data dependent paths. R(t) is the remaining deterministic
part. Noise N(t) can be ignored at statistical attacks [6].

The underlying bus-architecture is chosen to be 8 and 32 bit, respectively.
The generation of simulated measurement data gives an output file for each expo-
nentiation that contains the Hamming weight of all intermediate data processed.
These output files replace the single measurement data files. The number of bits
used for the calculation of the Hamming weight is given by the bus-architecture.
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The starting value zy was chosen randomly as 128 byte value. The value of prime
q was 63 byte long.
The test values used are the following.

00 DA 2B AD CF FO 83 45 OE 4D 8F 32 EF 68 3A 57
06 DB E5 2E 15 8B 8F 9F 62 4C 15 D8 91 B9 03 56
B5 FB B8 35 88 5C E9 OB 4E 46 FF ED 68 B9 DC A8
37 5D 92 86 E5 BA B4 3B 98 A7 BE 65 90 BF 84 83
xo -

AE 67 OD 33 82 DF 4B 8D EC DE EO B3 7D 2B FB A2
FD F4 C3 29 1B DB 74 F7 C1 CD B4 FD 63 41 C4 DE
A5 F7 8C 79 21 C4 5A 8B 54 63 9A 41 25 D3 1F 58
4E 82 56 A2 8D EO 1A 50 C2 96 A7 89 3E 07 33 61
OA 7D 99 BC 06 28 83 A5 A6 41 53 F9 CE 14 5D 71
OB 1E D6 5A 83 3D AB 44 ED OF EO 65 3E 32 88 AF
BD 59 EE AC 85 8B FB DD F7 B8 4C 33 DD 5D A5 FE
A9 98 A9 D9 49 01 59 5B 40 CO CE 5A 23 78 2A 48
To:

00 09 47 50 DB C7 43 16 75 05 8E 99 E5 2C 92 50
96 D9 CD 3E 81 57 E3 B8 F8 15 47 BB 49 A2 8F 50
27 18 3E BD 86 A3 36 21 5A 42 E8 03 AE 1B 62 27
55 55 9A D9 B7 FF 41 FD 83 4E 33 B2 E5 A2 B5 42

The correct value fj of the least significant byte of g mod ¢ is in this example
42h resp. 66 in decimal representation.

5.1 First Case: 8-Bit Architecture

The DPA calculation reveals the following list of the best 17 candidates (out of
256 candidates) for the correct value of fy on the base of 256 single measure-
ments.

Besides to the correct value 66 (decimal notation) secondary positive corre-
lation signals with decreasing amplitudes appear at the relative displacements
of +128, +64, £32, +16, £8, £4, +2 and +1 of the correct hypothesis 66. If the
number of single measurements is not a multiple of 256 the correlation coefhi-
cients of the secondary positive correlation coefficients differ slightly.

In the Fig. 2 both positive and negative correlation coefficients are taken
into account. Negative correlation coefficients occur mainly at small correlation
amplitudes. Strong correlation signals are caused by positive correlation coeffi-
cients.

5.2 Second Case: 32-Bit Architecture

During generation of the simulation data the 32-bit Hamming weight is used
instead of an 8 bit Hamming weight. The DPA correlation is performed on the
last 8 bits of the intermediate result after modular reduction.
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HypothesisHCorrelation Coefﬁcient‘Relative Displacement of fy

66 +1.000000 0
194 +0.750000 +128
2 +0.625000 -64
130 +-0.625000 +64
34 +0.562500 -32
98 +0.562500 +32
50 +0.531250 -16
82 +0.531250 +16
58 +0.515625 -8
74 +0.515625 +8
62 +0.507812 -4
70 +0.507812 +4
64 +0.503906 -2
68 +-0.503906 +2
65 +0.501953 -1
67 +0.501953 +1

8-Bit Architecture, No Noise; Result File: tbl3_cB

4

" MJ,// //‘/‘/‘/7/)///‘ /)/////)/l////)/»/ i

7

150

200

250

Hypothesis j

Fig. 1. Graphical representation of the absolute correlation coefficients on the base of
256 single measurements over time. Correlations coefficients c(j,t) < |0.2| are neglected
in this trace for clarity reasons.

The correlation coefficient at the correct value fj is the most significant and
can be easily recognised (Fig. 3). It is more significant as in case of 32-bit random
input values. Though the Hamming weight of the measurement series is based on
32 bit the correlation coefficients are nearly as significant as in case of an 8-bit
architecture. Because of the equidistant step width only up to two bytes of input
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8 Bit Bus Architecture No Noise

Correlation
)
)
)
)

0 50 100 150 200 250
Hypothesis j

Fig. 2. Graphical representation of the correlation coefficients on the base of 256 single
measurements. The smaller correlation amplitudes around fy + 128 of Fig. 1 turned
out to be mainly of negative sign.

data and their contribution to the overall 32-bit Hamming weight are affected.
A change at the more significant byte occurs at each 256th single measurement
only.

It turned out that the DPA attack on the CRT is robust on different hardware
architectures.

6 Efficiency of MRED

For the practical estimation of the attack potential we assume that we deal with
1024 bit RSA key size. The CRT implementation shall not include any restric-
tions on the input data and message blinding schemes that prevent MRED (see
section 7). The smaller prime used is assumed to be about 500 bit long. After the
first measurement series that serves as profiling step the further measurements
series can be limited to a small time frame at the beginning of the CRT calcula-
tion that includes the modular reduction step. In general, it is assumed that an
attacker needs a few hundred to a few thousand single measurements to prove
DPA signals within one measurement series. The ged check is successful after
approximately 60-62 measurement series at the latest. For the overall number of
single measurements we would expect 30.000 < n < 300.000. The measurement
itself consumes the most part of the time needed. For a rough estimation the
overall measurement time ¢ is expected to be 1 day < ¢t < 3 weeks. It further
depends on the performance of the test set-up. The time of a DPA calculation
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32 Bit Bus Architecture No Noise
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Fig. 3. Graphical representation of the correlation coefficients on the base of 256 single
measurements. The correct value is fo = 66. The characteristics is shifted asymmet-
rically regarding to Fig. 2 (The correlation coefficient of j = 2 is nearly as high as of
j=194.)

on a standard PC should be done in the range of minutes depending on the time
frame width that is used for the measurement. Additional time is generally nec-
essary for re-synchronisation of single measurements. As it is possible to focus
on a small time frame re-synchronisation should be done within minutes to at
maximum 1 hour computing time for each measurement series.

MRED is linear to the bit size of the prime that is attacked. E. g. applying
this attack to a 2048 bit RSA key will double the overall time.

Table 3. Summary of the Attack Efforts needed for a 1024 bit RSA key

Attack Tasks of MRED

No. of Measurement Series: 60-62

No. of Single Measurements per Series: 500 - 5000

Single Measurement Data Size: small

Overall Measurement Time: 1 day to 3 weeks
Overall Re-Synchronisation Time: few hours to 2 days
No. of DPA calculations: 60-62

Overall DPA calculation time: few hours to 1 day

Overall Time: 2 days to 1 month
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Referring to the Common Criteria scheme [12] the attack potential of MRED
is assessed to be in the range of 'Moderate’ to "High’ for a 1024 bit RSA key.
The assessment depends on the countermeasures of the implementation, the
necessary adaptation work of the attacker and the further development of the
attack methods.

7 Limitations and Countermeasures

There are three basic assumptions of the MRED attack, namely

1. a sufficient number of single measurements can be collected,

2. the input data x can be varied arbitrarily to construct equidistant input
data, and

3. (o —1i-(256)%) mod ¢ holds (ro —i- (256)*) at least for a subgroup of single
measurements.

The first assumption deals with the number of single measurements that are
needed for this DPA attack. As said before, this DPA attack against a 1024 bit
RSA key demands for about 30.000 < n < 300.000 single measurements. The
upper boundary of single measurements may conflict with physical constraints
of smart cards, e. g. if EEPROM write accesses are involved. Nevertheless, the
authors assess that a few ten thousand measurements is a realistic number of
exponentiations that can be carried out using a typical smart card. A general
countermeasure to prevent these kind of statistical attacks is an usage counter for
the number of RSA exponentiations. To secure the RSA decryption an additional
failure counter can be implemented if a check of padding formats fails. On the
other side an improvement of MRED may reduce the number of exponentiations.

The second assumption affects RSA signing (“chosen plaintext”), but not the
RSA decryption (“chosen ciphertext”). The second assumption fails if the at-
tacker has to deal with padding formats in case of digital signature applications.
Typical padding formats used limit the range of variable data to the least signif-
icant 20 bytes of data that is the outcome of a hashing function. At the presence
of padding formats MRED will reveal at maximum the least significant 20 bytes
of the remainder of both primes p and q. Nevertheless, this information is of
minor use as it doesn’t give directly the least significant 20 bytes of the primes
p and ¢, but of an unknown multiple of p and ¢, respectively. A possible way
to proceed is a DPA attack that aims to find data correlations on the revealed
bytes of the remainder during the following ’square - multiply’ algorithm using
the exponents d, and d,. If data correlations can be proven at the multiplica-
tions this leads to the disclosure of the exponents d, and d;. The occurence of
these DPA signals during the exponentiation can be prevented by the common
message blinding schemes.

The third assumption of MRED can be destroyed by message blinding. Mul-
tiplicative message blinding scheme as e. g. proposed by [11] use pairs (v;, vg)
that are used for the blinding of the input data and unblinding of the result.
This multiplicative blinding is applicable to prevent the likeliness of the third
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assumption. Nevertheless, MRED might be useful to detect possible weaknesses
within the message blinding scheme.

8 Conclusion

In this paper, we developed a new DPA attack on the remainder that can be
applied at a CRT implementation of RSA to compromise one of the secret RSA
primes. The basic assumption for MRED is that (o — i - (256)%) mod ¢ holds
(ro — i - (256)%) at least for a subgroup of single measurements. The results
of this MRED attack are shown on the base of simulated measurement data.
Countermeasures against MRED should include the use of multiplicative blind-
ing schemes to protect the reduction modulo a secret prime.
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