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A dynamic AES cryptosystem
based on memristive neuvral
network

Y. A. Liu?, L. Chen?, X. W. Li%, Y. L. Liu%, S. G. Hu?, Q. Yu?, T. P. Chen3 &Y. Liu*™®

This paper proposes an advanced encryption standard (AES) cryptosystem based on memristive neural
network. A memristive chaotic neural network is constructed by using the nonlinear characteristics

of a memristor. A chaotic sequence, which is sensitive to initial values and has good random
characteristics, is used as the initial key of AES grouping to realize "one-time-one-secret" dynamic
encryption. In addition, the Rivest-Shamir-Adleman (RSA) algorithm is applied to encrypt the initial
values of the parameters of the memristive neural network. The results show that the proposed
algorithm has higher security, a larger key space and stronger robustness than conventional AES. The
proposed algorithm can effectively resist initial key-fixed and exhaustive attacks. Furthermore, the
impact of device variability on the memristive neural network is analyzed, and a circuit architecture is
proposed.

The advanced encryption standard (AES), a group symmetric encryption processes with variable key lengths,
takes advantage of good security, high efficiency, easy implementation and strong flexibility and has become
an international mainstream standard encryption system'~>. However, there are still some security problems in
AES, such as the fixed initial key, key decoding, and limited key space*~”. Chaotic systems were introduced to
improve the AES encryption algorithm®'2. In 2004, a one-way coupled spatiotemporally chaotic map lattice was
used to construct a new AES cryptosystem®. In 2018, a novel chaos-based hybrid encryption algorithm design
for secure and effective image encryption was presented’. In 2019, an image encryption algorithm was proposed
based on the combination of a chaos sequence and modified AES™. In 2020, a four-dimensional chaotic system
was applied to generate keys and improve advanced encryption standard'’. In 2021, a modified AES cryptosys-
tem with dynamic random keys based on chaos synchronization was presented'?. There are a few of researches
on neural networks for AES"; and they mainly focus on optimization and searching problems. Hopfield et al.
introduced the energy function to a neural network to solve the travelling salesman problem (TSP)'*. Multilayer
perceptron neural networks (MLP NNs) were trained for sonar dataset classification'*!¢.

In addition, the abovementioned algorithms improve AES without considering physical implementations. As
the fourth fundamental circuit component, memristors have many advantages'’, such as nonlinearity, memory
properties, low power consumption, and simple structures'®. There is also much research on building chaotic
systems and neural networks based on memristors'®-*!. In 2008, several nonlinear oscillators were derived from
Chua’s oscillators by replacing Chua’s diodes with memristors'®. In 2012, a delayed switching effect was used to
control the switching of a memristor synapse between two neurons?'. In 2020, a physical memristor based on
the Muthuswamy-Chua chaotic system (circuit) was provided®. These memristive neural networks are rarely
applied to encryption systems based on lightweight cryptography. Jack Cai presented a cryptography architecture
based on memristor crossbar array, binary hypervectors, and neural network®. A hardware module based on
memristor devices was demonstrated for AES key generation*’. Some applications in image encryption were
found by the memristor based chaotic system™.

In this paper, based on the memristor-based transient chaotic neural network (MTCNN)*>, a long-time
chaotic state is realized by altering the value of the parameters. By MTCNN, the AES initial key is dynamically
generated to realize "one-time-one-secret" encryption. Simultaneously, to improve security, Rivest-Shamir-Adle-
man (RSA) encryption is used to encrypt the initial parameters of a chaotic network. The histogram analysis of
image encryption, sensitivity and statistics analysis have been carried out, and the capability and improvement
in this proposed AES cryptosystem have been examined. At the same time, we also tested the variability of the
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device and the noise immunity of the network, and the results proved that MTCNN has good anti-interference
characteristics. Finally, the circuit level architecture is proposed and simulated successfully, which proves it can
be implemented in hardware.

Background and methodology

AES. Rijndael was chosen as the advanced encryption standard by the National Institute for Standards and
Technology (NIST) because of its elegance, efficiency and security in 2000. AES is a symmetric encryption algo-
rithm with a block length of 128-bit. The numbers of encryption rounds are related to the key lengths and are 10
rounds for a 128-bit key, 12 rounds for a 192-bit key and 14 rounds for a 256-bit key. Each round of AES encryp-
tion mainly includes SubBytes, ShiftRows, MixColumns and AddRoundKey. AddRoundKey, which applies XOR
operation between the input state matrix and the key, is the most important step. The traditional AES system
generates each round key by a fixed key expansion.

MTCNN. MTCNN is designed and implemented by introducing a memristor into a transient chaotic neu-
ral network (TCNN), which has great self-control when switching between chaotic and steady states, and it is
described as®:

1
Xi(t) = e (1)

yi(t + 1) = kyi(t) + a(Z;'zl wiix;(t) + Ii> —zi(t) (xi(t) — Ip) (2)
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where x; is the output of neuron i, y; is an internal state of neuron i, z; is the self-feedback connection weight of
neuron i (z;>0), w;; is the connection weight between neuron j and neuron I, & is a positive scaling parameter for
inputs (o>0), k is a damping factor of the neuronal membrane (0 <k<1), € is a steepness parameter of the output
function (¢>0), My denotes the initial resistances of the memristor, b and c are the scaling parameters, ¢ is the
magnetic flux of the memristor, ‘;—‘f = ¢ - X;(t), and k;,, is the initial value of the memristor.

The settings of various parameters can be found in3®.
My = 1100,k = O.9,é = 800, Iy = 0.65,k,, = 10°,b = 100, ¢ = 1.25 x 10*5,andyo = 0.5. This work aims to
improve the AES algorithm with MTCNN. It requires prolonging the chaotic state of the system to generate
chaotic sequences. As shown in Fig. 1, the period of the chaotic state can be controlled by the parameters.
When increasing € or decreasing k,,, the duration of chaos becomes significantly longer. Figure 1 shows that the
number of iterations of chaos could increase from 2000 to 8500 within 1/¢ from 500 to 1000 or k,, from 3 x 10°
to 0.65x 10°.

Dynamic AES using MTCNN. The MTCNN model is introduced to change the encryption key every
round, as shown in Fig. 2. The plaintext is encrypted with AES, and the parameters of the key generated by the
chaotic neural network are encrypted with RSA. The chaotic sequence generated by MTCNN can be used as a
key for each round of encryption and decryption.

The chaotic sequence generated by MTCNN realizes key generation through the following process, as shown
in Fig. 3. Firstly, 16 floating-point numbers with values between 0 and 1 are randomly selected by 16 iterations
in the chaotic period. Then, 6 to 10 digits after the decimal point of every floating-point number are taken, and
are divided by 256 to obtain an integer in [0, 255]. By converting the decimal system into a binary system, each
integer in [0, 255] is converted into an 8-bit binary number, and finally, 16 integers can be used to obtain a 128-
bit sequence, i.e., a 128-bit key.

As a chaotic neural network is sensitive to the initial value, with a slight modification in the initial value each
time, a different nonduplicate key sequence can be obtained and conformed to the key standard. The key gener-
ated from each initial value can be used for one round of AES encryption, and ten initial values can complete
one round AES block encryption.

Results and analyses
We examine image and text encryption and decryption by the proposed algorithm. The encryption parameters
are set as mentioned above.

Histogram analysis of image encryption. As shown in Fig. 4, this system successfully realizes the
encryption and decryption of the greyscale images (256 x 256) "Cameraman” and "Chemical plant". Their his-
tograms before encryption and after encryption by the proposed AES model and conventional AES model are
presented. The histograms of the original images have a nonuniform distribution and vary widely, while the
pixel values of the encrypted images are distributed uniformly. Compared with conventional AES, the proposed
algorithm has better balance and smaller variations. This demonstrates that the proposed algorithm has better
security and can resist statistical attacks more efliciently. However, the computing time of the proposed algo-
rithm is a little long due to the high complexity.
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Figure 1. The period of the chaotic state of MTCNN controlled by parameter value. (a) ky, = 3*10% (b) ky,
=0.65*10% (c) 1/e = 500 and (d) 1 /¢ = 1000.
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Figure 2. Schematic illustration of the proposed AES encryption and decryption process based on MTCNN.
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Figure 3. Schematic diagram of the 128-bit key generation by MTCNN.

Sensitivity analysis. The experiment on the sensitivity of the proposed cryptosystem is performed
by altering the initial values of the memristive neural network parameters. After changing the parameters
(Mo, &, Io, km, and yy) slightly, the bit change rate of ciphertext is shown in Table 1. In the table, when Mo, €, I, k,
and yy are varied about 1 x 10716, each of them can obtain a bit change rate of ciphertext of approximately 50%,
which means the key avalanche phenomenon is apparent. This verifies the good sensitivity, key dependence and
effectiveness of the algorithm.

Statistics analysis. The correlation detection of the proposed encryption algorithm is shown in Fig. 5. To
calculate the autocorrelation and cross-correlation, the following equations are used*®:

N-1

1 _ _
Rs 5, (m) = = D _[81) = SillSa(i+m) — 5] (5)
i=0

where Ry, s, is the cross-correlation of sequences St and S; St and S, are the sequence means; and m is the cor-
relation interval. When S; = S, the above equation becomes an autocorrelation function. It can be confirmed
that the chaotic sequence generated by MTCNN has good randomness, as shown in Fig. 5a. When m = 0, the
autocorrelation function is equal to 0.25, and when m is not equal to 0, the autocorrelation function tends to be
zero. The whole autocorrelation function is close to the § function and is quasi-random. Moreover, by measuring
the frequency of the chaotic sequence, the average value of the balance degree of the chaotic sequence is 49.76%.
This means that the "0" and "1" sequences of the chaotic sequence are evenly distributed. The balance degree of
the chaotic sequence is good, as shown in Fig. 5a-d. It can also be seen that the values of the autocorrelation
sidelobe and cross-correlation function of the ciphertext sequence are close to zero, indicating that the ciphertext
encrypted by MTCNN shows good randomness and is not related to plaintext.

Theoretically, the key space of conventional "AES128" is 2!28 ~ 3.4 x 10%. The memristive neural net-
work used in this work can act as the parameter of the key, and the parameter type and range of the proposed
MTCNN method are presented in Table 2. The total key space size is equal to the product of all parameter spaces:
K = K, x Ki x Kg x Kjy x Ky, x Ki, x Kp x Kc = 8.62 x 10'23, where Ky, , Kk, K¢, K1y, Ky, Ki,,,» Kpand K.
are the key spaces for the parameters in Table 2. The key space of the proposed AES cryptosystem is much larger
than that of the conventional AES system.

Figure 6 shows the frequency detection for encryption with MTCNN. It should be noted that regardless of
whether the plaintext has prominent statistical characteristics or randomness, the corresponding ciphertext has
good randomness. This means that the ciphertext does not depend on the statistical characteristics of the plain-
text. The algorithm has good plaintext independence and can effectively resist differential attacks. Furthermore,
20 poker tests were carried out, and the test results are shown in Table 3. According to’, the 20,000-bit random
ciphertext encrypted by AES based on MTCNN is divided into 4-bit groups, and f (i), the number represented by
the 4-bit group elements, is counted. The statistic X is calculated by Eq. (6), which passes when 2.16 < X< 46.17.
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Figure 4. Histograms of the image encryption. (a-f) Cameraman: (a) original image; the image after (b)

proposed encryption, (c) conventional AES; histogram of the (d) original image, (e) encrypted by proposed

algorithm, (f) encrypted by conventional AES; (g-1) Chemical plant: (g) original image; the image after (h)
proposed encryption, (i) conventional AES; histogram of the (j) original image, (k) encrypted by proposed
algorithm, (1) encrypted by conventional AES.

Parameter | Initial value | New value Bit change rate of ciphertext (%)
My 1100 1100+1100 x 107 | 47.66
km 10° 10°+10° x 1071® 50.98
1/e 800 800+800 x 1071¢ 46.68
Iy 0.65 0.65+0.65 x 1071 50.10
Yo 0.5 0.5+0.5 x 1071¢ 51.46

Table 1. Bit change rate of ciphertext with the change of parameters.
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Figure 5. Correlation detection of encryption algorithm based on MTCNN. The autocorrelation function for
(a) the chaotic sequence, (b) the ciphertext, (c) the plaintext; and (d) the cross-correlation function values of
plaintext and ciphertext.

Parameter | Data type | Value range Space size

Mo Double [400,2000] K, ~ 1600 x 10

k Double [0.45,0.99] Ki ~ 0.54 x 10'6

1/e Int [400,1000] K, ~ 600

Iy Double [0.6,0.7] K, ~ 0.1 x 10'¢

Yo Double [0.1,0.9] Ky, ~ 0.8 x 10

km Double [0.1 x 10%10 x 10°] | Kg,, & 9.9 x 10? x 10'®

b Double [50,150] Kjp ~ 100 x 10'°

c Double [9% 10763 x 107 | K. ~ 21 x 107° x 10'°
Table 2. List of parameter types and range of the proposed MTCNN.
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Figure 6. Frequency detection of the encryption algorithm based on the proposed MTCNN.
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Test Results of statistic X

13.34 19.18 | 23.93 8.46

14.61 17.29 | 18.64 |14.57

20.33 10.62 9.66 |27.28

15.87 16.72 | 12.06 | 18.98

21.36 13.54 |17.22 | 17.09

Table 3. The results of 20 times of Poker test.
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Figure 7. Hardware implementation schematic of the MTCNN system.

X = 58 x (12l ()2]) — 5000 ©

The results show that X falls in the range of [8.46, 27.28], and its average value is 16.54 € [2.16, 46.17]. The
ciphertext of this algorithm has good randomness and can resist attacks, such as statistical analysis attacks.

Hardware simulations. As shown in Fig. 7, the proposed circuit level architecture has four modules,
including MTCNN controller, 12-bit digital-to-analog converter (DAC), 12-bit analog-to-digital converter
(ADC), and memristive amplifier. MTCNN controller is mainly used to complete the iterative algorithm of cha-
otic system, and to constantly output voltage excitation. DAC and ADC, using the 0.13-um COMS technology,
are applied for the conversion between MTCNN controller and device-level circuit. (Pt/TiO,/Pt) memristors
architecture are fabricated on top of CMOS in our laboratory. The CMOS and memristors are integrated by the
hybrid technology. The working process is described as follows. Firstly, the initial output of MTCNN controller
is converted into a voltage through 12-bit DAC. Then the current obtained by the memristor, through the ampli-
fier circuit is convert to a voltage. Finally, the output voltage is sent back to MTCNN controller through ADC for
calculation, and the next voltage is output.

This circuit involves many conversions between analog and digital. The precision of the convertors has an
important effect on working of the design. In addition, a small error from quantization accuracy may be continu-
ously accumulated by the iterative process in the circuit, possibly leading to final wrong result. Therefor a 12-bit
resolution DAC and ADC are very necessary for this work. In this work, both DAC and ADC are designed with
conventional architecture. The current-steering DAC is designed based on an array of matched current sources
which are binary decoded. Each switch of different weights is controlled by the input digital code and decides the
magnitude of the current in each branch. Finally the output of the DAC is obtained by the summing circuit. The
successive approximation register (SAR) ADC consists of sample-and-hold (S/H), comparator, DAC, and SAR
logic control circuit. The switch procedure is realized with a binary search algorithm. That means that the input
signal is compared with the reference voltage output by the DAC from the most significant bit (MSB) to the least
significant bit (LSB). When input the signal, the switch of largest capacitor Cy is turn on and the other capacitors
are turn off. The first comparison is done by the comparator. If the input voltage is higher than the reference
voltage, MSB is "1". Otherwise, it is "0". The switch of the largest capacitor becomes turn-off. Then we repeat
the switch procedure until the LSB is approached. That means the final output digital code value is obtained.
Each comparison and conversion are controlled by the clock signal generated by the SAR logic control circuit.

The results of circuit simulation based on 12-bit and 10-bit DAC/ADC are illustrated in Fig. 8. Both 12-bit
and 10-bit DAC/ADC enables the chaos, which proving that the proposed MTCNN can be implemented in
hardware. Furthermore, it obviously has richer chaotic dynamic characteristics with the 12-bit ADC/DAC than
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Figure 8. Hardware simulation results. (a) and (b) are the output voltage of the neuron and memristor with
12-bit ADC/DAC, respectively; (c) and (d) are the output voltage of the neuron and memristor with 10-bit
ADC/DAC.

10-bit, and its chaotic time is longer, which will increase the complexity and improve the security of encryption
cryptosystem.

Discussion
Here, the impact of the variability of the memristor is discussed based on the proposed memristive neural net-
work. Figure 9 shows the current-voltage (I-V) characteristics of the memristor model'®. A pinched hysteresis
loop is observed when a sinusoidal current is applied to the memristor in Fig. 9a. Figure 9b shows the conduct-
ance drift of the memristor from cycle to cycle. The typical conductance-voltage (G-V) characteristics of the
memristor model is shown in Fig. 10. Figures 10a and ¢ show when negative voltage pulses are applied to the
memristor, the conductance increases gradually, while it decreases when reversed pulses are applied. Figures 10b
and d show the white Gaussian noise is added to the device. The white Gaussian noise does not affect the conduct-
ance significantly. To further verify the influence of device variability on the chaotic system, we add these changes
to the MTCNN. As shown in Figs. 11a and b, the chaotic process of the network after adding Gaussian noise is
modified. However, as the chaotic state is still existed, the cryptosystem can still work. The device conductance
drift is related to the scaling parameters b of the memristor. The effect of the scaling parameters on the network
is shown in Figs. 11c and d. According to Table 2, when the offset of b is within 50%, it only takes effect on the
duration of chaos. If the offset is more than 50%, there is no chaos state generated and the network does not work.
The proposed network also shows the good performance under the consideration of the non-idealities of the
device and some randomness, which proves it owns strong robustness. This is because unlike the lightweight
cryptography, the proposed cryptography does not need absolute stability, and it just needs the general charac-
teristics of memristors. Besides unlike the other improved AES cryptography, it takes the full advantage of the
memristor and the chaos to realize "one-time-one-secret" dynamic encryption. This paper presents the prospect
of the combination of memristor and encryption, which can significantly improve the safety of the conventional
cryptography. However, the proposed system sacrifices some encryption efficiency because of the increase of the
computational complexity, and owing to introducing the memristor, it is more difficult for hardware implementa-
tion, especially the compatibility of CMOS and memristor.

Conclusion

In summary, this paper proposes an improved AES cryptosystem based on MTCNN. By using the nonlinear
characteristics of a memristor, a memristive neural network is constructed to generate a chaotic sequence with
good random characteristics and is applied to improve the key of AES to realize "one-time-one-secret" dynamic
encryption. Compared with conventional AES, this algorithm has better performance in image encryption with
a more uniform-distribution histogram and a much larger key space. In addition, the proposed AES algorithm
has good sensitivity and statistical properties, which can effectively improve the problems of fixed keys and key
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Figure 11. The effect of variability of the memristor on the MTCNN. (a) without noise; (b) with white
Gaussian noise; (¢) b=50; (d) b=30.

spaces and can improve the anti-attack ability of the AES algorithm. This paper also fully considers the impact of
device variability on the network, and also proposes a circuit level architecture. The hardware implementation of
the model in this study with a real memristor and continuous optimization may be carried out in future research.

Data availability
The data that support the findings of this study are available from the corresponding author upon reasonable
request.

Received: 30 September 2021; Accepted: 23 May 2022
Published online: 28 July 2022

References
1. Daemen, J. The design of Rijndael. Inf. Secur. Cryptogr. 26, 137-139 (2001).
2. Boukis, A. C,, Reiter, K., Frlich, M., Hotheinz, D. & Meier, M. Multicomponent reactions provide key molecules for secret com-
munication. Nat. Commun. 9, 1439 (2018).
3. Nair, R,, Yuen, H. P,, Corndorf, E., Eguchi, T. & Kumar, P. Quantum-noise randomized ciphers. Phys. Rev. A 74, 052309 (2006).
4. Zheng, S. H. et al. A persistent fault-based collision analysis against the advanced encryption standard. IEEE Trans. Comput. Aid
D 40, 1117-1129 (2021).
5. Prabhakaran, V. & Kulandasamy, A. Hybrid semantic deep learning architecture and optimal advanced encryption standard key
management scheme for secure cloud storage and intrusion detection. Neural Comput. Appl. 33, 14459-14479 (2021).
6. El Batouty, A. S., Farag, H. H., Mokhtar, A. A, El-Badawy, E. A. & Aly, M. H. Improvement of radio frequency identification
security using new hybrid advanced encryption standard substitution box by chaotic maps. Electronics 9, 1168 (2020).
7. Sugawara, T., Li, Y. & Sakiyama, K. Probing attack of share-serial threshold implementation of advanced encryption standard.
Electron. Lett. 55, 517-518 (2019).
8. Ye, W. P. et al. Experimental realization of a highly secure chaos communication under strong channel noise. Phys. Lett. A 330,
75-84 (2004).
9. Gavusoglu, U., Kagar, S., Zengin, A. & Pehlivan, I. A novel hybrid encryption algorithm based on chaos and S-AES algorithm.
Nonlinear Dyn. 92, 1745-1759 (2018).
10. Arab, A., Rostami, M. J. & Ghavami, B. An image encryption method based on chaos system and AES algorithm. J. Supercomput.
75, 6663-6682 (2019).
11. Yang, C. H. & Chien, Y. S. FPGA implementation and design of a hybrid chaos-AES Color image encryption algorithm. Symmetry
12, 189 (2020).
12. Lin, C. H., Hu, G. H,, Chan, C. Y. & Yan, J. ]. Chaos-based synchronized dynamic keys and their application to image encryption
with an improved AES algorithm. Appl. Sci. 11, 1329 (2021).
13. Hu, X. Y. & Zhao, Y. Q. Research on plaintext restoration of AES based on neural network. Secur. Commun. Netw. 2018, 6868506
(2018).
14. Hopfield, J. J. Neural computation of decisions in optimization problem. Biol. Cybern. 52, 141-152 (1985).
15. Mosavi, M. R., Khishe, M. & Akbarisani, M. Neural network trained by biogeography-based optimizer with chaos for sonar data
set classification. Wirel. Pers Commun. 95, 4623-4642 (2017).

Scientific Reports |  (2022)12:12983 | https://doi.org/10.1038/s41598-022-13286-y nature portfolio



www.nature.com/scientificreports/

16. Khishe, M., Mosavi, M. R. & Moridi, A. Chaotic fractal walk trainer for sonar data set classification using multi-layer perceptron
neural network and its hardware implementation. Appl. Acoust. 137, 121-139 (2018).

17. Chua, L. O. Efficient computer algorithms for piecewise-linear analysis of resistive nonlinear networks. IEEE Trans. Circuit Theory
18, 73-85 (1971).

18. Strukov, D. B,, Snider, G. S., Stewart, D. R. & Williams, R. S. The missing memristor found. Nature 459, 1154-1154 (2008).

19. Itoh, M. & Chua, L. O. Memristor oscillators. Int. J. Bifurc. Chaos 18, 3183-3206 (2008).

20. Wang, F Z. et al. Delayed switching applied to memristor neural networks. J. Appl. Phys. 111, 07E317 (2012).

21. Shen, J. X. et al. Mimicking synaptic plasticity and neural network using memtranstors. Adv. Mater. 30, 1706717 (2018).

22. Boybat, I. et al. Neuromorphic computing with multi-memristive synapses. Nat. Commun. 9, 2514 (2018).

23. Sun, J. W, Zhao, X. T., Fang, ]. & Wang, Y. F. Autonomous memristor chaotic systems of infinite chaotic attractors and circuitry
realization. Nonlinear Dyn. 94, 2879-2887 (2018).

24. Yuan, E & Li, Y. X. A chaotic circuit constructed by a memristor, a memcapacitor and a meminductor. Chaos 29, 101101 (2019).

25. Huang, H. M. et al. Implementation of dropout neuronal units based on stochastic memristive devices in neural networks with
high classification accuracy. Adv. Sci. 7, 2001842 (2020).

26. Tao, C. A., Lwa, B. & Sdbcd, E. Implementation of circuit for reconfigurable memristive chaotic neural network and its application
in associative memory. Neurocomputing 380, 36-42 (2020).

27. Emboras, A. et al. Opto-electronic memristors: Prospects and challenges in neuromorphic computing. Appl. Phys. Lett. 117, 230502
(2020).

28. Zhang, Y. et al. Brain-inspired computing with memristors: Challenges in devices, circuits, and systems. Appl. Phys. Rev. 7,011308
(2020).

29. Ginoux, J. M., Muthuswamy, B., Meucci, R., Euzzor, S. & Ganesan, K. A physical memristor based Muthuswamy-Chua-Ginoux
system. Sci. Rep. 10, 19206 (2020).

30. Lin, P. et al. Three-dimensional memristor circuits as complex neural networks. Nat. Electron. 3, 225-232 (2020).

31. Lai, Q, Wan, Z. Q., Kengne, L. K., Kuate, P. D. K. & Chen, C. Y. Two-memristor-based chaotic system with infinite coexisting
attractors. IEEE Trans Circuits-II 68, 2197-2201 (2021).

32. Cai, J., Amirsoleimani, A. & Genov, R. HYPERLOCK: In-Memory Hyperdimensional Encryption in Memristor Crossbar Array.
arXiv preprint arXiv:2201.11362 (2022).

33. Rady, H., Hossam, H., Saied, M. S. & Mostafa, H. Memristor-based AES key generation for low power iot hardware security
modules. In 2019 IEEE 62nd International Midwest Symp Circuit. 231-234 (2019).

34. James, A. P. An overview of memristive cryptography. Eur. Phys. J. Spl. Topics 228, 2301-2312 (2019).

35. Liu, Y. A, Yu, Q, Hu, S. G, Qiao, G. C. & Liu, Y. A memristor-based transient chaotic neural network model and its application.
J. Appl. Phys. 126, 114901 (2019).

36. Murphy, S. The power of NIST’s statistical testing of AES candidates. Preprint Jan. 17, 118 (2000).

Acknowledgements
This work is supported by NSFC under Project No. 92064004.

Author contributions

Y.A.L. initiated the idea, designed the memristive chaotic neural network for AES. Y.L.L. conducted the simu-
lation experiments. L.C. and X.W.L. discussed and analyzed the results. Y.L. supervised the project, provided
advices and technical guidance. S.G.H., Q.Y. and T.P.C. gave necessary information for this study. Y.A.L. and Y.L.
wrote the main manuscript text, and the other authors commented on the manuscript at all stages.

Competing interests
The authors declare no competing interests.

Additional information
Correspondence and requests for materials should be addressed to Y.L.

Reprints and permissions information is available at www.nature.com/reprints.

Publisher’s note Springer Nature remains neutral with regard to jurisdictional claims in published maps and
institutional affiliations.

Open Access This article is licensed under a Creative Commons Attribution 4.0 International

= License, which permits use, sharing, adaptation, distribution and reproduction in any medium or
format, as long as you give appropriate credit to the original author(s) and the source, provide a link to the
Creative Commons licence, and indicate if changes were made. The images or other third party material in this
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the
material. If material is not included in the article’s Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

© The Author(s) 2022

Scientific Reports |

(2022) 12:12983 | https://doi.org/10.1038/s41598-022-13286-y nature portfolio


http://arxiv.org/abs/2201.11362
www.nature.com/reprints
http://creativecommons.org/licenses/by/4.0/

	A dynamic AES cryptosystem based on memristive neural network
	Background and methodology
	AES. 
	MTCNN. 
	Dynamic AES using MTCNN. 

	Results and analyses
	Histogram analysis of image encryption. 
	Sensitivity analysis. 
	Statistics analysis. 
	Hardware simulations. 

	Discussion
	Conclusion
	References
	Acknowledgements


