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Motivation : Why index?

� 2 types of Biometric systems :

� %�������
���	�	&	' &	��
�����
� ��!���	��!�������	��
(���	
��
	���	�������
�	
�!���
�

� ����
�����
���	�	&	' )	��
�����
� ���
	
�!���
�	!��
	��	��!�����	������	)	�������
�	

�!���
��

� ��	&*&	!�
��	
�+��	
�!�	�,	���
�	�����	����
�����
���	
�+��	�
�
�

� �����������	�
��
�������������������
���������



Effect of large N on Error Rates

� When we use a verification (1:1) system for 
identification :
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Basic (Text) Indexing Tree
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Simple Indexing for Biometrics?
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Hence direct text1style indexing cannot be applied



Challenges

� Lack of natural ordering of biometric 
data. 

� Large datasets (eg FBI fingerprint 
database has ~47 million users)
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� Different features used for 
recognition.

� Variation in calculated feature values 
(eg Two fingerprint images might 
have different orientation, and shear 
forces on skin leading to inexact 
images.)

Fig: Typical Fingerprint Images

[Source: FVC 2002 Database #1]



Outline of Talk

� Fingerprint Identification using a Minutiae Tree
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Fingerprint Classification : Reducing Search Space
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Fig: Various fingerprint classes – (a) Arch, (b) Tented Arch, (c) Right 

Loop, (d) Left Loop, (e) Whorl, (f) Twin Loop



Classification Approaches

� Rule based system. 
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� Multi1stage classifiers
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� Multi1stage classifiers ���
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� Stochastic Models for Classification
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Classification Results
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Disadvantages of a Classification1only approach
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Fingerprint Indexing

� Using extracted features which provide higher 
discriminative power
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Filter based Indexing (FingerCode)
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Fingercode representations of 2 fingers: (a) and 

(b) are calculated from different representations of 

the same finger, and (c) and (d) are calculated 

from samples taken from a different user.



Binning 1 Reducing Search Space

� Dataset is divided into � bins, and each template is enrolled 
into a particular bin

� For a test fingerprint, it is resolved to the nearest bin by 
comparing it against representative samples from each bin

� All templates from the nearest � bin(s) are compared with the 
test print

	Average size of bin (N / M) 

	Number of bins (C)

Time to identify user =  Θ(C x M) +  C x 

Θ( N / M)

<< Θ(N) – brute force



Minutiae Triplets
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Triplet1based Indexing [Germain]
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� Enrollment Bins triangles with similar features together.

� Searching For a test template, each triplet is used to retrieve a 
set of hypothesis (potential matching) prints. 

These are combined to give us the final identity of the user

Binning of Templates
Searching Test 

Template



Triplet1based Indexing [Bhanu][Choi]

� [Bhanu] uses similar  triplet1based approach, uses “better”
features

� Max side, angles, (type, handedness ,direction) of triangle

� Fingerprint images are sorted based on the number of triangles 
they match, and a score is calculated for each candidate image.

� Gives a better performance than Germain’s approach

� [Choi] have taken the same 
approach, and added 
modifications to the system to 
get a better performance.
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Issues in Binning / Indexing schemes

� Execution time is still large
� ����	
�����	
��	������	�����	��	�������	
�	�	������	����
���	��	
��	
�
��	

�����7
� 6����	�����
���	
�!��	���	������	��
���
�7

� Separate matching algorithm needed
� ���
	�#�
�!�	P��
	���
	��������	!�
����7
� ��
�����	B	�������	�#�
�!	!��
	��	����	��	����	�������
�7

� Significant overhead in building indexes / bins
� -��	�
�
��	��
���
�,	���*
�!�	���

� $#��!��	��
���
�	' ����	
�	����
�	�����	���	��(�#	��������	
�!���
��

� Must handle variations in biometric features
� ���������	��	(����	���	(����	����	
�	������
� -��
����	����	������	����	!���!�!	��
��*�����	���	!���!�!	��
��*�����	

��������



Outline of Talk

� Fingerprint Identification using a Minutiae Tree
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Our Approach: Minutiae Tree Indexing System

	 Fingerprint dataset is organized as a tree representing the arrangement of 

minutiae points. 
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	 Fingerprint templates are enrolled at multiple locations to compensate for 

the variations in feature values.

	 Enrollment and search procedures use neighboring arrangements of 

minutiae points.

	 Matching algorithm is optional. 
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Tree Organization

� The dataset is represented as a tree.

� Similar minutiae points are binned 
into nodes. 

� Fingerprint templates located at the 
leaves.

� Each path from root to a node 
represents an arrangement of 
minutiae points.

Minutiae Bins

Fingerprint templates



Branch Selection

� Branching on each level is done based the relative features of the current 
minutiae and its nearest neighbor.

� Finite number of bins are used to handle continuous1valued features.

B1

B2

B3

B4B5

B6

B7

B8

B9

B10

B11

B12B13

B14

B15

B16

Fig: 16Cbins based on minutia point 

position relative to centre point.

MinutiaeBinX

MBX1 MBX16MBX4…. ….

Fig: Bin selection and minutiae enrollment based on relative features.

B4



Fingerprint Enrollment

� Fingerprint preprocessing and 
minutiae point extraction.

� One minutia point is selected as the 
root

� For each neighboring minutiae point, 
we traverse down the tree one level 
at a time and add the fingerprint at 
the appropriate leaf node.

� The process can be repeated for 
different points.
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Fingerprint Matching

� Fingerprint preprocessing and 
minutiae extraction.

� Select one point as root and find 
nearest neighbor. Calculate 
features of this point (neighbor) 
w.r.t. the current minutia.

� Based on the feature values, 
traverse down the tree, taking 
one minutia point at a time.
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1. Spurious & Missing Minutiae


����
������
���������������������
���������
����������
�����������
���

�
��������������������������
������

�������������������������
��
���
������������
���������
����
�

Binning Errors



2. Variation in Minutiae Feature Values
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Searching in Multiple Bins

� If minutiae points are 
sufficiently close to bin 
boundaries, then tree is 
traversed along 2 (or more) 
paths

Enrollment PhaseSearching Phase



Experiments on FVC Datasets

� Datasets : FVC 2002 DB1 and FVC 2004 DB1
� &FF	�����	����	K	D	����
�	���	����
� -���
	E	����
�	��������	���	=	����	���	
��
���

� N minutiae points used for building index
� &	���
	0�
��
1	����

� &	����
	���	��������	
��	����
� 0�*>1	����
�	���	��!�����	(�
�	���
	
�	�����	
���

� Binning based on 3 features
� $��
����	�	>	����
� "����	�	D	����
� �����
�
���	�	D	����
� ��
��	��!���	��	����	�
	����	�����	�	>	�	D	�	D	/	&>D



1.001.001.031.42Average Returned Matches

N = 8N = 7N = 6N = 5FVC 2002 DB1
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111.081.29Average Returned Matches

N = 8N = 7N = 6N = 5FVC 2002 DB1
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N = 8N = 7N = 6N = 5FVC 2002 DB1
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( Hardware: P4 2.2 GHz CPU, 512 MB RAM, MS Visual C++ 6.0 running WinXP )



� FVC 2002 – DB1

� FVC 2004 – DB1

Enrolling Multiple Templates
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� FVC 2002 – DB1

� FVC 2004 – DB1

Searching Multiple Templates

Single Path

Single Path

Multiple Path

Multiple Path
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Accuracy = Number of total correct users / Total users (candidates) returned 

Matching Rate =  Total user (candidates) returned / Total users probed

����	
�������������	��������������	���������������	����	�����	
��

0.71

0.73

3

0.72

0.73

4 521
Templates 
Searched

0.63

0.64

0.61

0.69

0.47

0.66

Matching 
Rate

Accuracy

0.50

0.81

3

0.57

0.80

4 521
Templates 
Searched

0.58

0.77

0.32

0.76

0.19

0.73

Matching 
Rate

Accuracy

0.76

0.80

3

0.84

0.86

4 521
Templates 
Searched

0.85

0.87

0.63

0.74

0.32

0.56

Matching 
Rate

Accuracy

0.72

0.91

3

0.84

0.95

4 521
Templates 
Searched

0.87

0.96

0.52

0.91

0.22

0.81

Matching 
Rate

Accuracy



Outline of Talk

� Fingerprint Identification using a Minutiae Tree
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Synthetic Templates

� Arrangement of minutiae points – (x,y,θ)

� Minutiae based matching: No images generated

� Advantages

� Can control distortions applied

� Generation of large sized datasets

� Generation of multiple templates per user

� One master template per user

� Minutiae points randomly generated

� Sample templates generated from master template

� Created by applying distortions

� Used for enrollment / testing



� Master template
� Get width and height

� Randomly distribute minutiae points in the area

� Assign orientation value to each point, to get (x,y,θ) form

� Sample Template 1 ����
���	�������	������	������������
� Global Distortions – Whole Template

� Translation

� Rotation

� Local Distortions – Individual Points

� Shifting each minutiae point

� Changing orientation of minutiae point

� Point –based Distortions 

� Missing Points

� Spurious Points



Experiments

� Synthetic Datasets

� 8 templates per user – 3 enrolled, 5 test

� Testing for Distortions

� One distortion parameter changes, others kept constant

� 100 users enrolled & tested

� Testing for Size of Dataset & Features

� 100 users tested, enrollment size changes

� Distortion values kept to default



Size of Dataset

� Single Path Search

� Multiple Path Search
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Scaling with Large Datasets

� Single Path Search

� Multiple Path Search
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Effect of Binning Features
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Global Distortions

� Translation of Template

� Rotation of Template
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Local Distortions

� Shifting Minutiae Points

� Shifting Minutiae Orientation
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Point Distortions

� Missing Points

� Spurious Points
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Simultaneous Distortions

� Varying all distortions together

� Indicator of system performance on highly degraded image sets
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Outline of Talk

� Fingerprint Identification using a Minutiae Tree
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� Using SVM to eliminate False Matches

� Feature Selection



Motivation

� Matching between 2 minutiae points

� Features ?

� Thresholds ?

� Score ?

#�����������������������������
���
������������	
����$�����%�������������������



Proposed Approach

� Matched minutiae pairs are extracted from fingerprint 
pairs belonging to same and different users.

� Genuine Matched Minutia vs. Impostor Matched minutia

� Best Matching Features are selected using a Feature 
Selection Algorithm

� With respect to pivot points

� With respect to neighboring points

� SVM is trained (2 class problem) for classifying match 
pairs: genuine vs impostor 

� Eliminate Imposter matching pairs

� Update matching score



Basic Two Stage Minutiae Based Recognition System 
[Jea05]

Local

matching

Transformation

Parameters Matching with

Pivot Point

Minutiae List

Template 2

Template 1

Match Result

Similarity Score

Calculation

1. Compare template to get most likely transformation (pivot point)

2. Center on pivot point and compare minutiae pairs with respect to

pivot

3. Score calculation based on individual minutiae comparision

scores



Generating SVM model using Matched Minutiae Pairs

Local matching

Transformation

Parameters Matching with

Pivot Point

Minutiae List

Training of

2Cclass SVM
Template 2

Template 1

SVM Model File



Test phase : SVM is used to eliminate false matches

Local matching

Transformation

Parameters Matching with

Pivot Point

Minutiae List

SVM based 

classification

Template 2

Template 1

SVM Model File

Match Result
Similarity Score

Calculation



Dataset and Features used

� FVC 2002 DB1 – 100 users * 8 prints

� Divided into train and test sets – 50 users each

� Matching pairs set – C(8,2) pairs * 50 users = 1400 
comparisons , ~31K matched pairs

� Non1matching pairs set – C(50,2) pairs = 9800 
comparisons =  ~23K matched pairs

Pivot Point (i)

I

Matched Point (j)
J

Neighboring 

Point (k)

K

	 2 feature set 

	 djk/dJK

	(θjik – θJIK)

	 5 feature set 

	dij/dIJ, dik/dIK, djk/dJK, 

	(θjik – θJIK), (ααααij C ααααIJ)



Cross Validation Results

� LibSVM used with Radial Basis 
Kernel

� 51fold cross validation

67.05%57 : 435

64 %57 : 432

Cross –
validation 
accuracy

Ratio of 
genuine to 
imposter 

points

Number of 
features

Results on Test Set

81.91%72239911225Different 
User

95.14%1831377051400Same User

Accepted 
Matches

Rejected Matched 
Points

Total Matched 
Point Pairs

No. of Fingerprint 
Pairs Compared



Effect on Error Rate

� We have used the same scoring mechanism as original system.

� A slight decrease in accuracy has been observed

� If we use minutiae count, this method gives a slightly better result

2.28%7.28%Using SVM 
Classifier

10.24%2.04%+0.31%7.59%Original 
System

ImprovementEqual Error Rate 
(EER)

ImprovementEqual Error Rate 
(EER)

Score with Area & Individual 
Scores [Jea05]

Using Minutiae Count



Distribution of number of matched minutiae pairs for original system, and using SVM



Feature Selection

� Optimal feature set might not be the largest feature set
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� Stochastic Floating Forward Search(SFFS)[Pudil94] used
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� Use new optimal feature set for train and test



Training: Feature Selection to derive Optimal Feature Set



Test Mode: Classification using Optimal Features



Training Results

(ααααik 1 ααααIK)7
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System performance for different feature sets
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Results on Test Set

2.69 %79.3889.017

2.85 %76.2791.876

2.77 %76.1992.415

2.73 %76.4493.274

2.56 %76.6494.073

2.71 %77.5693.922

2.78 %79.7692.391

Equal Error RatePercentage of Imposter 
Minutiae Pairs 

Accepted

Percentage of Genuine 
Matched Pairs 

Accepted

No of 
Features



Contributions and Future Work
� Developed a fingerprint indexing system based on minutiae binning

� Scalable on large datasets
� Fast enrollment time. Constant time per enrolled template.
� Search time independent of index size.

� Binning process allows for some amount of distortion without loss of 
accuracy

� Can handle different feature sets – additional features could improve 
performance

� Variable number of levels used for indexing
� Bounds of the system could be set depending on number of levels indexed

� Verification algorithm optional – Inherent verification provided, 
additional verifier could be added to reduce incorrect matches



Contributions and Future Work

� Developed a classification based minutiae matcher to eliminate false 
matches

� We have shown how SVM classifier can be used to eliminate 
spuriously matched minutiae

� Addition of a feature selection algorithm improves performance of the 
SVM

� Can study effectiveness of different feature sets for matching &
indexing

� What next? 1 To increase accuracy

� Statistical study of feature values to set optimal thresholds

� Score generation based on similarity / number of minutiae trees 
matched

� Incorporating the SVM classifier into the indexing system to eliminate 
incorrect matches



Thank you.


