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Abstract

This pager is part of a reseach program basedon the
thesisthat the only reliable way for ensuringthat a het-
erogeneaisdistributedcommuity of softwae module and
pemle confamsto a givenpolicyis for this policy to been-
forced We havedeviseda medanismcalledlaw-governed
interaction (LGI) for this purpcse As hasbeendemon-
stratedin previous publicaions,LGI canbeusedto specify
a wide range of policiesto governthe interactionsamong
the membes of large and hetengeneas commuities of
agerts dispesedthrouchouta distributedenterpriseandto
enforce sud policiesin a decentelized and efficiert man-
ner.

Whatconcernausin this pager is the fact that a typical
enterpriseis bourd to be goverred by a multituce of poli-
cies. Sud policies are likely to beinterrelatedin comple
ways,.formingan ensemblef policiesthatis to governthe
enterpriseas a whole As a steptoward orgarizing suc
an ensemblef policies, we introducein this paper a hi-
erarchical inter-pdicy relationcalledsuperia/subordnate
This relation is intendel to servetwo distinct, if related,
purposes.First, it is to help organze and classifya setof
enterprisepolicies. Secod, this relationis to helpregulate
thelong term evolution of the variouspoliciesthat govern
an enterprise For this purpose ead policy in the hierar-
chy shouldcircumscribethe authority andthe structuie of
policiessubodinateto it, in someandogyto themannerin
which a constitutionin Americanjurisprudenceconstiains
thelawssubodinateto it. Broadly speakity, the hierarchi-
cal structue of theensemblef policiesthatgoverna given
enterpriseis to reflectthe hierarchica structure of the en-
terpriseitself.

1 Intr oduction

Oneof themostimportantchallengegacingthebuilders
of enterpise softwareis the reliableimplemenation of the
policies that are supp@edto govern the various commu-
nities' operatimg within the enterpise. Such policies are
widely consideedfundamentato enterpise modding, and
their specificatiorwerethe subjectof severalrecentnvesti-
gatins[4, 18, 11, 5, 6]. But specificatiorof the policy that
is to governa givencommunity is only thefirst steptoward
its implemenation—thesecongdandmore critical stepis to
ensuethatall membes of thecommunity actuallyconfam
to the specifiedpolicy.

The corventioral apprachto the implemertation of a
policy is to build it into all memkers of the community
subjectto it.2 If the community in questionis large and
hetergeneos, however, andif its memlersare dispersed
throughou adistributedenterpise, thensuch“manual” im-
plemenationof thepolicy wouldbetoolaboiousanderror
prore to be practical. Moreover, a policy implemened in
this manrer would bevery unstablewith respecto theevo-
lution of thesystempecageit canbeviolatedby achange
in the codeof ary memberf thecommunity.

Thispapelis partof aresearclprogambasednthethe-
sisthatthe only reliableway for ensuriry thata heterog-
neots distributedcommunity of softwaremodulesandpeo-
ple confams to a given policy is for this policy to be en-
forced As partof thisresearclprogam,we have deviseda
mecharsm calledlaw-goverredinteraction(LGI) [13, 14]
for this purpose. As hasbeendemorstratedin [2, 17], LGI
canbeusedo specifyawide rangeof policiesto govern the

1We useherethe term“community” in its sensdn the entaprise lan-
guage currently underdevelopmentwithin ISO [9]. It is a collection of
agens (or, objeds), formedto meetcertan objectiveswithin anentaprise,
andwhich operde underadistinct policy.

2This canbe constrictedat will for communitymembershat arepro-
grammodules. The corventional appro@h toward humanmembersof a
communityis to inform themof the policy andto train themto obsereit.



interatcionsamory themembes of largeandhetergeneos
comnunities of agentsdispersedhroughouta distributed
enterpise, andto enface suchpolicies in a decetralized
andefficientmanrer.

What concens us in this paperis the fact that a typi-
cal enterpise is bound to be governedby a multitude of
policies. Theremight be diversereasos for the existen@
of sucha multitude, includng: (a) the internal business
pradices of the enterpise; (b) product designand manu-
factuing constraims; (c) the auditability of the enterpise;
(d) software engireeringprinciples; (e) contractsbetween
differententerpisesinvolvedin business-tdsusines¢B2B)
transactios; and(f) governmern regulations. Furthermore,
thesepolicies might emanatefrom differert sourcessuch
asthetop managmentof the enterprisethe supenisorsof
specificdivisions,softwarearchitectsandthe governmet;
moreover, somepolicies, like B2B contradts, could be the
resultof negatiations betweenseveral parties. Suchpoli-
ciesarelikely to beinterrelatedn comgex ways,forming
anensembl®f policiesthatis to governthe enterpise asa
whole.

As a steptoward organizing suchan ensembleof poli-
cies,we introdwce in this pager a hierardical inter-pdicy
relation called superior/subadinate Broadly speaking,
if a policy P’ is definedas subodinateto policy P, then
P’ shoud confam to all the provisionsof P. This rela-
tion is intended to sene two distinct, if related,purpses.
First, it is to helporganize andclassifythe setof enterpise
policies—insomewaysanalogusto the mannerin which
the classef anobjectorientedprogam are organizedby
mears of the inheitancerelatior?. Secondthis relationis
to helpreguate thelong termevolution of the various poli-
ciesthatgovernanenterpise. For this purpose,agivenpol-
icy P shouldcircumscibe theauthorityandthe structue of
policiessubordnatetoit. In thisrespecteachpolicy would
play a role somavhat analogusto that of a constitutionin
American jurisprudence constrainilg laws subodinateto
it. All told, the hierardical structureof the ensembleof
policiesthatgoverna given enterpiseis to reflectthe hier
archcal structureof the enterprisetself.

The remainer of the paperis organizedasfollows: we
startin Section2 with a motivatingexamge, shaving how
enterpise policies are natually organizedinto a hierar
chy In Section3, we briefly describethe concet of law-
governedinteraction (LGI), whichis the basisof this work.
In Sectiord, we descrile anextersionof LGl by meansf a
hierachicalsuperior/subadinaterelationbetweerpolicies,
which arecalledlawsunde LGI. In Section5, we deman-
stratetheuseof theexterdedL Gl by formalizingthepolicy
ensemle introdwcedin Section2 into a hierarcly of laws.
Section6 discussesomerelatedwork, andwe concluca in

SNote, however, that this anabgy doesnot imply red similarity be-
tweenourinter-policy relation andtheinheritancerelaion betweenclasses.

Section?.

2 A Motivating Example

Consider an enterpise whose managerant decided
that all messagegxchangedamory its variols agents—
emplo/eesaswell as software commnents—shold iden-
tify their senderaccoding to the following policy, which
wecall ID:

1. Each agent belong to somedemartmentand has a
nameanda role within thatdepartmen

2. An agert’'s name role, and depatmentmustbe vali-
datedvia digital certificatesissuedby a specificcerti-
fication authority.

3. Thesenderof every messge mustidentifyitself by its
official name departmen androle.

This type of enterpise-wide policy, which governs all
messagegxchangedbetweenagents in the enterprise,is
equialentto what one may achieve via a virtual private
network(VPN).

Let usconsidenow aspecifictypeof messagexcharge
within this enterpise: that which dealswith interral pur
chasing Suppaethatgoals andservicesexchangednter
nally within the enterpise shouldbe paid via internalcur
reng/, maintairedin budgetsassociatedith variousagerts.
Letthisexchangebegaovernedby thefollowing, oversimpli-
fied, policy PO (for purctaseordes):

1. Wheneer a buyersendsan internal purchaseorderto
a seller the paymentcan not exceedthe buyer’s cur-
rent budget. If the buyer has suficiert budget, then
the paynentis dedicted from the buyer’s budget and
addedto theseller's budget.

2. An agent havingthe role of budget officer can assign
any amoun of internd currencyto the budget of any
agent.

3. Inter-departmentpurchase orders mustbe auditedby
a specificaudt-trail server

Considetherelatiorshipbetweerthis policy andI D: since
purchaseorders are just one type of messageé the en-
terprise,they shouldbe subjectto 1D, aswell asto PO.
Therdore, PO shouldbedefinedasa subodinatepolicy to
ID. Thisrelatiorshipis depictedin Figurel, aspartof a
hierarchical ensemle of policiesgoverning variolws enter
priseactvities. Thus,besidesPO, this ensemte is likely
to contan other policies directly subordnateto ID; they
aredepictedbut notidentifiedin Figure 1.

Policy PO, in turn, may have policiessubadinateto it.
For examge, individual departmentswithin the enterpise
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ID --- Identification PO --- Purchase Order
D1 --- Department 1 D2 --- Department 2

Legend:

Figure 1. The superior/subor dinate hierar chy
of enterprise policies.

may have their own policiesto contiol depatmentalactiv-

ities relatedto interral purchasing. One departnent may
only allow the manageto issuepurchaseordes with pay-
mentsexceedng $10® (pdicy D1, in Figurel, say). An-

other depatment may decidethat all purchaseordes re-

ceived by its agentsshouldbe audted (pdicy D2). These
arejustafew simpleexampesof thecompsitionof theen-
sembleof policiesthatmight governanenterpise. In Sec-
tion 5, wewill presentiformulation,unde LGI, of apolicy

ensemle compisedof the abose mentionel four policies.
Of coursejn practice theensembl®f enterpisepoliciesis

likely to besignificantlylargerandmorecomple.

3 Law-Governed Interaction

Overview

(LGl)—an

LGl is amessage»xhamge mecharsm, first introdwced
in [13], thatallows an opengroup of distributedagens to
engagein a mock of interation governedby an explicitly
specifiedpolicy, calledthelaw of thegrowp. Themessages
thusexchamedunderagivenlaw £ arecalled£-messages,
andthegroupof ageitsinteracting via £-messagess called
acommuity C, or, more specifically an £-community C ..

By the phrase“opengrowp” we mean(a) thatthe mem-
berslip of this group (or, commnunity) canchangedynami-
cally, andcanbevery large; and(b) thatthe memtersof a
given commmunity canbe heterogneos. In fact, we make
hereno assumptiasabou the structureandbehaior of the
ageits* thatarememtersof a givencommunity C ., which
might besoftwareprocessesyrittenin arbitrary languages,
or humanbeings. All suchmembes are treatedas black
boxes by LGI, which dealsonly with the interadion be-
tweenthemvia £-messagesnsurig conformarce to the

4Given the popula usage®f theterm“agert,” it is important to point
outthatwe do notimply by it either “int elligence”nor mobility, although
neithe of theseis beingruled out by this model.

law of thecommurity. (Notethatmemkersof acommunity
arenotprohibited from nonLGI communicationacrosshe
Interret, or from participationin otherLGIl-commurities.)

For eachagen x in a givencommuity C ., LGl main-
tains what is called the contmol-state CS, of this agent.
Thesecontrolstates,which canchang dynanically, sub-
jectto law £, enalte thelaw to malke distinctionsbetween
agentsandto besensitve to dynamicchangsin their state.
The semanticof contrd-statesfor a given community is
definedby its law, and could representsuchthings asthe
role of an agentin this community, and privileges andto-
kensit carries.

We continte this sectionwith a brief discussiorof the
concept of law, emplasizingits local nature andwith ade-
scriptionof the decentrized LGl mechaism for law en-
forcement. We do not discusshere several importan as-
pectsof LGI, includng its con@ptsof obligations and of
exceptiors, its treatmat of certificatesthe deploymentof
L-comrrunities, the expressie power of LG, andits effi-
cieng. Forthesdssuesandfor implementéion details,the
readeris referedto [14, 1].

3.1 Laws, and their Enforcement

Generallyspeaking the law of a comrunity C is de-
fined over certaintypesof eventsoccuring at memters of
C, mandting the effect thatany suchevert shouldhave—
thismandae is calledtheruling of thelaw for agiven event.
The eventssubjectto laws, calledregulated events include
(amang others):the sendingandarrival of an £-message;
the coming due of an obligation previously imposed on
a given object; and the submissiorof a digital certificate
(more abodu the lattertwo kinds of everts, later). The op-
eratiors thatcanbe included in theruling of the law for a
given reguatedeventarecalledprimitive opeations They
include operatios on the controlstateof the agert where
the evert occured (called, the “home agent”), opeations
onmessagesuchasforward anddeliver , andtheim-
positionof anobligaion onthehomeager.

Thus,alaw £ canregulatetheexchangeof messagebe-
tweenmembes of an £-community, basedon the contiol-
stateof the participants; andit can mandte various side
effects of the messages&harge, suchas modfication of
the controlstatesof the senderandor recever of a mes-
sage,and the emissionof extra messagesior moritoring
purposes say

On the local nature of laws: Although the law £ of a
comnunity C is global in thatit governstheinteractia be-
tweenall membes of C, it is enfaceablelocally at each
memierof C. Thisis dueto thefollowing propertiesof LGl

laws:

e L only regulates local everts atindividual agents,



e theruling of £ for anevert e atagern x degendsonly
one andthelocal contrd-stateCS , of x.

e Theruling of £ atx canmandhteonly local operatios
to be carriedout at x, suchasanupdateof CS ,, the
forwardingof a messagdrom x to someotheragent,
andtheimpositionof anobligationonx.

Thefactthatthesamdaw is enfoicedatall agentsof acom-
munty givesLGl its necessarglobalscope gstablishinga
comma setof groundrulesfor all membes of C andpro-
viding themwith the ability to trust eachother in spite of
theheterogneityof thecommunity. And thelocality of law
enfacemen enabled Gl to scalewith community size.

On the structur e and formulation of laws: Abstractly
speakilg, thelaw of acommuity is a function thatreturrs
aruling for ary possibleregulatedevent that might occur
at ary oneof its membes. Theruling returred by the law
is apossiblyemptysequene of primitive opeations,which
is to be carriedoutlocally atthelocationof theevert from
whichtheruling wasderived (calledthehomeof theevent).
(By defadt, anemptyruling impliesthattheevert in ques-
tion hasno conseqences—suclanevert is effectively ig-
nored.)

Concretely the law is currerly definedby meansof a
ProloglikeprogamL which, whenpresentedvith agoale,
repesentinga reguated-eent at a given agentx, is evalu-
atedin thecontext of the contrd-stateof thisagentprodic-
ing the list of primitive-operatims representig the ruling
of the law for this evert. In addtion to the standardypes
of Prologgoals,the body of a rule may cortain two distin-
guishel typesof goalsthathave specialrolesto play in the
interpretationof thelaw. Thesearethesensorgoals which
allow thelaw to “sense’thecontrd-stateof thehome agent,
andthe do-goalsthat contibute to the ruling of the law. A
sensorgaal hastheformt@CS wheret is ary Prologterm.
It attemptgto unify t with eachtermin the contrd-stateof
thehomeagent. A do-goal hasthe form do(p) , wherep
is oneof the abore menticmedprimitive-operatims. It ap-
perdsthetermp to theruling of the law.

Distributed law-enforcement: Broadly speaking, the
law £ of comnunity C is enfacedby a setof trustedagents
calledcontmllers, thatmediateheexchangeof £-messages
betweenmembersof C. Evety memberx of C hasa con-
troller 7, assignedo it (7 herestanddor “trustedagent”)
which maintainsthe cortrol-stateCS ,, of its clientx. And
all thesecortrollers,which arelogically placedbetweerthe
memiers of C and the commuication medium (as illus-
tratedin Figure2) carrythe samelaw £. Every exchange
betweera pair of agentsx andy is thusmediatedby their
cortrollers7, and7,, sothatthis enforements inheently
decetralized. However, several agens cansharea single

communication
netwark

arrived deliver

agent

controller controller

Legend:

a regulated event---------=—---smmnnan E
a primitive operation ------ -------- —_—

Figure 2. Enforcement of the law

contoller, if suchsharingis desired.(Theefficiengy of this
mecharsm, andits scalability arediscussedhn [14].)

Controllersare generic and caninterpiet and enface
ary well formedlaw. A contrdler opeatesasanindepa-
dentprocess,andit may be placedon ary machine,ary-
wherein the network. We have implemente a controller-
service which maintairs a setof active contrdlers. To be
effective in a widely distributedenterpise, this setof con-
trollers needto be well dispersedge@raphially, so that
it would be possibleto find contrdlers that arereasonbly
closeto their prospectie clients.

On the basisfor trust betweenmembers of a commu-
nity: For memkersof an £-community to trustits inter
locuta's to obsere the samelaw, one needsthe following
assurances(@) messageare securelytransmittedover the
network; (b) the exchangeof £-messagess mediatedby
contollers interpretirg the samelaw £; and(c) all these
contollers are correctly implemented If thesecondtions
aresatisfiedthenit followsthatif y recevesan£-message
from somex, this messagenusthave beensentasan £-
messagen otherwords,that £L-messagesannotbeforged.

Securdransmissioris carriedoutvia traditiond crypto-
graphic techniqies.To ensurghata messagéorwardedby
a controller7, uncer law £ would be handledby anotter
contoller 7, operatirg underthe samelaw, 7, append a
oneway hash[16] Hof law £ to themessagé forwards to
Ty. T, would acceptthis asa valid £-messageincer L if
andonly if His identicalto the hashof its own law.

As to the corre¢nessof controlles, we assuménerethat
evely £L-comnunity is willing to trustthe cortrollers certi-
fied by a givencertificationauthoity (CA), whichis spec-
ified by law £. And, every pair of interactingcortrollers
mustfirst authemicate eachotherby meansof certificates
signedby this CA.

3.2 Adopting A Law Under LGI

For anagen to beableto sendandreceve £-messages,
it must: (a) find anLGI contrdler, and(b) notify this con-



troller that he or shewantsto useit, adoging law £. We
will discusghesetwo stepsbelow.

Locating an LGI contraller; Our currert implenmenta-
tion of LGI, theMosestoolkit, includes acortroller-naning
sener, which canbe usedto maintaina setof active con-
trollers. This sener provides the addess(hostand port)
of the available contrdlers to ary agentthat wishesto en-
gaee in LGI. One may have ary number of suchseners
sothatcontrdlers canbe distributedin differentregions of
the Interret. Efficiengy-wise, an agentwould do bestby
selectinga contrdler closestto it (to minimize the over
headof forwardng £-messagethroudh thecontmoller). But
functionallywise, oneis free to chomse a contrdler ary-
whereonthelnternd, andseveral agentanayshareasingle
cortroller withoutknowing of eachother

Adopting a law: Upon selectinga controlle; an agen
would sendthemessage

certify  (law,name, certificate )

wherelaw is the law that it wantsto adoptand name
is the namethat it wantsto be known by; the use of
certif icate , whichmaybeempty is explainedbelow.
The argumentlaw cantake the form of eitherthe text of
thelaw to be adoped or the nameof sucha law, givento it
by a specifiedaw-repositoryservice whichis anothertool
provided by Moses.We will not discussherethe detailsof
this servicebut ratherassumehatthetext of the entirelaw
is alwayspassedo the contrdler.

Whenthe contrdler recevesthe certify messageif
checls the suppliedlaw for syntacticvalidity, andthe cho-
sennane for uniquenessamory the namesof all agentst
currently handles.|If thesetwo conditinns are satisfied, it
usesa certifying authorityto verify thecertificate.

For more detailsaboutthe implemeantation of LGI, the
basisfor trustbetweermembes of acommunity, or how an
agert canengaein anL-community, thereaceris refered
to [14].

3.3 Interopeability BetweenCommunities:

LGI alsosupprtstheintergerability betweerdifferent
communities operaing unde differentlaws. To suppot
suchaninterogerability betweercommunities, LGI hasex-
tenda the previousevents-sent , arrived  andprimitive
opaations—forward , deliver  asfollows:

e sent(x, m,[y,Ly]) :thisevert occurswhenagen
x underlaw Lx sendsa messagéo agenty unde law
Ly.

51f ary oneof thesecondtions is not satisfied the ager would recéve
anappropratediagrostic,andit would be ableto try agai.

e forward( x,m,[y,Ly]) this operatim is per
formedwhenLx rulesthatmessagenshouldbesentto
agenty operatiig underaw Ly. Whenthismessagar-
rivesaty, it will causeanarrived([  x,Lx],m,y)
evert to occurunderLy.

e arrived( [x,Lx],m,y) . this event occus when
a messagenforwardedby x unde law Lx arrives at
agenty operaing underlaw Ly.

e deliver(  [x,Lx],m,y) this operatia is per
formedwhenLy rulesthatmessagensentfrom x un-
derlaw Lx shouldbe delivered to agenty unde law

Ly.

Now, if law Lx is the same as law Ly , then
sent(x,m ,[y,Ly]) , forward(  x,m,[y,Ly]) can
besimplifiedassent(x,m,y) ,forward (x,m,y) and
arrived(  [x,Lx],m,y ), deliver(  x,Lx],m.y)
can be  simplified as arrived(x,m y) ,
deliver(  x,m,y)

4 The Law Hierarchy

We now turn our attentionto describingan extensionof
LGI, which providesfor the specificatiorandenfacement
of hierarclies of laws, correspondirgy to the hierardies of
policiesdescribedn Section2. This extersion, which has
beenimplemerted in Moses,is descrited hereinformally,
but in suficient detailsfor the understandingof the case
studyin thefollowing section.

Considera hierachy, or tree,of laws, t(L,), rootedat a
given law Ly. (As a conaeteexamge of sucha hierachy
we will usethetreet(ZD) which is the formalizationun-
derLGlI of the policy hierachy depictedin Figurel.) The
root £, of this treeis defineddirectly as an indegendent
LGI law; for examge, the roat-law ZD of tree t(ZD) is
definedin Figure3. Every otherlaw in thetreeis defined
by successie refinemat of the rootdaw by a sequene of
law compornts Eachcompmentconsistof asetof rules,
whichwould beinvokedby the superio law, at appopriate
poirts to be descritedlater We saythata subordnhate law
L' is formedby commsingtherefiningcompnert £’ to the
law £. Themannerf the compagition will becone clearer
aswe discusgheinteractioms betweera law anda refining
commnent.

For exanple, law PO in our exanple law-treet(ZD) is
definedby compmsingthe compmentPO definedin Fig-
ure 4 with theroot-lav ZD. Similarly, law D1 in ¢(ZD)
is definedoy compsingthe compaentD1 definedin Fig-
ure 6 with law PO. Law D2 is definedby compsingthe
commnentD?2 definedin Figure7 to law PO. Note that
while D1 andD2 bothrefineP O, they aredistinctcompo-
nentsandsoleadto distinctlaws.



We will now describethe natureof law-refinenentand
how refiningcompnentsareconstrined by the law being
refined

4.1 The Nature of Law-Refinement

RecallthatanLGl law £ is essentiallya function:
L:ExCS—+R

where E is the set of reguated events, C'S is the con-
trol state,and R is the sequene of operaions constituting
the ruling of the law—we call this the “ruling function”.
To suppot the definition of a hierarty of laws, we intro-
duae mechanism#o allow eachlaw to definethemanrerin
whichits ruling fundion canberefinedby potentialcomp-
nens. Thesemechaismsinclude: (a) delegate clauses,
which solicit ruling propcsals from refining compaments;
and (b) rewrite  rules, which can decideon the dispo-
sition of ruling proposalsmadeby refining compments.
Thesetwo mechaisms, andtheir usage arediscussede-
low. (Note that this discussionis in termsof our currer
language for writing laws—i.e., a slightly simplified ver
sionof Prolog. A moreformal, andlanguag independent,
definition of law-refinementwill be publishedin a subse-

quent paper)

Consulting refining components: A clauseof the form
delega te(g) , whereg is anarbitray Prologterm, can
appearanywherein thebodyof ary rule of alaw. Thepres-
enceof a delegate (g) clausesenesto invite refining
compmnens to propseoperatimsto beaddedo theruling
beingcomputed.

More specifically considera law £ with the following
ruler:

h - .., delegat e(g),

If anagen is operatiy undera law £', which is directly
subadinateto £, thenevery evaluationof a ruling of £’
startswith the rulesin £. If this evaluation getsto the
delega te(g) clauseof theruler abore,thengoalg is
submittedto the compament £’ for evaluation. This eval-
uationwill prodice a set of opeations—wecall this set
the ruling proposéa of £’ for goalg. The operdions thus
proposedare provisionally addedto the ruling, but the fi-
nal dispasition of thesepropsedoperatimsdepadsonthe
rewrit e rulesof law £ aswe shallseelater

Note that the evaluaion of goal g by compnent L/,
causedy theinvocdion of adelegat e(g) clausan law
L, canresultin anemptyruling proposal. This would hap-
pen in particdar, when£’ hasnorule whoseheadmatches
thetermg submittedo it for evaluation. Theevaluationof a
delega te(g) clausethatproducessuchanemptyruling
proposalhasno effectonthefinal ruling of the law.

If, ontheotherhand anagen is opeatingunde law £
itself, thenthe delegate clausedike the oneabove are
simply ignored.

The structur e of law components: A refining compo-
nentL’ of alaw £ looks pretty muchlike the roat-law £
of thelaw-treein questionwith two distinctions:

First, thetop clausein thecompamentis

law L' refine s L,

wherelL is the nameof thelaw beingrefined,andL’ is the
nameof this compament.

Secondthe headsof the rulesin £’ needto matchthe
goalsdelggatedtoit by law £, andnottheoriginal reguated
everts that must be matchedby the rules of the rodt-law
Ly. Of coursethegoalsdeleggatedto arefiningcompnent
oftentake the form of regulatedeverts, like sent(. ..) ,
andarrived(... ), asis the casein our casestudyin
Sectionb.

Finally, notethateachcommnenthasreadaccesgo the
entirecontrd-state(CS) of theagen. Thatis, therulesthat
constitutea given compnentcan containarbitray condi-
tionsinvolving all thetermsof the CS.

The disposition of ruling proposals: A law £ canspec-
ify the dispositionof operationsin the ruling propcal re-
turned to it by ary refining compmnent £’ by meansof
rewrite rulesof theform:

rewrite( O) :- C,replace( Olist)

whereOis anopeation,Cis somecondtion, andOlist  is
apossiblyemptylist of operatims. The effect of theserules
areasfollows. Firstlet rp bethesetof opeationsproposed
by a refining compmentin respaseto the execution of a
delggate clausein £. For eachoperatio p in rp, a goal
rewrite(  p) is submittedfor evaluationby law L. If this
evaluaion fails, which happas,in particdar, if noneof the
rewrite(  O) rulesin £ matche this goal,thenoperdion
pis adaedto theruling of law L.

If, onthe otherhand,the evaluationsucceedby match-
ing oneof therewrite  rulesandthe C of this rule evalu-
atesto true,thenp is repla@dby thelist Olist . Olist is
thenaddedo theruling of £. Notethatif Olist is empty
then operatim p would be discardedn spite of its inclu-
sionin theruling proposalmadeby therefiningcompmnent.
Further C canrot containa delega te clauseso that no
further consitationis possiblewith therefiningcompmnent
onthedispositionof p; we believe thatthis constraimkeeps
themodeleasyto undestandwithout reallossof flexibility .

So,therewrite  rulesof alaw £ determire whatis to
be donewith eachoperdion proposedby a refining com-
porent: whetherit shouldbe blocked includedin the rul-
ing, or replacel by somelist of operatims. Notethateach



rewrit e rule is appliedto the ruling proposalretuned
by a refining compmnent,regardlessof which delegate
clauseorigindly led to the consultationwith the refining
compmnen.

Finally, LGI featues anotler techniaie to regulate the
effea of arefining commpnenton the eventual ruling of the
law. It canprotectcertaintermsin the contiol-statefrom
modfication by refiningcompnentsof agivenlaw L. This
is dore by including theclause

protect ed(T)

in thePreambl e (seebelow) of law £, whereT is alist of
terms. For examge, if the following statementappeass in
'Ca

protect ed([name( _),dept (),role( )]

thennorefinemenof £ canpropseanoperatio thatmodi-

fiesthetermsname, dept andorrole . Strictly speaking,
suchpratectionof termsin the control statecanbe carried
outvia rewrite  rules, but the protect ed clausesare
muchmorecorvenientfor this purpose.

On the effects of cascadingdelegation: To this point,
our discussiorof deleggationandrewrite hasfocusedon the
interagion betweeralaw £ andanimmediaterefiningcom-
porentof £. Considemow a chainof refining compments,
wherel; refinesaroot-lav £ toform £, £, refinesC; to
form L4, andsoon. It shoud beobviousthattheinvocation
of adelega te clausein £y canleadto theinvocationof
adelegate clausen £, whichin turncanleadto thein-
vocatian of adelegat e clausein £, andsoon. Suppse
this processventually stopsin £,,,, whereadelegat e is
not invoked as part of the ruling. Then, £, will evertu-
ally returna ruling proposalto £, 1, which will be sub-
jectedto rewrite  rulesin £,,, 1. Evertually, £,,, 1 will
retum aruling propsalto £, 2, which will be subjected
to rewrite  rulesin £,,_,. This procesgepeatsuntil £
retumsaruling proposalto £, whereit will stop.

4.2 Interoperability BetweenLaws

While LGI is mostly concered with regulating interac-
tionsbetweeragens operaing unde the samelaw, it does
permit interqperability betweendifferent laws. Underour
hierachical model,therearetwo kinds of interopeability:
alaw L1 canexplicitly allow agentoperatingunderit toin-
teroperate(1) with somespecificlaw £2, or (2) with anarbi-
trary setof laws thatconfam to somespecificlaw £2. (We
saythatevely descendntof alaw £ in alaw tree(including
L itself) confamsto £, andthus,everylaw confamsto all
its ancestors.Symbolicallywe write conforms (L’,L)
if £’ confamsto £.)

The latter manrer of intergerationcanleadto the fol-
lowing rulein somelaw L,

[X,Lx],M,Y) - con-
,ThisLaw), do(deliver ).

arrived(
forms(Lx

where ThisLaw is the law underwhich Y is operatim,
whichis £,. Thisruleonly allows anagentoperatig under
L, to receive messagefrom otheragentsopeating uncer
laws thatconformto £,, which maybethelaw £, itself or
its descendats in thelaw tree. The confor ms checling
will usethesuperiofsubordirmtetopdogy of law Lx.

In Moses,eachlaw is identifiedby the hashof the law
andits superiofsubordimtetopolagy in the law tree. One
importantextensionin theimplementationof theforward
opeationis that whenthe contwoller of agentX sendsthe
messageM to the contoller of agentY, the messagenot
only carriesX, M Y, andthe hashe®f bothLx andLy, but
alsothesuperia/subodinatetopdogy of Lx, sincethecon-
troller of Y mayneedthat superia/subodinatetopolagy of
thesendefaw Lx, asshavn above.

5 CaseStudy

We now shav how thepolicy hierachydescribedn Sec-
tion 2 canbe specifiedin LGI usingthe mechaismsjust
introduced.Recallthatthis hierarcly includespoliciesI D,
PO, D1 andD2 thatarerelatedasshownn in Figurel. This
casestudysenestwo purpose:(a) to shav how themecha-
nismswork in aspecificcontet, and(b) to corvey therich-
nessthat thesemecharsms togeher introdwce to the LGI
mockl, yetatthe sametime, allows for the rigorousspecifi-
cationandenfacemenbf invariantsthatshouldnotchange
evenaspoliciesareextencedandrefined.

5.1 Law ZD: ldentifying Messaye Sendes

Law ZD, which implementsthe policy ID, is shavn in
Figure 3. Recallthat eachLGI law hastwo parts: (a) a
Preamble that specifiesits name,the certifying authai-
tiesacceptableo it, theinitial contrd stateof anadoping
memler, andary protectedcontrd stateterms,and(b) the
setof rulesthatspecifiegheregulatedevents andgoals,as
well asrewrite  rulesto constraintheruling proposalsof
refining commnents. In all of our laws, the specification
of eachrule is followed by informal commers in italics to
easehereadimg of therule.

ID’'s Preamble specifiesthatit is a root-law. It also
specifiesthat it is willing to acceptcertificatesfrom CA
admin , whichis representetly publicKey 1. Theinitial
contol stateof ary adoptirg memberis empty Finally, the
protecte d clausespecifieghreecontol-statetermsthat
subodinatescanreadbut notmodify: name( ) , dept( )
androle( ). Thisensureghatall messagearepropely



identifiedwith thename departnentandrole of thesender
ascertifiedby admin .

In RuleR1, ZD allows anagentto specifyits name de-
partrent,androle by preseting acertificateissuedoy ad-
min ..

RulesR2 andR3 simply delegatesent andarrived
everts to subordnateswithout further adowhenmessages
are being sent betweenmemiers of the ZD-commuirity.
Rule R4, however, statesthatif ary of the proposedrul-
ing by a subordnatein responseo a delegationis a for-
ward operdion, it is only allowedif thesendehasalready
preseted its certified name depatmentandrole. In this
case,the name,depatmentandrole of the sendiry agen
will be preendedo the messageOtherwise the message
is dropped.

Notethatby itself, ZD is not a very usefullaw becase
its rulings do not resultin any operatios. Thatis, anagen
adgoting ZD directly would not be able to interactat all
with anyore else. We could have written ZD to be opera-
tional independentof ary refining compnents. However,
we chosenotto in orderto keepthelaw simpleandeasyto
read

5.2 Componert PO: Regulating and Auditing
Purchase Order

ComporentPO, shavn in Figures4 and5, implements
policy PO.

Interestingaspectof PO’s preanble includes: (a) PO
is a refining compnen of ZD; (b) an adofing member
initially will have azerobudgget; () to maintaintheintegrity
of the budge, the budget( ) termis praected;and (d)
thetwo alias  clausesspecifythe addresof two specific
agens: the budgetOf ficer andthe auditor  which
we will discusdater

Rule R1 specifiesthat the budgetOff icer , at ary
time, can give ary agentin the PO-commnunity some
amownt of internal funding B by sendig a message
grantB udget(B) tothatagentWhentheassignedud-
getis receved, it will beaddedinto the budge account of
therecever via RuleR2.

Any agentoperting under PO can senda purclase
order order(item(  I),payment (P)) to ary other
memlersasgiven by Rule R3, wherel is thespecification
of theitem or serviceandP is the paymat, provided two
corditions are satisfied: (a) the paymen doesnot exceed
thebuyer’s currert budget;and(b) thepurctaseorderis not
blocked by a refiningcompnent. Furthemore,if the pur
chaseorderis authaized, the correspnding paymen will
be reducel from the sendels account before the purchase
orderis forwarded.

It is interestingto obsere how Rule R3 checls for
the blocking of a purchaseorder by a refining compo-

Preamble:

law ZD.
authority(admin,publicKey1).
initialCS([]).
protected([name(_),dept(.),role(J)]).

R1. certified( [issuer(admi  n),

subject(  Self),attrib utes([name(N ),
dept(D), role(R)]D) -

do(+name (N)), do(+dept(D)) ,
do(+role (R)).

Allow an agentto establishits name,departmehandrole
by presentinga certificateissuedby CA admin.

R2. sent(X{,M,[ Y,Ly]) :- conforms (Ly,
ThisLaw) , delegate(T hisGoal).

An agentis only permittedto sendmessageto agentsop-
eratingunderlaws that conformto ZD: if the confams()
clausefails, the ruling is emptyandsothe messagés sim-
ply dropped On the otherhand,if it succeed, a deleggate
is usedto solicit a ruling proposalfrom a refining com-
ponen. Note that, as a matterof convenience, the term
ThisGoal usedasa parametenf a delegate clauseg
in somerule h :-... deleggate(ThisGoal),...is bound to the
headh of this rule. Here, ThisGoalwould be boundto
sent(X,M,[ Y,Ly])

R3. arrived([X ,Lx],M,Y) - conforms(Lx
ThisLaw) , delegate(T hisGoal).

An agents only permittedto receve messageom agens
operatingunderlaws thatconfaom to ZD. In this casethe
event is delgatedto a refining compmentfor an actua
ruling.

RA4. rewrite(fo rward(X,M,[Y ,Ly]))

- if  (conforms(L y,ThisLaw),
name(N)@CS, dept(D)@ CS, role(R)y@ CS)
then replace([ forward(X,[f rom(N,D,
R)IMLIY .LyDD else replace([])

If a refining compamentpropo®sto forward a messageo
anotheragentthenthe targetagentmustbe operatingun-
der a law that conformsto ZD. Further the agentmust
have alreadyestablishedts identity; this identity will be
prepenédto the message.

Figure 3. Law ZD



Preamble:

law PO refines ZD.

initialCS([budget(0)]).

protected([budget(J)]).
alias(budgetOfficer,"budgetOfficer@finance.
enterprise.com”).
alias(auditor,”auditor@enterprise.com”).

R1. sent(budg etOfficer,gr antBudget(B ).,[Y,
Ly]) :- conforms(L y,ThisLaw),
do(for ward).

budgetOficer can give ary agentoperatingunder PO
fundsfor its budget. No otheragentcangive fundsin this
manner

R2. arrived([  budgetOffice  r,ThisLaw], M,
Y) :- grantBudget( S)@M,
budget (B)@CS, do(incr(bu
S)), do(deli ver).

Thefundsgivenby the budgetOfice will beaddednto the
recever’s budget.

dget(B),

R3. sent(X,or der(item(l), payment(P)) ,[Y,
Ly]) :- conforms(L y,ThisLaw),
budget (B)@CS, B>=P,
delega te(ThisGoal)
not(bl ockS@Ruling) |,
do(dec r(budget(B), P)),

An agentcan senda purchaseorderonly if its budgetis
currentlygreaterthanthe paymentandthe purchaseorder
is not explicitly disalloved by a refining compaent (by
addingthe operationblockSto the currentruling). In this
casethepaymen is deductedrom the senders budget.

do(forw ard).

RA. arrived([  X,Lx],M,Y)
- confor ms(Lx,ThisLa w),
order( item(l),paym  ent(P))@M,
budget (B)@CS, do(incr(bu dget(B),
P)), from(N, D1l)@M, dept(D2)@CS,
(if (D1 != D2) then

do(del iver(Self,Th isGoal,
audito 1)),
do(del iver), delegate(Th isGoal).

Thearrival of a purchaseorderincreaseshe budgetof the
recever. If the purchaseorderis sentfrom anagentin a
differentdepartmenthanthatof therecever, acopy of the
purchaseorderis deliveredto a design#ed auditor Fur
thermore,messagelelivery to the agentwill be addedto
theruling. Finally, thedelegat e solicits ruling propos-

alsfrom refining componets.

Figure 4. Component PO

R5. rewrite(fo rward(X,M,[Y ,Ly]))
- conforms (Ly,ThisLaw)
order(it  em(l),paymen t(P))@M,
budget(B )@CS,
if (B>=P) then do(decr(bud get(B),
P)) else replace([])

A refining componeat may proposethe forwarding of a
purchaseorder If it does,then make surethat the agen
hassufiicient budgetto cover the paymen. Also, dedud
thepaymen from the agents budgetbeforeforwardingthe
message.

R6. rewrite(de  liver(X,M,[Y ,Ly])
- if  (Y==auditor ) then replace([])

1)

Presentarefiningcompamentfrom ever sendinga messag
to the auditorto ensuretheintegrity of the audittrail.

Figure 5. Component PO - contin uation

nent. After thedelegate (ThisGoal) clause,acheck
is performedto seewhetheran opeation blockS is in
the ruling compled thus far (Ruling ); if blockS is
presentthenthe purchaseorder is dropped. Thus, ary re-
fining compament can block a purchaseorder by propos-
ing a ruling that includes blockS in respose to the
delegate (ThisGoal) clause. In essencethis pro-
posedopegtionis a communicationbetweena refinerment
andP O concening the dispositionof the purchaseorder

Thearrival of apurchaseorder at someagern wouldlead
to the invocation of Rule R4, which adds the payment to
the agents budget andsendsa copy of the purchaseorder
to the auditor  if the senderandrecever arein differ-
entdepatments. Rule R4 alsoconsultswith ary potential
refiningcompnent(usingdelegate ) for additioral rul-
ings. Note, however, thatfor simplicity’s sale, we do not
allow arefiningcompaentto declire thereceiptof thepur
chaseorder, whichisin contrasto thesendingf apurchase
orde.

Finally, PO imposessomelimitation on the forward
anddeliver  opeationsthat may be proposedby refin-
ing compmentsusingRulesR5 andR6. In particular if,
for ary reasonarefiningcompmentproposestheforward-
ing of apurctaseorder, Rule R5 would acceptheproposal
only if theagen’'s budget is greaterthanthe paymen. Fur
thermoe, RuleR5 will deductthepaymentfromtheagents
budget. Obsere that this rule is necessanbecauseP O
aimsto contiol theinvariantsregardingbudgetandpaynent
forwardedin a purchaseorderandcanrot deped on refin-
ing compmnentsto correctlyenfoice theseinvariarts. Sim-
ilarly, Rule R6 preventsrefiningcompamentsfrom sending
messaget theauditor  sinceit need to controlthein-
variart on exactly whatshouldbe sentto the auditor



5.3 Componerts D1 and D2: Depatmental Reg-
ulation and Auditing of Purchas Orders

ComponentD1: CompormentD1, whichimplemerts pol-
icy D1, is shovn in Figure 6. As specifiedn the preanble,
it refineslaw PO. D1 only hasonerule: Rule R1, which
allows only the managr of the depatmentto senda pur
chaseorder with a paynentgreaterthan$10®.

SinceD1 refinesPO, notethatthe comhined effect is
thata mana@r cansenda purchaseorder aslong asits bud-
get permits. Non-manageragetts canonly sendpurctase
orderswith paynentslessthan$100, evenif its budget is
currently greaterthan $1000. Of course,even for a pur
chaseorder of lessthan $1000, a nonmana@r agentcan
only sendit if its budgetcurrently hasat least$10.

Finally, notethat since PO is a refinenentof ZD (by
compsingP O with ZD), anagen opeatinguncer D1 can
establishts role (marageror othewise)by presentingcer
tificatevia RuleR1in ZD.

Preamble:

law D1 refines PO.
initial CS([]).

R1. sent(X,or der(item(l),
Y.Lyl ) :- P>1000,
not(ro le(manager)@ CS),

payment(P)) ,

do(bloc kS).

Only themanagr is allowedto senda purchag orderwith
a paymentgreaterthan$100Q Purchaserdersfrom non-
manageiagentswith payments greaterthan$10@ will be
explicitly blocked

Figure 6. Componen t D1

ComponentD2: CompormentD2, whichimplemerts pol-
icy D2, is shavn in Figure7. As specifiedin the pream-
ble, it also refineslaw PO. Furthernore, the pream-
ble specifiesthe addessof a specificauditingagen: the
deptAu ditor

Unlike D1, D2 permitsary agett to sendary purchase
order—subjectto the constrants of PO, of course—sine
thereis no rule to dealwith thesent event. On the other
hard, Rule R1 ensure wheneer thereis a purchaseorder
receized by the agentsof this depatment,it will be deliv-
eredto its own departnentauditirg agen deptAudit  or .

5.4 A PurchaseOrder Processingexample

Let us now illustrate the working of the law hierarcly
by describingthe processingof a purctaseorde sentfrom

Preamble:

law D2 refines PO.

initial CS([]).
alias(deptAuditor,"deptAuditor@department?2.
enterprise.com”).

R1. arrived(X ,Lx], M, Y) :-
order(it  em(l),paymen t(P))@M,
do(deliv er(Y,ThisGoa |,
deptAudi tor)).

Monitor all the purchaseordersreceied by this depart-
ment.

Figure 7. Component D2

agentx operatiig underD1 to agenty in adifferent depart-
mentopeatingunde D2.

Assumethat x hasalreadyauthaticateditself by pre-
sentinga certificate containingits official name, depart-
mentandrole in the enterpise via Rule R1 of law ZD.
Whenx attemptgo senda purchaseorderto y, the sent
evert will at first be handledby the Rule R2 of law ZD,
which delegaesit to PO. In PO, this delegaion leadsto
thefiring of Rule R3. If x’s budgetis currerily lessthan
the promisedpaynent, then the purchaseorderwould be
blocked (in essencedropedin this casealthoughin the
geneal case,a retun messagéo x indicatinginsuficient
funds would likely be useful). Otherwise the sent event
will be further delegated to D1, at which point Rule R1
would fire. Accordirg to Rule’R1 in D1, if x is a certified
manag@t, thenit cansendary purchaseorder otherwiseit
canonly issuepurctaseordes with paymers of lessthan
$100. Soif the purchaseorderis permitted by D1, then
PO will alsopermitit accordng to its Rule R3 and add
the opeation of decrasingthe correspondig budget of x
andthatof forwardingthemessag@nto theruling. This be-
comegheproposeduling from PO to ZD in answetto the
original delegaion. At this point, Rule R4 in ZD will be
triggered andwill addx’s certifiedname,depatmentand
role to the messageo be forwarded,whichis the purchase
orde. Thefinal ruling thenwill leadto theexecuion of two
opeations: 1) decreaex’s budge and?2) forwardthe pur
chaseordermessagdo y with the official identificationof
X onit.

Whenthe purdhaseorder arrives aty uncer law D2, the
arrived  eventwill at first trigger Rule R3 of law ZD,
which will delegae it to PO. This will leadto the firing
of Rule R4, wherethe opeationsof increasingy’s budget,
repating the purctaseorder movementto the auditor
anddelivering the message¢o y will be proposed.Further
thearrived  evert will bedelegatedto law D2, whichwill
proposethe operatia of repoting to the deptAudi tor .



Finally, whenthe propcedruling comesbackto ZD, four
opeaationswill be performed 1) increasey’s budget, 2)
repat the purchaseorder sentfrom x toy to auditor , 3)
repat thepurchaseorderto deptAudit  or , and4) deliver
thepurchaseorder messagéoy.

5.5 Discus$on

As demorstratedby the above casestudy the LGI hier
archical model provides an effective way for a law to en-
force a setof invariants while allowing flexibility for law
writers to exterd andrefineit asneeded. It alsoprovides
addtional flexibility tointeropeability; e.g.,uncerourhier
archcal model,different subodinatelaws caninterogerate
with eachotherbasednthe factthatthey all conformto a
comnon superig, andso canbe assuredhatall are“play-
ing” accordng to therulessetby this superior For exanple,
D2 doesnotneedto know thedetailsof D1. Ratherit only
caresthat the purchaseorder messaget receves from an
agen operatig underD1 conformsto PO. A significant
adwantageof this flexibility is thatlaws with a commnon su-
peria canbe modifiedat ary point without affectingtheir
intergoerability; e.g,D2 canbe modifiedat ary pointwith-
out affecting its intergoerability with D1, assuminghat it
cortinuesto conformto PO.

6 RelatedWork

The policies that are to govern a given community
arewidely consideed fundamentato enterpise modding,
and their specificationwere the subjectof several recert
investigations[511, 18]. The work mostrelatedto ours
is, perhaps,that of [12, 6], in which the concep of meta-
policy is introduwced.However, their concepf meta-pdicy
is mainly usedto resole conflicts betweendifferent poli-
cies,which is orthagonalbut complenentaryto our work.
Our superior/subadinate relationis carefully designedo
produce policiesthat are consistentwith eachother This
is really by definitian, in the sensethat a subodinate law
getsonly as muchauthaity asgiven to it by its superior
law. Therefae, no conflict betweerpoliciesis possibleun-
derLGI. However, we do expectconflictsto arisewhenone
chamgesonepolicy in a givenpolicy hierardhyy—a subject
not addressedby this pape. The concep of meta-pdicy
may prove usefulto resole suchconflictsin our context. It
shoud alsobe pointed out thatthe abore menticmedefforts
donotaddesstheenforementissue whichis acenterpiee
of LGI, andsignificantlyimpactsits design

A lesscloselyrelatedwork is that of [15], which also
dealswith policy hierarchies. However, their concep of
policy hierardy differs from our in that they focus on
how to refinehigher level abstiact policiesinto lower level
corcrete policies. Our hierarcly, on the other hand is

built from the superiofsubordnaterelationbetweerdiffer-
entpolicies.

Finally, a numker of other efforts have looked at the
specificationand enfacemen of enterpise-wide policies
suchas|[7, 3, 8, 10]. Thesework typically rely on a cen-
tralizedenfacementmechaism, however. We believe that
suchcentralizatio constitutea dargeroussingle-mint of
failureandperfamancebottlenek, andis thusnotscalable.
Attemptsto solve theseprodemsthrouch replication leads
to difficulty in enfacing statefulpolicies,suchasthosewe
have describechere andare,in our opinion, necessaryor
proper regulation of the opeationof enterpises.

7 Conclusion

This paper is part of a researchprogramthat attempts
to enhancethe trustworthinessof digital enterpisesby en-
suringconfamancewith the policiesthat are supposedo
governthem.In thefirst stageof this proggam,we have de-
visedLGI asamechaism for thespecificatiorandscalable
enfacementof a wide rangeof interactio policies; i.e.,
policies that dealwith the interactionbetweendistributed
agents.

This paperaddresseshe fact that a typical enterpise
is governed by a multitude of interrdated policies. To or-
garize suchpoliciesinto a coheret ensemblewe intro-
ducedherethe supeior/subodinaterelation betweenaws
(the LGI representationof policies), which helpsorganize
all enterpise policiesinto oneor several hierachies. And
we provide very flexible meandor differentpoliciesto in-
teroperatewithin a singlehierarcly or acrosshierarclies.

Futurestepsn this researctprogramshouldinclude: (a)
testingtheefficacy of ourpolicy hierardy by applying it to
various aspectof digital enterpises;and(b) dealingwith
theinevitable evolution of thepolicy ensemblehatgoverns
agivenenterpise.
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