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Abstract—This work is concerned with the issue of finite-
time filter design for a type of Takagi-Sugeno (T-S) fuzzy
Markov switching system (MSSs) with deception attacks (DAs).
In view of communication network security, the randomly occur-
ring DAs are considered in the measurement output (MO), in
which the malicious unknown but bounded signals are launched
by the adversary. Notably, to characterize the fallibility of
the communication links between the MO and the filter, the
packet dropouts, DAs, and quantization effects are taken into
account simultaneously, which signifies that the resulting system
is much more applicable than the existing results. Meanwhile,
to deal with the phenomenon of asynchronous switching, a
hierarchical structure approach is adopted, which involves the
existing nonsynchronous/synchronous strategy as special cases.
By means of a fuzzy-basis-dependent Lyapunov strategy, suf-
ficient criteria are formulated such that the resulting system
is stochastic finite-time boundedness under randomly occurring
DAs. Finally, a double-inverted pendulum model and a numerical
example are provided to validate the feasibility of the attained
method.

Index Terms—Deception attacks (DAs), finite-time, fuzzy
Markov switching systems (MSSs), hierarchical structure (HS)
approach.

I. INTRODUCTION

VER THE past decades, due to the extensive utiliza-
tion in physical applications subject to abrupt struc-
ture changes, including sudden environmental alters and
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component fiascos, Markov switching systems (MSSs) have
attained increasing attention [1]-[3]. Note that MSSs consist
of a set of subsystems, where the information exchange among
subsystems is ruled by the Markov chain. Following this trend,
a large quantity of theoretical results is reported, including
stability analysis, control, filter, etc., [4]-[10]. However, it is
identified that many presented results are mainly concerned
with linear MSSs instead of nonlinear MSSs. In reality, it has
been well recognized that nonlinear MSSs are more general.
In reality, many efficient tools have been addressed to tackle
the nonlinear systems. By incorporating nonlinear dynamics
into optimization, the nonlinear systems have been studied
in [11] and [12]. Another efficient way to tackle the non-
linear systems is the Takagi—Sugeno (T-S) fuzzy model. The
T-S fuzzy model was proposed by Takagi and Sugeno [13],
in which the complex nonlinear systems can be divided into
various linear submodels subject to IF-THEN rules. Since
then, the model has proven to be an efficient tool to approx-
imate nonlinear systems. Aided by the T-S fuzzy model
technique, nonlinear MSSs are recognized as fuzzy MSSs
(FMSSs), which have been widely investigated in many prac-
tical systems [14]-[20]. Especially, all the aforementioned
FMSSs are concerned with an infinite time interval (ITI).
It is well identified that the ITI cannot be applied in many
practical scenarios subject to the fixed time interval. To fill
this gap, the concept of finite-time stability (FTS) is prof-
fered and has been treated as a hot research issue [21]-[25].
Nevertheless, not enough attention has been devoted to the
issue of FTS for FMSSs, and their dynamic behavior still
remains an open challenge, which is the first motivation of this
article.

In all the aforementioned FMSSs, the designed filters are
classified into two categories: 1) mode-independent filters
(MIFs) and 2) mode-dependent filters (MDFs). By neglecting
the useful mode information of the operational plant, MIFs
are easy to design, which may lead to the conservativeness
of attained results. As for MDFs, the plant-mode information
is always presupposed to be accessible to filters; whereas the
aforementioned hypothesis is hard to be contented and dif-
ficult to apply. In practice, because of the network-induced
communication delays, signal losses, and other factors, it is a
tough task to attain the plant-mode information when design-
ing MDFs. Therefore, the investigation of asynchronous filters
(AFs) for FMSSs becomes natural. In [26] and [27], by apply-
ing a hidden Markov model (HMM) technique, the quantized
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controls for nonlinear MSSs have been addressed. By utilizing
the improved HMM strategy, the robust control and state
estimation for MSSs have been inspected in [28] and [29],
respectively. In [30], by employing a nonhomogenous asyn-
chronous approach, the asynchronous /; — I filter design for
MSSs has been analyzed. In [31], by resorting to the hier-
archical structure (HS) method, the quantized nonstationary
filtering for MSSs has been explored. As stated in [31], the
HS strategy is most remarkable, which characterizes the plant,
quantizer, and filter in a more reasonable way. Up to now, few
efforts have been dedicated to the AF design for FMSSs sub-
ject to the HS strategy, which is the second motivation behind
this article.

Furthermore, in the networked control systems (NCSs),
the signals among sensors, filters/controller, and actua-
tor are imperfect since they are transmitted via commu-
nication networks. The unreliability of the network may
cause unexpected phenomena, for instance, packet dropouts
(PDs) [32], [33]; quantization effect [34], [35]; network-
induced delay [36]; and so on. These unpredictable factors
may decay the target system’s performance. In addition, with
regard to the security of NCSs, such as autonomous vehicles,
unmanned aerial systems, and so on, the deception attacks
(DAs) are not preventable. In reality, the DAs are launched
by the adversaries in the cyber layer to measurement outputs
(MOs). Note that DAs are major sources of dangerous attacks,
which have been cogitated in [37]-[39]. Due to the signifi-
cance of the network-induced phenomenon and the security
of the network, how to tackle with the coexistence of PDs,
quantization effects, and DAs in FMSSs is another motivation
of this article.

Summarizing the aforementioned deliberation, we focus on
the issue of finite-time filter design for FMSSs with DAs in
this article. The three major contributions to this study are
summarized as follows.

1) With the perspective of network security, the randomly
occurring DAs are extended in MO, where the mali-
cious unknown but bounded signals are launched by
the adversary. With the consideration of the network-
induced phenomenon, a novel MO model is provided
for the coexistence of DAs, quantization, and PDs,
simultaneously.

2) In light of the HS approach, the phenomenon of the
asynchronous switching among plant, quantizer, and
filter is described in a more reasonable way.

3) By resorting to a fuzzy-basis-dependent Lyapunov strat-
egy, the association of the finite-time boundedness and
the unknown but bounded DAs are formulated to quan-
tify the level of damage.

Notations: The notations utilized in this work are listed in

Table I.

II. PRELIMINARIES AND SYSTEM DESCRIPTION
A. Fuzzy Markov Switching Systems

Fixing a probability space (€2, F,P) and considering the
nonlinear MSSs described by a fuzzy model as follows.
Plant Rule p: IF @i is My, ..., O is My,
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TABLE 1
NOTATIONS

Notations Denotes

&{-} |The mathematical expectation operator
sym{K} K+KT
Amin (KC) The minimum eigenvalues of C
Amax(K)| The maximum eigenvalues of K

R ng-dimensional Euclidean space

* Symmetric matrix
K1t Matrix inverse
KT Matrix transpose
THEN

{X(k + 1) = AP, g)x(k) + B(p, pr)w (k)
y(k) = C(p, pr)x(k) + D(p, pr)w (k)

where Vg € {1k, D2k, ..., O} stands for the premise variable
of the original system and M, indicates the fuzzy membership
functions (FMFs). Specifically, p € {1,2,...,r} and r is the
number of the plant IF-THEN rules. x(k) € R™ symbolizes the
system state vector, y(k) € R™ expresses the measured output
(MO), and w(k) € R™ stands for the exogenous disturbance
that satisfies " (K)w (k) < k (Vk € [0, N]).

The stochastic variable (SV) ¢ is recognized as a discrete-
time Markov chain (DMC), and ¢, € A = {1,2,...,n4}.
The switching transition probability (STP) of the original plant
obeys generator I'| = [m,] as follows:

e))

Pr{gir1 = blor = a} = map

where a,b € A, myp € [0,1], and Ya € A, Y, 4 7ap = L.
For ¢ = a (a € A), denote A(p, o) = Ap,, where
A, o) = (A, ¢). B, ¢), C(p, vk), D(p, ¢r)} are known
matrices subject to proper dimensions.

Adopting the T-S fuzzy inference technique, the FMSS (1)
subject to the T-S fuzzy model can be reestablished as follows:

{ x(k + 1) = Apax(k) + Bpaw (k)

y(k) = Chax(k) + Dpae (k) 2)

where

r r
Apa = Z hp(ﬂk)Apav Bpa = Z hp(ﬂk)Bpa

p=1 p=1
r r
Cha = th(ﬁk)cpaa Dy, = th(ﬂk)Dpa
p=1 p=1

and My, (¥4) symbolizes the grade of membership of ¥4 in
My,, and g,(%) = H;ZlMpq(ﬁqk), normalized fuzzy basis
functions h,(%x) = gp(Pr)/ Z;zlgp(ﬁk), hy(¥x) > 0, and
Z;zl hy(9p) = 1.

B. Deception Attacks

In the NCSs, the DAs scenario may be experienced during
the signal transmission via a communication network. As a
source of deteriorating plant performance, DAs are injected
by adversaries in a random way. In FMSS (2), a bounded
attacker is injected to randomly eliminate the MO y(k)

y(k) = y(k) + By, (k) (k) 3)
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where h(k) = —y(k) + £(k) stands for the deception sig-
nal. B, (k) = 1 and By (k) = O refer to whether attack
launched is successful or not. ||E(k)|| < ¢ represents the
embedded information launched by an adversary and confined
to a bound signal ¢. The SV B, (k) is determined by the
Bernoulli distribution as follows:

Pr{By (k) = 1} = By Pr{By (k) = 0} = 1 = By,

where By, € [0, 1].

Remark 1: In (3), h(k) contains both the accurate
information of MO y(k) and the embedded DAs &(k). Here,
&(k) is unknown and hard to distinguish, is which recognized
as a bounded signal. Meanwhile, the mode-dependent S, (k) is
adopted to illustrate the probability occurring DAs, and abided
by a Bernoulli distribution. If By, (k) = 1, this implies the
attacks occurred and MO is replaced by DAs; if By, (k) = 0,
it indicates no attacks occur.

C. Packet Dropout

In reality, it is unacceptable that signal communication
between MO is perfect, which means y(k) = yr(k). In net-
worked FMSSs, the PDs cannot be neglected since MO drops
intermittently, that is, y(k) # yr(k). In this case, a Bernoulli
method is borrowed to depict the PD phenomenon, and the
relationship of y(k) and yr(k) is revealed as follows:

Yy (k) = o, (K)y (k) “4)

where oy, (k) is a mode-dependent SV. Similar to By, (k),
oy, (k) abides by the Bernoulli distribution law

Pr{ay, (k) = 1} = ag, Priag (k) =0} =1—ay,

where a, € [0, 1]. Obviously, the PD occurs when oy, =0
and no PD occurs when a, = 1.
For the SVs g, (k) and By, (k), it is easy to infer that

EOK -9} =0, E{e0 -3 =31-3  ©)

where J(k) = {oy, (k), By, (k)} and I = {ay,, By, }-

Remark 2: Note that the PD rate (PDR) has been studied
in [43], where the PDR is assumed to be uncertain. Different
from [43], the mode-dependent SVs oy, (k) and By, (k) are
adopted to depict the random occurrence of DAs and PDs,
respectively. Meanwhile, the above two SVs are presupposed
to be mutually independent. If oy, (k) = 1 and By, (k) = 0,
only communication link of MO occurs; if g, (k) = 1 and
By (k) = 1, only the communication link of DAs occurs;
otherwise, the MO losses occur.

D. Quantized Measured Output

Aiming to tackle the limited communication bandwidth
between the MO and filter, the signals are required to be quan-
tized before being transmitted. Benefitting from its advantage,
an improved mode-dependent logarithmic quantizer (MDLQ)
is adopted

Qg (7 (0)) = [Qge1 (117 (K)), Qg2 (v2r (k)
s Q)] (6)

where Qjg, Vja(k)), j € {1,2,...,t} symbolizes the jth
component of (6, ya(k)). Furthermore, —;(6k, yja(k)) =
—(6k. —yja(h)).

The MDLQ can be sketched by a battery of quantization
levels as follows:

Rjp = {iV;l)(d’k) : V;l)(d’k) = pj(@)vjo
izil,iz,...}U{O}
where vip > 0 and pj(¢) €
Q;(¢x, yjr (k)) is portrayed by
0 0
G v (Do) vi (éx)
Vit Tigan <R = o

0, yjr(k) =0
~ Qg (=yir®)), yyr k) <0

where 0j(¢r) = (1 — pj(P)) (1 + pj(dr)) Vj € {1,2,...,t}. It
is clear that

(0,1). The quantizer

Qijgy (YJf (k)) =

Qige (vir () = (1 + Aoy (0) s (k)
where |Ajp, (k)| < Xjg, -
Defining Ay, (k) = diag{Ajy, (k), ..., Az, (k)}, aided by the
aforementioned equation, Qg, (y(k)) can be reformulated as

Qg (yr () = (I + A (0))yr (k). (7

In (7), the SV ¢ is identified as another DMC and taking
the value in a set C = {1,2,...,n.}. The STP of MDLQ

following generator I'§*"" = [n%4*'] is
Prigir1 = dlgp = c} = nz"

where ¢,d € C, 5" €[0,1], and }_ o nii™ = 1.

For all a,b € A, c,d € C and ¢ = a, ¢ = ¢, collaborat-
ing with (3), (4), and (7), Q.(yr(k)) can be reformulated as
follows:

Qe(yr (k) = aa(b)(1 — Ba())U + Ac(k))y(k)
+ (k) Ba(k) I + Ac(k))E (k). 3
Remark 3: For o-algebra produced by %) =
of{e1, 02, ..., 0k—1}, the DMC ¢, is presupposed to be
Tx—1-independent. As stated in [31], even though the MDLQ

mode ¢y is different from the plant-mode ¢y, the values of
STP of ¢y are affected by ¢ and ¢x_1, simultaneously.

E. Asynchronous Fuzzy-Based Filter

In this section, the asynchronous fuzzy-based full-order
filter for FMSS (2) is inferred as

Tk + 1) = Apy, XK + By Qg (7 (K)) ©)

where X(k) represents the filter state and

r r
Ape = Y hpO0Afgyes By = Y hy()Brgy,
p=1 p=1
in which Ay, and By,y, are matrices to resolve.
Recalling (9), the SV vy is regarded as another DMC and
taking value over a set M = {1,2,...,ny}. The STP of the

filter-keeping generator Fg)"qbk = [r;f’;(p"] is
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Pr{yii1 = vy = pu} = t*

Yu,veM, r,‘f{id’k €[0,1], and >, 4 t,‘f’5¢k =1.

Remark 4: 1t is remarkable that many asynchronous issues
for FMSSs have been reported. For example, the nonsynchro-
nized state estimation for FMSSs has been explored in [44],
where the estimator mode is different from the operating
region mode. Differently, to model the mismatch of modes
between filter and plant, this article focuses on the AF. In (9),
the o-algebra formed by Wi_; = o{d1, ¢2, ..., dx—1}, and
the DMC v is surmised to be (Ti_1, Wi_1)-independent.
Similarly, the values of STP of v are influenced by ¢k, ¢x,
and ¢j_1, concurrently.

Remark 5: In light of (9), when ¢r = ¢r = Vi, the
designed AF is reduced to a mode-dependent one; when
Or = ¢r or gx = Yy, the AF degrades to a partly mode-
dependent one; when C = M = 1, the AF decreases to a
mode-independent one; and when A = C = M = 1, the AF
demotes to a conventional one. Therefore, the designed AF
covers aforementioned four special cases.

Defining 8(k) = [x" (k) T (K)]", Ty =[0 117, I, = [I 0],
and Va,b € A,c,d € C, u, v € M, merging with (2) and (9),
the following filtering FMSS is elicited:

S(k+1) = %hacua(k) + %haug(k) + '%hacu,w(k)
H{aa (W) (1 = Ba(k)) — ata(1 — Ba)}
X [Z1Ba(I + Ac(k) ChaZ28 (k)
+ ZiBpa (I + Ao (k) Dpao (k) |
+ (@a(k) Ba(k) — @afa)L1Bna
X (I + Ac(k))§ (k) (10

where
,

%hacu = Z Z hp(ﬂk)hq(ﬁk)dpqacu

p=1g=1
r

<%)hacy. = Z Z hp(ﬂk)hq(ﬁk)%pqacu
p=1¢g=1

r
<ghac//. = th(ﬁk)%qacu.
g=1

-@hau = Z Z hp(ﬁk)hq(ﬁk)%pqau

p=1g=1
gaen = | e ; }
pgaci | 2a(1 = Ba)Brgu(I + Ac(k)Cpa Afgu
Brgaen = | o }
pgacq _Ota(l — ,Ba)quM(I + Ac(k))Dpll

Cqan =

0

_aa,Banqp.(I + Ac(k)) ]

To proceed further, a definition is embraced as below.

Definition 1 [24]: Given a time interval T > 0, scalars
¢y > c¢1 > 0, and a matrix R > 0, the resulting MSSs (10)
with " (k)w (k) < k are said to be stochastically finite-time
boundedness (SFTB) with respect to (c1, c2, N,R, k,¢) Vk €
{1,2,..., T} such that

5T(O)RS(0) < ¢) = e|5T(k)R5(k)} <ca.
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III. MAIN RESULTS

In this section, sufficient conditions of asynchronous filter-
ing for FMSS (10) will be exhibited.

Theorem 1: Given scalars € > 0, v > 0, the FMSS (10) is
SFTB with respect to (cy, ¢2, N, R, &, ¢), if there exist matrices
Phacu > 0, Sc >0Va,be A, c,deC, u,veM,such that

Yeppacy < 0 (11D
Yepgacu + Yggpacn <0, p<q (12)
oV — 1
N 2 .
v C10max (PR) + v —1 (Ud+ €g ) < omin(PR)C2
(13)
where
T _ Bgpgacn  Lpgacp
gpgaci = |y v,
[ =) =2 }
= _ | Spgacn  Spgacp
Sgpgacpy = e
B * Seaci
Spgacn = | G0 QeSe G DS G5)QS,

nT )T 3T
%fm jffm %M ]
\I"c = {_SCa _Scw _Sc’ _S(,‘v _SC» _SC}

E,S)lq)acu = diag{_vppac;u —el, —vl}
=(2) — | m®T @7 T
“pgacp “l1pgacu “2pgacp “3pgacu
e . -1 -1 ~1
:‘Ega)cu = dlag{_‘@gacu’ _‘@gacp. - ‘@gacp,}
@ [ ¢ ¢
“lpgacn — [% paci %pacu 2 pacu]
~(2)
Eopgac = [9111quuchazz 0 GIIIqu;LDha]
=@ _
“3pgacp — [O 0 ezleth]
e@gacp, = Z Z Z nabfcbdnfﬁlpgbdv
acA ceC veM
s Apa 0
paact | aa(l = Ba)BrguCpa  Afgu
ggé — Bpa
pgacit _aa(l - ﬂa)ququa
[ 0
Clop =
| ctaPaBpgp }

G = [0a(l = Ba)CpaZa @a(l = fu)Dpa 000 0]"
G2 = [61CpaT2 0 61Dpa 00 0]
g3 =1001000]"

1) _ T 7T
Ay =[0 00 Bl 00
A2 =[0000 8,1 0f
A =000 aupuBl I 0 28], 7] |
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01 = V(1 — B)(1 — as(1 — Ba)) which is equivalent to

0, = VagBa(l — auBa)

Qe = diag{XICv X2¢» -+« - s Xic}

3
Bhac + I I AcR)S ARG DT
s=1

3
. _ - (p-12p 71/2)} VT o1 s
Omin(Pp) =, min M{Amm (R PacuR + S TS <o, (16)
1/2 172 =
Omax (Pr) = el el e M{)‘max (R PacyR )} By Theorem 2.1, (16) can be reformulated as
Proof: First, let us define the following: 3
Shacy + sym{zgngcT(k)jfﬁj <0 (17)
hy Ag (h1(Ok11), o (Dkr1), - - s Br(Drg1)) s=1
r
where
Phobav = Zhg(ﬁkH)Pgbdu- 0
¢=1 Gya = laa(l = B)ChaZs ata(1 = Ba)Dna0 0 0 01"
Combining (11) and (12) gives gﬁl) = [01CaT> 0 61Dpy 00 017
Shuiy % —10071000]"
Yhacu = Y, D Y he@)hp@)hg(91) Yepgacy ha =
g=1p=14g=1 n _ T +T
] ) o Ay =[0 00 BRI 0 0]
_ 2
= Zhg(ﬂk) th(l?k)Tppacu + Z Z 320;12/2 — [0 000 B}}CMIF O]
g=1 p=1 p=1g=p+1

=;f‘”:[o 0 0 auBuBl I 0 6:B) IT]
h aPabp,+1 2Dmu+1 |-
X Iy (0 g (91) (Yapgac + Yegpac) | <0 (14) " . .
Carrying out SC to (17), one can get that

where N =0 z®

o Ehac,u — hacpu ,-.gl)w <0 (18)

T _ | Shacu 2:hacu, * E‘hacu
hacp = * \Ilc

- () —2) where
= | “hacu “hacu —=2) =2 =2 =2
Shacp = —~(3) Shacu = I:C‘lhacu Eohacu :‘3hacui|

L * :‘hacu —(2) [% @ B ]
Shaen = |98 900, 4,8, lhacu = hacw Chacn P hacu

3 b - - Eohacy = [0\ Z1Bu (I + Ac(K)ChaZz O

‘;%h/j. jfﬁm '%ﬂ;zu ] QIIIth/L(I + Ac(k))Dha]

=0 _ 2
B, = diag(~VPhacu. —l. —vl} Eihacy = [O 0 67Z1Bpy (I + Ac(k))]~
=3) . —1 —1 -1 i i .
By = diag {_ ‘@hwcu’ _ ‘@hwcu _ gzh+uw} Next, we establish a Lyapunov function as follows:
E;lz) _ [E(lzh)'r E(Zzh)'r Egzh)'r ] V(k, 8. h, > Prs 1;b‘k) = (ST(k)Phacufs(k) (19)
aciL acit acis acis
where Phgey = Z;Zl 7y (9K Ppacy-
=) 0 y ¢ _ ” - . )
E ey = [ ’Q{hacu %haw B haw] For ¢x = a, ¢ = ¢, and Y = u, similar to [31], it leads to
=2 Pr {pir1 =b, ¢kv1 = d, Y1 = vigp =a
85y = |O1Z1BmuCralz 0 6111 By Dy,
hac. = [O1T1Biu Cha #Dia] b = ¢ Y = pu} = T’ 20)
=(2) _ 2
S3hacpe = [O 0 6T lBﬂ’“]' Recollecting (10), we derive that
Applying the Schur complement (SC) to (14), one can get EWVk+1, 841, hy, Grs1 = b, g1 =d, Ypy1 = v
that
‘ Ik, 8 by o = a, ¢ = ¢, Y = )
3
Sy + 3 425,029 _ g{m DY Y mrhtd
s=1 acA ceC veM

3
+ Y o S A <0 (15) X Phy pand (k + 1)}
s=1
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= & [Fhaend ®) + Cracut®) + Bracu®)]

X rgzh+acu [ﬂhacua(k) + %hacuf(k)

+ B hacuw (k) |

+ 0 [Z1Bpu (I + Ac(k) CraT2d (k)

+ 1By + Ac(k)Dpao ()]

X P nyacu|TiBu (I + Ac(k) Craz8 (k)

+ 1B (I + Ac(k) Dy (k)|

+& T (003 (T1 B (I + Ac(k))

X P hyacu(T1Bau (I + Ac(k)))é (k) } 21
where

Phacu = Z Z Z ﬂabffan%Ph+bdv-

aeA ceC veM
In light of the condition ||£(k)|| < ¢, it is concluded that

EVk+1 3k+1,h+, Ok+1> Pt 1, Yir1}
=()T =(s5)
= wT(k) Z “hvacu‘@thaCﬂ L':“h;cuw-(k)

+e(e2 - & wEw)

where w (k) = [8T (k) ET(k) o' (B)]T.
For v > 1, by letting

F (k) =

(22)

EV(k+ 1, 8kr1, ht, Qi1 ¢k+1,¢k+1}
—vV(k, 8, h, gk, B, Vi) — v (Dw(k) (23)

and substituting (22) into (23), we have

Ik < @ (k) Epacpm (k) + €¢? (24)
where
a T (s)
= ~(1) (s (s
Shacp = Spacp + ‘:“hucu’@hﬁ—ucﬂ S hacy -
s=2

Using SC to (18), it is clear that ’E\ham < 0. Therefore,
H (k) in (24) is bounded as

S k) < eg?.
Recalling (23) and (25) implies

EWVk+ 1, 8kt1, hts Grt1, Pkt1, V1))
< vV(k, 8k, h, @k, P Vi) + v (Ko (k) + €2
(26)

(25)

Summing up (26) on both sides from O to k+ 1 for k < N,
it leads to
EV(k, 8k, h, o, bk, Yi)}
< vk EV(0, 80. ., 9o, Po. ¥0))

k—1 k—1
+ Z Uk_mwT(m)a)(m) + Z Uk_l_m€§2
m=0 m=0 N .
= VVEWV(O. 80, 0. 0. Y0} + —— (i + e?).
(27)
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Identifying (19), it is easy to derive that
V(0. 80, . 90, 0. Y0) < Omax(PR)S" (ORS(0)  (28)
and
V(k, 8k, b, @t G Y1) = Omin(Pr)S ' (k)RS (k).

Together, with (27)-(29), we get

(29)

[sTWRSW) = vV eromh (PRIOW (Pr)

- vV —1 5

+ Opin(PR)—— (UK teC ) (30)

By (13), it is concluded that ET(RS(K)) < ¢r Vk €
{1,2,...,N}. From Definition 1, the FMSS (10) is SFTB.
The proof is completed. |

In what follows, the fuzzy-based filter gains will be awarded
in Theorem 2.

Theorem 2: Given scalars € > 0 and v > 0, the FMSS
(10) is SFTB with respect to (cq, cz,N R, k, ), if there exist
matrices S. > 0, Z, Zaw, Zacns Agqus Bgus and Ppacy =

P(l) P(2)
pacii pacu VYa,be A, c,deC, uw, v € M, such that

* pacu
Yeppac < 0 (31)
Yepgacu + Yegpac <0, P <q (32)
AIR = Ppacu = )\ZR (33)
vV —1
vVerha + 1 (UK + € ) < Aic2 (34)
where
_ | Bepgacn  Zpgacp
gpqacp = « v,
- = =(2) :|
= — | “pgaci upqacu
Sgpqacu = =@3) )
L *k Seacu
$ [ (1 2 3
Ypgacu = _g;a)QcSc %JQCSC g;,a)QcSc
~ DT 2T 3T
o o ' |
- 1 2
—vP ;;a)cu vP, E)a)cu 0 0
’%
z20 * - P[(m)cu 0 0
“pqaci = * * —el 0
L * * * —vl
20 _[z@T zOT =0T
Spgacn = | H1pgacn “2pgacp “3pgacp
=3
;a)cu - dlag{mgacu’ Y/Bgac;u sBgacu}
=(2) T T T
S1pgacp = [lequcu Cpgacn %pqucu]
~(2) _ T T
“2pgqacn mpqacu 0 mpqacu]
~(2) _ T
“3pgacn 0 0 ’gpqacu]
DT
A ATZL(JC;/L +aa(1 ,Ba) pa LIIL
pgaci = Z
qu

DT T
ATZ(L +2all =BGy, W}
A

qm
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r =T . .
Bpgaci = | BpaZits, + @a(l — Ba)D,, By, Aided by (39), Y}, is inferred as
T 7T _ THT = /
ByiZac, + aa(l ﬂa)Dpanu] " — | “eppacu Xppacu <0 (40)
_ r . gppacp % v,
Q:pqacu = aa.Banu aaﬂanM]
-t - T where
= _
Mpgacy = 01 CpaBp 91Cpanui| =(1) =)
0 0 ! _ | ©ppacn  Sppacp
L Sgppacp — % Efﬁ%;
_ TR TgHT
Mpgacn = _eleanu elechm] Gy ) 1 T
@ _ _9 ET P ET Soacuy = dlag{_‘ffgafligzgacugpgacu
prec = L= o P ouen Pk FTFuen Pl #T
r 1 1 2 2 & gacp s T =€ gacu }
b= () ]
gacp = 3 o
i % @éa)cu _ sym(ZM) From (35), it is clear that
! Apu = ZyAsou, Bpy = Zu By 41
Pl = X5 S P, 121,29 =BT = ZiBpe 4D
acA ceC veM By the specific form of 7f,,.. B hpaeu> A Chypys it

~1) =T =T

%”;M:[OOOOBWBWOOOO]

~(2) =T =T

%ﬁm:[oooooozaqulaqﬂoo]

~3) =T =T =T =T

Hoy = (0000 auBiBy, aaBaBy, 00 6:5,, 0:B,, |
In addition, if the inequalities (31)—(34) are solvable, the

filter gains can be expressed by
Afqn = Zp_clxqu’ Bpgp = Z;Zlng (35)

-1

Proof: Aiming to tackle the nonlinearity &, , an invertible

matrix 2, is developed as

(1)
Do = | o Zn ||
Zacy 2y
In light of (11), premultiplying and postmultiplying (11) by
diag{l, 1,1, Zgacius Zgacp> ZLgacu> 1, ..., I} and its transpose,
——

(36)

6x6
where the matrix / shares the compatible dimensions with the

corresponding block in (11). Thus, (11) is reformulated as

=/ E/
4 — | “sppacu ‘ppaciu
wppaci = [ y e | <0 (37)
where
=(1) =2y
=/ — | “ppacp “ppacp
Seppacp — % =3y
Sgacy
/ — (1) ) 3)
% en = [gpa QS DS VS,
T nT T 2)T T 3)T
Z gacu'%&;u Z gacu%u Z gacu‘%p;w ]
=2Qy | g@T T 2T T =T T
Sppacp [u]PPaCM-D@pgaCH “2ppacu"@pgacu u3ppa(‘“'gpgacﬂ
=03y _ g; —1 T
Sgacu — dlag{_ggacll‘@gac;t ggacu
—1 g7 —1 T
_ggﬂclt‘@gacu ggucu’ _ggacﬂ’@gacu gguqt } .

In addition, for & galm

(@gacu - ffgucu)gz .

gacp

> 0, it is well recognized that

-
(ygacu - ggac,u) >0 (38)
which can be rewritten as

~ Zoaen? gaen Y saen < P gaen — Y™ Lgacu ). (39)

is easy to conclude that (31) is derived by (40). Similarly,
the inequalities in (32) can be guaranteed. This completes the
proof. |

IV. NUMERICAL EXAMPLE

To verify that the achieved method is valid, two simulation
examples are delivered in the following section.

A. Example 1

Considering the MSS (1) with two plant modes and
two fuzzy rules, the system parameters are expressed as
follows [40]:

) ) 0.58 039 0.117
% gll = | —012 045 019
| C11 11 | 1 0 L1 |
) - [ 065 048 0307
% gﬂ = | -016 052] 020
| C12 12 ] 1 0 1.05 |
] - [082 o012 0217
féi gﬂ = | -020 060 029
LCal Do) 0| 09 |
) - [ 08 013 0107
% 11;22 = | -0.13 0.70| 0.20
| €22 22 | 1 0 | 095

The STP matrix of the target MSS (1) is chosen by

o _[o2 o8
'=los55 045

Besides, the asynchronous quantizer and AF are obeying
the following STP matrices:

p_f0s 057 o _[09 o1
2708 02 "27]025 075
pi_[085 0057 Lo [0.55 045
370025 075] '3 0.35 0.65
p2r _[005 0957 o _[07 03
37 lo1s o085 '3 0.85 0.15]|
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TABLE I _
UPPER BOUNDS OF € FOR DIFFERENT «, 8, AND ¢

(=2 (=5
a=01 a=05 a=09] a=01 a=05 a=09
£ =0.1] 1.9581 1.9584 1.9586 2.3910 2.3919 2.3928
B =0.5 19561 1.9572 1.9584 | 2.3872 2.3885 2.3919
B =009 19541 1.9561 1.9581 2.3902  2.3872 2.3910
0.5
o1 (k) — @1 (k)
0
-0.5
-1 -0.8
0 5 10 15 20 5 10 15 20
Time (k) Time (k)
a C
; (a) o6 (c)
a9 (k
0.4
0.5
0.2
0
0
-0.5 -0.2
5 10 15 20 0 5 10 15 20
Time (k) Time (k)
(b) (d)
Fig. 1. (a) SR x(k) — X1 (k) (100 repetitions). (b) SR xp(k) — x> (k) (100

repetitions). (¢) MV of xj (k) — X (k). (d) MV of xp (k) — % (k).

The FMFs are given by
h(l) = 0.5<sin2(x1 k) + sinz(x2(k))), M@ =1—h(l)
hy(1) = 0.6(sin2(x1 k) + sinz(xz(k))), B (2) = 1 — hn(1).

Besides, letting oy = 0.95, oo = 0.9, g1 = 0.55, B2 = 0.60,
01 =085 pp =08 v=01,€e=20,c1 =12,¢c; =5,
N =10, and ¢{ = 5, by Theorem 2, the filter gains are achieved
as follows:

(| Bl = [0.0396 0.0416] —0.0237]
AT BT =10.02680.0339) —0.0225 |
(| Bl = [0.0371  0.0394] —0.0236]
A2 P21 10.0258 0 0.0309)  —0.0224 |
(| B ] = [0.0342  0.0299] —0.0242]
F2 PRI 10,0235 0.02900  —0.0262 |
(| B ] = [0.0366  0.0310] —0.0241]
/21 B2 10,0244 0.0313) —0.0260 |

Letting ¢ = «o; and E = f; (I = 1,2), according to the
derived method in Theorem 2, the upper bound of € with
various of o, B, and ¢ is exhibited in Table II. It can be
detected from the table that the values of € are increasing
when ¢ increases.

For given initial condition x(0) = [1 — 117 and X(0) =
[0 017, and external disturbance w(k) = 1/(1 + k?), by
the achieved filter gains, Fig. 1(a) and (c) depicts the state
responses (SRs) of xj(k) — Xj(k) and xp(k) — X,(k) without
DAs, while Fig. 1(b) and (d) shows the mean values (MVs)
of x1 (k) =% (k) and x; (k) — X (k) without DAs. Similarly, the
SRs of x1 (k) —x1 (k) and x, (k) — %2 (k) with DAs are displayed
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0.5

21 (k) — (k)
0
-0.5
-1 -0.8
0 5 10 15 20 0 5 10 15 20
Time (k) Time (k)
1
0.5
0
-05 -0.2

5 10 15 20 o 5 10 15 20
Time (k) Time (k)
(b) (d)

Fig. 2. (a) SR xj (k) —x] (k) with DAs (100 repetitions). (b) SR x, (k) —x; (k)
with DAs (100 repetitions). (¢) MV of xj (k) — X (k) with DAs. (d) MV of
x7 (k) 7}\2(/{) with DAs.

in Fig. 2(a) and (c), respectively. The MVs of x; (k) — X (k)
and x,(k) — X, (k) with DAs are shown in Fig. 2(b) and (d),
respectively. It can be observed from Figs. 1 and 2 that the
MSS (10) is SFTB whether the attacker exists or not.

B. Example 2

A double-inverted pendulum (DIP) is borrowed to verify the
applicability of developed results [41], [42]. As stated in [41]
and [42], the equation of DIP is described by

Xjil = Xi2
. 1 kr? migr  kr? )
Xip = 007, ~ 4_Jixi1 + |:Tz - 4_Jixi2i| sin(x;1)
2 2
+%MQ+ 2:.§gﬂn
k=1,k#i
where
Xi1 angle of the pendulum;
xip  angular velocity;
Ji moment of inertia;
m; mass of the pendulum;
k constant of connecting torsional spring;
r length of the pendulum;
g gravity constant.

The values of the parameters Ji, m;, k, r, and g are, respec-
tively, set as J1 = 2 kg, J» = 2.5 kg, m; = 2 kg, mp = 2.5 kg,
k=8 N-n/rad, r = 1, and g = 9.8 m/s°.

Similar to [41], by discretizing the DIP with sampling
period T = 0.01 s, the corresponding DIP is reestablished
as the FMSSs: Plant Rule 1: If x; (k) is M?, then

x(k+ 1) = Apax(k) + Bpawi
(k) = Cpax(k) + Dpgw (k)
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x 10"
0
k) 1 (k)
-2
-4
-6
0 10 20 30 40 0 10 20 30 40
Time (k) Time (k)
(a)
0.1 0.1
— (k) — &2(k)
0 0
-0.1 -0.1
-0.2 -0.2
-0.3 -0.3
10 20 30 40 0 10 20 30 40
Time (k) Time (k)
(b) (d)

Fig. 3. (a) SR x(k) — X1 (k) (100 repetitions). (b) SR xp (k) — X (k) (100
repetitions). (¢) MV of xj (k) — X (k). (d) MV of x, (k) — % (k).

where
i N 00120 0 7
Aul Bl 1 300 —0.1540 0.5
| Ci1| D ] 1 0 1
) ST 00120 | 0 ]
Al Bl | 13760 —0.0352| 0.5
_C12 D12_ 1 0 1
) o 0.0120| 0
Anl Bat 14818 —0.1658] 0.5
| Co1| D21 | 1 0 1
) ST 0.0120 | 0 ]
An| Bn | _ | _12378 —0.0447| 0.4
| C22| D22 | 1 0 1
) I e 0.0120| 0
Asil Bsi) | _13760 —0.0352| 0.5
| C31| D31 | 1 0 1
) T 0.0120 | 0 ]
An| Bwl | o485 —0.0448] 0.4
_C32 D32_ 1 0 1

In addition, the FMFs are the same as [42], oy = 0.9, §; =
08(U=1,2),¢=2,k=0.6,c1 =02, c; =10, ¢ =8, and
other parameters are expressed as the same as Example 1. By
solving inequalities in Theorem 2, the filter gains are acquired
as follows:

[4r1] Bri]= [ 0.0496  —0.0144| —0.0009 ]
sl Bl =1 00698 0.0084 | —0.0348
[Ana| Bpa]= [ 00568 —00153 —0.0011
2l B2l =1 00880 0.0122 | —0.0346
[Am| Bry]=| 00469  —00154/ —0.0016]
21 Bl =1 00576 0.0048 | —0.0340
(A B = [ 00496 —0.0159 —0.0017 ]
20 521 =1 00671 0.0084 | —0.0339

x 10"

(k) — a1 (k)

0 10 20 30 40
Time (k)

(©)

w2 (k) — 5 (k)

) 10 20 30 40 o 10 20 30 40
Time (k) Time (k)
(b) (d)

Fig. 4. (a) SR x| (k) —x] (k) with DAs (100 repetitions). (b) SR x, (k) —x; (k)
with DAs (100 repetitions). (c) MV of xj (k) — X (k) with DAs. (d) MV of
x5 (k) — X (k) with DAs.

[Asi| Bpsi] = 0.0495  —0.0146/ —0.0010
3 PRII= 10,0683 0.0146 | —0.0346
(| Bps] = 0.0572  —0.0159| —0.0012
f320 532171 _0.0843  0.0169 | —0.0344 |

For the initial condition x(0) = [0 0] and X(0) = [0 0],
and external disturbance w(k) = 1/(1 + k%), by the attained
filter gains, the SRs of x (k) — X (k) and x; (k) — X (k) without
DAs are revealed in Fig. 3(a) and (c); the MVs of xq(k) —
x1(k) and x; (k) — x> (k) without DAs are exhibited in Fig. 3(b)
and (d); the SRs of x1(k) — X1 (k) and x(k) — %> (k) with DAs
are presented in Fig. 4(a) and (c); and the MVs of x; (k) —x1 (k)
and x; (k) — X, (k) with DAs are unveiled in Fig. 4(b) and (d),
respectively. It can be witnessed from Figs. 3 and 4 that the
MSS (10) is SFTB whether the attacker exists or not.

V. CONCLUSION

In this work, the issue of finite-time filter design for FMSSs
with DAs has been discussed by resorting to an HS approach,
where the randomly occurring DAs, mode-dependent quanti-
zation, and PDs are involved. Especially, the quantizer and the
filter ruin mutual asynchronous with the plant. By means of
a fuzzy-basis-dependent Lyapunov method, the SFTB of the
resulting plant subject to randomly occurred DAs has been
achieved. Finally, two examples have been included to evaluate
the validity of promoted strategies.
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