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ABSTRACT There has been a phenomenal increase in the use of web applications in every facet of human
endeavor. From education, healthcare, banking, business to governance and so much more now depends on
secure web applications. This accelerated growth in the use of web applications has led to increase in the
complexity of security and hence the present day developers have to contribute more significantly towards
meeting the users’ requirements. However, the high security of web application is not yet efficacious enough
because the durability of web application is not as much as it should be. In this context, it is important to
consider that ensuring sustainability of security at the early stage of web application development process
may reduce costs and rework entailed during the development of secure and durable web applications. Hence,
there is a need to focus on increasing the life-span of a secure web application. Quantitative estimation of
security-durability plays a significant role for improving the life-span of a secure web application. Thus,
to optimize the security assurance effort for a specific life-span, this paper is aimed at estimating the security-
durability of web application. For estimating security-durability, this paper uses a hybrid approach ofHesitant
Fuzzy (HF) sets, Analytic Hierarchy Process (AHP) and Technique for Order of Preference by Similarity
to Ideal Solution (TOPSIS) techniques. The effectiveness of the combined approach of HF-AHP-TOPSIS
is tested for its accuracy in a web application for an academic institution, Babasaheb Bhimrao Ambedkar
University in India. To check the sensitivity of outcomes, authors of the paper have taken altered forms of
the University’s web application. The result established contains the security-durability assessment. This
work seeks to be an important contribution in enhancing the security-durability and would be beneficial for
experts who are working in this domain.

INDEX TERMS Web application, security-durability, application development process, hesitant fuzzy, AHP,
TOPSIS.

I. INTRODUCTION

The all-pervasive use of web applications in the present digi-
tal generation has made themmore vulnerable to attacks. The
issues of security are increasing even more because of the
absence of essential security attributes. The alarming news of
the Blur data breach in January 2019 shocked the whole cyber
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security world [1]. A sensitive private file that contained
the classified and private data like the users’ names, e-mail
addresses and its password suggestions of around 2.4 million
availers of Blur was exposed. After this revelation, Albine,
the corporation that manages the data, advised the anxious
users to change their passwords. In another such episode,
a renowned company Dunkin’ Donuts faced a data breach on
January 17, 2019, for another time in almost three months
when hackers gained access to their customer’s accounts
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through credential stuffing attacks [2]. On April 17, 2019 pri-
vate data of about 100 million Just Dial end users was found
undefended on openly available servers [3]. These reports of
data breach are alarm bells that signal for prompt solutions
and organizations cannot wait for more instances to happen.
Maintenance after these attacks costs more than its devel-
opment cost. So organizations should prepare themselves
for such attacks in advance. It is imperative for all security
experts to concentrate more on mechanisms that afford both
security and durability in the web applications.
Though significant efforts have been made to ensure secu-

rity by the researchers and industry professionals, all the
suggested steps are in the later stages of the development
of a web application. This is one of the major flaws which
render the web applications vulnerable and results in data
breaches [3], [4]. The security estimation needs to be done
at the initial stages of web application development. It is
expected from developers to have a potentially operative
method for an initial, punctual and precise assessment of
security-durability throughout the web application develop-
ment life cycle. At early stage of development life cycle, it is
required to determine what is to bemeasured and establish the
variables in making them adaptable and efficient, and build
security-durability that works efficiently for longer services.
It is trusted and well accepted that security-durability must
be integrated in the web application from very early in the
development life cycle and, that too, as soon as the develop-
ment starts.
The web applications is neither hundred percent secure

nor it can be [2]. There might be some identified security
flaws present that were not fixed during its development due
to time constraints or some other reason [4]. These flaws
are to be looked at again, prioritized and fixed. Further,
maintenance is an ongoing process and does not end until
web application is completely out of use or taken over by a
new web application. The time invested and the cost incurred
in Security maintenance is very high, thus it is important
to ensure the optimization of security [5]. Furthermore after
developing a secure web application, it is even more impera-
tive to ensure its longevity [4]. Hence, integrating security-
durability during the initial phases of development of web
application would prove to be cost-effective and lucrative
for the organizations [4], [5]. Selecting one from a host of
security-durability attributes depends on decision of experts
from different academic and research fields. Thus, this leads
to the problem of decision making. AHP is one of the most
well-known decision aids which help to solve these decision
making amorphous problems [6]. In the field of informa-
tion technology, AHP has been applied for many purposes
including information security, network security and com-
puter security [6], [7].
The effects of the assessment may enable decision-makers

to take reasonable judgments. Decision-makers must not only
know the factors that help to make security durable, but
must also identify the most justifiable and usable factors
for taking the most knowledgeable decision. In this context,

the contributors recommend a method of Hesitant Fuzzy
(HF) analytic hierarchy process (AHP) in combination with
Technique for Order of Preference by Similarity to Ideal Solu-
tion (TOPSIS) for assessing security-durability. The research
team has tested the proposed methodology on an institutional
website application in order to ensure the efficiency of this
framework. The assessment of security-durability attributes
with effective techniques is important to improve the quality
of web application and its services [8].

In addition, the selection and assessment of security-
durability web applications poses a decision-making
problem [4]. In this research, the authors used a Hesitant-
Fuzzy-based AHP-TOPSIS hybrid technique [9]. This hybrid
technique helps to achieve optimal results. Several experts
were able to evaluate consistent findings using Hesitant-
Fuzzy-TOPSIS technology [7].However, specific guidelines
have not yet been given for the quantitative assignment of
qualitative weights of attributes. The technique Hesitant-
Fuzzy-AHP helps decision-makers systemically weigh the
attributes, thereby eliminating any uncertainties and ambi-
guities in the assessment. With the help of hesitant-fuzzy
numbers and pair-wise comparisons, consistent weights of
the factor are obtained. But, the Hesitant-Fuzzy-AHPmethod
is inefficient because of the monotonous calculations and a
huge number of pairs of comparisons for many alternatives.
The authors therefore recommend that Hesitant Fuzzy AHP
TOPSIS hybrid approach should be used to assess the impact
of alternatives in a timely manner and without complicated
estimates.

The structure of the paper is as follows: Firstly, the authors
are using fuzzy with new approach of hesitant with ana-
lytic hierarchy process to evaluate weights of the factors.
Through the support of these weights, the authors have
categorized top noteworthy factors at each level to mea-
sure the life-span or durability of web application security.
To measure the impacts of the security-durability through
the hybrid methodology of hesitant fuzzy based AHP-
TOPSIS, web applications of BBA University have been
taken. Section 2 of this paper discusses about the work done
on security, durability and Multi Criteria Decision Making
(MCDM) approach. Section 3 describes about the needs
and importance of security-durability. Section 4 defines the
combined approach of HF-AHP-TOPSIS in details. With the
help of HF-AHP-TOPSIS, security-durability of web appli-
cation has been evaluated in section 5. Sensitivity analy-
sis and comparison of the results have been evaluated in
section 6 and 7. Finally, discussion and conclusion are given
in section 8 and 9.

II. RELATED WORK

There has been extensive work done in the context of the
security of web application in the past. Despite all the efforts,
web applications are still not secure enough. Over the years,
the level of threats to web application has varied depend-
ing upon the many factors as the environment in which
web application is used after development is not under con-
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trol. The organizations spend lots of money in combating
and solving security related challenges during web develop-
ment. In addition, organizations want to enhance security to
improve the working life of web apps. Security assurance
of web applications is not an easy process for a longer life
span [7]–[9]. It consists of some necessary steps to be taken
by the developers while developing the web apps security in
the early stages of Development Life Cycle. Further, hesitant
fuzzy AHP and TOPSIS is one of the best techniques to solve
the uncertainty problem of the choice of factors to enhance
the security-durability of web applications.
Alka Agarwal et al., in 2019 presented an approach

for security-durability estimation [4]. This paper assesses
security-durability of software with its different factors and
also uses fuzzy AHP to assessand gain the priorities for it.
Results acknowledge that security-durability helps in enhanc-
ing the overall security of the system. Nathan Ensmenger
in 2014 discusses about software durability [5]. The author
states that software durability and its serviceability are the
same things. Also, the author mentions that there is issue
of longtime services and cost spent on this is more than
the development. Further, the author discusses that work-
ing or durability of software decreases with the passing of
time, hence for long-term software, durability plays a key
role. The author also stated in this paper that longevity of
software can be achieved by increasing the durability of
software. J. J., Cusick in 2013 discussed durability in software
for virtual toolbox [8]. The author defined durable ideas
in software engineering in terms of concepts, methods, and
approacheswith the help of virtual toolbox. He hasmentioned
about the need and importance of maintaining the balance
between durability and quality during the software develop-
ment process. The author has addressed this issuewith respect
to durable software.
Chong, S., et al. in 2018 proposed a framework for vul-

nerability minimization [10]. Author in this work identified
that the security issues are rising because of the vulnerability
flaw in the design of software. Hence to improve the design
of software, the author presented a framework which works
on object-oriented design and resolves the issues of security
which are encountered mostly due to vulnerable design. The
framework presented here identifies the factors of object-
oriented design flaws, analyzes it and proposes security met-
rics. This security metric is helpful in the development of
secure software. The thorough literature review of the above
research points to the fact that security is a major concern in
every area these days. It also strengthens the fact that design
plays a noteworthy part in promising the security of software.
Complexity of design and factors such as confidentiality,
integrity and availability play a foremost role in software
security assurance.
Aşkın Özdağoğlu et al. in 2017 presented a work in which

he mentioned that AHP is best suited for decision making
problems [11]. In this research, the author compares the
methods of AHP by using a case study. The case study
adopted here was about selecting employee for shop floor of

manufacturing platform applied in a company from food
industry. In order to avoid the hazards on enactment, the AHP,
a fuzzy extension of AHP, was developed to solve the hier-
archical fuzzy problems. According to the research, AHP is
best suited for the decision making in the applications where
data is to be retrieved in linguistic values. Fuzzy logic method
is capable of handling ambiguousness in the linguistic data
and best suited for the applications in software industry.
AHP uses linguistic values and evaluates priorities by using a
weighting process within the current alternatives by pair-wise
comparisons.

Liming Zhu et al., in 2015, used AHP for software archi-
tecture evaluation [12]. Authors presented a research paper
on ‘‘Tradeoff and Sensitivity Analysis in Software Architec-
ture Evaluation Using Analytic Hierarchy Process’’. Multiple
quality-factors were assessed for software architecture eval-
uation using its design features. These factors typically have
inherent clashes and must be measured concurrently for final
development decision. In this paper, the authors proposed
numerous detailed investigation methods appropriate to AHP
to classify serious balances and subtle opinions in the choice
procedure. Also, they validated their approach using a real
world decision making problem. The outcomes helped in get-
ting best design decisions based on changing quality factors.

Alka Agarwal et al., in 2019, proposed the fuzzy
AHP-TOPSIS approach for assessing sustainable-security
of web applications with focus on design perception [13].
Authors presented a new approach for sustainable-security
estimation and also discussed that this estimationwill help the
developers to categorize high prioritized factors contributing
towards sustainable-security. It can be seen that AHP is a very
popular technique for estimation of the security issues. Fur-
ther, it is not only a helpful technique to assess the security-
durability but also the results from this technique can be
helpful in real scenarios as is seen in the literature. But still
there are vague and unclear results from using fuzzy AHP.

Elmi and Eftekhari [14] in 2020 used hesitant fuzzy based
multiple criteria decision making method for selection of
appropriate classifiers of dynamic ensemble selection. The
experimental results showed the efficiency of hesitant fuzzy
method over other. Basar [15] in one of his work used the
hesitant fuzzy method for assessing the priorities of factors
of time planning software. He also used a real time example
of a Turkish company to determine time planning of software
projects.

From the literature point of view it is clear that AHP
and Fuzzy have proved to be good assessment methods
for solving decision making problems that arise during the
selection of factors for security-durability. Web application
security is a crucial issue that needs to be addressed as
soon as possible. Hence using Fuzzy AHP is the best tech-
nique for multiple criteria decision making problem. Further,
TOSPSIS is used to choose the best alternative among
multiple alternatives. Hesitant fuzzy is a new method for
removing the hesitation while taking the decision using dif-
ferent values to one specificmembership function. Hence this
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FIGURE 1. Security-durability factors.

paper uses hesitant fuzzy AHP TOPSIS methodology for the
assessment of security-durability of a web application. CIA
with other factor concurrently affects both security and dura-
bility. On the whole, this seems to be a multiple criteria deci-
sion examination problem in view of the security-durability,
this is why Multiple Criteria Decision Analysis (MCDA)
technique is used to assess security-durability.

III. SECURITY-DURABILITY

The fundamental point of the innovation improvement in
all web applications is to secure the clients from malignant
assaults. At each phase of development life cycle, paying
attention to the security of the web application may increase
high reliability and user satisfaction [16]. Security of web
application effectively increases the quality to meet its busi-
ness requirements. Security experts say that process of iden-
tification of security factors is carried out at the time of
security evaluation. Practitioners need to concentrate on secu-
rity during the early stage of development; however, this is
not hundred percent achievable [17]. Longer security during
web application development is now becoming a difficult
task for the security developers [18]. Also, consideration of
security includes security factors, classifications and security
measurements. Security factors must be considered as an
important tool in every level of web application develop-
ment. Security factors are incredibly vital facets in secu-
rity engineering. Identification of security factors helps to
improve security during web application development [19].
These factors formulate an essential part in the security world.
In addition, the security factors are also included in producing
solid cryptographic arrangements, as well as to discover an
approach to give security necessities to enhance security amid
web application development life cycle [6]–[9].
Web application security affects the longevity of the ser-

vice life of web application [6]. This statement fortifies the
fact that there must be a factor which relates to security
and that is durability. In this concern, durability should be
measured as one of the associating security factors. It is

said that durability, in terms of software, is the time period
during which software provides its services [7], [16], [17].
More so, it appears that the focus on security has inevitably
led to the focus on the durability of the application. Secu-
rity is straightforwardly or by implication associated with
the administration life of the product. Security of web
application is directly or indirectly affected by security-
durability [4]. Security-durability is well defined factor of
security [20], [21]. Lot of work has been done in the field
of durability that has already been discussed in related work
section [4]–[7], [10]–[15], [20]–[24]. The main objective of
this contribution is to reduce the efforts to manage and control
security and enhance life-span of web application. Security-
durability assessment may be helpful to improve security and
optimal maintenance for a period.

Further, durability is defined as the expected service life-
span of web application. As the time passes, new threats for
web applications are generated day by day. Due to the activa-
tion of these threats, security often fails and the web appli-
cations rendered dysfunctional. In this paper, authors have
listed factors and sub-factors of security-durability which are
already identified in their earlier work [4], [16], [23]–[24].
These factors of security-durability have been identified
by thorough literature survey. In the previous work of the
authors, there are plenty of factors of security-durability
which is shown in figure 1.

Figure 1 include trustworthiness, dependability, and human
trust that are to be used for improving security-durability that
are defined as:

A. DEPENDABILITY

According to Ensmenger [5], dependability denotes the capa-
bility to carry facility that can defensibly be reliable. From
this definition it can be inferred that dependability is the
factor that increases the security and the durability of web
application [25]. Also, there are many factors of dependabil-
ity but only a few of those affect the security-durability of
web application. Dependability definition justifies the issue
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of trust in security and is directly connected to security factors
such as reliability, confidentiality and authentication [20].
Dependable alsomeans that the service is reliable in its ability
to avoid failures of service while it is not acceptable to the
user [25]. This definition implies that dependability is related
to availability and maintainability as well [4].

B. TRUSTWORTHINESS

According to Cusick [8], the web application holds trust-
worthiness if it achieves what is envisioned for an exact
purpose, when required, with new changes that have been
done on it [21]. Security-durability is affected by few factors
of trustworthiness. Further, trustworthiness depends on avail-
ability, maintainability, reliability, survivability and account-
ability [22]. Moreover, security-durability requirements will
be strengthened when the web application work for a spec-
ified time period by consolidation of the maintainability of
security of web application services, thus improving the trust-
worthiness of security. The measureable definition expresses
that trustworthiness is also related to availability, reliability,
accountability and survivability [4], [26].

C. HUMAN TRUST

According to Agrawal et al. [4], human trust is typically
distinct and is a subtle matter as it is the moral responsibility
of the trusting party to provide reliable data and keep it
confidential. In web application terms, the end users’ trust
on the developers is recognised as human trust. Longevity
of security and human trust are the factors that complement
each other and increases the other [23], [27]. Human trust has
multiple factors but only a few of these factors are affected by
the security-durability. Web application that has the desirable
level of security-durability will enhance the human trust and
in turn will improve consumer reliability on an organization’s
web application services [24]. Given this procedural descrip-
tion, it is found that there are five security factors that are
affected by human trust and these are: reliability, authentica-
tion, confidentiality, consumer integrity, and accountability.
Human trust always depends on these factors [22]–[23].

Security-durability assessment is based on the factors and
its sub factors identified. Assessment of security-durability
factors helps the decision makers to take appropriate deci-
sions and thus improves the life-span of security [4], [8]. But
to take appropriate decision, the decision makers should also
know the mapping of these factors.For estimation, the factors
of security-durability at level 1 are signified as D1, D2 and
D3. Figure 2 shows the hierarchy of security-durability which
is further classified in two levels.

In Figure 2, a factor at one level may construct its affect
on higher levels but its affect on these higher levels is not the
same. For assessing security-durability, factors are denoted as
D1, D2, D3 at level 1, D11, D12, D13, D14, D15, D21, D22,
D23, D24, D25, D31, D32, D33, D34, and D35 at level 2.
The descriptions of these factors are different in different web
application security situations. Further, there are eight factors
at level 2 which affect security-durability and defined as:

FIGURE 2. Hierarchy of security-durability factors.

• Confidentiality: Confidentiality of web application
states that it is permitting authorized access to sensitive
and secure data [4].

• Consumer Integrity:Consumer integrity of web applica-
tion security is demarcated as the factor which maintains
the reliability, trustworthiness, and accuracy of customer
throughout the usage of web application [5].

• Authentication:Authentication of web application is the
factor on which identity of user profile depends. Authen-
tication is the procedure of defining whether a user is,
in fact, who the user claims to be [5].

• Reliability: Reliability of web application is the ability
of security to perform consistently for a specified period
and according to its specifications [6].

• Maintainability:Maintainability refers to the likelihood
that a web application can be maintained in a defined
environment and with defined specifications [8].

• Accountability: Accountability specifies that every dis-
tinct user who uses web application should have precise
responsibilities for security declaration [5].

• Survivability: Survivability is the ability of a web
application to fulfill its security assignment, in an appro-
priate method, whether in the presence of attacks, fail-
ures, or accidents [10].

• Availability: Availability means the information is
accessible by only authorized users. Availability, in the
perspective of a web application, denotes the capability
of a user to access data or resources for a specified
duration [26].

Security-durability of web application will be improvedwhen
using well planned and well managed process of assessment
of security-durability in Web Application Development Life
Cycle (WADLC). Also deprived of an assessment of security-
durability, it is not possible to improve it. Hence, this paper
evaluates the security-durability through a case study of a
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FIGURE 3. Graphical representation of the relative closeness.

University web application. Furthermore, this paper uses
hesitant fuzzy with AHP and TOPSIS in which hesitant is
used because of the hesitation that decision makers have
while taking decision. Instead of the triangular fuzzy num-
bers, trapezoidal membership numbers are used for decision
makers to take appropriate decision. Traditional methods of
fuzzy cannot effectively handle problems with such impre-
cise information. To decide with this difficulty, the hesitant
fuzzy set theory has been introduced by Torra and Narukawa
in 2009 [28] and hesitant fuzzy is used where decisionmakers
find any hesitancy in taking an appropriate decision.

IV. HESITANT-FUZZY-AHP-TOPSIS TECHNIQUE

There are many real world problems that require MCDM
approaches to solve them and to reach a suitable decision.
Security-durability factors selection fits into this category.
AmidstMCDMmethods, AHP is proved to bewell-organized
than any other methods, since it provides the decision mak-
ers with an accurate solution [5], [9]. Due to the usage of
pair-wise comparison matrices and checks the uniformity
of results. When there are multiple numbers of alternatives
available, this efficiency of pair-wise comparisons badly
affects the decisions. To overcome this problem, this study
proposes an integrated method hesitant fuzzy (HF) for crisp
decisions consisting of AHP for weighing the decision crite-
ria, and TOPSIS for selecting the most appropriate factor of
security-durability of web application. Moreover for getting
more precise results, this paper uses hesitant fuzzy mecha-
nism. There are multiple complicated methods of MCDM
but TOPSIS is the most preferred one because of its easy
calculation. TOPSIS takes into account both the positive and
negative ideal solution and this makes it a powerful method.

Although both of these methods fundamentally include
fuzziness to a level, when it comes to complex real world
complications, they lack consistency and need to be sup-
ported with fuzzy set theory. Recently in the literature, it has
been strongly claimed that as the complexity and vagueness
increase, ordinary fuzzyMCDMmethods should be extended
to the methods using type-II fuzzy sets, Intuitionistic Fuzzy
Sets (IFS), and Hesitant Fuzzy Sets (HFS) [11], [28].

For the problems in which the membership degrees can-
not be clearly defined or decision makers do not agree
on the membership degree selection, Hesitant Fuzzy Sets
should be used [15]. Hesitant fuzzy sets were introduced
by Torra and Narukawa [28] and were further improved by
Rodriguez et al. [29], [30]. Recently, the usage of HFSs has
been increased in the literature. Wang et al. [31] recommend
trapezium cloud-based TOPSIS method with interval-valued
intuitionistic hesitant fuzzy linguistic information. The pro-
posed method in this paper allowed handling vagueness and
fuzziness of subjective ideas instantaneously. The proposed
model was authenticated through an illustrative example
which is about stock selection. Beg and Rashid [32] have
also used hesitant fuzzy linguistic term sets for a projec-
tion model and compared the results with the other MCDM
methods (such as maximum deviation model). A real case
study was conducted for hospital information systems. Also
Xia and Xu [33] proposed a novel model based on hesitant
fuzzy TOPSIS and the model was authenticated for energy
policy selection problem.

The proposed study in this paper opts for HF-AHP toweigh
the factor within the model, and an aggregated HF-TOPSIS
to select the best factor for security-durability estimation. For
calculating the weights of the selected key and sub factors,
steps are summarized as follows:

Step 1: Construct the hierarchy model of the different
levels of criteria.

Step 2: Using the linguistic terms in Table 1, pair-wise
comparisons among those criteria is made. To produce more
reliable results, decision makers are given with much larger
scale.

Step 3:Use fuzzy wrappers [29] on negotiated evaluations.
Assuming that T0 is the lowest value and Tg is the peak value
in the linguistic scale, and the evaluations are between Ti and
Tj such that T0 ≤ Ti ≤ Tj ≤ Tg; calculate ordered weighted
averaging of dimension n as in Equation (1).

OWA (a1, a2, . . . an) =

n
∑

j=1

Wjbj (1)
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Here, W = (w1,w2, . . . .wn)
S is the associated weighing

vector satisfying the rule
∑n

i=1W = 1 and bj takes a value
equal to the largest of a1, a2, . . . ..an. After this calculate the
fuzzy constraints of the trapezoidal numbers C̃ = (a, b, c, d)
as in equation (2)-(5).

a = min
{

aiL , a
i
M , ai+1

M , . . . . . . a
j
M , a

j
R

}

= aiL (2)

d = max
{

aiL , a
i
M , ai+1

M , . . . . . . a
j
M , a

j
R

}

= a
j
R (3)

b =
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(5)

Specify 1st and 2nd type weights using η, a number within
the unit interval [0, 1] using equations (6)-(7), respectively.

1st type weights (W1 = (w1
1,w

1
2, . . . . . . ..w

1
n)):

w1
1 = η2,w

1
2 = η2 (1 − η2) , . . . . . . .w1

nη2(1−η2)
n−2 (6)

2nd type weights (W2 = (w2
1,w

2
2, . . . . . . ..w

2
n)) :

w2
1 = ηn−1

1 , w2
2 = (1 − η1) ηn−1

1 (7)

Within the equation η1 =
g−(j−1)
g−1 s, and η2 =

g−(j−1)
g−1 where

g is the number of the highest rank in evaluations (g is 10
according to table 1) and i and j are the ranks of the lowest
and highest evaluations, respectively.
Step 4: Complete the pair-wise comparison matrix (Ã) as

in equation (8)-(9).

Ã =







1 · · · c̃1n
...

. . .
...

c̃n1 . . . 1






(8)

c̃ji =

(

1

ciju
,

1

cijm2
,

1

cijm1
,

1

cij1

)

(9)

Step 5: Use equation (10) to defuzzify a trapezoidal fuzzy
number as d = (l, m1, m2,h) which gives a crisp number

µx =
l + 2m1 + 2m2 + h

6
(10)

Calculate the ordinary Consistency Ratio (CR) using
equations (11)-(12).

CI =
γmax − n

n− 1
(11)

CR =
CI

RI
(12)

where CI is the Consistency Index, λmax represents the
biggest eigenvector of the matrix, n represents the number of
criteria within the current evaluation, and Random Index (RI)

TABLE 1. Scale for HF-AHP method.

is a randomly calculated ready-to-use index (the random
index) that varies for different n values. Proceed if value of
CR is lower than 0.1 otherwise go to 2nd step and restart the
calculations.

Step 6: Next step is calculating the geometric mean for
each row using equation (13).

r̃i = (c̃i1 ⊗ c̃i2 . . . . . . ⊗ c̃in)
1/n (13)

Step 7:Eachmain criteria weight is calculated using equation
(14) given below:

w̃i = r̃1 ⊗ (r̃1 ⊗ r̃2 . . . . . . .r̃n)
−1 (14)

Step 8: Defuzzify all the fuzzy numbers as in equation (15).

µx =
l + 2m1 + 2m2 + h

6
(15)

Step 9: Normalize weights are evaluated from defuzzified
weights with the help of equation (16).

w̃i
∑

i

∑

j w̃j
(16)

Next process is to find the best alternative using the hesi-
tant fuzzy TOPSIS.As widely used MADM method TOPSIS
helps practitioners with selecting the best preferred alterna-
tive in real world problems. The TOPSIS was firstly proposed
by Lai et al. [34]. This method is based on the idea that
the perfect alternative has the greatest level for all factors
measured, whereas the negative-ideal is the one with all the
worst factor values. The farthest from the negative-ideal and
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the closest to the ideal alternative is the solution fromTOPSIS
which further is defined as the alternative. In this proposed
study for security-durability estimation Beg and Rashid’s
hesitant fuzzy TOPSIS method is adopted by prioritizing
the criteria with hesitant fuzzy AHP which clarify the pro-
cedure [32]. The methodology is based on using envelopes
for computing the distance between two Hesitant Fuzzy
Linguistic Term Set (HFLTS) such as H1s and H2s. Given the
envelopes are env(H1s) = [Tp,Tq] and env(H2s) = [T ∗

p ,T ∗
q ],

the distance is defined as:

d (H1s,H2s) =
∣

∣q∗ − q
∣

∣ +
∣

∣p∗ − p
∣

∣ (17)

The methodology can further be defined as follows:
Step 10: For the initial step let’s assume that

• The decision under consideration has E alternatives
(C = {C1,C2, . . . ..CE }) and n criteria (C =

{C1,C2, . . . ..Cn})
• The experts are denoted with ex and the number of
decision makers is K

• X̃ l =

[

H l
Sij

]

E×n
is a fuzzy decision matrix where H l

Sij

is evaluation score for alternative i(Ci) against criteria
j(Aj) given by expert ex

• The scale for hesitant fuzzy TOPSIS is given as
Let Scale = {nothing, very bad, bad, medium, good,
very good, perfect} be a verbal or linguistic term set
and CH be the context-free grammar for generating its
relative linguistic terms. Also take two expert’e1 and
e2 to provide their rank for two criteria A1 and A2,
r11 = between medium and good (bt M&G)
r12 = at most medium (am M)
r21 = at least good (al G)
r22 = between very bad and medium (bt VB&M
The fuzzy envelope for each comparative linguistic
expression is computed as the following [9]:
envF EGH btMG))= T (0.3300,0.5000,0.6700,0.8300
envF EGH amM))= T (0.0000,0.0000,0.3500,0.6700)
envF EGH alG))= T (0.5000,0.8500,1.0000,1.0000)
envF EGH btVBM))= T (0.0000,0.3000,0.3700,0.6700,

Step 11: Aggregate the individual evaluations of experts
(X̃1, X̃2 . . . . . . X̃K ) and construct an aggregated decision
matrix X = [xij] where xij represents the evaluation score of
Ci against Aj and mathematically shown as xij = [Tpij, Tqij]
such that

Tpij = min
{

minKi=1

(

maxH x
tij

)

,maxKi=1

(

minH x
tij

)}

Tqij = max
{

minKi=1

(

maxH x
tij

)

,maxKi=1

(

minH x
tij

)}

(18)

Step 12: Let αb represent benefit criteria where larger values
in Aj means higher preference and αc represents cost criteria
where lower values in Aj indicates more preference.

Assume that the HFLTS positive ideal solution is donated
with C̃+ and mathematically represented as C̃+ =

(Ṽ+
1 , Ṽ+

2 , . . . Ṽ+
n ) where Ṽ+

j =

[

V+
pj ,V

+
qj

]

(j = 1, 2, 3 . . . .n)

and the HFLTS negative ideal solution is denoted as C̃−

and mathematically represented as C̃− = (Ṽ−
1 , Ṽ−

2 , . . . Ṽ−
n )

where

Ṽ−
j =

[

V−
pj ,V

−
qj

]

(j = 1, 2, 3 . . . .n)

Define Ṽ+
pj , Ṽ

+
qj , Ṽ

−
pj and Ṽ

−
qj for cost and benefit criteria such

that

Ṽ+
pj = maxKi=1

(

max i

(

minH x
Sij

))

j ∈ αb and

minKi=1

(

mini

(

minH x
Sij

))

j ∈ αc) (19)

Ṽ+
qj = maxKi=1

(

max i

(

minH x
Sij

))

j ∈ αb and

minKi=1

(

mini

(

minH x
Sij

))

j ∈ αc) (20)

Ṽ−
pj = maxKi=1

(

max i

(

minH x
Sij

))

j ∈ αc and

minKi=1

(

mini

(

minH x
Sij

))

j ∈ αb) (21)

Ṽ−
qj = maxKi=1

(

max i

(

minH x
Sij

))

j ∈ αc and

minKi=1

(

mini

(

minH x
Sij

))

j ∈ αb) (22)

Step 13: Construct the positive and negative ideal separation
matrices (D+ and D−) as in equations (22)-(23) respectively,

D+

=











d
(

x11, Ṽ
+
1

)

+ d
(

x12, Ṽ
+
2

)

+ . . . + d
(

x1n, Ṽ
+
n

)

d
(

x21, Ṽ
+
1

)

+ d
(

x22, Ṽ
+
2

)

+ . . . + d
(

x21, Ṽ
+
n

)

d
(

xm1, Ṽ
+
1

)

+ d
(

xm2, Ṽ
+
1

)

+ . . . + d
(

xmn, Ṽ
+
n

)











(23)

D−

=











d
(

x11, Ṽ
−
1

)

+ d
(

x12, Ṽ
−
2

)

+ . . . +d
(

x1n, Ṽ
−
n

)

d
(

x21, Ṽ
−
1

)

+ d
(

x22, Ṽ
−
2

)

+ . . . +d
(

x21, Ṽ
−
n

)

d
(

xm1, Ṽ
−
1

)

+ d
(

xm2, Ṽ
−
1

)

+ . . . +d
(

xmn, Ṽ
−
n

)











(24)

Step 14: Calculate the relative closeness score for each alter-
native under consideration using equation (24)

CS (Ai) =
D+
i

D+
i + D−

i

, i = 1, 2, . . . .m (25)

where

D+
i =

∑n

j=1
d

(

xij,V
+
j

)

and D−
i =

∑n

j=1
d(xij,V

−
j ) (26)

Step 15: Order the alternatives based on corresponding rela-
tive closeness scores.
Security-durability estimation using a hybrid method-

ology of HF-AHP-TOPSIS is implemented in the next
section.

V. EMPIRICAL DATA ANALYSIS AND RESULTS

Mostly, qualitative assessment is appropriate for evalu-
ating security-durability of web application. Quantitative
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TABLE 2. Fuzzy envelops for factors of level 1.

assessment of security-durability is very hard. Global col-
lective action led to the design of the durability policy.
Experts from industry and academia have implemented
durability policies and programs to get remarkable out-
comes [35], [36]. Also, experts are trying to implement
high security for reducing time and cost of security main-
tenance of web applications. In addition, security-durability
attributes impact plays a significant role for improving
security-durability [5], [20], [21]. In this row, contributors of
this paper have adopted an approach for assessing security-
durability of web application through HF-AHP-TOPSIS.
Contributors have categorized and deliberated the security-

durability in the foregoing segments. According to figure 1,
a factor of the hierarchy at a level influences one or more
factor of the other level but its influence is not the same on
them. It may fluctuate. For evaluating the security-durability,
the contributors transformed the categorized factors into hier-
archies in security-durability perspective and shown it into
figure 2. For estimating security-durability, dependability
factors are represented as D11, D12, D13, D14 and D15 at
level 2. Trustworthiness factors are represented as D21, D22,
D23, D24 andD25 at level 2. HumanTrust factors are denoted
as D31, D32, D33, D34 and D35 at level 2. From these orders,
the contributors of the paper estimated the security-durability
of web application.
To calculate the weights of factors of security-durability,

pair-wise comparison matrixes are assembled in the form of
opinions for each set of factors and data has been collected
from 45 practitioners of various affiliations (academicians
and industry persons) who were brought together in a vir-
tual meeting environment. These academicians and indus-
try professionals were having an 8-10 year experience in
web application development and relevant expertise in using
new security methods. They discussed about the factors with
respect to different groups and gave the linguistic values with
the help of scale. Firstly, three main factors were taken in a
group as shown in figure 1 and scored after all researchers
got a common decision in the meeting. After getting the
score, the consistency of each evaluation was tested with the
help of step 5 and equations (10-12). At the first evaluation,
the consistency was found to be lower than 0.1. Therefore,
the fuzzy envelops (consistent) for factors at level 1 was got
that are shown in Table 2.
From table 1, table 2 and equations (1-12), contributors

compute the results as following:
The fuzzy envelope (D12) was selected as ‘‘B/W EHI and

WHI’’. The Triangular Fuzzy Numbers (TFN) related with
the declared linguistic values are (1, 1, 3) and (1, 3, 5),
respectively. With the help of equations (1-5), the trapezoidal
fuzzy numbers C̃ = (a, b, c, d), showing the linguistic value

TABLE 3. Trapezoidal fuzzy pair-wise comparison matrix at level 1.

TABLE 4. Normalized weights of level 1 factor.

is evaluated as:

a = min
{

a6L , a
7
L , a

6
M , a

7
M , a6R, a

7
R

}

= min {1.0000, 1.0000, 1.0000, 3.0000, 3.0000, 5.0000}

= 1.0000

d = max
{

a6L , a
7
L , a

6
M , a

7
M , a6R, a

7
R

}

= max {1.0000, 1.0000, 1.0000, 3.0000, 3.0000, 5.0000}

= 5.0000

and then, i+ 1 = j (i = 6; j = 7; then, b = a6M = 1.0000 and
c = a7M = 3.0000. At the end, it is determined that the trape-
zoidal fuzzy set of this envelop is (1.0000, 1.0000, 3.0000,
5.0000). Similarly, trapezoidal fuzzy sets were calculated for
other relative importance. The computed results of security-
durability factors at level 1 are shown in table 3.

With help of equations (13-14), computing the fuzzy
weights of factors as follows:

r̃1 = [(1.0000, 1.0000, 1.0000, 1.0000)

⊗(1.0000, 1.0000, 3.0000, 5.0000)

⊗(0.3300, 1.0000, 1.0000, 3.0000)]1/3

= [(1.0000 X1.0000 X0.3300)1/3,

(1.0000 X1.0000 X1.0000)1/3,

(1.0000 X3.0000 X1.0000)1/3,

(1.0000 X5.0000 X3.0000)1/3]

= (0.6900, 1.0000, 1.4400, 2.4700)

Correspondingly, remaining r̃i obtained as shown in table 4.
Now, the weight of each factor can be assessed with the help
of equations (14) as follows:

w̃1 = (0.6900, 1.0000, 1.4400, 2.4700)

⊗((0.6900, 1.0000, 1.4400, 2.4700)

⊕(0.3400, 0.4800, 1.0000, 1.0000)

⊕(0.7000, 1.0000, 1.4000, 2.5000))−1

= (0.1200, 0.2600, 0.5800, 1.4300)
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TABLE 5. Global weights through the hierarchy.

TABLE 6. Dependent weights of level 1 attributes.

Correspondingly, remaining w̃i estimated as shown in table
4. Further, with the help of equation (15), defuzzified value
of each factor is estimated as follows:

w̃1 =
0.1200+2×0.2600+2 × 0.5800+1.4300

6
= 0.5383

Similarly, defuzzified weights of w̃2 = 0.2833 and
w̃3 = 0.5300.
Thereafter, normalize the weights by using equation (16).

w̃1 = 0.5383w̃2 = 0.2833; w̃3 = 0.5300

= 0.5383 + 0.2833 + 0.5300

= 1.3516

w̃1 in normal form is =
0.5383

1.3516
= 0.3983

Similarly, normalized weights of w̃2 = 0.2096 and;
w̃3 = 0.3921

TABLE 7. Dependent weights of level 2 attributes.

Similar process is used for level 2 factors and the fuzzy
local weights through the hierarchy are shown in table 5.
Weights of the attributes signifies the contribution of that
particular attribute in overall security-durability. Also local
weights are the independent weights of attributes while global
weights are calculated through the hierarchical structure
of security-durability. For example reliability of the soft-
ware security weighs different for its security and security-
durability.With the help of previous calculations, table 5 also
show the last level independent and dependent normalized
weight of each factor through the hierarchy.
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TABLE 8. Subjective cognition results of evaluators in linguistic terms.

TABLE 9. The normalized fuzzy-decision matrix.

TABLE 10. The weighted normalized fuzzy-decision matrix.

In table 5, numerous factors at level 2 are repetitive in
hierarchy but their influence on its greater level factors is
diverse. For better understanding, grouping is finalized to

measure the weights of every level’s factor. Weights of alter
factors at a different level are presented in table 6 and 7 with
their influence towards security-durability. Further, table 7 is
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TABLE 11. Distance between alternatives and ideal solutions.

shown the final dependent weights of factors through the
hierarchy.
After getting the final or dependent weights of security-

durability factors, authors have to evaluate the influence of
security-durability in different alternatives. In this work, six
successive projects of two different Web applications have
been taken to evaluate the security-durability. Where, A1,
A2, A3 represent the project of entrance exam based web
applications and A4, A5, A6 represent the project of quiz
competition based web applications. Due to the security of
the institutional information, all projects are very sensitive.
With the help of step 10 and equation (1-5), authors took the
inputs on the technological data of the six projects as shown
in table 8. From the equations (16-18), authors estimated
normalized fuzzy decision matrix and weighted normalized
fuzzy decision matrix as obtained in table 9 and table 10.
From the equation (18-24), authors estimated the distance
between alternatives and ideal solutions as shown in table 11.
From the equations (25-26), authors estimated the relative
closeness as shown in table 12.
From table 12, it can be deduced that alternatives are

relatively closer to each other. Hence, the security-durability
of different alternatives is in good condition according to
the case study. When we analyzed the values in Table 12,
we observed that the Alternative A5 is performing extremely
poor in security-durability of web application, while Alter-
native A4 is scoring extremely well in security-durability.
Hence alternative A4 is best among the six alternatives.

VI. COMPARISON BETWEEN AHP-TOPSIS METHODS

When used with different methods, similar data give differ-
ent results [37]. Researchers use one or more techniques to
check the accuracy of the results obtained through the pro-
posed technique [38]. To estimate the results using a different
method and to evaluate the accuracy of the results using
Hesitant-Fuzzy-AHP-TOPSIS, contributors of the study used
Classical AHP-TOPSIS [39], Fuzzy-AHP-SAM (Analytic
Hierarchy Process-Simple Aggregation Method) [4] and
Fuzzy AHP-TOPSIS methods [13]. Hesitant Fuzzy Sets
(HFS) in a short time got the attention of several researchers
because hesitant circumstances are very popular in widely
different-world problems and this new strategy promotes the
handling of ambiguity caused by hesitation. A HFS is defined

TABLE 12. Relative closeness of the alternatives.

as a function returning a set of membership values for each
characteristic within the domain. In fuzzy set, the member-
ship degree has one possible value in [0, 1] at any point,
while in hesitant fuzzy set, the membership degree has set
some values in [0, 1] at any point. Moreover, in classical
AHP-TOPSIS, the data collection and estimation processes
are same as in Hesitant-Fuzzy and Fuzzy basedAHP-TOPSIS
processing without fluctuation. Thus, data in its original
numerical form is used to evaluate web application security-
durability through Classical AHP-TOPSIS. The comparison
of the results are shown in Table 13.

According to Table 13 and Figure 4, alternatives are ranked
using four hybrid methods based on AHP. The ordering of
alternatives are A1 > A2 > A4 > A6 > A3 > A5, A2 >

A1 > A4 > A3 > A6 > A5, A1 > A4 > A2 > A6 >

A3 > A5 and A4 > A1 > A2 > A3 > A6 > A5 using
HF-AHP-TOPSIS, Fuzzy-AHP-TOPSIS, Fuzzy-AHP-SAM
and Classical-AHP-TOPSIS methods, respectively. The find-
ings produced by the approaches are highly correlated with
the results attained by the methodology. With the help of sta-
tistical assessment, values of Pearson Correlation Coefficient
(PCC) between HF-AHP-TOPSIS and Fuzzy-AHP-TOPSIS,
Fuzzy-AHP-SAM, Classical-AHP-TOPSIS are 0.99737,
0.986636 and 0.985877, respectively. The results showed
that other used methods are highly correlated with pro-
posed approach. Further, an integration of HF-AHP and
HF-TOPSIS represents its benefits in relating decision mak-
ers with opposing consensus objectives. Systematic approach
is advantageous as it allows complex multi-person and multi-
criteria decision problems to be solved by evaluating environ-
mental issues and linked to alternative web applications.

VII. SENSITIVITY ANALYSIS

A sensitivity analysis is defined as getting the set of assump-
tions by changing the particular variable [4]. In other words,
sensitivity analysis study is about how various values of
uncertainty in a mathematical model support to the proposed
work [38], [39]. In this paper sensitivity analysis was applied
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TABLE 13. Results through different AHP-TOPSIS approaches.

FIGURE 4. Graphical representation of comparisons.

TABLE 14. Sensitivity analysis of the results.

to reveal how the changes on the importance levels of the
main criteria affect the results. The authors have changed the
weights of these factors by 0.05 and by shifting one factor at
a time while the weights of the other factors remained corre-
spondingly the same. Table 14 shows the results in which first
no changes were made. Reliability weight is reduced by 0.05
and others were taken as stable. The results of alternatives are
shown in table 14.
It should also be noted that the selection process for the best

alternative is not sensitive to the changes in the importance
level in Table 14. Also the figure 5 shows that the results
are not sensitive to the changes. As the final observations
of the sensitivity analysis, the decision makers should be
informed that nomatter what the factor weights are, the fourth
alternative (A4) will always be the best of all alternatives.The
results achieved through sensitivity analysis point towards a
well-adjusted atmosphere about experts’ judgments and this

would ensure accuracy. It is found through the sensitivity
analysis that the discrepancy between the results is negligible.

VIII. DISCUSSION

Security of web application is required for secure system
because sensitive information is always at risk. It is difficult to
find the contribution of security at early stage of web appli-
cation development process which has negative or positive
impact on the other significant aspects. Latest report of IBM
and Ponemon institute states that average total cost of a data
breach has been increased and it is now 3.86 million US
dollars [41], [42]. In May 2019, not only was Whats App of
several users hacked, but the surveillance cameras located on
these Whats App users’ phone were also hacked [43]. These
breaches and maintenance issues shows that need for longer
security is even more compelling now due to the number of
breaches happening every year. Further, security has always
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FIGURE 5. Graphical representation of sensitivity analysis.

influenced the quality of web application. Developers and
development organizations carry loads to develop durable
web application with high security. Practitioners spent lots
of money to deal with long run security in web application,
but unfortunately, most of the web application is still non-
durable and insecure. Thus, practitioners are always explor-
ing new techniques or methods for evaluating and estimating
the security of web application services to satisfy the users
and for giving them security assurance for a longer life-
span. In this row, estimation of security-durability provides
a novel vision for developing secure as well as durable web
application.
There are a number of existing models that incorporate

maintenance in the web application development life cycle.
However, there is a dearth of work that focuses on longevity
and security of web applications while reducing the time and
cost incurred in maintenance. Security-durability estimation
describes about the same problem and provides solution.
After the thorough literature review of the related fields,
it is found that MCDM methodology (Specifically AHP and
hesitant fuzzy) not only improved the accuracy of security
estimation, but is also more objective at the same time. These
statements are even truer in the case of web application secu-
rity because the growth of security is still in its infancy and
there are very limited established references. The main aim of
this work is to address the security-durability that can provide
a solution with higher security for web application services
that may be enhanced through the estimation. Estimation of
security-durability is another approach to attain a high level
of sustained security. Therefore, the approach of this report is

treating various issues including durability, optimal security
maintenance, reducing cost and time to maintain security for
longer use. The main benefits of security-durability estima-
tion are specified below:

• Security-durability is a persistent problem of this age
and it is neglectedwhile it needs to be remedied urgently.
This assessment cum prioritization would aid the
developers to understand the design of security-
durability.

• As assessment is the sole method for attaining security-
durability, the contribution of the article incorporates
security as well as durability factors and assesses
security-durability of web application.

• The most prioritized factors are the dependability in
level 1 and maintainability in level 2 according to the
results. This affirmation will further help in focus-
ing on the prioritized factors for accomplishing high
security-durability.

• For determining the useful and important attribute
among the numbers of attributes for security-durability,
the outcomes of this research work will help the
developers and security practitioners.

• Authors of this research work have assessed security-
durability variables. With the support of the results,
security-durability considerations can be brought into
focus when integrating security-durability into web
application.

• The estimated weights of different factors contributing
towards security-durability will also facilitate the secu-
rity practitioners’ task.
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Quantitative analysis of security-durability is crucial to mea-
sure the impact of security-durability at early development
process. The model proposed to assess the security-durability
of web application uses three primary key factors including
dependability, human trust and trustworthiness. However,
there are a few limitations to this approach also and these are
as follows:

• The data collected for website may be small as web-
site is locally developed. Results may vary for different
databases.

• There might be more significant factors that may not
have been considered by the authors while estimating
security- durability of this web application.

• More factors may be included with variations in results.
• Data collection tool may be changed and other methods
that may give more unambiguous results can be used in
future.

IX. CONCLUSION

The latest issue regarding the development of web appli-
cations that afford security as well as durability calls for
immediate attention of the researchers and practitioners. The
purpose of this study is to assess the security-durability
during web application development. For the determination,
the method prioritizes the factors based on their impact on
security-durability for developers. Furthermore, this study
also recommends that security estimation must be done in
the initial stages of development of web applications. The
methodology proposed in the study and the results drawn
from a real time project of web applications being used in
BBA University will facilitate new activities and ideas for
security-durability of web application development. In future,
estimation of security-durability can be done with other fac-
tors that affect the security. Also different methodologies of
soft computing and statistics can be further used to evaluate
the security-durability.
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