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Abstract Malicious traffic, such as DDoS attack and botnet communications, refers to traffic that
is generated for the purpose of disturbing internet networks or harming certain networks, servers, or
hosts. As malicious traffic has been constantly evolving in terms of both quality and quantity, there
have been many researches fighting against it. In this paper, we propose an effective malicious traffic
detection method that exploits the X-means clustering algorithm. We also suggest how to analyze
statistical characteristics of malicious traffic and to define metrics that are used when clustering.
Finally, we verify effectiveness of our method by experiments with two released traffic data.
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Table 3 Metrics for DDoS attack detection

Metric Description
M, rate of ICMP packets
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Table 4 Metrics representing clusters

Metric
APS
NDPS
NF
ND
ANPF

Protocol
TCP
TCP
TCP
TCP
UDP

Description

average packet size

number of distinct packet sizes

number of flows

number of distinct destination IPs

average number of packets in a flow

number of destination IPs /

NDNF number of flows

UDP
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Table 5 Metrics representing hosts
Metric Description Protocol
M1 maximum APS TCP
Mt maximum NDPS TCP
M3 maximum NF TCP
Mrs maximum ND TCP
Mui number of clusters uDbP
Muz maximum ANPF uDP
Mus minimum NDNF uDP
RE Zezgd et ¥ 49 WEYS Alsln
of }EE o8] BAEE WEsh WELL Fo
gt F be Z2EQ FAF A4S vsle vEH
E°lth
A5 9 nije] E2E H, .., Hya T 3 T2E H
ZREH TCP WEY F 3l Mng Al BA
Mr~Mupse 3l E2EE Yelye #EZESo|tH
HA o] 32EQ TCP Z2% IPo 2Ry T2 F
H2Ege Fad o o % mnu 2Y2E7} A4
:qrﬂ 7} F¥2E2RE APSE At APSE XY

g3

49] HEZELS shte] %EVEH% Yehli=
ot} olFA A FES APS), .., APSyelE}
& W Mpe max({4PS1<i<m})7} Hrh
re g0 ymz WEZ Mp~Mpk AL
o)ZHE] (Myy, .., Mr)® TCP ESES My, ..,
Mus)e] UDP ¥C1EE AA3i

Sho| A EAst vie] m2W TCP £ylo XJE=
Mpi~MmZb 25 52 UDP ®Jl¢ IJEE
Mui~Mw7} £3 Mus7t 2 3otk

ISOT Botnet DatasetZFE EY HolHEZ
E2E g § S2EHI 99 WEHS AEStY
43149 TCP ZJEAMZ 539 UDP IIEAS A
Aslacy 1 3o 7} 1EAlO| thdle] X-means &
H2E S Ak

5.3 P2P X4l Ealig ZEE

p2p EJ §X "'a"ﬂ"i E%’“
2 dH¥YS skdth ¢
7F A Asligh i—rﬂ 107H
stA] Fettl #dste Y TAEE ALtk T
E25 Fe2HYe] Z2A2RH Z82H W] Desti-
nation IP9] BGP prefix /|45 A 507) ©]s}e]
| g FE2EE AJATh o FAAA F 20,1207)

sk

k

.

Aol

3L O
a9



622 AR 7= 2] A418 A9E(2014. 9)

9] T2E F 2309709 ZAEW Uitk AupFow
A YS E8to] thek 90%9] EUES 29 5 AU

o] oA 7t EloHol tiale] HEHom Fyx
B 20 2Ase oy EdYS 9Adn A%

=

MeE &Jrlgih
X-means ZH2EFY 3 A £ 479 S 2H
2 UHAY % 62 74 FE2HY %T—_{—@E UrEpdiTh

N F828H F M, M9 gkol & cluster 28 34

1DAIZ, Ms, Mu®] ghel & cluster 18 29AIZ, M,
Ms2l kol 2 cluster 35 SHAIZ EF3IA agla
P2 cluster 48 AFOE ERF}IA
_ Cluster3 Clusterl
1 (phase5s) (phase2) Data Set
e phasal
- hase? ¢
E v e . ‘Dhase‘;
" o086 Centroids =
o L]
% 04 ;
L WL e e
H P T
P | M“ /_/ Cluster2 'hn—_______’_hh__
ek (phasel) 1
wl o a P ]
o, Clusterd / /dg
u "'h—hﬂ_f-_____ (normal) 5
: A —
ICM; it C-'E"-——.ag________‘//'monmap reconnection

70
a9 2 F94HY 2y
Fig. 2 Clustering result

%6 4 2el2HY PuH
Table 6 Centroid for each cluster

cluster 1 cluster 2 cluster 3 cluster 4
M, 0 0.923 0 0.034
M, 0.009 0.729 0.005 0.009
M; 0.5 0 0 0
My 0.667 0 0 0
Ms 0.164 0.441 1 0.193
Ms 0.004 0.007 1 0.012
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Table 7 Distribution of labelings in each cluster

cluster 1 | cluster 2 | cluster 3 | cluster 4
phase 1 0 3 0 1
phase 2 62 0 0 0
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Table 8 Centroid for each cluster (TCP)
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Mry Mr2 Mrs Mry
normal 0.038 0.422 0.139 0.026
botnet 0.766 0.525 0.966 0.963
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Table 9 Centroid for each cluster (UDP)
Mu; Mus Mus Muy Mus
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