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Abstract. Mobile computing enables users to compute and communicate almost
regardless of their current location. However, as a side effect this technology
considerably increased surveillance potential for user movements. Current re-
search addresses location privacy rather patchwork-like than comprehensively.
Thus, this paper presents a methodology for identifying, assessing, and compar-
ing location privacy risks in mobile computing technologies. In a case study, we
apply the approach to IEEE 802.11b wireless LAN networks and location-based
services, where it reveals significant location privacy concerns through link- and
application-layer information. From a technological perspective, we argue that
these are best addressed through novel anonymity-based mechanisms.

1 Introduction

Pervasive computing promises near-ubiquitous access to information and computing
services. Indeed, advances in mobile computing and networking, both wireless and the
higher penetration of wired networks, have increased the spatial and temporal coverage
of computing services. Users can access computing services from virtually anywhere,
anytime.

Wireless networks also provide the ability to approximately track the location of
users. Moreover, specialized location sensing technology has seen a dramatic reduction
in price. These developments spurred an immense interest in exploiting this positional
data through location-based services (LBS) [1-4]. For instance, LBS could tailor their
functionality to the user’s current location, or vehicle movement data could improve
traffic forecasting and road planning.

The ability to track users’ location, however, also creates considerable privacy con-
cerns. For example, these privacy risks received attention through discussions about
the use of IMSI Catchers [5], which can identify and locate GSM mobile phones, and
several cases of monitoring the movements of rental cars through GPS receivers.®

1 At least in one case [6], a rental car company used GPS technology to monitor the driving speed
of their customers. When the company-set threshold speed limit of 79mph was exceeded, the
company automatically charged a USD 150 speeding fee per occurrence on the customer’s
credit card. The fines were later found illegal, however the company is still allowed to track its
cars [7].



Many different technologies are affected by these location privacy risks. Moreover,
an adversary can potentially derive location information at different layers of the net-
work stack. For example, at the physical layer through triangulation of the wireless
signal, or at the network layer through DNS names of intermediate routers.

Effective privacy-enhancing technologies need to address these privacy risks ac-
cording to their significance. At the data collection stage, this requires a framework and
methodology for comparing and evaluating the privacy risks associated with different
technologies. Specifically, this paper provides the following key contributions:

— A preliminary framework and methodology for identifying, comparing, and evalu-
ating the significance of location privacy risks in network-related technologies.

— A case study that applies this methodology to IEEE 802.11b wireless LAN hotspot
networks.

— A discussion of research directions to address the identified privacy challenges.

The remainder of this paper is structured as follows. Section 2 provides background
in wireless networks, location-based services, and the resulting location privacy chal-
lenges. Section 3 then details the methodology for identifying and assessing location
privacy risks. This methodology is applied to WLAN networks in Sect. 4. After cover-
ing related work that enhances location privacy in Sect. 5, we describe research direc-
tions for improving location privacy in WLAN networks in Sect. 6.

2 Background

In recent times, digital wireless networks revolutionized the telecommunications and
networking industry. Wireless networks offer at least two key advantages over their
wired counterparts. First, they allow for user mobility by untethering users from fixed
communications stations such as desktop PCs or landline telephones. Second, they can
achieve broad spatial coverage with less deployment effort due to the reduced need for
installing cables.

Successful digital wireless networking standards include the Global System for Mo-
bile Communications [8] for mobile phones and IEEE 802.11b [9] for wireless local
area networks (WLAN). While the telecommunications industry is struggling to absorb
the high initial investment costs for deploying higher bandwidth, packet-switched mo-
bile phone networks (3G networks), WLAN technology has emerged as a cost-effective
alternative for providing wireless network access in restricted areas.

WLAN hotspots are deployed in many residential homes, universities, and industry
campuses. More recently, commercial wireless access services have also been offered to
the public at coffee shops, airport lounges, and hotels. The term hotspot illustrates that
WLAN provides higher bandwidth than 3G networks—11 Mbps compared to a target
of 2 Mbps for 3G networks in Europe—Dbut focuses the signal on a much smaller area
of interest, typically with a radius of approximately 150 feet. Thus, WLAN networks
achieve less spatial coverage than mobile phone networks, but concentrate the cover-
age on key areas. However, researchers (e.g. Negroponte [10]) envision WLAN access
points to route messages between different hotspots. Thus, access points would form a
mesh network that greatly increases coverage beyond a single WLAN network. Larger



distances between wireless networks could be bridged through wired connections or
specialized antenna equipment.

2.1 Location-based Services

Mobile computing has enabled users to access computing services at many different lo-
cations. In addition, location sensing or positioning technology allows automated track-
ing of users’ positions. Particularly well-known is the Global Positioning System [11],
which determines location through reference signals emitted by satellites. In 2002, Mo-
torola unveiled a GPS chip that is small and cost-effective enough to be included in a
wide range of consumer devices. The chip only measures about 50 square millimeters
and costs $10 in volume quantities [12]. According to Tim McCarthy, business director
for GPS at Motorola’s Automotive Group’s Telematics Division, position awareness has
a bright future: “All of a sudden, starting 10 or 15 years ago, every electronics device
had a clock. | see position awareness going down that same path. It’s just a question
of how long it takes” [12]. Ambuj Goyal, IBM, goes further in predicting prices for
GPS chips to drop to a few cents [13]. Many other location sensing technologies are
described in a survey by Hightower [14]. In the United States, widespread deployment
of such technologies is encouraged by the Federal Communications Commission since
it mandated that locating mobile phones must be possible for emergency purposes [15].

Thus, location-based services (LBS) have emerged, which combine positioning
technology with the mobile Internet. Location information becomes an additional in-
put parameter to customize the service. For example, the Webraska Corporation [16]
offers applications ranging from navigational services that provide driving directions
over point-of-interest or accommodation finders to automotive fleet management. These
applications transmit the user’s current position over a wireless network to the server
hosting the location-based service. Location information also proved useful for cus-
tomizing functionality to the user’s current situation. For example, context-aware tour
guides [17] automatically adjust the presented information and menu options to the
user’s current location.

2.2 Location Privacy

These advances in location sensing and communication technology have significantly
decreased the effort to track an individual’s movements. Historically, the current loca-
tion and the history of movements of an individual were little known to other parties.
Only through cooperation of the individual or intensive investigative effort could this
information be obtained. Today, positioning technologies can easily determine a sub-
ject’s position, improved database and storage technology permits permanent recording
and wide distribution of this data, and data mining enables the detection of movement
patterns.

Not surprisingly, information privacy concerns have mounted globally [18-20]. Is-
sues range from detailed, publicly available satellite imagery over data collection on
the Internet to DNA databases. In surveys, consumers reiterate their concern for pri-
vacy. For example, according to one survey 94% of web user have denied a request for
personal information and 40% have provided fake data [21].



In the United States, Privacy risks related to location information have been iden-
tified in the Location Privacy Protection Act of 2001 [22]. While public disclosure of
location information enables a variety of useful services, such as improved emergency
assistance, it also exhibits significant potential for misuse. For example, location in-
formation can be used to spam users with advertisements or to learn about users med-
ical conditions, alternative lifestyles, or unpopular political views. Inferences can be
drawn from visits to clinics, doctors’ offices, entertainment districts, or political events.
Such conclusions can be particularly annoying for subjects if they are inaccurate. In
extreme cases, public location information can lead to physical harm such as in stalking
or domestic abuse scenarios. Karger and Frankel provide a more detailed discussion of
security and privacy risks in Intelligent Transport Systems [23].

Location information is valuable for location-based services because it implicitly
conveys characteristics that describe the situation of a person. However, the foregoing
examples illustrate how adversaries can exploit the same information to cause harm to
a person. Phil Agre also warns us of such location privacy issues [24]. Specifically, he
is concerned about a widespread deployment of automatic face recognition technology.
He fears “spottings markets” that trade information about the times and locations where
people have been identified.? Wireless networking could provide an even easier means
for spotting people.

3 Methodology

A location privacy threat describes the risk that an untrusted party can locate a trans-
mitting device and identify the subject using the device. We make the assumption that a

2 Excerpted from Phil Agre [24]: “My candidate for Privacy Chernobyl is the widespread de-
ployment in public places of automatic face recognition. [...] And that’s just the start. Wait a
little while, and a market will arise in “spottings”: if | want to know where you’ve been, I'll
have my laptop put out a call on the Internet to find out who has spotted you. Spottings will be
bought and sold in automated auctions, so that | can build the kind of spotting history | need
for the lowest cost. Entrepreneurs will purchase spottings in bulk to synthesize spotting histo-
ries for paying customers. Your daily routine will be known to anyone who wants to pay five
bucks for it, and your movement history will determine your fate just as much as your credit
history does now. Prominent firms that traffic in personal movement patterns will post privacy
policies that sound nice but mean little in practice, not least because most of the movement
trafficking will be conducted by companies that nobody has ever heard of, and whose brand
names will not be affected by the periodic front-page newspaper stories on the subject. They
will all swear on a stack of Bibles that they respect everyone’s privacy, but within six months
every private investigator in the country will find a friend-of-a-brother-in-law who happens to
know someone who works for one of the obscure companies that sells movement patterns, and
the data will start to ooze out onto the street.

Then things will really get bad. Personal movement records will be subpoenaed, irregularly
at first, just when someone has been kidnapped, but then routinely, as every divorce lawyer
in the country reasons that subpoenas are cheap and not filing them is basically malpractice.
Then, just as we’re starting to get used to this, a couple of people will get killed by a nut
who been [sic] predicting their movements using commercially available movement patterns.
Citizens will be outraged, but it will indeed be too late ...”



subject sporadically sends and receives messages, likely from different locations in the
area covered by the wireless network. The adversary seeks to obtain information from
these messages. An assessment of location privacy risks should proceed accordingly.
Based on the data subject’s messages, it should analyze how location information can
be obtained, how originators can be identified, and who has the means to do so.

3.1 Locating

The originator can be located through a variety of mechanisms, for example eavesdrop-
ping when the originator explicitly reveals location information to a LBS or triangulat-
ing the wireless signal. A careful analysis of the information contained in each layer
of the network stack reveals possible approaches for location determination. These ap-
proaches are then characterized according to the following privacy-enhancing criteria.

User Choice. Location systems differ widely on how much control a user has over
the system. An ideal system would allow users to hide while still providing full
functionality; however, in practice a user usually experiences inconveniences. For
example, the signal of a mobile phone may be located through triangulation. The
user can prevent this by switching the phone off; however, the user is then unable
to receive or originate phone calls.

Restricted Coverage. Location sensing technologies are often restricted to function
only in certain areas (spatial coverage) or during certain times (temporal coverage).
Spatial coverage can range from near universal for the GPS system to occasional
for a credit card-based location tracking. In the credit card case, location informa-
tion is only available at point of sale terminals, which are sparsely distributed over
populated areas. Furthermore, it is restricted to the occasions when a subject uses a
credit card at the terminal.

Lower Resolution and Accuracy. In their areas of coverage, location sensing tech-
nologies achieve different resolutions. Higher resolution conveys significantly more
information. Consider a system that achieves 1 km resolution versus a system with
1 meter resolution. The first system reveals information such as the city name and
district. The latter system can additionally disclose the exact building and even
room, where a subject is located.

3.2 Identifying

Identification of the subject means that an adversary learns the real-world name of a
subject, such as legal name and address of residence. Network addresses, for instance,
are not necessarily considered identifying information, since not every party can corre-
late a network address to a real-world name and address. Rather, we consider network
addresses pseudonyms, information that can help identifying a subject.

Note that locating and identifying are not completely independent tasks, since dis-
tinct location information helps in identifying subjects. Assume that a user does not
disclose her identity but includes precise location information in a transaction. The re-
cipient could correlate the location with location information obtained through other
means to identify the user. For example, when the transaction originates from a private



residential driveway, it can be easily linked to a public address database. This likely re-
veals the originator and violates location privacy. Even if the location information itself
is less sensitive, it can be used to link other private information (e.g., the content of the
transaction) to the user.

Location information can identify the sender of an otherwise anonymous message,
if the information is correlated with public knowledge or observations about a subject’s
location. Consider the case where a subject sends a message M to a location-based
service and an adversary A gains access to the subject’s location information L. Then,
sender anonymity is threatened by location information in the following ways.

Restricted Space Identification. If A knows that space L exclusively belongs to sub-
ject S then A learns that S is in L and S has sent M. For example, consider the
owner of a suburbian house sending a message from his garage or driveway. The
coordinates can be correlated with a database of geocoded postal addresses, such as
provided by Geocode [25], to identify the residence. An address lookup in phone
or property listings then reveals the owner and likely originator of the message.

Observation Identification. If A has observed the current location L of subject .S and
finds a message M from L then A learns that S has sent M. For example, the
subject has revealed its identity and location in a previous message and then wants
to send an anonymous message. The later message can be linked to the previous
one through location information.

These identification approaches require high-resolution location information. Specif-
ically, the resolution needs to be high enough to distinguish a subject from other persons
and to pinpoint her at a restricted space or to uniquely match the observation.

A more sophisticated identification approach depends on the ability to link mes-
sages, but allows lower resolution location information. Linking messages means de-
termining that two or more message stem from the same originator, whose identity is
not necessarily known. The approach accumulates location data over periods of time to
prepare a movement profile. For example, an adversary could learn from the profile that
the morning commute takes a subject from a certain suburb to a certain work location.
By filtering residential addresses and work address the subject might be identified.

The ability to link messages provides another advantage for the adversary. If the
originator of a set of messages is already identified it can be easier to link new messages
to the existing set than to use other identification mechanisms on the new messages. One
technique for linking messages is based on pseudonyms. If two messages contain the
same pseudonym, they most likely stem from the same originator.

If the subject transmits her location with high resolution and frequency, the adver-
sary can, at least in less populated areas, also link messages based on physical con-
straints and knowledge of the area. For example, maximum speeds of data subjects are
known. Furthermore, an adversary might use road maps, which describe likely travel
paths and give clues about the expected speed. The adversary could then link messages
received from different locations based on this spatio-temporal analysis.



3.3 Data Collectors

Finally, an important consideration is who has access to the location data. We charac-
terize the data collectors as follows:

Dispersion. Measurements stations can be geographically distributed and potentially
belong to different organizations. This increases the effort of collecting data, be-
cause for effective cross-organizational surveillance, data must be compiled into a
central database. We characterize relationships according to the degree of coopera-
tion and data sharing between different network operators or LBS providers.

Trust and Recourse. Trust relationships between data subjects and service providers
can differ substantially. Here, we consider only trust related to location privacy,
not other concerns such as reliability or security. The relationship can range from
complete mistrust to a contractual relationship. In the complete mistrust scenario,
the network operator is likely unknown to the data subject or even a known privacy
offender. A legally binding privacy contract with a reputable company typically
establishes a higher level of trustworthiness compared to an unknown provider.

4 WirelessLAN Risk Assessment

In a case study, we apply the described methodology to a wireless LAN and location-
based services environment. The following subsections provide an analysis of possible
approaches to determine location information, link messages, or identify subjects.

4.1 Determining Location

Resolution. Most easily, location information can be obtained, when the subject ex-
plicitly includes it in the messages. For example, the current location of the subject, as
determined by a GPS receiver, could be sent to a LBS that provides driving directions to
a specific destination. In this case, both LBS providers and network operators have ac-
cess to the location information. However, even if location information is not explicitly
included in the message, the following mechanism can gather it.

Coarse location information can be obtained at the network layer. While 1P-address-
es are not assigned according to geographic locations, the hierarchical structure leads
to a geographic concentration of address ranges. For example, all addresses within the
subnets assigned to a university campus are typically collocated. However, proxies and
firewalls are a common obstacle, since they can hide the true address.

The techniques to determine the location of regular internet hosts can be catego-
rized dependent on their information source: DNS name clues and registration infor-
mation, network delay measurements [26], and web service registrations. DNS names
of routers usually include geographic clues such as city names. Therefore traceroute-
based mechanisms [27] reveal an approximate location. Another widely used approach
queries WHOIS servers for the registered contact address information. The geocluster-
ing algorithm [26] combines a clustering technique based on routing information with
location information gathered from user registrations at popular web services. Its me-
dian error distance varies from below 50 kilometers to several hundred kilometers.



At the physical and link layer, access points can estimate the position of a transmit-
ter based on proximity. If packets are received from the transmitter, it must be within
range of a typical 802.11b system - around 50-100 meters. Higher resolution is provided
by triangulation mechanisms of which several systems for indoor WLAN installation
have been developed [28-30]. They measure the signal strength of received packets to
determine position. Together with Bayesian signal processing approaches, resolutions
up to 1m can be achieved. However, it is not clear, whether these high resolutions can
also be obtained in outdoor mesh networks because the distance between WLAN base
stations is likely greater than in an indoor setting.

Coverage. Information included in the application layer and network layer are visi-
ble to servers and all parties whose routers a packet traverses. However, only parties in
range of the transmitter can access information in the link and physical layer. Therefore,
accessibility to link layer information is typically restricted to a smaller set of wireless
network operators. However, these risks cannot be ignored considering the astonishing
density of access points found in major metropolitan areas. Figure 1 shows the density
of access points in downtown Chicago. The map was obtained from the Wireless Ge-
ographic Logging Engine [31], which collects and merges data from the Netstumbler
WLAN monitoring software [32]. Judging by the density of access points, it is difficult
to use a WLAN network without being detected by other parties.

Fig. 1. IEEE 802.11b Access Points in Downtown Chicago



User Choice. Most of the described mechanisms do not offer the user a choice whether
he allows others to locate the device. For the physical and link layer approaches, the
choice is made implicitly, when the user activates the wireless network card. Even when
the card is not actively used for data traffic, it will transmit beacons that are sufficient
for the location determination mechanisms. At the network layer, the choice is similarly
implicit. When the user communicates with any network entity, his network address will
be visible to intermediate routers and the communication partner.

GPS location information differs in that position is calculated in a client-side re-
ceiver. No signals are emitted from this receiver, which would enable remote parties
to determine the location of the receiver. In the GPS case, the user can make an ex-
plicit choice to disclose the locally determined location information to another party,
for instance to a LBS.

4.2 ldentifying a Subject

Pseudonym-based approaches for linking messages are possible on all layers of the
network stack. At the application layer user or login names help in linking messages to
the same originator, even if the user hides his real identity. The IP-address also provides
an easily accessible pseudonym at the network layer. However, IP-addresses tend to
change more frequently than service logins, because many clients are configured with
dynamic IP addresses, which are assigned on a temporary basis through the Dynamic
Host Configuration Protocol. More static identifiers are also available at the link layer,
where MAC addresses provide a simple way to identify packets originating from the
same transmitter.

4.3 Data collectors

As illustrated in figure 2, several entities can be distinguished to clarify whose location
privacy should be protected from which adversaries:

Data subject. The data subject is the person to whom the private information relates.
The subjects access services over the network through client devices such as lap-
tops, PDAs, or in-car PCs. They typically move among different cells of the wire-
less network as they go about their daily life.

Wireless Network Operator. Wireless network operators maintain base stations, which
form the wireless network. An operator can maintain any number of base stations.
Some operators will only have a single base station, while others set up multiple
clusters of base stations. Wireless network operators have access to network and
application layer information if they act as routers. In addition, they can also access
link and physical layer information if packets are directly received from the client
device. Even if packets are intended for another access point, wireless network op-
erators may be able to eavesdrop on the information.

Location-based service providers. Location-based services can be provided by arbi-
trary servers connected to the wireless or wired network. Over the network, LBS
providers can typically access only network and application layer information.
However, they may receive partial location information from other sources.



Client Devices LBS Providers

Wireless Network Operators

Fig. 2. Architectural context

The same party might exhibit multiple roles. For example, a person could install
a set of base stations, provide a location-based service, and use the wireless network
himself. However, more typically, different companies act as the LBS provider and the
wireless network operators.

Since wireless access points are relatively inexpensive, many different parties will
act as wireless network operators. Thus, trust relationships will also differ. In some
cases, a formal contract may be established between data subjects and the network op-
erators. This contract is likely part of the service agreement under a subscription-based
plan. Such a plan typically provides wireless coverage at lucrative hotspot locations,
for example in coffee shops.® In these cases, service providers may be trustworthier.
However, network operators can also enter into roaming agreements, which allow data
subjects to use the same access plans on different networks, but also to share collected
data. Additionally, data subjects are then likely to use services from network operators
without a direct contractual agreement. Moreover, we expect also many little-known
entities to act as wireless network operators. Service and privacy will most likely not
be governed by a contract. The relationship between data subjects and LBS providers
exhibits a similar range of trust characteristics.

Unfortunately, WLAN location privacy issues are further complicated because other
parties can easily overhear communications. Everybody can install an access point and
thus act as a network operator. Even when data subjects’ wireless cards are not associ-
ated with the access point, link layer information is visible. In fact, not even an access
point is required for monitoring wireless users. Some wireless cards, those based on
Prism chipsets, can emulate an access point through software and thus provide the abil-
ity to monitor other subjects. When such access points are operated in the vicinity of
medical clinics or other privacy sensitive areas, major privacy issues arise.

4.4 Summary

Table 1 summarizes the location determination mechanisms. The most accurate location
information is either included at the application layer or can be determined through
triangulation at the link layer. Based on this information, identification of a subject is

8 Such as the service delivered by T-Mobile to many US Starbucks coffee shops



possible for both wireless network operators and LBS providers (if the subject chooses
to reveal the location). This leads to significant privacy concerns, especially because
of the ease with which untrusted network operators can overhear and locate a subject’s
communications.

Method || Accuracy| Coverage | Choice

GPS 10m Near-universal explicit

IP-Address, DNS || 50km + address dependent  |implicit

WLAN Proximity |/50-200m |Densely populated areas|implicit

WLAN Triangulation|| 1-10m |Densely populated areas|implicit
Table 1. Characterization of location determination mechanisms

5 Redated Work

Prior work on privacy aspects of telematics and location-based applications has mostly
focused on a policy-based approach [33, 34]. Data subjects need to evaluate and choose
privacy policies offered by the service provider. These policies serve as a contractual
agreement about which data can be collected, for what purpose the data can be used,
and how it can be distributed. Typically, the data subject has to trust the service provider
that private data is adequately protected. In contrast, the anonymity-based approach de-
personalizes data before collection, thus detailed privacy-policies and safeguards for
data are not critical. Specifically, the IETF Geopriv working group is addressing pri-
vacy and security issues regarding the transfer of high resolution location information
to external services and the storage at location servers. It focuses on the design of pro-
tocols and APIs that enable devices to communicate their location in a confidential and
integrity preserving manner to a location server.

Snekkenes [35] presents concepts for specifying location privacy policies. These
concepts enable access control decisions based on the identity of the requestor and pur-
pose of the request. In addition, time, location, speed, and identity of the located object
influence the decision. In the policy specifications, accuracy of temporal, location, and
identity information is modeled using a lattice. However, the author concludes by ex-
pressing doubt that the average user will specify such policies.

The Mist routing project for mobile users [36] combines location privacy with com-
munication aspects. It focuses on the problem of routing messages to a subject’s lo-
cation while keeping the location private from the routers and the sender. To this end,
the system is comprised of a set of mist routers organized in a hierarchical structure.
The leaf nodes have knowledge of the location of users but not their identity. They re-
fer to them through handles (or pseudonyms). Each user selects a higher-level node in
the tree, which acts as a semi-trusted proxy. It knows the identity of the user but not
his exact location. The paper then presents a cryptographic protocol to establish con-
nections between users and their semi-trusted proxies and mechanisms to connect to
communication partners through their proxies. The paper does not address the problem
of sending anonymous messages to external location-based services.



Mobile IP enables hosts to transparently migrate between different networks by reg-
istering the current location with a home agent that tunnels all traffic to the current net-
work. Thus, adversary can track the location of a host by observing the registration mes-
sages and the payload messages through the tunnel. The Non-Disclosure-Method [37]
method places several rerouting security agents between home and foreign network. Se-
curity agents forward messages in encrypted form; therefore, it is hard to trace the path
of a message if the security agents are spread over several administrative domains. This
method hides the care-of network address of a host from intermediary routers, but it
does not address explicit application layer information, provide anonymity with respect
to a server, or anonymity with respect to the foreign agent.

Narten and Draves propose privacy extensions for stateless address autoconfigura-
tion in IPv6 [38]. Server-less address autocofiguration in IPv6 can use the MAC address
of network interfaces as part of the network layer IP-address. Thus the MAC address be-
comes visible to servers and intermediaries outside the local area network. This enables
such outside entities to track movements of mobile nodes between different networks.
The proposed solution switches the network address periodically. New addresses are
generated through iterative applications of the MD5 message digest algorithm on the
previous network address and the actual MAC address.

Location privacy has also influenced the design of location sensor systems. The
Cricket system [39] places location sensors on the mobile device as opposed to the
building infrastructure. Thus, location information is not disclosed during the position
determination process and the data subject can choose the parties to which the infor-
mation should be transmitted. However, this solution does not provide for anonymity.
Similarily, Smailagic and Kogan [40] addressed privacy in a WLAN location sensing
system.

6 Research Directions

We believe that the multi-faceted issue of location privacy must be addressed through a
variety of means encompassing legislative, self-regulation, and technological approaches.
This discussion focuses on the technological approaches at the data collection stage. As
alluded to before, an invasion of location privacy requires that an untrusted party can lo-
cate a person and identify the person. This suggests at least three alternative approaches
to enhance location privacy. First, the data subject establishes trust in the unknown party
before it reveals location information, for example through an exchange of privacy poli-
cies and privacy preferences. Second, the untrusted party can learn the identity of the
subject, but is unable to locate the subject. And third, the untrusted party can locate a
subject, however, the subject remains anonymous.

The first approach requires the data subjects to read, understand, and evaluate the
privacy policy of every service provider, before they interact with this service. Espe-
cially for spontaneous usage of services, this poses a significant burden on the data sub-
ject. Moreover, a privacy policy does not provide protection of the data. For example,
company insiders could steal private data or data might be inadvertently disclosed over
the Internet during software maintenance operations. If a company wishes to employ
data protection technology, this significantly complicates the computing architecture



and poses a high processing overhead. This approach is most appropriate for services
offered by a well-known, reputed company, with which a customer whishes to engage
on a longer-term basis. It cannot address privacy issues related to access points operated
by unknown parties.

The second approach does not satisfy the requirements of most LBS, since a LBS
needs to receive location information to perform its function. However, it could be use-
ful for certain classes of services that work with aggregate data from a large number
of individuals. The individuals could hide their true location information through data
perturbation, while the service provider can still draw inferences about the distribution
of values over a large population. Agrawal and Srikant [41] demonstrated such an ap-
proach for data mining applications. However, it is unclear whether the population size
would be large enough in the context of LBS. In addition, it is difficult to hide loca-
tion information from network operators, since they can have access to physical or link
layer information. Directional antenna designs could provide a degree of protection, but
would require hardware changes to wireless network cards.

The anonymity-based approach seems most promising in the WLAN and LBS con-
text. If data remains anonymous, privacy policies and technological safeguards are not
necessary. In addition, service users can reveal their true location provided that the data
is not sufficiently distinctive to disclose the identity of the user. Location information
could be slightly perturbed, so that it preserves anonymity but is still useful for LBS.
Protection from network operators could be achieved through address switching ap-
proaches. When network and MAC address change, linking of messages becomes more
difficult. Thus, network operators would be unable to track users” movements. However,
address switches must be well timed so that network operators cannot link new and old
addresses based on location information. If a subject is relatively alone and stationary,
address switching might not be effective.

7 Conclusions

This paper presents an approach for identifying and evaluating location privacy risks in
network technologies. The methodology distinguishes between location determination
mechanisms, identification mechanisms, and the trust relationships between the data
subjects and potential data collectors. It characterizes location determination mecha-
nisms according to data resolution, coverage, and user choice.

In the WLAN case study, we found obtaining high-resolution location information
relatively easy, provided that the user activates his network card. In addition, access
points are densely distributed in highly populated areas, and in many cases, the opera-
tors of access points are not known to the data subjects and thus not trustworthy. This
causes significant location privacy concerns.

Specifically, we draw the following conclusions. First, accurate location information
obtained through GPS or WLAN triangulation can be sufficiently distinctive to identify
subjects. Second, the presented methodological approach proved useful in identifying
and comparing the location privacy risks in the WLAN case study. WLAN exhibits
significant privacy risks because of the availability of inexpensive hardware and the
determination of position with high resolution. Finally, anonymity mechanisms that



reduce the identification risks of location information itself and hide identifiers from
untrusted access points are a promising research direction.
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