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Abstract

The application of digital signature technology on the Internet of Vehi-
cles (IoV) is affected by its network and communication environment,
which requires low transmission delay, power consumption, and high-
security requirement. To the best of our knowledge, a well-designed
solution that uses signcryption technology has not been proposed in
the IoV research area. Motivated by the fact, a certificateless sign-
cryption scheme based on Elliptic Curve Digital Signature Algorithm,
which also considers pseudonym and timestamp mechanism, has been
designed in this paper. We prove that our proposed scheme can be
reduced to solving the difficulty of the Computational Diffie-Hellman
problem under the standard model, show that the scheme meets both
security and efficiency requirements, and provides a comparative anal-
ysis with the state-of-the-art schemes in terms of security analysis,
computational cost, and communication cost, demonstrating that our
proposed scheme is suitable to be deployed in the IoV environment.
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1 Introduction

In the 5g era, Internet of vehicles (IoV) has developed rapidly. To meet the
needs of research and application, IoV can be divided into vehicle to vehicle
(V2V), vehicle to infrastructure (V2I), vehicle to pedestrian (V2P), and vehicle
and network(V2N) communication. They are exchange data using wired or
wireless communication and store the data in the cloud environment[1].
There are security problems such as counterfeiting, tampering, and
forgery[2] in all links of IoV. Anonymous authentication is the key factor
to solve the problem of information security and privacy protection, it is a
research hotspot in recent years. Kamat et al.[3] proposed a security frame-
work for VANETS based on Identity-Based Cryptography (IBC). IBC was first
proposed by Shamir [4] as early as 1984, the idea of an identity-based cryp-
tosystem in which arbitrary strings can act as public keys. For example, Zhang
et al.[5] proposed to use fingerprint information as identity authentication. Cui
et al.[17] applied the privacy protection of edge computing used in VANETS.
Raya et al.[6] proposed a conditional anonymity scheme, which requires a third-
party trusted organization to store the correspondence between all vehicles and
anonymous certificates. When the authority is not authorized, it may deliber-
ately disclose vehicle privacy information, forge and tamper with legal vehicle
identity. To solve this problem, Tzeng et al.[7] introduces the identity-based
public-key cryptosystem into the Internet of vehicles and designs an identity-
based public-key cryptosystem authentication scheme. The user’s private key
is generated by the third-party private key generator (PKG). However, if the
third-party private key generation center is dishonest or malicious, it can forge
the signature of any user, which has the problem of key escrow. Therefore,
Al-Riyami et al.[8] put forward the concept of key generator center(KGC),
pointing out that the generation of any effective signature based on obtain-
ing the secret value of OBU and partial keys distributed by KGC at the same
time. In 2007, Liu et al.[9] proposed a certificateless signature scheme. Com-
pared with the traditional certificate-based signature scheme, the key is no
longer simply determined by CA. Shim[10] designed a new certificateless signa-
ture scheme and analyzed the security of the scheme based on Computational
Diffie Hellman (CDH), but Yang et al.[11] considered that the scheme is vul-
nerable to malicious but passive KGC attacks. In 2020, Thumbur et al.[12]
proposed a certificateless signature scheme without bilinear pairing, saying
that the scheme can be deployed in source constrained IoV. Mei et al.[13] pro-
posed a certificate-less signature aggregation scheme with conditional privacy
protection based on bilinear pairing. The scheme realizes complete aggregation
and can be proved to be secure under the random oracle model. Ali et al.[14]
designed an identity-based message authentication scheme without bilinear
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pairing for V2V secure communication. When vehicles apply to the trusted
authority (TA) for registration, the TA generated pseudonyms and keys for
them to protect privacy in the communication process.

Barbosa et al.[15] proposed the definition form of certificateless signcryp-
tion (CLSC), their scheme introduced signcryption. Signeryption was originally
proposed by Zheng[16] for the first time, which can transmit signature and
encryption simultaneously. Signcryption can improve efficiency in processing
time, broadband occupation, and key management. But Barbosa’s scheme
was pointed out to be vulnerable to malicious passive KGC attacks. Barreto
et al.[18] proposed a certificateless signeryption scheme for bilinear pairs. In
2018, CAO et al.[19] proposed a signcryption scheme with privacy protection
function. TA and PKG generated pseudonyms and keys of vehicles respec-
tively. Schemes in literature[19] and literature[20] bilinear pairing operation
adopted in the same way, which had low computational efficiency. At present,
many scholars have studied signcryption technology[21-24], but no systematic
scheme formed. Du et al.[25] put forward a certificateless signature scheme
based on elliptic curve cryptosystemc but exist a replacement key attack. We
improve Du et al’s scheme, propose a certificateless signcryption scheme based
on an elliptic curve, and the scheme is applied to the privacy protection of the
IoV. The main contributions of this paper are as follows:

2 Results

e The ECC cryptography is used to construct pseudonyms, the tradi-
tional tamper-proof device(TPD) and password(PWD) are abandoned, the
pseudonym is generated through the intermediate variable false identity and
timestamp. So the scheme has strong privacy protection capability.

¢ Combining certificateless and signeryption theory, anonymous is introduced
in the scheme. Key generation is related to RSUs, OBU, and KGC; the IBC
algorithm is improved. Thus, the security of the key is enhanced.

e Computational cost decreased at least 18% compared with other relevant
schemes. The scheme satisfies the security of IND-CCA and EUF-CMA that
makes the IoV system have forward security, anonymity, traceability, and
can avoid replay attacks.

3 Elliptic curve

If ¢ is a large prime, it satisfies ¢ >= 215 Z_ includes all solutions in the
finite domain F), elliptic curve E : y*> = 23 4+ az + b mod ¢, let E(Z,) denote
the set of pairs(z,y) € (Z, x Z,) satisfying the above equation along with
a special value O. That is,E(Z,) = {(x,y)|z,y € Z4,y*> = 2> + az + b mod
q}UO. The elements E(Z,) are called the points on the elliptic curve E, where
4a® + 27b% # 0, O is called the point at infinity.

e Elliptic Curve Digital Signature Algorithm(ECDSA) is mainly used to create
a digital signature for data and verify its authenticity without destroying
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security. Take a random integer k, Calculate the point P = kG, Calculate
the number r = x, mod ¢, where r = x,, is the x coordinate of P. Calculate
s =k (24 rda) mod g, z is the hash truncation of message M.

e Elliptic curve discrete logarithmic problem (ECDLP), selecting additive
cyclic group G with order of the large prime g, P is any generator of additive
cyclic group G. It is know P,aP € G, but it’s unknown a € Z7, any prob-
abilistic polynomial-time algorithm is difficult to compute the advantage
in the a, looking for advantages in solution Prl[a|P,aP € G| is considered
negligible.

¢ Computational Diffie-Hellman(CDH) problem, selecting additive cyclic
group G with order of the large prime g, P is any generator of additive cyclic
group G. It is known that P,aP,bP € G, but it’s unknown a,b € Z;, any
probabilistic polynomial time algorithm is difficult to compute the advan-
tage in the abP, finding the solution Prl[abP|P,aP,bP € G| is considered
negligible.

4 System Overview

In our scheme, the model of IoV is composed of vehicles, roadside units, key
generator centers, and trusted authorities. The specific division of labor is as
follows:

Onboard Unit (OBU): Vehicles equipped with OBU are intelligent and can
exchange information and data with roadside units and other vehicles. Each
vehicle periodically broadcasts information for safe driving. To ensure location
privacy, each vehicle needs to use a pseudonym to replace its real identity to
transmit information.

Roadside Units (RSUs): RSUs deploy along with urban roads. They are
mainly composed of a wireless communication interface and local data pre-
processing unit. The roadside units are deployed according to specific rules.
Therefore, the vehicle can access the roadside units. All RSUs equipment
should wire to the intelligent transportation information data center.

Trusted Authority (TA): TA is managed by the traffic management depart-
ment and is mainly responsible for the identity registration and authentication
of OBU. It is regarded as fully trusted in this scheme and is responsible for
generating the false identity of the vehicle.

Key Generation Center (KGC): KGC is responsible for two-way commu-
nication with TA to generate partial public/private keys for legitimate OBU
and RSUs.

The model as been shown in Figure 1.
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Fig. 1 System structure diagram of the IoV.

4.1 Scheme

The scheme is designed for IoV communication, avoids the problem of key
escrow, the pseudonym mechanism is adopted to protect the real identity of
both sides of the communication, ensures the confidentiality of the identity
and the traceability of vehicles.

First, to eliminate the impact of replacing the public key in our scheme. The
system-master-key is added to the pseudonym generation formula to enhance
the difficulty of the attacker’s forgery signature, making the s cannot be
bypassed. It can be seen that in the Du et al’scheme [25], part private key SK;
was calculated by the system-master-key. The malicious signer cannot calculate
the value of the system-master-key and SK; through technical means, but the
public key of the certificateless signature scheme is not authenticated between
the signer and the verifier, the malicious signer forges the signature by forg-
ing the secret value and bypassing the unknown system-master-key. Therefore,
there is a key replacement attack. So, in our scheme, signcryption algorithm
is introduced to ensure the confidentiality of transmission and improve trans-
mission efficiency. Finally, the security of the scheme is proved in the standard
model. The meaning of relevant symbols is shown in tablel and the flow chart
of the algorithm is shown in figure 2. The algorithm steps are as follows:
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Table 1 Parameter Description Table.

line Implications

G Additive cyclic group of order g

P Generator of group G

s System Master Key

Zy Zg ={z:0<z < q,gcd(z,q) =1}

Hy,H1,Ho,H3, Hy five safe hash functions

P, Kj, k; The identity of roadside unit j, public key Y}, private key y;
S Partial private key

T KGC generate the secret value to generate public/private keys
T; Secret value of the vehicle

& Secret value for the RSU

PK;,SK; Public key, private key for a vehicle

RID; List of true vehicle identities

F; False identity of a vehicle

FID; Pseudonym of a vehicle

T; Current timestamp of a vehicle

) Ciphertext between two vehicles

Y, v* Encryption key, Decryption key

Va, VB Vehicle of data sender, Vehicle of data receiver

A, Aqp Type-I and Type-II adversaries

(s,RID,)
RID,=F,®H (sZ,)

pp = (4, G, P, Ppup, Ho, H1, Hy, H3, Hy) ¢ S =
(r; + hys) mod q

--------------------------- oo

Unsigncryption(PP, FID,, FIDg, PK,, SKj, 8)
T =vp +71(Qa + haPpus)

Y* =upxp(Qa— Ra):

u, = Hy(FIDg, Pp):

v, = Hy(FIDg, m, hy, PKp, T);

w* = H,(FID,, FIDg, Y*);

Signcryption(PP, M, FID,, FIDg, SK,, PKg)
T=tp = (T, Ty):
r=T,modq:
Uy = Hy(FIDy, Py):
vy = Hy(FID 4 m, hy, PK 4, T):
=t (wy + (S, + ugx,)) mod q;
Y =u,x4(Qp — Rp)s

Qz H4(FID,, FIDg, Y); / 3> public channel
—> Security channel

Fig. 2 The CLSC of our scheme.
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4.2 Algorithm

The certificateless signcryption scheme based on ECDSA, comprises five play-
ers: KGC, TA, RSU, the sender of vehicle (V4), and the receiver of vehicle(Vp).
OBU and RSU pass TA for two-way authentication[26]. We divide the whole
scheme into six algorithms as follows:

4.2.1 Initialization

The KGC selects the five collision-resistant Hash functions:

Ho : {0,1}* — Z7;

Hy {01} x G — Z7;

Hy : {0,1}* x G x G — Z7;

Hy :{0,1}* x Z; x G x G — Z;

H,:{0,1}* X GxG— Z;.

The KGC secret saves system master key s and transmits s to TA, The
TA saves (s, RID;). The system public key is P,,, = sP, then generates a
common parameter pp = (¢, G, P, Pyus, Ho, H1, Ha, H3, Hy).

4.2.2 Registration

The OBU executes the algorithm, OBU random selection z; € Z7, calcu-
lates the negotiation key[27] Z; = z; P, generates false identity F; = RID &
Ho(z;Ppup), then sends (Z;, F;) to TA. The algorithm is executed by TA, TA
receives the message (Z;, F;) from OBU. TA calculates RID; = F; ® Hy(sZ;),
queries whether the vehicle identity list containing RID;. If not, TA termi-
nates the algorithm and determines it as an illegal OBU. RSU set identity as
Pj, randomly selected k; € Z; as its private key, RSU calculate the negotia-
tion key K; = k; P, the public key K; = k; Py, and sents (P;, K;) to TA, TA
calcuates K; = sK; and forwards (P;,K;) to the legitimate OBU.

4.2.3 Pseudonym generation

The trusted organization no longer issues the public-key certificates(PKI) to
vehicles but generates pseudonyms for them. In this scheme, the generation of
a pseudonym consists of three parameters, including false identity of its own,
RSU identity information, and timestamp, rather than the device password
information.

When the vehicle enters the area responsible for the RSU, it receives K
from the RSU broadcast. The OBU checks the RSU’s public key, if K; ¢
(Pj,K;), the RSU is illegal, the algorithm is not executed. Otherwise, the
OBU obtains the current timestamp 7; and the public key K of the current
RSU, then selects the secret value &; € Z; for the RSU, the OBU calculates
FID; = F; ® Ho(K;&; || Ti), FID;s = Pj, the OBU sets the pseudonym of
the vehicle FID; = (FID;y, FID;s,T;).

Through the above operations, TA indirectly judges the legitimacy of RSU.
OBU generates the pseudonym through legal RSU, false identity of the vehicle,
and the timestamp.
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4.2.4 Key generation

e Secret-Value: OBU chooses a random z; € Z; as the secret value.

¢ Partial-Private/Public-Key: KGC inputs the pseudonym of the vehicle
FID; and the parameter value PP, KGC chooses r; € Z; randomly, calcu-
lates partial public key R; = r; P, partial private key S; = (; + h;s) mod g,
which h; = H1(FID;, R;). KGC via secure channel sends (5;, R;)to OBU.

¢ Public-key-extract: OBU calculates P; = z;P,u; = Ho(FID;, P;), Q; =
R; + u; P; then generates the public key is PK; = (R;, Q;).

¢ Private-key-extract: OBU checks whether the S;P = R; + h;Ppy is
established. If it established, it will be accepted. If not, it will be rejected.
Generates the private key SK; = (S;,z;). Proof of correctness: S;P =
(’f‘i + hZS)P =R; + hiPpub~

4.2.5 Signcrption

V4 is the sender of OBU, Vg is the receiver of OBU, V4 takes message M,
FIDy, FIDg, PP, SK4 and PKp as input, and produces signcryptext 9.
The algorithm is as follows:

o T =tP=(T,,Ty,), T, Ty are the = coordinate value and y coordinate value
of point T.
e r=t"1(va+7(Sa+uara)) mod gq.
Where
ha = H1(FIDs,Rp);
vA = H3(FIDA7m,hA,PKA,T);
r =T, mod ¢;
ups = HQ(FIDA,PA);
e =M w.
Where
Y =uaza(@Qp — Rp);
w= Hy(FID4,FIDg,Y).

V4 send the 6 = (T, 7,C) to Vg.

4.2.6 Unsigncryption

Vi takes 0, FID 4, FIDp, PP, SKp and PK 4 as input, and returns massage
M, if 7T = vaP +1(Q4 + haPpu) is hold. Vi performs the following steps:
o w* = H,(FID4,FIDg,Y*);

* Y*=uprp(Qa— Ra);

® up = HQ(FIDB,PB).

Vg executes M = C @ w*.
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5 Correctness

Only if the following two equations are true respectively, the scheme satisfies
the correctness.

e Public verifiability. The message is signed by V4, if the verification signature
is valid, Vp receives the message. Otherwise, if the signature is invalid, Vp
rejects the message.
7T =t"Y(va +7r(Sa +uara))tp mod g
= (wa+7r(ra+has+uaxa))P
=vaP +7(Ra+uaPa+ haPous)
=vaP +7(Qa+ haPpus).

e Consistency of encryption and decryption, if Y* =Y is true, w* = w must
be true, M = C @ w* = M ® w ® w* must be established.

Y =uaza(@p — RB); @ — R =upPp =uprpP; Y = uszsupzrpP;
Y*=uprp(Qa —Ra); Qa — Ra = uaPa =uazaP; Y* =upzrpuazaP;
Y*=Y; w =w;

M=Chuw* =Mewdw* =Mewedw.

6 Security proof

To prove the security of our scheme, two types of adversaries are considered[28].
These security requirements are described via some games between an adver-
sary (Aj or Arp) and a challenger C. Adversaries can be divided into two cases:
one is that the adversary A is a malicious user attacker. The adversary Ap
does not know the system master key s, but can replace the public key of any
user; the second type of adversary Ay is a malicious KGC attacker. This type
of attacker knows the master key s but cannot replace any public keys. In our
CLSC scheme, the adversaries may access the following oracles:

® Hpi. FID; is entered as an identifier, a public-key PK; matching FID;
will be returned.

® H,. FID, is entered as an identifier, a partial-private key S; will be returned.

® Hpepiace.Pk- FID; is entered as an identifier, a new public key PK] that
can be used will replace the original public key PK;.

® Hoy. FID; is entered as an identifier, a private-key SK; matching FID;
will be returned, when the public-key is not replaced.

® Hsignerypt- When there are a message M, identity of a sender FID 4, and
identity of a receiver FIDpg as input, An available signcryption § on M will
be returned.

® Hynsignerypt- When a signeryption 6, identity of a sender F1D 4, and iden-
tity of a receiver FIDpg are given, the message M will be restored, when
is available.

Ar can access all the above oracles, while A;r can access all of
them except HReplace.px and Hg, becuase Ap owns system-master-
key s, can forge partial-private key ~, A; and Aj; can suppose
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HI = {HPKa Hda HReplace.PKa HSK7 HSigncrypta HUnsigncrypt} and HII =
{HPKv HSK? HSigncrypta HUnsigncrypt }7 respectively.

We will prove this scheme from two aspects: confidentiality and unforge-
ability.

6.1 Confidentiality

This property is considered as the indistinguishability under chosen-ciphertext
attack(IND-CCA). In this section, the security proof will be proved through
some games between adversaries (AjorAjr) and a challenger C.

Game 1. the game interactions between an adversary A and a challenger
C are as follows:

e Setup. C enters a security parameter A\, a common parameter pp and « are
generated, « is kept as secret.

® Phase 1 Queries. A; sends bounded queries in polynomial time to the
oracles in the Hy, the C responses to these queries pass through these oracle
models.

¢ Challenge. Aj sends two equal length messages mg and m; to Challenger
C with FID? and FID?% as identifiers. C selects a bit v € {0, 1} randomly,
implements Signcrption(PP, M, FID*%, FID%}, SK%, PK}) then C sends §
to AI.

® Phase 2 Queries.A; send bounded queries in polynomial time to the oracle
Hj, the C responses to these queries pass through these oracle models.

® Guess. Aj outputs a guess of v is v*.

It is said that A; wins Game 1 if v* = ~ and the following conditions
established:

a. A can’t extract SK7, at any point.

b. Ap can’t extract S%, if A has replaced PK; with PK', before accepting the
challenge.

c. In Phase 2 queries,A; is unable to perform unsigncryption query on 6* under
FID’ or FID%, used to signeryption M, PK’ or PK} has been replaced
after the challenge was issued.

Game 2. The game interactions between an adversary A and a challenger C:
the challenge steps are the same as game 1.

® Setup. C enters a security parameter A\, a common parameter pp and « are
generated. C sends parameter pp and « to Apr.

® Phase 1 Queries. Aj; sends bounded queries in polynomial time to the
oracles in the Hyp, the C responses to these queries pass through these oracle
models.

® Challenge. Aj; sends two equal length messages my and m; to Challenger
C with FID? and FID% as identifiers. C selects a bit v € {0, 1} randomly,
implements Signeryption(PP,M,FID*,FID%5,SK?,PK5) then C sends
0 to AH.
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® Phase 2 Queries. Ay sends bounded queries in polynomial time to the
oracle Hyp, the C responses to these queries pass through these oracle models.
® Guess. A outputs a guess v of .

It is said that Aj; wins Game 2 if v* = v and the following conditions hold:

a. Apr can’t extract SK’; at any point. Because the secret value x; can’t be
obtained by Ay, adversary solves x; as ECDLP problem.

b. In Phase 2 queries, Ay is unable to perform an unsigncryption query on §*
under FID% or FID%.

If this probability Adv(A) = 2 % |Pr[A — 1/2]| is negligible, we say the scheme
is IND-CCA safe. We know that Aj can access to all of the oracles, while Ayr
can access to all of them except Hpepiace. P and Hy.

A1 sends bounded queries in polynomial time to the oracles in the H; make a
signcryption query Hgignerype but cannot win ¢ under FID% and FID%. even
if A; known key generation process Q% — R} = ujzi P, Q5 — Ry = upx3 P,
Y =uprpuiay P. Solving Y is still difficult, it is the CDH problem.

Arr sends bounded queries in polynomial time to the oracles in the Hiy
make an public-key query Hpg, but Hyr cannot obtain 7, thus cannot obtain
PK;. Solving z} is ECDLP problem.

Adv(A) the probability of winning game 1 and game 2 is negligible.

6.2 Unforgeability

This property is considered as the existential unforgeability against chosen
message attack(EUF-CMA). In this section, the security proof will be proved
through some games between adversaries (AjorAjr) and a challenger C.

Game 3. The game interactions between an adversary A and a challenger
C are as follows:

® Setup. C enters a security parameter A\, a common parameter pp and « are
generated, « is kept as secret.

® Phase 1 Queries. A; sends bounded queries in polynomial time to the
oracles in the Hy, the C responses to these queries pass through these oracle
models.

e Forgery. A forges the message M* and signeryption §* = (T, 7*, C*) from
the send V} to the receiver V3.

Ar wins Game 3 if Unsignerption(PP, FID*,FID%, PK?%,SK5,0) output
M* and the following conditions hold:

a. Ar can’t extract SK’} at any point.

b. Ar can’t extract SK} for any pseudonym FID;, if PK* has been replaced.
c. Aj cannot extract z%.

d. A; can’t make a signcryption query on M* under FID?% and FID%.

Game 4. The game interactions between an adversary A and a challenger C:
the challenge steps are the same as game 3.
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e Setup. C enters a security parameter A\, a common parameter pp and « are
generated. C sends parameter pp and « to Ajy.

® Queries. Aj; sends bounded queries in polynomial time to the oracles in
the Hyp, the C responses to these queries pass through these oracle models.

¢ Forgery. Ay creates a forged message m* or signcryption 6* = (T, 7%, C*)
from the send V} to the receiver V.

It is said that A wins Game 4 if the output of
Unsignerption(PP, FIDY ,FID%,, PK%,SK},d) is M* and the following
conditions hold:

a. Ap can’t extract SK7 at any point.
b. Ay can’t make a signcryption query on M* under FID¥ and FID} .

If A; or A;; winning game 3 and game 4 is neghglble(AdengM Ak) <
negl(k)), we say the scheme is EUF-CMA safe. Note that Ay has access to all of
the mentioned oracles, while A has access to all of them except Hpepiace. P
and Hy.

Ay executes public key replacement queries from Hpgepiqce. Pk, Can replace
the public key with PK/y = (Ra,Q"y), PKz = (Rp,Q's), signcryption queries
from Hgignerype and unsigneryption queries from Hypsigneryption, A1 random
selects t* € Z7, ©)y € Z;, xp € Z; computes T = t*P = (T, Ty), r* =
T, mod ¢, vy = Hs(FID%,m,h%, PK',,T), forged Qs = %P — h% Pyus,
Qp = x*BP — h; Ppup; to signerypt the message m*. Then forged signeryption
0* = (T*,7%,C*), Vi receives 0* and conducts feasibility verification:

T = t’;‘_l(vz + e Ot P = (v +r*a%)P = v*P +1r*(Q'y + M\ Poub);

V' = w3y (Qp — Rp) = uava(cpP — hpPyuy — Rp);

Y* =upap(Qy — RA) = UBxB(mAP P Ppub — RA)

Because Y* £ Y'; w* #w', som' = C* Qw* = m* ®w dw* # m*. A
challenge failure.

Apr cannot execute query partial-private key from Hy; thus, forged «y replace
x, select t' € Zy, forged 6 = (T*,7%,C*); T* =1'P; 7% = t'"Yva +7(Sa+
u’47y)) mod ¢; which P}, = vP; 'y = Ho(FIDy, P)); Vi get 0* then feasibility
verification.

T*T* = ('Y (v +r(Sa +u4v)))t'P mod g;

=@ +r(ra+has+uyy))P;

=v'P+ T(RA + hAPpub + u;‘PA);

for A cannot replace any public keys, thus Q4 # Ra + haPa; 7*T* #
VP+r(Qa+haPyup). We know if the equation does not hold, output INVALID,
Vp discard ciphertext.

Adv(A) the probability of winning game 3 and game 4 is negligible.

7 Performance evaluation

This section analyzes the present scheme from security, computational cost,
and communication cost. It is compared with other relevant schemes [30-35].
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Table 2 Run time of the different encryption operations.

Symbol  operation parameter Runtimec
Tem Elliptic curve point multiplication xz-P(PeG,ze€zy) 0.341ms
Tin Inverse mode t~1 mod q(t € 25,9 € z)  0.029ms
Tea Elliptic curve point plus P+QPeGQeq) 0.002ms
Typ Time required for the bilinear pairing e(S,T)(S € G1,T € G1)  4.669ms
Tpm Pairing multiplication operation T-P(T ez, Peq) 0.788ms
Tpa Pairing addition S+T(SecG,5eGy) 0.002ms
Trtp MapToPoint hash function H 10,1 - G4 0.145ms
Te Modular exponentiation g* mod n 1.915ms

These schemes selected for comparison are certificateless signcryption and can
be applied to the IoV.

The computational cost mainly depends on the amount of computation of
signcryption algorithm and verification calculation for decryption. It can be
measured by the number of execution times of statistical elliptic curve scalar
multiplication, elliptic curve scalar addition, bilinear pairing, and mapping to
point operation. The computational cost of XOR operation on Z; is small, so
that no comparison. The operation results are in table 2. The experimental
system environment:CPU:

Intel core i7-6700@3.40GHz; RAM:8GB;

OS:Ubuntul6.04;

Library: MIRACL, a public C+-+cryptographic library;

[https://github.com/miracl/MIRACL/archive/master.zip].

Communication cost is measured by the length of a single ciphertext. In the
bilinear pairing operation scheme, the length of |G1] is 1024 bits, the length of
|G2| is the same as |G1|. To provide the same level of security scheme, for the
scheme based on the elliptic curve, ¢ is the prime number, the length of |Z7|
is 160 bits. The additive cyclic group with ¢ order generation for point P on
a nonsingular elliptic curve is G, the length of |G| is 320 bits. Our scheme is
designed according to the certificateless signcryption model, relies on ECDSA,
and depends on the difficulty of pseudonym generation. This section will com-
pare and analyze the security of the algorithm with similar schemes. The
result is in table 3. The superiority of this scheme is illustrated by compar-
ing the calculation cost and communication cost of a single ciphertext, which
is statistically analyzed in table 4. Under the same operating environment,
our scheme costs 1.397ms, Kasyoka et al’s scheme[30] costs 1.705ms, Karati
et al’s scheme[31] based no pairing costs 2.424ms, Karati et al’s scheme[32]
based on bilinear pairing costs 18.913ms, He et al’s[33] costs 2.05ms and Seo
et al’s[35] costs 3.41ms. Compared with the other schemes [30-33] and [35].
Our scheme in this paper increases by 18.06%, 42.37%, 92.61%, 31.85% and
59.03% respectively.
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Table 3 safety comparison.

Scheme Confidentiality ~ Unforgeability = Forward security =~ Anonymous
[30] false true false false
[31] false false false false
[32] true false false false
[33] false true false true
[34] false true false false
[35] true true false false
Our-CLSC  true true true true

Table 4 performance comparison of different signcryption schemes.

Calculate cost Communication cost
Scheme
Signcryption Unsigneryption  Runtime  signcryptext  Length

[30] 2Tem 3Tem 1.705 31Z4] 480
[31] 3Tem + 2Tea + Tipn,  4Tem + 2Teq 2.424 21Z5| + |G| 640
[32] 3Te 2T + 2Ty, 18.913 4G1| +|Z7| 4256
[33] 3Tem 3Tem + 2Tea 2.05 3|G| + 25| 1120
[35] 3Tem TTem 3.41 3123 480
Our-CLSC  Tj, + Tem 2Teqa + 3Tem 1.397 2|75 + |G| 640

In the comparative analysis of communication cost, the length of a single
ciphertext is used as the unit of comparison. The length of the ciphertext in
our scheme is 640bits, which is slightly higher than Kasyoka et al’s[30] and
Seo et al’s[35], lower than Karati et al’s bilinear pairing scheme[32] and He et
al’s[33], the same as no pairing scheme of Karati et al.[31].

8 Security analysis

8.1 Forward security

If the system master key s was leaked, it is calculated due to the diffi-
culty of ECDLP, calculates r;, z; still difficult, (PK;, SK;) remains unknown.
Therefore, it is guaranteed that the past signcryption information will not be
disclosed, because of the randomness of r;, x;. When the system master key is
leaked, the new values will immediately replace for them. The key update is
realized, these actions further confirm the security of the communication[29].

8.2 Traceability

The ciphertext should contain relevant information about the identity of the
vehicle. In the scheme, the TA can calculate RID; = F; & Ho(sZ;) by using
the system master key s, which queries whether RID; is in the vehicle iden-
tity list. It seems that only the trusted authority TA can track the vehicle
according to this relevant information. In addition, the Internet of vehicles
requires an extremely high real-time nature, and the ciphertext contains times-
tamp information, which can also prevent replay attacks. Because ciphertext
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C=M®&w;w=Hy(FIDy,FIDg,Y), here we can use the pseudonym of the
vehicle FID; = (FID;;, FI1D,s,T;) making the ciphertext contains timestamp
information.

8.3 Anonymous

Pseudonyms are used in V2V and V2I communications to protect the true
identity of the vehicle. The pseudonym of the vehicle consists of three parts
FID; = (FID;,FID;,T;) where FID;; is generated by the false identity F;
of the vehicle FIDzl = F1®HO(K]§1E); Fz = RIDi@Ho(ZZPpub), FIDlg = Pj,
T; is the timestamp, to ensure the anonymity of the vehicle, it is necessary
to protect the identity information RID; of the vehicle when the pseudonym
information is disclosed. According to the irreversibility of a hash function
and the difficulty of ECDLP, the attacker cannot calculate z;, & and k; in
polynomial time, so he cannot obtain the RID; of the vehicle. In addition,
vehicles carry different pseudonyms in different RSU communication ranges
and different timestamps, that is, the vehicle pseudonym information changes
with position and time, which makes the generation process of a pseudonym
is the trapdoor one-way function.

9 Conclusion

In this paper, we constructed a reliable certificateless signcryption scheme
without bilinear, where a pseudonym mechanism was also designed to pro-
tect the privacy of vehicles. We use certificateless signcryption technology to
implement the scheme, which can secure vehicular communications with a
low computational overhead. Performance analysis demonstrates that our pro-
posed scheme reduces computational cost and communication cost compared
with other related schemes. Security proves and analysis shows that our pro-
posed scheme can avoid replacement public-key attacks, satisfy the security of
IND-CCA and EUF-CMA, and other security requirements including perfect
forward secrecy, anonymity, traceability, and resistance of replay attacks.
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