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Abstract

Despite much research and progress in the areas of cloud computing project, many
cloud computing projects have a very high failure rate when it comes to the banking
organizations. The aim of this study is to propose a new conceptual framework modelling
for cloud computing risk management in banking organizations. There are the main five
stages for a successful cloud computing framework in a banking organization as
described in Figure 1: Cloud mobility and cloud banking applications, cloud service
models, cloud deployment models, cloud risk management models, and cloud security
models. As a future work, we will apply the framework in the real banking world to
mitigate and control the security issues. A successful framework modelling for cloud
computing risk management will greatly improve the probability of cloud computing
success in banking organizations.

Keywords: Cloud Risk Management, Cloud Service Models, Cloud Deployment
Models, Cloud Security Models, Cloud Mobility, Cloud Banking Model

Introduction

Although much research and progress in the area of cloud computing project, many
cloud computing projects have a very high failure rate especially when it comes to the
banking area. The principles of risk management have been introduced in cloud
computing to help document, anticipate certain risks, and manage them to ensure job
executions are successful. Clouds are more complex environments with further concerns
like risk, trust, eco-efficiency, security [1]. Due to the involvement of cloud risk
management in monitoring the success of a software project, analyzing potential risks,
and making decisions about what to do about potential risks, the risk management is
considered the planned control of risk [2]. In addition, risk is an uncertainty that can have
a negative or positive effect on meeting project objectives [3]. Cloud computing contend
with computation, software, data access and storage services that may not need an end-
user knowledge of the physical location and the configuration of the system that is
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delivering the services [4]. Moreover, they focused on a mobile cloud computing
interaction system consisting of multiple mobile devices and the cloud computing
facilities [5]. The goal of cloud risk management is identification and recognition of risks
at an early stage and then actively changing the course of actions to mitigate and reduce
the cloud computing risk [6]. In the process of understanding the factors that contribute
to cloud computing success, risk management is becoming increasingly important. Today,
cloud computing risk management has become a common practice amongst leading
banking organization success. In the increasing effort to improve development processes
and security, recent studies have pointed out to an area of cloud computing risk. Risk
management helps project manager and team to make better decisions to mitigate cloud-
computing risks. Integrating models of cloud computing risk management are considered
a new phenomenon in banking organizations, where it requires cloud computing
managers and developers to be involved in a project from the concept phase until the
mitigating risk phase.This study present a new framework modelling risk management for
successful cloud computing in banking organizations. The aim of this study is to
propose a new conceptual framework modelling for cloud risk management in banking
organizations.

Related Work

The cloud computing bank with a somehow commcerial nature, the non-availability of
resources, such as liquidity risk, remains [7]. The banking service registers every member
of the cloud and stores their credit balance and all agreements they are participating [8].
Further, they proposed artifact model of the software risk management for mitigating
risks. Therefore, it has the five levels to mitigate risks through software project [9].
Banking services organizations have shown a significant interest in the adoption of
emerging cloud, mobile, social networks and green computing environments for
managing the needs of their complex business processes and systems [10]. The cloud
bank model is a resource management modeling based on economic principles. Its
function is very similar to commercial banks in deposit and loan business [11]. In
addition, it explained some of cloud security services such as cost benefits and the trusted
cloud platform as a service of reusability that improve the cloud security and information
technology capabilities [12].

New Conceptual Framework for Cloud Computing Risk Management
in Banking Organizations

Indeed, they introduced the conceptual framework for cloud security banking that
included components such as security, privacy, legal, compliance and regulatory issues of
banking [13]. Further, the cloud risk management components of framework like user
requirement self-assessment, cloud service provider’s desktop assessment, risk
assessment, third-party agencies review, and continuous monitoring. Further, through the
cloud risk management framework, the cloud service suppliers can better understand the
user’s requirements, and the trust between the users and the suppliers is more easily
acquired [14]. Indeed, they proposed the new cloud risk management approach to
improve the business process level goals that achieve successful for could computing
organization by managing, assessing, and mitigating cloud risks [15]. Electronic Data
Interchange (EDI) and e-payment systems have become increasingly popular due to the
widespread use of the internet-based shopping and banking [16]. Moreover, cloud risk
management framework is one of security assessment tool to mitigate of threats and
vulnerabilities and security issues [17]. In fact, there are many studies were interestingly
and describe risk management theoretically, but we need practical models to assess risk
and predict risk in software project [19]. On the other hand, they focused on architectural
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of software risk components that include deployment and operation in cloud computing
lifecycle [20]. According to previous studies, we have divided the framework modelling
of cloud banking environment into five stages and components as cloud mobility and
cloud banking applications, cloud service models, cloud deployment models, cloud risk
management models, and cloud security models as shown in Figure 1.
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Figure 1. New Conceptual Framework Modelling for Cloud Computing
Risk Management in Banking Organizations
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1.1 Cloud Mobility, Cloud Banking Applications, and Web Service API

Cloud mobility referred to the possibility of moving and taking place in different
locations and across multiple times using any type of portable devices such as smart
phones, personal digital assistants (PDAs) and wireless laptops. The current availability of
Internet and mobile technologies has led to the popularity of mobile application in
different aspects of modern life. Moreover, mobile application referred to the use of
portable devices equipped with the possibility of internet access, such as the use of smart
phones, laptops, PDAs and tablet PC technologies in any user needs [21]. The cloud
applications are more efficient in decision making process of various organizations but
there are several technical factors other than the management perspectives [8].
Furthermore, the banking service manages user and agreement information. The service
itself is composed of two associated context services each representing different instance
data [22]. Mobile banking (M-Banking) refers to any operation that is related to banking
services such as balance check, account transactions, payments. Currently, cloud based
M-Banking apps addresses many M-Banking apps issues such as processing speed and
storage capacity [21].

Users & Clients (Applications & Resources) as web browser,...,
mobility and Banking applications, Web service API (On demand
self-service, multitenancy, resource pooling, measured service, N
rapid elasticity ) biometric data \

I

| |
: Wireless Network (Data | S~
i Transfer & Exchange)

Wire Network (Data
Transfer & Exchange)

Figure 2. Cloud Mobility, Cloud Banking Applications, and Web Service
API

1.2 Cloud Service Models in Cloud Computing

Generally, cloud computing is the new promising technology that enables sharing
resources between different enterprises through the Internet in an on-demand manner.
Many enterprises are moving toward adopting cloud computing services to gain the
benefits of cost reduction of such services [23]. Cloud services are elastic—allowing them
to be highly configurable, adaptable and scalable —and require less up-front investment
and ongoing operating expenditure than traditional IT models. Based on their business
escalation it needs further adoption of modern cloud services if the existing cloud
provider fails to offer. Hence the users need interoperability and portability to ship their
assets from one cloud to another one [24]. Finally, all four forms of cloud computing can
provide computing “on demand” at one or more of four levels. The cloud service model is
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divided into four categories that are available from a cloud provider: Banking Process as a
service (BPaaS), Software as a Service (SaaS), Platform as a Service (PaaS), and
Infrastructure as a Service (IaaS) occurring at different rates as follows in Figure 3:

Banking Process as a Service (BPaaS) Retail, Cards Services, efc.

—

Software as a Service (SaaS) (Monitoring, Content, Collaboration,
Finance), Email, CRM, Virtual Desktop, Communication)

Platform as a Service (PaaS) (Execution Runtime, Database, Web
Server, Tools (Java), Libraries), Object Storage, Network, /

.

Infrastructure as a Service (IaaS) (Data, Middleware, Servers, Virtual
Machines, Runtime, Block Storage, Network ,0S, Storage, Processing)

- o~ = -

Figure 3. Cloud Service Models

1.2.1 Banking Process as a Service (BPaaS)

The financial establishments such as banks still believe the technology to be connected
with many business risks that are not yet solved. Such matters include privacy, security,
legal, compliance, and regulatory risks. Because of the lack of professionals and sufficient
security frameworks in the area, the matter is getting scaled up to become a severe
problem [13]. Therefore, Banking Process as a Service (BPaaS) offers a web-enabled,
externally provisioned service for managing business processes. These solutions differ
from application clouds by providing end-to-end process support, covering not just
software but also people processes such as contact centers [25]. Further, business aspect
represents organizations (e.g. banks) that may offer financial or banking services to their
customers through mobile banking (e.g. mobile payments). Mobile banking applications
can be supported by mobile computing or technology (e.g. 3G, mobile wallet, and mobile
payments) [10].

1.2.2 Software as a Service (SaaS)

Software as a service model offers the costumers with the needed software so that the
clients need neither to purchase new packages nor to deal with installation, updates,
maintenances, and other complexities. The customer makes payment as per use. SaaS
solutions are now available for many common business application functions including
email [26]. In software as a service model, consumer use hosted application through a
web browser. In addition, security and control are services that are the provider's
responsibility because the customer has minimal control or extensibility [15].

1.2.3 Platform as a Service (PaaS)

It is based on an environment that supports everything required to complete the
lifecycle of building web-based applications or providing cloud applications without the
complexity and cost of managing the underlying hardware and software [27]. This enables
developers to write and run applications on cloud for quick deployment (Ex: Google app
engine etc.) [28]. In the PaaS model, the consumer is allowed to write applications that
run on the service provider’s specific environment. Furthermore, PaaS environment
provides you with an infrastructure as well as complete operational and development
environments for the deployment of your applications [29].
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1.2.4 Infrastructure as a Service (IaaS)

IaaS provides all companies with mostly everything related to computing resources
including networks, servers, virtualization, and storage and data center space. This model
shares dedicated resources, such as: server, database storage and other peripherals, with
contracted clients at pay-and-use cost (Ex: AWS S3, EC2 efc.) [28]. In addition, the cloud
infrastructure is composed of two or more clouds (private, community, or public) that
remain unique entities but are bound together by standardized or proprietary technology
that enables data and application portability [30]. Currently, IaaS is the main cloud service
model. It deals with computers and all other resources like VM (Virtual Machines),
server, network and storage. Hence, computers can either be physical or virtual machines,
for Example Google compute engine, Amazon EC2, HP Cloud efc. Finally, now there is
no need to purchase the servers and data centers for application deployment [31].

1.3 Cloud Computing Deployment Models (Delivery Models)

Cloud computing is a model for providing and sourcing information technology
services on a “pay-per-use” basis through web-based tools and applications. Cloud
computing deployment models generally take one of four forms or a combination of these
forms: Private, public, hybrid and commugipi as shown in Figure 4:
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Figure 4 . Cloud Computing Deployment Models

1.3.1 Public Cloud

Public cloud is a type of cloud that is available to everyone; where it is operated and
owned by companies to provide quick access to computing resources for other
organizations or individuals. In addition, public cloud does not require users to purchase
any hardware, software or supporting infrastructure, in which all of these are provided and
managed by public cloud providers [4]. Therefore, the advantages of public include [29]:
Date availability and continuous uptime, technical expertise, on demand scalability, easy
and inexpensive setup, no wasted resources. The outlook on cloud computing services can
vary significantly among organizations, because of the inherentence of differences in
such things as their purpose, assets held, exposure to the public, threats faced, and
tolerance to risk [32].

1.3.2 Community Cloud

Community cloud is usually managed, governed and secured commonly by all the
participating organizations and individuals or it can be managed and controlled by a third
party service provider. Community cloud is a hybrid form of private cloud designed and
operated for a specific group [4]. A community cloud is a public cloud on a smaller scale.
It will serve several organizations that support a particular community of users. For
example a Linux community cloud would enable developers to share tools common to
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Linux development. Currently, the organization would not need to outlay the capital that
would otherwise be required to purchase a traditional software license and they would
only pay for the use of the software as it was used by the developers. The same risks are
associated with community cloud as with public cloud, so consideration of security and
privacy are important with community clouds [33].

1.3.3 Private Cloud

It is operated and owned by a single organization or company that concentrates on
controlling the mechanism of virtualizing resources and automating services those are
used and customized by various lines of business and constituent groups [4]. Private cloud
provides more resources control where it works as a self-service interface to control
common services, and supports IT staff to quickly deliver and provide on demand IT
resources [4]. In this model cloud owner does not share their resources with any other
organization. It is set up and maintained by an organization itself [27]. In addition, it is
more flexible and reliable to implement fine-grained access control mechanisms to protect
the privacy of banking data. In addition, a private cloud provides services to an
organization through an intranet [34].

1.3.4 Hybrid Cloud

Hybrid cloud uses both public and private cloud techniques, where it applies the
strategic ideas of the services of public cloud with the foundation of the private cloud.
Actually, the private cloud must be connected to the rest of company’s IT resources and
cannot be isolated from the public cloud [27]. In between these scenarios are hybrid
clouds where users complement internal IT resources upon demand with resources from
an external vendor [35]. On the other hand, Hybrid cloud is a composition of two, more
clouds or multi-clouds (community, private, public) [20]. The hybrid cloud infrastructure
is a composition of two or more clouds (private, community, or public) that remain
unique entities but are bound together by standardized [36]. Therefore, hybrid clouds
offer a greater flexibility to businesses while offering choice in terms of keeping control
and security.

1.4 Cloud Computing Risk Management

Historically, the risk is defined as the probability that the real variables and the results
may different from those originally measured either positive or the negative impact [37].
Risk of failure is defined as the possibility of suffering harm or loss, or exposure in
cloud computing lifecycle [38], [39]. Assessing and managing risk in systems that use
cloud services can be a challenge [40]. To the practical extent, the organization should
ensure that security controls are implemented correctly, operate as intended, and meet its
security requirements. Risk is an uncertainty that can have a negative or positive effect on
meeting project objectives [41]. Currently, risk management has become significant for
information systems mangers since organizations are spending more on IT projects and
becoming more technology-dependent [42]. Integrated framework risk management can
be identified as risks and mitigation strategies with the evolving cloud computing
paradigm that presents significant opportunities as well as uncertainty [30]. Further, risk
management has been proposed as a solution to preserve the quality and integrity of a
project by reducing cost escalation [43]. Hence, the success of risk management will
greatly improve the probability of software project success [3], [44]-[47]. Risk
management is an analytical system to measure risk taking of banks according to
predefined regulations. Liquidity management provides comprehensive reports on debts
and liquidity that are generated in this system [48]. There are different types of risks that
bank management need to protect against. For many banks, the main risk is credit risk but
there are many other risks that supervising authorities should notify banks about related
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criteria and require them to follow [48]. Today, cloud computing risk management has
become a common practice amongst leading banking organization’s success [49]. In the
increasing effort to improve development processes and security; recent studies have
pointed out to an area of cloud computing risk. There are elements of cloud risk
management models for success the project as shown in Figure 5 and Table 1:
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Figure 5. Cloud Risk Management Models
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Table 1. lllustrates the conceptual components of Cloud Risk

Management Models

Definition

Risk planning includes a set of functions that are identified as continuous
activities throughout the software project life cycle [76]. The main inputs to
the risk planning according to Taylor [96], are the project charter,
guidelines, the contract documents, work breakdown structure (WBS), and
network analysis.

Risk identification is the process of searching the environment, detecting
risks, recognizing their attributes, and estimating their consequences [50].
Techniques that are determined to do caring of the task involve checklists,
network analysis, decision trees, examination of decision drivers, cost
models, and performance models [51]. However, methods based on
qualitative techniques involve checklists of probability risks, questionnaires,
interviews and brainstorming, and reviews of plans might also be used.

Risk prioritization activity considers all aspects of all risk factors and then
prioritizes them [52]. One should categorize the software risk factors and
select the best strategies based on results analysis to reduce risks after risk
planning; identifying software risk factors and risk management techniques
have been carried out. The degree of risk depends on two properties: The
likelihood and impact on the software project if it works [53]. Risk
prioritization makes a ranked ordering of the software risk factors identified
and analyzed. Therefore, statistical techniques include risk-exposure
analysis, risk-reduction leverage analysis, discriminant analysis (DA), and
Delphi [54][55].

According to [56], software project in cloud computing always fail, in order
to minimize the impact of risks, risk analysis is required to be carried out.
Besides, risk analysis combines exposure and hazard data to analyze the
potential for the occurrence of unacceptable adverse effects under real
condition [57]. The techniques include performance models, cost models,
network analysis, statistical decision analysis, and quality-factor analysis
[55].

Risk evaluation requires a systematic research of random scenarios,
including failure rates for the component as well as for the behavior of
operator within an evolving environment [58]. Also risk evaluation—decides
on risk acceptance by evaluating the risks against an acceptance scale [59].
In addition, the purpose of risk evaluation is to determine the levels of the
identified information risks, thus managers can compare them, according to
the various levels of information risk, managers will carry out various risk
control strategies, and prevent risks from delaying the project [60].

The nature of the risks within cloud computing will manipulate which of
these strategies are suitable to mitigate risk. It is very important to
mitigation cloud risks by controls and avoid it [42]. There are four strategies
for responding to cloud risks: Mitigation, avoidance, transference,
elimination, and acceptance.

A risk mitigation plan aims to resolve risks as much as potential to reduce
the impact of a source of the risk [74].

Avoidance means taking alternative steps so that the risk likelihood is
reduced to zero when using a different types of process [76]. Furthermore,
avoidance strategies is applied, if a risk is not accepted and other lower risk
choices are available from various alternatives [64].

Phase
Cloud Risk
Planning
Cloud Risk
Identification
Cloud Risk
Prioritization
Cloud Risk
Analysis
Cloud Risk
Evaluation
Cloud Risk
Treatment (RT)
Cloud Risk
Mitigation
Cloud Risk
Avoidance
Cloud Risk

Risk transfer is complete in practice by co-operation teaming project.
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Phase

Definition

Transfer

Common examples of risk transfer is also occurred where the insurance is
the most practical way of planning for risks [65]. Transference strategies
include shifting the management risk to a third party or someone else [63].

Elimination Cloud
Risk

When the exposure is unacceptably high or when the cost of elimination is
not prohibitive, this is called as elimination of the risk. Usually, risk is
eliminated in the case of low cost to respond [62].

Cloud Risk | Reasons, impact and consequences of the risk occurrence or exposure are

Acceptance analyzed and understood if risks are accepted [76].

Cloud Risk | Controlling—steering the risk reduction is based on the actual effectiveness

Controlling (RC) of the control measures and the levels of risk, deciding on launching of the
contingency plans or closing a successfully mitigated risk [59]. Risk is not
always avoidable, but it is controllable on software development projects
[66]-[68]. Furthermore, risk control in software projects is usually based on
constructing a model through synchronization from many developers to
manage and prevent conflicts [69].

Cloud Risk | According to [65], neither software project managers nor organizations are

Communication & | careful enough to document and archive any lessons learned from the

Documentation previous project, so that the new future software projects can gain the

benefits. Every risk reports and lessons-learned have to be documented and
archived, hence software project manager can access software risk file

easily.

1.5 Cloud Security Models: Security and Cloud DB Management

Cloud security is a broad topic and can be any combination of policies, technologies,
and controls to protect data, infrastructure and services from possible attacks or achieving
business objectives. All security domains should work in an effective manner [27].
Computer and information security are concerned with ensuring the availability, integrity
and confidentiality of information. Each of these aspects covers an integral part of
security aspects of the infrastructure [20]. In cloud computing technology there is a set of
important policy issues, which include issues of privacy, security, anonymity,
telecommunications capacity, government surveillance, reliability, and liability, among
others [70]. Further, the primary choice of private cloud is due to its security and in-house
management [24]. Security problem is considered as one of the greatest challenges in
providing cloud computing service. It’s essential for success in cloud services business
[71]. Currently, cloud computing security is often an emphasis on the perceived cost and
performance benefits of public cloud computing, which tends to overshadow some of the
fundamental security and privacy concerns that the organizations and Federal agencies
have with cloud computing environments. Determining the security of conjoined complex
computer systems [36]. Cloud computing as a resource bank can face similar risks that
commercial banks are actually facing, especially liquidity risk or resources and services
unavailability [7]. Security issues which are related to the cloud services. Cloud
computing supports the distributed service oriented architecture as well as the multi-user
and multi-domain administrative system. Hence, that’s why cloud computing is more
susceptible to the security threats [31]. Security for mobile applications: Presently mobile
devices run security checks on devices itself, which costs in terms of computation and
power [72]. Security in cloud is a major challenge as many threats and risk are associated
with this computing model [73], [74]. When the sensitive data is stored in cloud the main
concerns are how it is secured, what are the rules and procedures to protect the data [73].
When customers when migrating to the cloud they trust the third party vendor who
ensures the requirements like confidentiality, authenticity and integrity of data. The
building blocks of cloud security are [73]: Confidentiality: The ability to access the
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protected data by the authorized users refers to confidentiality. Authentication:
Authentication refers to identify the credentials of the individual and verify whether they
are privileged users or not [23]. Integrity: During the data transmission capability to the
protect data from not being destroyed or manipulated by unauthorized persons refers to
integrity.

Cloud Banking Security Model

’rd Party Security (Providers) and Security
Policies (Management Policy,
Configuration, Monitoring, Auditing)

Application & Program Security

Data & Information Transmission
Security

Security Control (Access Control,
Identification, Advanced Authentication,

Authorization, etc.)

Security and Service Management (Trust)

Data Warehouse & Physical Infrastructure
Security (Governance, Compliance)

Figure 6 . Cloud Security Models

1.5.1 “rd Party Security (Providers), Security Policies

Indeed, cloud services are accessed and managed by clients via software interface and
insecure applications programming interfaces [31]. These, APIs have significant roles in
provisioning, monitoring, orchestration and management of the processes running in a
cloud computing environment [75]. Some of the security concerns include cyber-attacks
and illegitimate control over user accounts [75].

1.5.2 Application & Program Security

Cloud provider should follow a secure development process and also XML signature
and XML encryption method should be used to protect applications from XML attacks
and web service attacks [27].

1.5.3 Data & Information Transmission Security

Data transmission can be carried as transmission of personal and sensitive data to the
cloud server, the transmission of data from cloud server to the client computer. Client’s
personal and sensitive data may be stored on cloud servers that are not owned by
enterprise customers and are remote from the customers. Data stored in the cloud storage
resources may be very sensitive data and critical. A cloud security mode should protect
these data from loss on damage by providing secure storage servers [76]. Moreover, data
sensitivity and privacy of information have become increasingly an area of concern for
organizations and unauthorized access to information resources in the cloud is a major
concern [32].
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1.5.4 Security Control

Traditional access control models that are currently implemented in most cloud
solutions are not enough to ensure the security of these environments especially when it is
necessary to have a greater flexibility to enable efficient information sharing in critical
situations [77]. Authentication is the act of confirming the truth of an attribute of a datum
or entity [31]. Information flow control is used to control the information flow from or to
cloud becomes very important issue as well, because it's very important to secure the
confidentiality of the information that flows from the cloud to the local users.

1.5.5 Security and Service Management

Cloud session management in cloud services are typically hosted on more than one
server for increasing the availability. Client requests to the services often lands in
different servers, which is controlled by the load balancer component in the cloud, which
routes request to different servers based on server load, round robin algorithm, efc.
Management computing resources available on demand Lower cost of new IT
infrastructure Payment of use as needed [78]. Furthermore, cloud applications are totally
dependent on the ability of cloud users to successfully and securely authenticate
themselves for authorized access in a cloud context [36].

1.5.6 Data Warehouse & Physical Infrastructure Security (governance,
compliance)

The most prominent issue is the security due to the growing popularity of cloud
computing, the security become very important and critical issue. Security is one of the
biggest concerns in the cloud, particularly in the case of managing private and
confidential data like customer information or credit card information. Compliance in the
cloud may also become an issue that may require deploying a private cloud if you do have
to secure private data [79]. Therefore, cloud computing moves its application and
databases through data centers, while management of data and services are an important
security challenges, which have not been fully understood [76]. Regulatory Compliance:
By storing data in the cloud, users hand it over to a provider that may have data centres in
different geographical locations, countries or even continents. However, organizations
that work with sensitive data, such as health records, require complete control over the
physical storage location and data access. As a result, storing sensitive data in the cloud
complicates adherence to regulatory compliance laws, since such data may fall under
different regulations depending on where it is physically stored [80]. Governance is a set
of activities that are conducted to execute strategy, proper implementation of policies and
procedures, relation between policies, assessing policies in practice, assessing and
updating policies and providing frameworks to observe regulations in an organization
[48].

Conclusions

The concern of this study is a framework modelling for cloud computing risk
management in banking organizations. Indeed, we have proposed the new conceptual
framework modelling for cloud computing risk management that includes five stages:
Firstly: Cloud mobility and cloud banking applications; the second model: Cloud service
models includes banking process as service (BPaaS), software as a service (SaaS),
platform as a service (PaaS), infrastructure as a service (IaaS); the third model: Cloud
deployment models like public cloud, community cloud, private cloud, hybrid cloud ; the
fourth model: Cloud risk management models such as cloud risk planning, cloud risk
identification, cloud risk prioritization, cloud risk analysis, cloud risk evaluation, cloud
risk treatment, cloud risk controlling and monitoring, cloud risk communication and
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documentation; finally, cloud security models include °rd party security (providers),
security policies (management policy, configuration, monitoring, auditing) and privacy,
application & program security, data & information transmission security, security
control, security and service management (Trust), data warehouse & physical
infrastructure security (governance, compliance). As a future work, we will apply the
framework modelling for cloud risk management on a real world bank to mitigate and
control the security issues by using artificial neural network algorithms and optimal
techniques. Furthermore, successful framework modelling for cloud computing risk
management will greatly improve the probability of cloud computing success in banking
organizations.
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