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Abstract: With the continuous development and popularization of the Internet, there has been
an increasing number of network security problems appearing. Among them, the rapid growth
in the number of malware and the emergence of variants have seriously affected the security of
the Internet. Traditional malware detection methods require heavy feature engineering, which
seriously affects the efficiency of detection. Existing deep-learning-based malware detection methods
have problems such as poor generalization ability and long training time. Therefore, we propose a
malware classification method based on transfer learning for multi-channel image vision features
and ResNet convolutional neural networks. Firstly, the features of malware samples are extracted
and converted into grayscale images of three different types. Then, the grayscale image sizes are
processed using the bilinear interpolation algorithm to make them uniform in size. Finally, the three
grayscale images are synthesized into three-dimensional RGB images, and the RGB images processed
using data enhancement are used for training and classification. For the classification model, we
used the previous ImageNet dataset (>10 million) and trained all the parameters of ResNet after
loading the weights. For the evaluations, an experiment was conducted using the Microsoft BIG
benchmark dataset. The experimental results showed that the accuracy on the Microsoft dataset
reached 99.99%. We found that our proposed method can better extract the texture features of
malware, effectively improve the accuracy and detection efficiency, and outperform the compared
models on all performance metrics.

Keywords: network security; deep learning; transfer learning; convolutional neural networks;
malware classification

1. Introduction

Currently, with the rapid development of Internet technology, people enjoy the con-
venience brought by the Internet, but this also brings network security risks. In 1981, the
first computer virus known to be widely spread (ELK Cloner) was born. ELK Cloner was
not destructive at the time, but was designed as a good-natured joke. However, with over
time, the number of malware has been increasing every year, and many variants have been
created. At the same time, the harmfulness of malware is also increasing. Malware can
be installed and run on computers or terminal devices without the consent of users, thus
harming the legitimate rights and interests of users.

According to the China Internet Network Security Monitoring Data Analysis Re-
port, in the first half of 2021, the number of malicious program samples captured was
about 23.07 million, and the daily average number of transmissions reached more than
5.82 million, involving about 208,000 malicious program families, and more than 866,000
new mobile Internet malicious programs were found through independent capture and
vendor exchange. The number of hosts infected with computer malicious programs in
China was about 4.46 million, up 46.8% year-on-year. There are many ways for malware to
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invade or spread. Attackers can take advantage of vulnerabilities in web services, browsers,
and operating systems or use social engineering technology to allow end users run mali-
cious code to spread malicious software. In addition, attackers also use some obfuscation
technologies, such as code integration, dead-code insertion, subroutine reordering, instruc-
tion substitution, and code transposition, to circumvent the detection by traditional defense
means (such as firewalls, anti-virus software, and gateways) [1]. Moreover, this affects
manual analysis to some extent. Therefore, how to detect and classify malware quickly and
accurately is a research hotspot in the field of network security.

Malware detection technologies are generally divided into two categories: static [2–5]
and dynamic [6–9] analysis methods. The static analysis methods do not require actual
running of malware samples and focus on code analysis, for example analyzing the struc-
ture and syntax of malicious binary files and performing classification detection according
to family characteristics. Dynamic analysis methods can reveal the behavior of malware,
which is not affected by obfuscation technology and can detect unknown malware samples.
However, this is very time-consuming, and the operation steps are very cumbersome.
Although the above problems can be solved by using static analysis methods, they rely
on efficient anti-virus engines and comprehensive virus databases, resulting in the lower
accuracy of sample detection.

In order to compensate for the shortcomings of static analysis methods, relevant
personnel began to investigate the malware detection and classification methods based on
visualization [10,11] and have achieved good performance. Despite the increasing number
and variety of malware, the core of the binary or assembly code of malware in the same
family has similarities. After visualization, the essential characteristics of image texture
and structure will not be changed, which can effectively combat the problem of malware
confusion. Machine-learning-based visualization techniques [12,13] are simple to operate,
short in consumption time, and less dependent on data. However, they are vulnerable
to the impact of feature engineering and have difficulty dealing with large volumes of
malware. Although significant numbers of malware samples can be identified daily, it is
still very difficult to detect and classify malware solely by relying on manual work.

In recent years, deep learning [14–17] has developed rapidly in detecting malware
samples, avoiding the complexity of the manually extraction of features in traditional
machine learning. At the same time, it reduces the impact on the accuracy of malware de-
tection caused by analysts’ lack of experience and ability and can effectively resist malware
attacks. Therefore, some researchers began to combine deep learning with visualization
technologies [18–23] to classify and detect malware, providing a new way to detect and
classify malware. Currently, most malware visualization methods convert the information
in binary files into grayscale images. Then, the similarity between the texture features or
other malware features is observed to determine if it is the same family. Finally, deep learn-
ing methods are combined to improve malware detection accuracy. However, visualization
techniques based on currently available deep neural networks still face many challenges.
For example, the convolutional neural network model used is too simple, with insufficient
generalization ability, and cannot effectively extract important information contained in
malware. At the same time, the extracted malware features are single and only focus on one
aspect of the malware features, which affects the accuracy of classification and detection.
The generated image generally needs to be uniform in size, which easily causes information
loss in the process of processing and contains obvious noise features.

To solve the above problems, this paper proposes a malicious software detection and
classification method based on depth learning of multi-channel RGB images. This method
transforms malware into a three-channel image, combines the depth convolution neural
network model with transfer learning, integrates bilinear interpolation, multi-channel
feature extraction, data enhancement, and other technologies, and improves the efficiency
and accuracy of classification detection based on effectively retaining malware sample
information. The main contributions of this paper are summarized as follows:
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• A new method of malware visualization is proposed, which transforms the extracted
malware binary file information into three different grayscale images and fuses them
into three-channel RGB images. We can analyze malware from a multi-dimensional
perspective and effectively retain relevant information in the malware binary file.

• We propose a new framework for malware classification using convolutional neural
networks. We combined the ResNet34 convolutional neural network model with
the model trained on the ImageNet dataset for transfer learning and compared the
performance with other ResNet network models. This method does not require reverse
analysis and can achieve a good training effect in a short time, effectively improve the
accuracy of malware classification, and enhance the model’s generalization ability.

• Compared with the sample images’ interception or filling method, this paper used
image interpolation algorithms to deal with the size of grayscale images and compared
and analyzed the performance of different interpolation algorithms. Without loss of
image information, it can effectively avoid the loss of feature information.

• The RGB images generated were processed by using the contrast limited adaptive
histogram equalization (CLAHE) data enhancement method, which can better deal
with the problem of data imbalance. At the same time, it can effectively limit noise
amplification, expand the local contrast, and display more details of the smooth areas.

The rest of the study is organized as follows: Section 2 introduces the traditional mal-
ware detection methods and related research on using visualization techniques to classify
malware. Section 3 introduces in detail the visual characteristics of multi-channel RGB
images based on transfer learning and the new framework of the malware classification
method based on the ResNet convolutional neural network. Section 4 gives the experimen-
tal results and makes a comparative analysis of the experimental data. Finally, Section 5
summarizes the study and provides some ideas and suggestions.

2. Related Work

The wide spreading of malware constitutes a serious threat. Effective classification
and detection of malware are a key focus of current research. Generally, static or dynamic
analysis methods are used to extract malware features, and relevant algorithms are used to
classify the extracted features into families. In recent years, more and more researchers have
begun to use visual methods to process malware samples and combine machine learning
or deep learning to classify and detect malware samples. Therefore, this section will mainly
review the following three related technologies: methods based on static features, methods
based on dynamic features, and feature methods based on visualization technology.

2.1. Methods Based on Static Features

The static analysis method does not require the actual execution of malware samples
and has the advantages of a simple operation and low time complexity. Ding et al. [24]
proposed a method based on control flow to represent malware binary files as operation
code streams. First, the control flow graph is generated, and all possible execution paths are
obtained by traversing the graph. Then, the n-gram method is used to extract data features,
and the feature based on opcodes is selected by information gain and document frequency.
Finally, three classifiers, KNN, C4.5, and SVM, were trained to classify and detect malware
samples. Shalaginov et al. [25] first extracted and analyzed various static features of 32-bit
Windows malware binary files. Then, different machine learning technologies were used
for the classification. The final experimental results showed that C4.5 and KNN had better
performance effects, while naive Bayes had the worst classification effect.

Gibert et al. [26] proposed a baseline system based on the deep learning method, which
is composed of manual design and is end-to-end, including API components, mnemonic
components, byte components, and feature fusion and classification components. The
malware detection and classification tasks are addressed by extracting features using
static analysis methods on the Microsoft malware dataset and combine different types of
features to find the relationship between different modalities. Wu et al. [27] proposed a
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new malware classification method based on the graph and graph-embedded network
function, which combines structural information and semantic information to generate
feature vectors of binary files for malware analysis. Combining static analysis methods and
deep learning, Kakisim et al. [28] proposed a sequential-opcode-embedding-based malware
classification method. Each malware is represented as an opcode subgraph structure, and
the random walk method and word embedding technology are used to automatically learn
the opcodes.

2.2. Methods Based on Dynamic Features

Dynamic analysis methods generally execute malware samples in a virtual environ-
ment, which can trace the actual running path of the malware and is not affected by
obfuscation technology. Bonfante et al. [29] constructed an efficient signature matching
engine based on tree automation technology, combined syntax, semantic analysis, and a
combined control flow graph to classify malware samples. Compared with the strategy
proposed by Christodorescu et al. [30] and Bruschi et al. [31], this experiment paid more
attention to the efficiency of the optimization algorithm. The experimental dataset selected
10,156 malware samples and 2653 benign programs. The experimental results showed that
a false positive rate of 0.1% was achieved by using a fully automated method to extract
the signatures. Lin et al. [32] proposed a malware classification method based on a virtual
time controller. By accelerating sandboxes and using virtual time control mechanisms and
information measurement methods, we can more efficiently observe the dynamic behavior
of target software in the virtual environment and detect malware.

Sun et al. [33] proposed a malware classification method based on a classification
behavior graph. They executed malware samples in the cuckoo sandbox, studied the
behavior pattern of the malware using the analysis report of the JSON files, and extracted
API calls from the JSON files. Next, they constructed a behavior graph based on the
extracted API information to classify the malware. Amer et al. [34] built a multi-perspective
malware detection model by calling API sequences to inherit statistics, context, and image
mining functions. Li et al. [35] designed a novel graphical neural network model, which
also uses API call sequences. Composed of API feature engineering and API call graph
learning, the dynamic malware analysis framework can effectively solve the malware
detection and malware type classification problems.

2.3. Methods Based on Visualization Techniques’ Features

The visualization of malware can observe its texture characteristics more intuitively
and can reduce the impact of obfuscation technology. Therefore, more and more related
research based on visualization technology has emerged. In recent years, the combi-
nation of machine learning and visualization technology has gradually begun to rise.
Nataraj et al. [36] proposed for the first time applying visual methods to detect malware
samples and use machine learning methods for classification. First, the malware binary
sequence is read. Then, it is cut into 8-bit subsequences and converted to 0–255 pixel
intervals through a decimal system. Finally, according to the file size, the image width is
fixed, and the gray image is generated. The core of the malicious binary file is represented
in the image features. Liu et al. [37] proposed a visual detection method for malware based
on machine learning. First, the malware is transformed into a feature image. Then, the size
is unified by scaling technology, and the AE and AT technologies are combined. Finally, the
machine learning method is used to detect the image samples.

In order to overcome the deficiencies of machine learning, such as being vulnerable to
feature engineering, it is suitable to train small sample datasets. At present, visualization
technology based on deep learning has become popular. Ni et al. [38] used the SimHash
technology to convert malware binary files into grayscale images and then identified their
families through convolutional neural networks. The experimental results showed that the
accuracy rate on the Microsoft malware dataset was as high as 99.26%, and a new sample
can be recognized on average in 1.41 s. Zhao et al. [39] proposed a malware classification
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method based on visualization and feature fusion. By extracting bytes and operation codes
from the Microsoft dataset, they combined global structure information with local semantic
information and used convolutional neural networks to classify and detect the generated
images. Conti et al. [40] extracted three different features from malware binary files to
generate images (grayscale images, Markov images, and entropy images) and fused them
into three-channel GEM images. Experiments were conducted using two different small
sample learning architectures, the convolutional Siamese neural network (CSNN) and
shallow few-shot (Shallow-FS). The experimental results showed that the CSNN is suitable
for scarce data; otherwise, Shallow-FS is better.

In order to speed up the model training and improve the performance of classification
detection, researchers have introduced the method of transfer learning. Vasan et al. [41]
transformed malware binary files into color images and used data enhancement methods to
process unbalanced datasets in the fine-tuning process. The parameters of the pre-trained
model on the ImageNet dataset were applied to the ResNet network model to classify and
detect the generated images. Chaganti et al. [42] proposed an EfficientNetB1 network based
on transfer learning to classify byte-level images of malware. Three different methods for
image representation of malware were studied, and the optimal image representation of
malware with a fixed image width was studied in more detail. Although good results were
achieved, the different types of grayscale images generated were not fused.

3. Methodology

To improve the accuracy of malware classification, we propose a malware classifica-
tion method using multi-channel image visual characteristics and a convolutional neural
network, which is based on transfer learning. It includes three components: feature ex-
traction, the generation of multi-channel images, and the construction of convolutional
neural networks for classification and detection. The framework of our method is shown
in Figure 1. Firstly, the malware binary files are converted into three different grayscale
images, and the grayscale images are zoomed in and out using a bilinear interpolation
algorithm to unify the size. Then, they are fused into three-dimensional RGB images as
feature images, and the CLAHE algorithm is used to enhance the synthesized feature image.
Finally, the transfer learning method is combined with the improved convolutional neural
network to classify and detect malware samples.

Figure 1. The proposed program framework.
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3.1. Image Representation of Malware

Generally, the color depth of the points in a black-and-white image is called grayscale,
and the range is 0–255 (0 represents black; 255 represents white). Therefore, black and
white images are also grayscale images. To generate feature images, it is necessary to
convert the information in the malware file. In this paper, we propose three conversion
methods to generate grayscale images. ASCII images are generated using asm files, and
hexadecimal and entropy images use byte files. This is demonstrated using four malware
samples, generating different grayscale images, as shown in Figure 2, where each rectangle
(image) in Ramint (a), Remmit (b), and Remmit (c) has a one-to-one correspondence; they
are generated by the same malware using three different methods.

3.1.1. ASCII Images

The original byte in the malware binary file can be converted into an 8-bit gray pixel.
The byte sequence is segmented by a fixed width and converted into a two-dimensional gray
matrix. Firstly, we converted the byte sequence into consecutive ASCII visible characters.
Then, the width of the fixed generated image was 256 pixels, so the first 256 bytes in the
binary file were taken as the first row of pixels, and the bytes between 257 and 512 were
taken as the second row of pixels, and so on. When the byte sequence of the last line was
less than 256 bytes, 0 × 00 was used for filling. Finally, the height of the generated ASCII
image depends on the size of the malware sample file. Figure 2a shows the generated
malware ASCII image.

3.1.2. Hexadecimal Images

We converted the hexadecimal value in the malware binary file into a grayscale pixel
value (in the range 0–255) for every 8 bits, and the output image was saved in PNG format.
In this paper, different sizes of intervals were divided according to the sample size of the
dataset used, and the results are shown in Table 1. For example, when the size of the
malware sample file was less than 10 KB, the image’s width was set to 64 pixels, and the
height was set according to the sample file size. When the last line was less than the length
of the set width, it was filled with 0× 00. The generated hexadecimal image of the malware
is shown in Figure 2b.

Table 1. Image width for various file sizes.

File Size Image Pixel File Size Image Pixel

<10 KB 32 100 KB∼200 KB 384
10 KB∼30 KB 64 200 KB∼500 KB 612
30 KB∼60 KB 128 500 KB∼1000 KB 864

60 KB∼100 KB 256 >1000 KB 1024

3.1.3. Entropy Images

By calculating the entropy of the malware sample file to generate grayscale images,
the entropy can represent the confusion degree of the byte values in the sample file. It
can reflect the similarity of the sample file. By observing the generated pixel values, we
found that the entropy values had a small change range. This may be the reason why we
magnified entropy values. We refer to the way Fu et al. [43] generated the entropy images.
The entropy is calculated as shown in Equation (1):

Entropy = (−
255

∑
l=0

P(ci) log2 P(ci))×
255

8
(1)

where P(ci) represents the probability of the occurrence of byte value i. When the byte
values in the intercepted byte sequence are the same, the entropy value is 0; otherwise, the
entropy value is 8. To facilitate the observation of the generated entropy images, we scaled
the entropy values from 0 to 255. Figure 2c shows the generated malware entropy image.
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Figure 2. Generated grayscale images of malware using three different methods.

3.2. Interpolation Algorithms

When converting malware binary files to grayscale images, the size of the generated
image specifications is not uniform. Therefore, we needed to standardize the generated
grayscale images. To avoid the loss of information and retain the features of the sample
file to the greatest extent, we used interpolation algorithms to scale the grayscale images.
In the following, we will briefly introduce the nearest neighbor interpolation algorithm,
bilinear interpolation algorithm, and bicubic interpolation algorithm. In the Section 4, we
will compare and analyze the three interpolation algorithms through experiments and
select the best interpolation algorithm to process the ASCII image, hexadecimal image, and
entropy image so that they are unified into 256× 256 sizes. The grayscale images processed
by different interpolation algorithms are shown in Figure 3.

Figure 3. Grayscale images processed by different interpolation algorithms.
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3.2.1. Nearest Neighbor Interpolation Algorithm

The nearest neighbor interpolation algorithm is simple in operation and requires less
computation. Generally, the gray value of the pixel closest to the location of the sampling
point to be measured is selected as the gray value of the sampling point. The generated
image is shown in Figure 3a. Let point A(x, y) be the sampling point to be measured and
(x0,y0), (x0, y1), (x1, y0), and (x1, y1) be the pixel coordinate points of the original image.
Because the (x0, y1) coordinate point is closest to the sampling point to be measured, so the
interpolation result is A = f (x, y) = f (x0, y1). Although the nearest neighbor interpolation
algorithm is very fast, the effect is not good and will produce obvious sawtooth and
mosaic phenomena.

3.2.2. Bilinear Interpolation Algorithm

The bilinear interpolation algorithm can overcome the defects of the nearest neighbor
interpolation algorithm; the effect is better, but the operation speed is slightly slower.
Calculate the linear interpolation of two variables, B and C, respectively, in the x direction.
Then, conduct the linear interpolation in the y direction and obtain the sampling point
to be measured through four adjacent points. Its core idea is linear interpolation in two
directions, and the generated image is shown in Figure 3b. The linear interpolation formula
in the x-direction is:

f (B) ≈ x1 − x
x1 − x0

f (x0, y0) +
x− x0

x1 − x0
f (x1, y0) (2)

f (C) ≈ x1 − x
x1 − x0

f (x0, y1) +
x− x0

x1 − x0
f (x1, y1) (3)

The linear interpolation formula in the y-direction is:

f (x, y) ≈ y1 − y
y1 − y0

f (B) +
y− y0

y1 − y0
f (C) (4)

Finally, the interpolation result f (x, y) obtained by using the bilinear interpolation
algorithm is obtained:

f (x, y) ≈ (x1 − x)(y1 − y)
(x1 − x0)(y1 − y0)

f (x0, y0) +
(x− x0)(y1 − y)
(x1 − x0)(y1 − y0)

f (x1, y0)

+
(x1 − x)(y− y0)

(x1 − x0)(y1 − y0)
f (x0, y1) +

(x− x0)(y− y0)

(x1 − x0)(y1 − y0)
f (x1, y1)

(5)

3.2.3. Bicubic Interpolation Algorithm

The bicubic interpolation, also known as cubic convolution interpolation, is the most-
complex algorithm, with a large amount of computation and a long running time. However,
it can produce smoother edges and achieve good results. The algorithm uses the gray
values of sixteen points around the sampling point to perform the cubic interpolation,
which considers the influence of the four adjacent points’ gray values and the influence
of the change rate of the gray values. The generated image is shown in Figure 3c, and the
formula for calculating the pixel value f (x, y) is as follows:

f (x, y) =
3

∑
i=0

3

∑
j=0

f (xi, yj)W(x− xi)W(y− yj) (6)

W(x) =


(a + 2) | x |3 −(a + 3) | x |3 +1, | x |≤ 1

a | x |3 −5a | x |2 +8a | x | −4a, 1 <| x |< 2

0. other

(7)
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where W(x) is used to calculate the pixel point’s weight and the weight’s value is related
to the distance between the pixel points.

3.3. Contrast Limited Adaptive Histogram Equalization

Through the linear interpolation algorithm, the grayscale images generated by three
different methods were zoomed in and out to generate 256 × 256 size images. In the next
step, we performed the fusion operation. The ASCII images were used as the first channel,
the entropy images as the second channel, and the hexadecimal images as the third channel
to form three-dimensional RGB images. Then, the CLAHE algorithm was used to enhance
the generated RGB image. At first, the image was partitioned into sub-regions of equal
size, and the histogram of each block was calculated. Then, define a threshold β, and if
the histogram of a block exceeds the defined threshold, the histogram is trimmed from
the top, and the portion exceeding the threshold is evenly distributed to each gray level
until equalization is achieved. Finally, the center point of each sub-region was used as the
reference point to obtain the gray value, which was then the interpolation algorithm used
to process it to obtain the enhanced image. The CLAHE algorithm is an improvement of the
adaptive histogram equalization algorithm, which can enhance the image’s contrast while
suppressing noise. The three-channel RGB images processed using the CLAHE algorithm
are shown in Figure 4, and the formula for the threshold β is shown below:

β =
P
Q
(1 +

α

100
(ymax − 1)) (8)

where P denotes the number of pixels in different blocks and Q is the gray levels; α
represents the truncation factor, ranging from 0 to 100; ymax represents the maximum
allowed slope, which determines the amplitude of contrast enhancement.

Figure 4. Images before and after processing with the data enhancement method.

3.4. Transfer Learning

Training a new convolutional neural network may require iterating dozens of epochs
to achieve good training accuracy. At the same time, if the convolutional neural network
is very complex, the number of parameters is very large and the dataset is very small, it
will not be sufficient to train the whole network. Thus, overfitting can occur and affect the
accuracy of classification detection. Therefore, we used the transfer learning method to
solve the above problems. The use of transfer learning can quickly train an ideal result in a
short time, and it is suitable for small datasets. Using the pre-trained model parameters on
the ImageNet dataset, we applied them to our convolutional neural network model. This is
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equivalent to taking the model developed for Task A as the initial point and reusing the
relevant parameters of Task A in the model developed for Task B.

At present, there are three common transfer learning methods: training all parameters
after loading weights, only training the last several layers of parameters after loading
weights, and adding a fully connected layer based on the original network model after load-
ing weights and training only the last fully connected layer. This paper adopted the method
of training all parameters after loading weights, and the classification and detection results
were better than the other two methods. First, all the pre-trained model parameters were
loaded into the ResNet34 convolutional neural network. Then, the network parameters
of all layers in the ResNet34 convolutional neural network were trained according to the
dataset used. Finally, we modified the number of nodes in the last fully connected layer.

3.5. Convolution Neural Network Classification

Theoretically, the deeper the layers of the neural network are, the more complex the
model structure is, the more comprehensive the features extracted will be, and the better
the effect will be. However, the effect is not good in practical applications. At the same
time, the problem of gradient disappearance or gradient explosion becomes more serious
when the convolutional neural network is stacked to a certain depth. Therefore, we used
the ResNet convolutional neural network to classify malware images to prevent the above
problems and obtain better classification and detection results. ResNet was first proposed
by Microsoft Lab and was the champion of the ImageNet competition in 2015. The network
proposes a residual network structure and builds an ultra-deep network structure (over
1000 layers). At the same time, it uses batch normalization to speed up the training (discard
the dropout). Compared with other convolutional neural networks, ResNet can greatly
improve the system’s robustness and significantly improve the effect of classification
detection. Figure 5 shows the proposed convolutional neural network architecture.

Figure 5. Proposed neural network architecture.

We took a multi-channel RGB image of size 256 × 256 as the input and the improved
ResNet34 convolution neural network model was used for classification detection. First,
input the image into a 7 × 7 convolutional layer with the size of the convolutional kernel,
then through four convolution groups, including 16 residual network structures (3 dotted
line residual network structures and 13 solid line residual network structures). Then, the
downsampling of the first convolution group is realized by a maximum pooling layer
with a 3 × 3 convolution core size. The remaining convolution group’s downsampling
is realized by the residual blocks adjacent to the previous convolution group. Finally,
we output through the average pooling layer and the fully connected layer and used the
softmax function to convert our output into a probability distribution. In the training phase,
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the convolutional neural network model was trained using the cross-entropy loss function,
and the model parameters were learned using the ADAM optimizer. The formula of the
cross-entropy loss function is as follows:

CrossEntropyLoss = −
N

∑
i−1

p(xi) log p(xi) + (1− p(xi)) log(1− p(xi)) (9)

where N is the number of categories, p(xi) represents the true distribution of the samples,
and q(xi) denotes the distribution predicted by the model.

Compared with the ResNet34 convolutional neural network model, we set the steps
of the first and second convolutional layers of the dashed residual network structure to
1 and 2, respectively. The GELU activation function was used, and the model parameters
trained on ImageNet were used for the transfer training. Therefore, this can accelerate
the training speed and enhance the model’s generalization ability. At the same time, the
classification speed was significantly improved, and the accuracy would be better.

4. Experimental Evaluation
4.1. Dataset Statistics and Preprocessing

We evaluated the experiment using a publicly available Microsoft dataset, which was
made public in 2015, with a size of nearly 0.5 TB. Each malware file has an identifier, a hash
value, and a class label. Each of the raw data has a hexadecimal representation of the binary
content. The title is not included to ensure sterility. The dataset has two different types
of data: one is byte format, and the other is asm format. As the dataset has already been
processed, it can be used directly. We converted the bytes in the binary file sample into
images. The dataset contains 10,868 malware samples from nine families. The distribution
of malware samples in the Microsoft dataset is shown in Table 2.

Table 2. Number of samples for each malware family in the Microsoft dataset.

Class ID Family Samples Percentage

1 Ramnit 1541 0.1418
2 Lollipop 2478 0.2280
3 Kelihos_Ver3 2942 0.2707
4 Vundo 475 0.0437
5 Simda 42 0.0039
6 Tracur 751 0.0691
7 Kelihos_Ver1 398 0.0366
8 Obfuscator.ACY 1228 0.1130
9 Gatak 1013 0.0932

We used the Python programming language to implement various programs in the
experiment, using the Python library to call functions and using Keras 2.10.0 and Pytorch
1.12.1 as the backend. The hardware environment included: processor: Intel i7-12500H,
12 cores, 16 threads, single display: GTX3060, video memory: 4G. We divided the dataset
as follows: 90% for training and 10% for testing. The experimental parameters were set as
follows: the learning rate was set to 1× 10−4, the batch size to 64, and the training period
to 10.

4.2. Evaluation Indicators

First, we needed to understand the concepts of true positives (TPs), true negatives
(TNs), false positives (FPs) and false negatives (FNs). A TP a predicted malware sample
that is also a malware sample in fact. An FP is a predicted malware sample, but it is a
benign software sample. An FN is a predicted benign software sample, but is actually a
malware sample. A TN is a predicted benign software sample that is also a benign software
sample in fact. To evaluate the performance of the classifier, the accuracy, precision, recall
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and F-score were used as the evaluation indicators. At the same time, the macro average
and micro average were also used as indicators to detect malware categories in order to
evaluate the performance comprehensively.

The accuracy is the proportion of all predictions that are correct to the total, and the
formula is as follows:

Accuracy(A) =
TP + TN

TP + TN + FP + FN
(10)

The precision is the proportion of samples correctly predicted as malware to all
samples predicted as malware, and the formula is as follows:

Precision(P) =
TP

TP + FP
(11)

The recall is the percentage of correctly predicted malware samples to all actual
malware samples, and the formula is as follows:

Recall(R) =
TP

TP + FN
(12)

The F-score is the harmonic average of precision and recall, and the formula is
as follows:

F− score(F) =
P× R
P + R

× 2 (13)

4.3. Experimental Results
4.3.1. Comparison of Malware Classification Performance with Different Dataset
Division Ratios

We explored the impact of different partitioning criteria on the malware samples’
classification and detection performance by dividing the dataset into different training and
test set ratios. In total, we conducted a comparative analysis of four different partitioning
criteria, with the training and test sets divided into ratios of 9:1, 7.5:2.5, 6:4, and 5:5. The
experimental results using different division ratios to divide the dataset are shown in
Table 3. By conducting the experimental analysis, we can observe that the best results were
achieved when the ratio of the training set to the test set being 9:1.

Table 3. Dividing the dataset using different division ratios.

Proportion Accuracy Precision Recall F-Score

9:1 0.9999 0.9934 0.9936 0.9935
7.5:2.5 0.9959 0.9917 0.9911 0.9914

6:4 0.9921 0.9908 0.9928 0.9918
5:5 0.9908 0.9905 0.9897 0.9901

4.3.2. Comparison of Interpolation Algorithms for Classification Performance of
Malware Samples

Malware binary files need to be uniform in size when they are converted into grayscale
images. The experiment used the nearest neighbor interpolation algorithm (nearest curve),
the bilinear interpolation algorithm (proposed curve), and the bicubic interpolation algo-
rithm (bicubic curve) for processing. Figures 6 and 7 show the classification performances
of different interpolation algorithms for the malware images. The abscissa represents the
training period (our training period was set to 10), and the ordinate represents the accuracy
or loss value. The experimental results showed that using the bilinear interpolation algo-
rithm to process the images achieved better results, with a maximum accuracy of 99.99%.
We observed that, although the nearest neighbor interpolation algorithm should achieve
poorer results in theory, we can observe that its accuracy was only inferior to the bilinear
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interpolation algorithm through Figure 6. Although the bicubic interpolation algorithm
performs 16-point sampling, the features obtained should be better, but it did not show
a leading trend in the experiment. At the same time, with the increase of the epochs, it
can be observed that the loss effect of the bilinear interpolation algorithm was obviously
better than that of the other two interpolation algorithms. Therefore, this experiment used
a bilinear interpolation algorithm to scale the grayscale images.

Figure 6. The changing trend of accuracy with training epochs.

Figure 7. The changing trend of loss value with training epochs.

4.3.3. Comparison of Transfer Learning for Classification Performance of Malware Samples

In this paper, the model parameters were trained on the ImageNet dataset and all
loaded into the ResNet34 convolutional neural network. After loading the weights, all
parameters were trained, and we modified the number of nodes in the last layer of the fully
connected layers. The experiment compared the convolutional neural networks without
transfer learning with those using transfer learning. The accuracy of the training and test
set changed with the epochs, as shown in Figure 6, and the loss value of the training and test
set changed with the epochs, as shown in Figure 7. The experimental results showed that
the ResNet34 convolutional neural network using transfer learning converged faster. With
the increase of the epochs, the accuracy improved steadily, fluctuating between 0.99 and
1.0, and good performance was achieved. After just one epoch, the accuracy of the training
set reached 99.25%, and the accuracy of the test set reached 98.43%, while the loss effect
of the training and test sets was also greater. Compared to the ResNet34 convolutional
neural network without transfer learning, the final accuracy improvement was about
0.78 percentage points, and the loss value was improved by about 6.08 percentage points.
The ability to identify certain features was already in place through transfer learning, and
good results could still be achieved even when applied to other areas.
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4.3.4. Comparison of Image Enhancement for Malware Sample Classification Performance

Due to the unbalanced distribution of the samples in the malware family, the generated
multi-channel images were processed using the CLAHE algorithm, which performs the
data enhancement. The original data were compared with the enhanced data, as shown in
Table 4. We found that the accuracy of the data enhancement method reached 99.99%, which
was 0.10% higher than the original data. At the same time, we observed the macro average
and micro average of the F-score before and after using the enhancement method, and the
results achieved were significantly better. Therefore, the experimental results showed that
data enhancement can reduce the dependence of the model on feature attributes, while
reducing the problem of the poor detection effect due to the imbalance of the data samples.

Table 4. Comparison of results before and after using data enhancement methods.

Accuracy Micro Avg Macro Avg

Proposed 0.9999 0.9935 0.9935
No-enhanced 0.9989 0.9890 0.9898

4.3.5. Comparison of Grayscale and Multi-Channel Images for Classification Performance
of Malware Samples

The bytes in malware binary files were extracted, and three different methods were
used to generate the grayscale images (ASCII, hexadecimal, and entropy images). Then,
the bilinear interpolation algorithm was used to unify the image size. The three grayscale
images were fused to generate multi-channel images. The experiment compared and
analyzed the evaluation indicators (precision, recall, and F-score) of the three size-unified
grayscale and multi-channel images, as shown in Figures 8–10. The abscissa represents the
class label in the malware family, and the ordinate represents the value of the evaluation
index. Through observation, the effect of fusion into multi-channel images was obviously
due to the grayscale image of a single channel. Even when the number of samples was
small, the performance was good.

In addition to comparing the evaluation indicators, we used the confusion matrix
to conduct a comparative analysis of the grayscale and multi-channel images, as shown
in Figure 11. Figure 11a–d correspond to the ASCII, entropy, hexadecimal, and images
generated using this paper’s method. We found that the image generation method pro-
posed in this paper had a better effect, and the effect in each category was better than the
other methods.

4.3.6. Comparison of Different Classification Models for Classification Performance of
Malware Samples

In this paper, the classification performance of different ResNet networks for malware
multi-channel images was also compared and analyzed. The experimental results are
shown in Table 5. When the training cycle was set to 10, because the proposed method
is based on transfer learning, it achieved a good effect quickly. However, after many
experiments, the performance of convolutional neural networks without transfer learning
is very poor. Therefore, we set the training period of the convolutional neural network
without transfer learning to 30 to compare the classification performance of different
classification models for malware samples. By observing Table 5, we find that, basically, all
network models reached a high accuracy rate, which was above 96%. ResNext50_32x4d
and ResNext101_32x8d are improved versions of ResNet, mainly updating the blocks.
However, compared with ResNet50 and ResNet101, the accuracy rate and other indicators
did not perform well. At the same time, Table 5 also compares the layers of different
ResNet networks. With the increase of the layers, the performance did not show an upward
trend. It may be that it is difficult for the complex model structure to play the role of
high-level semantic information. The accuracy of the method proposed in this paper was
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the highest, reaching 99.99%. At the same time, comparing different networks’ macro and
micro averages showed an ideal value.

Figure 8. Precision of different grayscale images and multi-channel images.

Figure 9. Recall of different grayscale images and multi-channel images.
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Figure 10. F-score of different grayscale images and multi-channel images.

Table 5. Performance comparison of different ResNet neural networks.

Accuracy Average
Type Precision Recall F-Score

Proposed 0.9999 micro 0.9933 0.9937 0.9935
macro 0.9935 0.9935 0.9935

ResNet18 0.9897 micro 0.9837 0.9768 0.9801
macro 0.9824 0.9824 0.9824

ResNet34 0.9912 micro 0.9653 0.9719 0.9685
macro 0.9738 0.9821 0.9779

ResNet50 0.9874 micro 0.9547 0.9671 0.9608
macro 0.9612 0.9612 0.9612

ResNet101 0.9741 micro 0.9555 0.9602 0.9578
macro 0.9531 0.9508 0.9519

ResNet50_32x4d 0.9841 micro 0.9607 0.9587 0.9596
macro 0.9528 0.9536 0.9531

ResNet101_32x8d 0.9695 micro 0.9571 0.9529 0.9545
macro 0.9526 0.9571 0.9548
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Figure 11. Confusion matrix.

4.4. Comparison with Other Methods

We compared the algorithm performance of this experiment with the performance of
state-of-the-art malware classification methods in other existing literature to better evaluate
the methods proposed in this experiment. By comparing the accuracy and F-score, we
compare the classification results of the Microsoft dataset using different methods, as
shown in Table 6, for example malware classification based on traditional methods [44–46]
and malware classification based on transfer learning [47]. Gibert et al. [44] proposed a
document-agnostic end-to-end deep learning system consisting of two key components:
a denoising autoencoder and a dilated residual network. Alaeiyan et al. [45] proposed
a system based on an integrated multi-label fuzzy classification method deployed at the
edge layer. The method uses static analysis methods to extract opcode frequencies as the
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feature space to detect and classify malware samples. Zhu et al. [46] extracted byte and
opcode features to classify malware samples based on a homology determination method
using the fusion of global structure features and fine-grained local features for malware
visualization. Kumar et al. [47] used a convolutional neural network based on transfer
learning to classify grayscale images and introduced the early stopping technology on this
basis to monitor the verification loss of the configuration parameters. It can be observed
that our method achieved 99.99% on the accuracy and 99.35% on the F-score, which were
superior to the existing classification technology. This showed that the algorithm can better
classify malware samples and retain more effective information.

Table 6. Comparison with other relevant literature when using the Microsoft dataset.

Method Accuracy F-
Score

Gibert et al. [44] Denoising autoencoders + dilated residual networks 0.9894 0.9813
Alaeiyan et al. [45] Multi-label fuzzy clustering 0.9756 0.8921

Zhu et al. [46] Opcode + bytecode 0.9905 0.9852
Kumar et al. [47] CNN + transfer learning + early stopping 0.9319 \

This paper Proposed method 0.9999 0.9935

5. Conclusions and Prospects

This paper presented a new method of malware detection. First, three different
methods were used to generate grayscale images, and an interpolation algorithm was
used to deal with the problem of image scale. The generated grayscale images were fused
into multi-channel images. Then, we pre-trained the parameters of the model on the
ImageNet dataset and combined this with the ResNet34 convolutional neural network.
Finally, the improved model was used to classify the images. This method does not require
feature engineering and reverse analysis and can directly extract features for training. The
model uses the data enhancement method to solve the overfitting problem caused by
sample imbalance.

In order to better evaluate the performance of the method proposed in this paper, the
existing ResNet series of networks was extensively evaluated, and the grayscale image
and color graphics were also compared and analyzed. The experimental results showed
that the malware detection method proposed in this paper achieved 99.99% classification
accuracy and a 99.35% F-score. The designed model has strong generalization and excellent
classification ability, effectively improving malware classification accuracy.

In future work, we will classify and detect malware in reality and study a more
diversified and larger collection of malware family samples. To ensure that the data results
are more convincing and to avoid random errors, the next experiment will use the cross-
validation method to evaluate the average results quantitatively. When processing the size
of grayscale images, it is easy to cause the loss of information. Later, we hope to input
images of any size into the model.
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