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Abstract. Deniable authenticated protocol is a new cryptographic authentication protocol that en-
ables a designated receiver to identify the source of a given message without being able to prove
the identity of the sender to a third party. Therefore, it can be applied to some particular situations
in electronic commerce. In this paper, we formally define the security model for the non-interactive
ID-based deniable authentication protocol and present a new efficient ID-based deniable authenti-
cation protocol based on RSA assumption. What’s more, we also use the techniques from provable
security to analyze the security of our proposed protocol.
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1. Introduction

Security is an essential ingredient of any electronic commerce solution. It is now widely
recognized as not just a safeguard of electronic commerce but more an enabler of it. With-
out security guarantees, we can almost say that it is impossible for electronic commerce
to come to our daily lives so closely.

Deniable authentication protocol (Dwork et al., 1998) is a new cryptographic authen-
tication mechanism. Compared with the traditional authentication protocols, it has the
following two particular features: (i) It enables a designated receiver to identify the source
of a given message; (ii) However, the designated receiver can not prove to any third party
the identity of the sender. Just due to these two features, deniable authentication protocol
has become a solution to the special requirements for electronic commerce.

Let us consider the following example: Suppose that C is a customer and M is a
merchant. When C takes a fancy to goods of M , he will bargain with M . After several
higgles, M will finally make a preferential price m to C. However, from the interest
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of M , M will not expect the customer C to show this preferential price to other cus-
tomers. Therefore, there arises a new special requirement: “The customer C can identify
the source of a given preferential price but not prove to any other customer the iden-
tity of the sender.” Obviously, the deniable authentication protocol can meet this special
requirement.

Over the past years, many researchers have done a lot of work on deniable authen-
tication protocol (Dwork et al., 1998; Aumann and Rabin, 1998a; Aumann and Rabin,
1998b; Deng et al., 2001; Fan et al., 2002; Shao, 2004; Lu and Cao, 2005a; Lu and Cao,
2005b; Shi and Li, 2005). In 1998, Dwork et al. (Dwork et al., 1998) developed a notable
deniable authentication protocol based on concurrent zero-knowledge proof, yet the pro-
tocol requires a timing constraint and the proof of knowledge is subject to a time delay in
the authentication process. In (Aumann and Rabin, 1998a; Aumann and Rabin, 1998b),
Aumann and Rabin proposed another scheme based on the factoring problem, but their
scheme needs a pubic directory trusted by the sender and the receiver. Lately, Deng et. al
(Deng et al., 2001) proposed two deniable authentication protocols based on the factoring
problem and the discrete logarithm problem, respectively. However, they also require a
trusted public directory. To solve this problem, Fan et al. (Fan et al., 2002) proposed a
new deniable authenticated protocol based on the Diffie–Hellman key distribution pro-
tocol. Although it can defeat the person-in-the-middle attack, yet it is still an interactive
protocol like other schemes in (Dwork et al., 1998; Aumann and Rabin, 1998a; Au-
mann and Rabin, 1998b; Deng et al., 2001). Then, there is a desire to design secure
and efficient non-interactive deniable authentication protocols. Subsequently, in 2004,
Shao (Shao, 2004) proposed an efficient non-interactive deniable authenticated protocol
based on the generalized ElGamal signature scheme (ElGamal, 1985). Recently, follow-
ing Shao’s idea, we (Lu and Cao, 2005a; Lu and Cao, 2005b) also have presented two
non-interactive deniable authentication protocols based on factoring and bilinear pairings.

In 1984, to bypass the problems encountered in the traditional PKI (Public key In-
frastructure), Shamir (Shamir, 1984) introduced the idea of identity-based (ID-based)
cryptography. According to him, in an ID-based system, a user can choose an arbitrary
string, such as name or email address, as his public key, and the corresponding secret key
is generated by a trusted third party called Private Key Generator (PKG), which therefore
eliminates much of the overhead associated with key management and greatly simplifies
the processes in the traditional PKI settings. Hereby, quite recently, Shi and Li (Shi and Li,
2005) have proposed a non-interactive ID-based deniable authentication protocol. How-
ever, their protocol doesn’t provide the formal security proof and is also inefficient, since
it has employed the time-consuming MapToPoint hash and pairing operations (Boneh
and Franklin, 2001).

Therefore, in this paper, we would like to define a formal security model for the non-
interactive ID-based deniable authentication protocol and propose a new efficient ID-
based deniable authentication protocol based on RSA assumption (Rivest et al., 1978).
Our proposed protocol uses Shamir’s ID-based signature scheme (Shamir, 1984), and the
spirit of our scheme is inspired by the ring signature put forward by Rivest, Shamir and
Tauman (Rivest et al., 2001).
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The rest of this paper is organized as follows. In Section 2, some notations used
throughout this paper are first introduced. Then, we recall the RSA assumption and for-
mally define the non-interactive ID-based deniable authentication protocol and its se-
curity model in Section 3. Later, we present our new ID-based deniable authentication
protocol based on RSA assumption and give its security proof in Section 4 and Section 5,
respectively. To demonstrate our proposed protocol can be effectively implemented, we
also give a concrete example in Section 6. Finally, we draw our conclusions in Section 7.

2. Notations

We let N = {1, 2, 3, . . .} be the set of positive integers. If x is a string, then |x| denotes
its length, while if S is a set then |S| denotes its size. If k ∈ N then 1k denotes the string

k ones. If S is a set then s
R← S denotes the operation of picking a random element s of S

uniformly. We indicate that A is a sender and B is the designated receiver in the following
scheme.

3. Preliminaries

3.1. RSA Assumption

We first briefly recall the well-known RSA assumption (Rivest et al., 1978) upon which
are based our proposed ID-based deniable authentication protocol.

DEFINITION 1 (RSA Assumption). Let n = pq be the product of two large primes of
similar size and e, d be two integers such that ed ≡ 1 mod ϕ(n), where ϕ(n) = (p −
1)(q−1). Given n, e, y ∈ Z

∗
n, compute the modular eth root x of y such that xe = y mod

n. We define by SuccRSA
Z∗

n
(A) the success probability of an algorithm A in solving the

RSA problem as

SuccRSA
Z∗

n
(A) = Pr[A(n, e, y = xe mod n) = x ∈ Z

∗
n],

we say that the RSA assumption holds if SuccRSA
Z∗

n
(A) is negligible for any probabilistic

polynomial time adversary A.

3.2. ID-Based Deniable Authentication Protocol

We now define what we mean by ID-based deniable authentication protocol. An ID-
based deniable authentication protocol (IBDAP) consists of the following four algo-
rithms: Setup, Extract, Send and Receive. We describe the functions of each as follows.

• Setup: On input of the security parameter 1k the PKG uses this algorithm to pro-
duce a pair (params, master-key), where params are the global public parameters
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for the system and master-key is the master secret key kept secretly by PKG. We
assume that params are publicly known so that we do not need to explicitly provide
them as input to other algorithms.

• Extract: On input of an identity i and the master secret key master-key, the PKG
uses this algorithm to compute a public-secret key pair (Qi, Si) corresponding to
i.

• Send: The sender A uses this algorithm with input (m, SA, QB) to output a deni-
able authentication message π, where QB is the public key of the receiver B.

• Receive: The receiver B uses this algorithm with input (π, m, QA, QB) to output
1 if the deniable authentication message π is valid or 0 otherwise.

The above algorithms must have the following consistency requirement. If

π ← Send(m, SA, QB),

then we must have

1 ← Receive(π, m, QA, QB).

3.3. Security Notions

In this subsection, we explain the security notions of ID-based deniable authentication
protocol. We first recall the usual security notion: the unforgeability against chosen-
message attacks (Goldwasser et al., 1988), then we consider another security notion:
the deniablity of deniable authentication protocol.

Player. Let P = {P0, P1, . . . , Pn} be a set of players who may be included in the
system. Each player Pi ∈ P get his public-secret key pair (Qi, Si) by providing his
identity i to the Extract algorithm. A player Pi ∈ P is said to be fresh if Pi’s secret key
Si has not been revealed by an adversary; while if Pi’s secret key Si has been revealed,
Pi is then said to be corrupted.

With regard of the unforgeability against chosen-message attacks, we define the secu-
rity notion via the following game played by a challenger and an adversary.

[Game 1.]

• Initial: The challenger runs Setup to produce a pair (params, master-key), gives
the resulting params to the adversary and keeps the master-key secretly.

• Probing: The challenger is probed by the adversary who makes the following
queries.

– Extract: The challenger first sets P0, P1 to be fresh players, which means
that the adversary is not allowed to make Extract query on P0 or P1. Then,
when the adversary submits an identity i of player Pi, (i �= 0, 1), to the
challenger. The challenger responds with the public-secret key pair (Qi, Si)
corresponding to i to the adversary.

– Send: The adversary submits the requests of deniable authentication mes-
sages between P0 and P1. The challenger responds with deniable authentica-
tion messages with respect to P0 (resp. P1) to P1 (resp. P0).
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• Forging: Eventually, the adversary outputs a valid forgery π between P0 and P1.
If the valid forgery π was not the output of a Send query made during the game,
we say the adversary wins the game.

DEFINITION 2 (Unforgeability). Let A denote an adversary that plays the game above.
If the quantity AdvUF

IBDAP[A] = Pr[A wins ] is negligible we say that the ID-based
deniable authentication protocol in question is existentially unforgeable against adaptive
chosen-message attacks.

To capture the property of deniablity of deniable authentication protocol, we consider
the following game run by a challenger.

[Game 2.]

• Initial: Let P0 and P1 be two honest players that follow the deniable authentication
protocol, and let D be the distinguisher that is involved in the game with P0 and
P1.

• Challenging: The distinguisher D submits a message m ∈ {0, 1}∗ to the chal-
lenger. The challenger first randomly chooses a bit b ∈ {0, 1}, then invokes the
player Pb to make a deniable authentication message π on m between P0 and P1.
In the end, the challenger returns π to the distinguisher D.

• Guessing: The distinguisher D returns a bit b′ ∈ {0, 1}. We say that the distin-
guisher D wins the game if b = b′.

DEFINITION 3 (Deniablity). Let D denote the distinguisher that is involved the game
above. If the quantity AdvDN

IBDAP[D] = |Pr[b = b′] − 1
2 | is negligible we say that the

ID-based deniable authentication protocol in question is deniable.

4. Proposed ID-Based Deniable Authentication Protocol

In this section we describe how our IBDAP works. The constituted algorithms Setup,
Extract, Send, and Receive of our IBDAP, as shown in (Fig. 1), are defined below.

• Setup: Given the security parameters k and l, PKG does the following to initialize
the system.

– Choose two secure large primes p, q; Compute the RSA modulus n = pq,
|n| = k, and the Euler totient function ϕ(n) = (p − 1)(q − 1).

– Choose a large prime e; Obtain d such that ed ≡ 1 mod ϕ(n), since
gcd(e, ϕ(n)) = 1.

– Choose two hash functions H0, H1, where H0 : {0, 1}∗ → Z
∗
n and H1 :

{0, 1}∗ → {0, 1}l.
– Publish the global public parameters params = (n, e, H0, H1), and keep d as

the master-key.

• Extract: PKG extracts the private keys of the sender A and the receiver B as
follows.
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– Compute the public key QA = H0(A) and the corresponding secret key
SA = QA

d = H0(A)d mod n.
– Compute the public key QB = H0(B) and the corresponding secret key

SB = QB
d = H0(B)d mod n.

• Send: The sender A uses (SA, QB) to make a deniable authentication message π

on message m to the receiver B.

– Choose two random numbers r, RB
R← Z∗

n, and compute the hash value hB =
H1(RB , m).

– Compute RA = re(QB
hBRB)−1 mod n and hA = H1(RA, m).

– Compute σ = rSA
hA mod n.

– Send π = (RA, RB , hA, hB , σ) as the deniable authentication message of m

to B.

• Receive: The receiver B uses (QA, QB) to verify (π, m).

– Parse π as (RA, RB , hA, hB, σ).

algorithm Setup(k, l) algorithm Extract(i ∈ {A, B})
begin begin

Generate two secure large primes p, q Qi = H0(i) ∈ Z
∗
n

n = pq, ϕ(n) = (p − 1)(q − 1) Si = Qd
i = H0(i)d mod n

|n| = k, Choose a large prime e return (Qi, Si)
Obtain d such that ed ≡ 1 mod ϕ(n) end
H0 : {0, 1}∗ → Z

∗
n

H1 : {0, 1}∗ → {0, 1}l

master-key ← d

params ← (n, e, H0, H1)
return (master-key, params)

end

algorithm Send(m, SA, QB) algorithm Receive(π, m, QA, QB)
begin begin

Choose r, RB
R← Z

∗
n Parse π as (RA, RB , hA, hB , σ)

hB = H1(RB , m) if (hA �= H1(RA, m) or
RA = re(QB

hBRB)−1 mod n hB �= H1(RB , m))
hA = H1(RA, m) return 0
σ = rSA

hA mod n else
π = (RA, RB , hA, hB , σ) if (σe == QA

hARAQB
hBRB

return (π) return 1 modn)
end else

return 0
end

Fig. 1. The Setup, Extract, Send and Receive algorithms defined in our proposed ID-based deniable authenti-
cation protocol
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– If hA �= H1(RA, m) or hB �= H1(RB , m), then (π, m) is rejected.
– Else, check whether the equality σe = QA

hARAQB
hBRB mod n hold or

not. If it holds, (π, m) will be accepted, otherwise rejected. Since

QA
hARAQB

hBRB

= QA
hAre(QB

hBRB)−1QB
hBRB

= reQA
hA = reSA

ehA

= (rSA
hA)e = σe mod n.

Note that, from the verification equation σe = QA
hARAQB

hBRB mod n in our
proposed IBDAP, the designated receiver B can be convinced that (π, m) is originated
from A upon verifying it, since he knows that he has not generated it himself. However,
anyone else has no reason to accept it, since she knows that the designated receiver B is
fully capable to produce (π, m) himself. Thus, the correctness of our proposed IBDAP
follows.

5. Security Proof

To prove the security of a class of signature schemes such as Schnorr (Schnorr, 1991) and
a modification of ElGamal (ElGamal, 1985) schemes, Pointcheval and Stern (Pointcheval
and Stern, 2000) introduced the forking lemmas. The forking lemmas can be described
as follows: assuming that an attacker can forge a digital signature, another attacker could
obtain, by replaying enough times the first attacker with randomly chosen hash functions
(i.e., random oracles), two forged signatures on the same message and with the same ran-
domness. Then, these two forged signatures could be used to solve some computational
problem which is assumed to be intractable. Later, in 2003 Herranz and Sáez (Harranz
and Sáez, 2003) also extended the forking lemmas for generic ring signature schemes.
In this section, we will first use these results to prove the unforgeability of our proposed
IBDAP.

Theorem 1. Our proposed IBDAP is existentially unforgeable against chosen-message
attacks in the random oracle model, provided that the RSA assumption does hold in Z

∗
n.

Proof. Let A be an adversary of our proposed IBDAP. We shall show how to use A to
construct a simulator B that solves the RSA problem in Z

∗
n. Let (n, e, y0 = xe

0 mod
n, y1 = xe

1 mod n) be the instances of the RSA problem that we wish to solve.
We now describe the construction of the simulator B. The simulator B runs A by

creating algorithms to respond to queries made by A during its attack. To maintain con-
sistency between these queries of A, the simulator B keeps two lists: Λ0 and Λ1, both of
which are initially empty.

• Initial: The simulator B initializes A with params=(n, e, H0, H1) and provides
the challenging fresh players P0 and P1.
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• Probing:

– Simulate H0(i): We assume that A dose not make repeat queries. When A
provides the identity i of player Pi, B simulates as follows.

* If i = 0 then respond with Q0 = H0(i) = y0.
* If i = 1 then respond with Q1 = H0(i) = y1.

* If i �= 0 and i �= 1 then choose a random number xi
R← Z

∗
n, compute

Si = xi, Qi = xe
i mod n, store (Pi, Si, Qi) in Λ0 and respond with

H0(i) = Qi = xe
i mod n.

– Simulate H1(Ri, m): When A provides a new pair (Ri, m), B then simu-
lates as follows.

* If (Ri, m, h1) ∈ Λ1 for some h1 ∈ {0, 1}l, response A with
H1(Ri, m) = h1.

* Else choose a random number h1
R← Z

∗
n, store (Ri, m, h1) in Λ1 and

response A with H1(Ri, m) = h1.

– Simulate Extract(i): Without loss of generality, we can assume that A asks
the random oracles H0 for the value H0(i) before asking for the secret key of
Pi, where i �= 0, 1.

* B searches Λ0 for the entry (Pi, Qi, Si) corresponding to i and responses
A with Si. Since we are assuming that H0 behaves as a random oracle,
this step is perfect.

* Simulate Send(m): When A submits a request of deniable authentication
message π on message m between P0 and P1, B responds as follows.

* Choose a bit i ∈ {0, 1} and a random number Ri
R← Z

∗
n.

* Compute hi = H1(Ri, m) from the random oracle H1, as the simulation
above.

* Choose two random numbers r
R← Z∗

n and h1−i ∈ {0, 1}l.
* Compute R1−i = rey1−i

−h1−i(yi
hiRi)−1 mod n.

* If (R1−i, m, h1−i) is not found in Λ1, store (R1−i, m, h1−i) in Λ1 and
set σ = r. Otherwise, halt.

* Return π = (Ri, R1−i, hi, h1−i, σ) as the deniable authentication mes-
sage of m to A. Clearly, it is easy to see that (π, m) can pass the verifi-
cation equation,

Qi
hiRiQ1−i

h1−iR1−i (i ∈ {0, 1})
= yi

hiRiy1−i
h1−iR1−i

= yi
hiRiy1−i

h1−irey1−i
−h1−i(yi

hiRi)−1

= re = σe mod n.

and therefore this simulation is perfect.

• Forging: Eventually, A halts and outputs a valid forgery π = (Ri, R1−i, hi,

h1−i, σ), i ∈ {0, 1}, on a new message m. Then, by replaying B with the same
tape but different choices of H1, as done in the forking lemmas (Rivest et al., 1978;
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Harranz and Sáez, 2003). A outputs two valid deniable authentication messages
(π, π′) on the same message m, where π′ = (R′

i, R
′
1−i, h

′
i, h

′
1−i, σ

′) such that
Ri = R′

i, R1−i = R′
1−i, hi = h′

i, h1−i �= h′
1−i and σ = rS1−i

h1−i �= σ′ =
rS1−i

h′
1−i mod n. Then, we have

σ

σ′ = S1−i
h1−i−h′

1−i mod n.

Because we have chosen e as a large prime, then gcd(e, h1−i − h′
1−i), the great-

est common divisor of e and h1−i − h′
1−i, is 1. Thus, from the extended Euclid

algorithm we always can get α, β such that

αe + β(h1−i − h′
1−i) = 1.

On the other hand, since

S1−i
e = Q1−i = y1−i = x1−i

e mod n,

then, B can compute

x1−i = y1−i
α

( σ

σ′

)β

= S1−i
αe+β(h1−i−h′

1−i) = S1−i

and output it.

From the above simulation, if the adversary A can, with non-negligible, attack our pro-
posed IBDAP, then the simulator B can use A to resolve the RSA problem with another
non-negligible probability. Thus, under the assumption that the RSA problem is hard in
Z
∗
n, our proposed IBDAP is existentially unforgeable against chosen-message attacks in

the random oracle model.

Next, we formally prove the deniablity of our proposed IBDAP by the following the-
orem.

Theorem 2. Our proposed IBDAP is really deniable.

Proof. Let us consider a distinguisher D and two honest players P0 and P1 involved in
Game 2. The distinguisher D first submits a message m∈{0, 1}∗ to the challenger. Then,
the challenger chooses a bit b ∈ {0, 1} uniformly at random, and invokes the player Pb

to make a deniable authentication message π = (Rb, R1−b, hb, h1−b, σ) on m between
P0 and P1. In the end, the challenger returns π = (Rb,R1−b,hb, h1−b, σ) to the distin-
guisher D.

Since both P0 and P1 can generate a valid deniable authentication message π =
(Rb, R1−b, hb, h1−b, σ), which can pass the verification equation, in an indistinguishable
way, when D returns the guessed value b′, we can sure that the probability Pr[b = b′] is
1
2 , and the quantity

AdvDN
IBDAP[D] =

∣∣∣∣Pr[b = b′] − 1
2

∣∣∣∣ =
∣∣∣∣
1
2
− 1

2

∣∣∣∣ = 0.
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Therefore, as far as the distinguisher D is concerned, he has no information about who is
the actual sender between P0 and P1. Then, the actual sender can deny his behavior, and
our proposed IBDAP is therefore deniable.

6. Example of Our Proposed Protocol

Unlike other ID-based deniable authentication protocol from pairings (Shi and Li, 2005),
our proposed IBDAP doesn’t need the time-consuming MapToPoint hash and pairing
operations (Boneh and Franklin, 2001), and only the conventional hash function, modular
multiplication, modular inverse and modular exponentiation operations are employed (see
Table 1). Therefore, from this view of point, our proposed IBDAP is particularly efficient
and can be easily implemented. In below, we give a concrete example to demonstrate our
proposed IBDAP.

[Example.]

• Setup:

– Assume p = 7 and q = 13, then n = pq = 7 × 13 = 91 and ϕ(n) =
(p − 1)(q − 1) = (7 − 1) × (13 − 1) = 72.

– According to ed ≡ 1 mod ϕ(n), select e = 5, then compute d = 29, since
ed = 5 × 29 = 1 + 2 × 72 = 1 mod 72.

– Choose H0 : {0, 1}∗ → Z∗
91, H1 : {0, 1}∗ → {0, 1}4.

• Extract:

– Set QA = H0(A) = 41, compute SA = QA
d = 4129 = 6 mod 91.

– Set QB = H0(B) = 23, compute SB = QB
d = 2329 = 4 mod 91.

• Send:

– Set r = 3 and RB = 10.
– Set hB = H1(RB , m) = H1(10, m) = 2.
– Compute RA = re(QB

hBRB)−1 = 35 × (232 × 10)−1 = 43 mod 91.
– Set hA = H1(RA, m) = H1(43, m) = 8.
– Compute σ = rSA

hA = 3 × 68 = 87 mod 91.
– π = (RA, RB , hA, hB , σ) is the deniable authentication message of m.

• Receive:

Table 1

The summaries of the computation cost of our proposed IBDAP

Our proposed IBDAP

Setup Extract Send Receive

Hash function – 2 2 2
Modular Multiplication 2 2 3 3
Modular Inverse 1 – 1 –
Modular Exponentiation – 2 3 3
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– Check H1(RB , m) ?= 2 and H1(RA, m) ?= 8.
– Compute σe = 875 = 68 mod 91.
– Compute QA

hARAQB
hBRB = 418 × 43 × 232 × 10 = 68 mod 91.

– Since σe = QA
hARAQB

hBRB = 68 mod 91, (π, m) can be verified.

From this example, we can sure that our proposed IBDAP is easily implemented, as
it only employs the standard algorithms.

7. Conclusions

In this paper, we first formally defined the non-interactive ID-based deniable authentica-
tion protocol and its security model. Then, based on the ID-based signature scheme due
to Shamir (Shamir, 1984), we proposed a new ID-based deniable authentication proto-
col based on RSA assumption and used the techniques from provable security to analyze
its security (Pointcheval and Stern, 2000; Harranz and Sáez, 2003). Finally, we gave a
concrete example to demonstrate our protocol. As can be seen from the example, our
proposed protocol doesn’t involve the time-consuming operations like pairing evaluation
and MapToPoint computation, our proposed protocol is particularly efficient and can be
easily implemented.
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Naujas nuginčijamasis autentifikavimo protokolas, naudojantis
identifikatori ↪u

Rongxing LU, Zhenfu CAO, Shengbao WANG, Haiyong BAO

Nuginčijamasis autentifikavimo protokolas leidžia gavėjui identifikuoti gauto pranešimo
siuntėj ↪a, tačiau gavėjas negali ↪irodyti siuntėjo tapatyb ↪e trečiajam asmeniui. Šis protokolas gali būti
panaudotas elektroninėje prekyboje. Straipsnyje aprašytas identifikatoriumi pagr↪istas autonominis
nuginčijamasis tapatybės nustatymo protokolas ir nagrinėjamas naujas nuginčijamasis tapatybės
nustatymo protokolas, kuriame panaudotas RSA algoritmas. Analizuojamas pasiūlytojo protokolo
saugumas.


