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Abstract

Due to the very low power of satellite signals when reaching the earth’s surface, global navigation satellite system receivers 
are vulnerable to various types of radio frequency interference, and, therefore, countermeasures are necessary. In the case 
of a narrowband interference (NBI), the adaptive notch filtering technique has been extensively investigated. However, the 
research on the topic has focused on the adaptation of the notch frequency, but not of the notch width. We present a fully 
adaptive solution to counter NBI. The technique is capable of detecting and characterizing any number of narrow interfered 
bands, and then optimizing the mitigation process based on such characterization, namely the estimates of both interference 
frequency and width. Its full adaptiveness makes it suitable to cope with the unpredictable and diverse nature of unintentional 
interfering events. In addition to a thorough performance evaluation of the proposed method, which shows its benefits in 
terms of signal quality improvement, an analysis of the impact of different NBI profiles on GPS L1 C/A and Galileo E1 is 
also conducted.

Keywords Software-defined multi-GNSS receiver · Narrowband interference detection and mitigation · Notch filter

Introduction

Global navigation satellite system (GNSS) signals are 
received at the earth’s surface with very low power levels 
and are, therefore, susceptible to radio frequency interfer-
ence (RFI) which may be caused unintentionally or inten-
tionally. Unintentional sources of RFI include harmonic 
emissions from commercial high-power transmitters, ultra-
wideband radar, television, VHF, mobile satellite services, 
and personal electronic devices. The malicious intentional 
interference is instead produced by jammers, which aim at 
disrupting the receiver operation by deliberately broadcast-
ing strong signals in the GNSS frequency band. RFI can also 
be classified as either narrowband or wideband, depending 
on the ratio between its bandwidth and the desired GNSS 

signal bandwidth. In general, interference can be considered 
as narrowband if its bandwidth is much less than 1 MHz 
(Parkinson et al. 1996).

The presence of undesired signals in the GNSS band 
adversely affects the receiver performance. An assessment 
of the impact of different types of unintentional interference 
on the acquisition and tracking performance can be found in 
Wildemeersch et al. (2010). It is shown that, for the acqui-
sition, the probability of detection and the probability of 
false alarm are vulnerable to the presence of interference, 
and that, for the tracking, the carrier-to-noise density ratio 
(C/N0) decreases and the variance of the position solution 
increases. In addition to C/N0, other observables available at 
different stages of the receiver processing chain are affected 
by the jammer signal (Borio et al. 2016). For example, the 
automatic gain control (AGC) level drops in response to 
increased power in the GNSS band, and the running delay 
lock loop (DLL) variance and the running phase lock loop 
(PLL) variance increase due to the rise in the noise level 
(Bhuiyan et al. 2014a). In general, the interference causes 
degradation in terms of raw data availability and reliability 
and consequently a less accurate position, velocity, and time 
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(PVT) solution, and in the worst case, it can cause a com-
plete denial of the service (Kuusniemi et al. 2012).

Therefore, in order to provide good positioning services, 
the receiver should be able to identify an interference occur-
rence and mitigate its effects. We focus on narrowband inter-
ference (NBI) affecting GPS L1 C/A and Galileo E1 signals. 
For this type of interference, the adaptive notch filtering has 
been extensively used as a mitigation technique (Raasakka 
and Orejas 2014; Borio et al. 2006). However, the typical 
approach is to adjust the notch frequency according to the 
estimated interference frequency, without adapting the notch 
width, namely the width of the frequency interval where 
the signal power is attenuated. We present, instead, a fully 
adaptive implementation of NBI detection, characteriza-
tion and mitigation technique which utilizes the estima-
tion of the interference bandwidth to also adapt the notch 
width, in order to optimize the capability of attenuating the 
interference while preserving the useful GNSS signal. This 
full adaptiveness makes the proposed approach capable of 
dealing with any number of narrow interfered bands with 
unknown center frequencies and unknown widths.

After a brief overview of the existing interference detec-
tion and mitigation techniques, we describe the new coun-
termeasure against NBI in GNSS. The technique is validated 
with a multi-GNSS software-defined receiver, and results 
show that it is capable of efficiently detecting, character-
izing, and mitigating the interference.

Interference detection

In order to mitigate the effects of interference from inten-
tional or unintentional sources, reliable interference detec-
tion must be conducted first. The interference detection 
techniques can be broadly classified into three main catego-
ries depending on which stage of the receiver processing 
chain the technique is being implemented: (1) detection at 
hardware stage based on AGC output analysis, (2) at digital 
signal processing stage based on digitized intermediate fre-
quency (IF) data analysis, and (3) at post-correlation stage 
based on correlator measurements/signal-to-noise power 
ratio, etc. (Borio et al. 2016).

In the presence of any kind of interference at the signal 
band of interest, the AGC needs to reduce its gain to be 
able to minimize potential quantization errors. The impact 
of various types of interference on AGC circuit was analyzed 
in many research articles, for example, in Axell et al. (2015) 
and Lindstrom et al. (2007), and it was concluded that the 
AGC can be well utilized as an interference assessment tool 
for GNSS receivers.

Digital signal processing based techniques generally 
operate on the digitized signal samples at the output of the 
RF front-end. Any interfering signal intruding the antenna 

with the power level exceeding the noise floor is expected 
to be detectable via signal spectrum analysis. This can be 
achieved by comparing the estimated power spectral density 
(PSD) of the received signal with that of a spectral mask in 
a nominal interference-free condition (Balaei and Dempster 
2009). Different interference detection approaches can also 
be adopted based on the stream of raw digitized samples 
in the time domain. The main idea behind the time domain 
approaches is that the digitized RF samples at the output 
of ADC closely follow a Gaussian distribution in nominal 
interference-free condition. Therefore, interference detection 
methods can be implemented by detecting deviations from 
the Gaussian distribution. Examples of techniques based on 
the time domain processing of the statistical characteristics 
of the RF samples can be found in Bhuiyan et al. (2014a) 
and Motella and Lo Presti (2014).

Finally, interference detection techniques at the post-cor-
relation stage exploit the observables provided by a GNSS 
receiver after the correlation process (Sheridan et al. 2012). 
Such receiver observables are correlator output power, such 
as DLL or PLL discriminator outputs, variance of correlator 
output power, carrier phase vacillation, C/N0, etc. Among all 
of them, C/N0-based detection is the most popularly used 
method (Calcagno et al. 2010).

Interference mitigation

Interference mitigation techniques can be divided into four 
categories: (1) techniques based on signal processing, (2) 
antenna configuration, (3) sensor integration, and (4) system 
deployment.

Traditionally, interference mitigation techniques have 
mainly been based on signal processing means. By trans-
forming the signal into a new domain, the useful compo-
nent and interference may be separated (Dovis et al. 2012). 
Several examples of transformed domain techniques can 
be found in literature, such as those exploiting the Wavelet 
transform (Musumeci and Dovis 2014), the Hilbert–Huang 
transform (Fadaei et al. 2015), and the Karhunen–Loéve 
transform (Dovis and Musumeci 2016). Although these 
methods show good performance in mitigating the interfer-
ence, their implementation is computationally heavy. Notch 
filtering, where a deep null is placed in correspondence of 
the interference frequency, is a more computationally effi-
cient solution.

Antenna arrays may be used for mitigating both narrow-
band and broadband interference signals. An example can 
be found in Daneshmand et al. (2013), where a two-stage 
beam-former utilizing an antenna array was developed to 
mitigate multipath as well as interference.

One of the most promising techniques for enhancing 
GNSS robustness against interference is the use of deeply 
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coupled integration of self-contained sensors into the GNSS 
receiver. The measurements obtained using sensors are not 
affected by interference and, therefore, the integration results 
in a system with enhanced robustness. However, inertial 
navigation system (INS) measurements suffer from biases 
that accumulate with time. Visual sensors, i.e., cameras, are 
feasible instruments for constricting the growth of the errors 
and are resistant to GNSS jamming. In favorable environ-
ments and special camera configuration, camera attitude and 
translation between consecutive images may be detected 
(Ruotsalainen et al. 2012). These measurements may be used 
to form a deeply coupled GNSS/INS/visual sensor integra-
tion that will further improve the robustness of the position-
ing accuracy in situations where the interference is not only 
momentary (Ruotsalainen et al. 2014).

Finally, it is very rare that one jammer could interfere 
with signals from multiple systems having different fre-
quencies. Therefore, the use of multi-GNSS, namely of a 
receiver that is capable of flexibly changing the frequency 
band of signals processed from one that is being interfered to 
another not being disrupted, can provide interference mitiga-
tion capability. However, use of multiple frequency bands 
requires increased processing power from the receiver, and, 
therefore, the receiver implementation should be carefully 
considered.

New narrowband interference 
countermeasure

This section presents a new method to detect, characterize, 
and mitigate narrowband interfering signals. The technique 
is implemented at the digital signal processing stage of the 
receiver, and it is capable of identifying an unknown number 
of narrow interfered bands in the GNSS spectrum. Once the 
interferences have been detected, the mitigation process is 
optimized based on their characterization, i.e., the estimates 
of their central frequency and their width.

NBI can be generated unintentionally by radio devices 
which operate close to the GNSS frequencies or at their sub-
harmonics (Sánchez-Naranjo et al. 2017). Due to the unpre-
dictable nature of these events and to the variety of potential 

interference sources, the number of interfered bands in the 
GNSS spectrum, as well as their central frequencies and 
their widths, can be different. Examples of such diversity 
are given in Fig. 1, which shows some real-life NBI events 
detected by the detector probe, which is an interference 
detection unit developed by Nottingham Scientific Limited 
(NSL). The detector probes are deployed in many different 
locations of the world within the H2020 STRIKE3 project 
(STRIKE3 2016) that aims to monitor the international 
GNSS threat scene to capture the scale and dynamics of the 
problem and to cooperate with international GNSS partners 
to develop, negotiate, promote, and implement standards for 
threat reporting and receiver testing (Thombre et al. 2017). 
The NBI events presented in Fig. 1 are one of most common 
event types for the detector probe located near an airport in 
Finland. These types of NBI events are detected on a daily 
basis, and they disrupt the protected L1/E1 GNSS frequency 
band.

The following subsections describe how the proposed 
technique is able to first estimate the central frequencies and 
the bandwidths of any number of NBI, and then to use these 
estimates to optimize the mitigation scheme.

Proposed interference detection 
and characterization

The interference detection and estimation are implemented 
in the frequency domain. More specifically, the PSD of the 
digitized received signal at the output of the RF front-end is 
estimated via simple fast Fourier transform (FFT) method. 
The signal samples are processed in blocks of Tcoh length, 
with Tcoh being the coherent integration time. In a nominal 
interference-free condition, GNSS signals are buried under 
the noise level, as shown in the top panel of Fig. 2, whereas 
the interferences are much stronger. Therefore, their pres-
ence in the GNSS band causes alterations in the spectrum, 
as depicted in the bottom panel of Fig. 2.

The proposed interference detection and estimation strat-
egy identifies and characterizes such alterations by carrying 
out the following steps:

Step 1 The PSD of the received incoming signal is esti-
mated via FFT.

Fig. 1  Examples of few 
frequently occurring real NBI 
events at a host site in Finland. 
Courtesy to NSL
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Step 2 Each PSD value is compared to a threshold in 
order to identify the spectral components that belong to 
bands affected by interference. The threshold T is set based 
on the mean, µPSD, and the standard deviation, σPSD, of 
the PSD values. In particular, a spectral component is 
considered to belong to an interfered band if its corre-
sponding PSD value is higher than the mean by more than 
three standard deviations. In other words, T is equal to 
µPSD + 3·σPSD.

Step 3 An auxiliary vector is then built to estimate the 
central frequency and the bandwidth of the interfered bands. 
In correspondence of the anomalous PSD values, i.e., the 
ones above the threshold, the auxiliary vector is set to 1; 
otherwise to 0.

Step 4 The width and the central frequency of each inter-
fered band are then derived from the groups of interfered 
frequencies, namely the ones at which the auxiliary vector is 
equal to 1. If consecutive interfered portions of the spectrum 
are less than 10 kHz apart from each other, they are consid-
ered as belonging to the same interfered band and grouped 
together. Furthermore, the minimum bandwidth that the 
algorithm is designed to consider for a NBI is set to 3 kHz.

The top panel of Fig. 3 shows the spectrum of a GPS 
signal affected by two narrowband interferences at 
fL1/E1 ± 0.5 MHz, with fL1/E1 being the L1/E1 carrier fre-
quency (fL1/E1 = 1575.42 MHz). The interval fL1/E1 ± 2 MHz 
only is shown. The light-blue line represents the mean of 
the PSD values, while the green line represents the thresh-
old used to identify the interfered bands. The anomalous 
PSD values are depicted in red. The auxiliary vector is 
shown in the bottom panel of Fig. 3. In correspondence 
of the anomalous PSD values, the auxiliary vector is 1; 
otherwise it is 0.

The NBI detection/characterization process is shown 
schematically in Fig. 4. The output of this block is a pair 
of vectors, Bw = [bw1, bw2, …, bwN] and F = [f1, f2, …, fN], 
which contain, respectively, the bandwidths and the center 
frequencies of the N identified interfered bands.

Proposed interference mitigation

If at least one interference has been detected, namely Bw 
and F are not empty vectors, mitigation is performed by 
applying a one-pole notch filter for each identified interfered 
band. Each filter is configured according to the output of 
the interference detection/estimation unit. A one-pole notch 
filter has a zero in z0 = �e−j2�fi corresponding to the center 
frequency fi of the i-th interfered band to be removed, and 
a pole in z = kz0 to compensate for the effects of the zero, 
where the parameter k, which has to be less than 1 for stabil-
ity reasons, is the pole contraction factor and regulates the 
notch width. The closer k is to unity, the narrower the width 
of the notch (Borio et al. 2006). The filter, whose transfer 
function is given by

is, therefore, fully characterized by two parameters: the 
notch frequency and the notch width.

The notch filter has been extensively used as a mitiga-
tion technique against NBI in GNSS (Raasakka and Orejas 
2014; Borio et al. 2006). However, the typical approach is 
to use an adaptive notch filter which is capable of tracking 
the interference frequency and adjusting the notch frequency 
accordingly but does not adapt the notch width. We pro-
pose, instead, a technique which utilizes the estimation of 
the interference bandwidth to also adapt the parameter k, 
and hence the notch width, in order to optimize the filter 
capability of attenuating the interference without excessively 
disrupting the useful GNSS signal. For each identified inter-
fered band, the estimated frequency (fi, i = 1, 2 ,…, N) is 
used as the notch frequency, and the estimated bandwidth 
(bwi, i = 1, 2 ,…, N) is used to set ki as follows (Borio et al. 
2006):

(1)H(z) =
1 − z

0
z−1

1 − kz
0
z−1

Fig. 2  PSD of an interference-free GNSS signal (top) and of a GNSS 
signal affected by NBI (bottom)
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where fs is the sampling frequency. This full adaptiveness 
makes the proposed approach capable of dealing with the 
unpredictable and diverse nature of unintentional NBI in 
GNSS spectrum. The adaptation rate is decided by the 
detection/estimation unit which processes the raw samples 
in blocks of Tcoh length. In other words, the pair {Bw, F} at 
the output of the detection/estimation unit and, consequently, 
the number, center frequencies, and bandwidths of the notch 
filters applied in the mitigation unit are updated once every 
coherent integration period.

Figure 5 shows schematically how the mitigation is 
implemented, and an overview of the proposed NBI coun-
termeasure is given in Fig. 6. The GNSS signal is filtered, 
down-converted to the IF, and digitized by the front-end. 
The interference detection and estimation unit then pro-
cesses the IF samples in the frequency domain to decide 
if any interference is present. If so, the mitigation block 
uses the outputs of the detection/estimation unit (Bw and 
F) to optimally remove the interferences; otherwise, the 

(2)ki = f (bwi) = 1 −
� ⋅ bwi

fs
,

IF samples are passed directly to the receiver tracking 
block.

Multi-GNSS software-de�ned receiver 
as a validation tool

The Finnish Geospatial Research Institute (FGI) devel-
oped an in-house software-defined multi-constellation, 
multi-frequency GNSS receiver called FGI-GSRx, which 
is capable of processing signals from GPS, GLONASS, 
Galileo, BeiDou, and the Indian Regional Navigation Sat-
ellite System. The FGI-GSRx has support for a number 
of different RF front-ends. It is completely configurable, 
which makes it suitable for any sort of algorithm devel-
opment and performance testing (Söderholm et al. 2016; 
Bhuiyan et al. 2014c; Thombre et al. 2015).

The performance of the implemented NBI countermeas-
ure was evaluated with the FGI-GSRx at the tracking stage 
and at the navigation stage. Fundamental to assessing the 
status of GNSS receiver tracking operation, the measure of 
C/N0 can be used to determine the effect of NBI on GNSS 

Fig. 3  PSD of a GPS signal 
affected by two NBI (top) and 
auxiliary vector used to identify 
the interfered frequencies and 
the corresponding width (bot-
tom)
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signals and to validate the mitigation algorithm against 
it. In this implementation, C/N0 is estimated based on the 
signal-to-noise power ratio, where the signal power is esti-
mated from the prompt correlation output, and the noise 
power is estimated from the output of the correlation with 
a + 2 chips early locally generated code replica (Bhuiyan 
et al. 2014b).

Experimental set-up

In order to assess the performance of the proposed NBI 
countermeasure, a set of tests was conducted using simu-
lated GNSS signals. A multi-constellation hardware GNSS 
simulator, Spectracom GSG-6 Series, was used to generate 
GPS L1 C/A and Galileo E1 RF signals in a static receiver 
scenario under nominal open sky conditions. The simulator 
was also used to generate the interference in the L1/E1 band. 
In particular, four interference profiles were considered in 
the tests, as described in Table 1, and in all the cases the 
interfering signal was turned on about 45 s after the start of 
the data capture and then off after about 45–50 s. Each data 
capture lasted in total for 2 min. The GNSS signal transmit 

Fig. 4  NBI detection and estimation process

Fig. 5  NBI mitigation process

Fig. 6  Block diagram of the proposed NBI countermeasure
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power was set to − 100 dBm. It has to be noted, however, 
that the transmission power setting of the Spectracom simu-
lator is valid for GPS L1 C/A, whereas the other signals 
may have an offset relative to that (Spectracom 2017). In 
particular, the simulated Galileo E1 signal has a power level 
1.5 dB lower than the simulated GPS L1 C/A. Finally, the 
NBI power was set to − 73 dBm.

The RF signal generated by the GNSS simulator was 
captured with a TeleOrbit GTEC RF front-end developed 
by Fraunhofer Institute for Integrated Circuits IIS (2013). 
The front-end configuration used in the tests is shown in 
Table 2.

The obtained raw IF data samples were then processed 
with the FGI-GSRx. Through the use of a splitter, the RF 
signal from the GNSS simulator (GNSS signal + interfer-
ence) was also fed to a Javad DELTA receiver, to verify the 
effect of the four considered interference profiles on GPS 
and Galileo in the L1/E1 band. The test set-up used to vali-
date the proposed technique is shown in Fig. 7.

Results analysis

Three main categories of results are presented in this sec-
tion. First, the impact of different interference profiles on 
GPS L1 C/A and Galileo E1 is analyzed in terms of C/N0 
loss. Then, the performance of the proposed NBI counter-
measure is evaluated in terms of detection, estimation, and 
mitigation capability, and finally, a comparison between 
the implemented technique and the adaptive notch filter 
is made.

Impact of different interference profiles on GPS 
and Galileo in the L1/E1 band

Figure 8 shows the estimated average C/N0 loss over time 
in different test cases. The average is computed among all 
the satellites in view for each navigation system. Each panel 
contains four curves: the two solid lines show the results 
obtained with the FGI-GSRx software-defined receiver for 
GPS (blue) and Galileo (orange), respectively, while the two 
dashed lines are obtained with the Javad receiver for GPS 
(blue) and Galileo (orange), respectively.

When the NBI is at fL1/E1, as in test case i, GPS L1 C/A 
is highly affected, showing an average C/N0 loss of about 
15 dB, whereas Galileo E1 suffers from only 3 dB degra-
dation. This is mainly due to the different spectrum shape 
of the two signals. GPS L1 C/A utilizes binary phase shift 
key (BPSK) modulation and has, therefore, a sinc function 
shaped spectrum with a 2.046 MHz-wide main lobe around 
fL1/E1 (Global Positioning Systems Directorate 2015). Gali-
leo E1 utilizes, instead, binary offset carrier (BOC) modula-
tion, where, through the use of a sub-carrier, the spectrum 
of the signal is divided into two parts around fL1/E1 with two 
2.046 MHz-wide main lobes centered at fL1/E1 ± 1.023 MHz 
(European Union 2016). While BPSK-modulated signals 
have then most of their energy concentrated around the 

Table 1  Tested interference profiles

Test case id Interference type Interference 
time interval 
(s)

i NBI at fL1/E1 46–91
ii NBI at fL1/E1 + 1 MHz 47–90
iii NBI at fL1/E1 ± 1 MHz 51–100

iv NBI at fL1/E1 and at 
fL1/E1 + 1 MHz

47–97

Table 2  Configuration for GTEC RF front-end

Parameter Value

Intermediate frequency (MHz) 1574.891
Bandwidth (MHz) 18
Sampling frequency (MHz) 20.25
Number of quantization bits 16

Received bands GPS L1/Galileo E1

Fig. 7  Experimental set-up (top) and its schematic representation 
(bottom)
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carrier frequency, the BOC-modulated signals have most 
of their energy concentrated around the centers of the two 
main lobes. For the same reason, when the NBI is 1 MHz 
away from fL1/E1, as in test cases ii and iii, GPS L1 C/A is 
almost not affected (1–2 dB loss), while Galileo E1 is highly 
affected, showing a C/N0 degradation of about 14 dB in the 
case of single NBI at fL1/E1 + 1 MHz and of about 17 dB 
when two NBI appear close to the center of both main lobes. 
Finally, when an NBI appears close to the center of GPS L1 
C/A main lobe as well as close to the center of the Galileo 
E1 right main lobe, as in test case iv, the impact on the 
two signals is similar. For the signals that are not strongly 
affected by the interference, namely Galileo E1 in test case i, 
and GPS L1 C/A in test cases ii and iii, the Javad receiver’s 
C/N0 estimation seems to have a more abrupt degradation 
than the FGI-GSRx when the interference is turned on, and a 
spike when the interference is turned off. However, it seems 
to converge slowly to the right C/N0 over time.

Detection, estimation, and mitigation capability 
of the implemented approach

The detection performance of the proposed algo-
rithm was analyzed for three values of the threshold 
T = µPSD + nstd·σPSD, with the number of standard devia-
tions nstd = 2.5, 2.8, and 3. The detection unit output for 
test case i and for the three values of T is shown in Fig. 9. 
If at least one interfered band has been detected, the detec-
tion output is equal to 1 and the mitigation unit is acti-
vated; otherwise, the output of the detection unit is equal 
to 0 and no mitigation is applied. The two vertical red lines 
indicate the interval during which the interference was on. 
It can be observed that the case nstd = 3 gives the best per-
formance, being capable of always detecting the interfer-
ence when it is present and of generating no false alarms, 
namely the detection output is 1 when the interference is 
present and 0 when the interference is not present. Similar 
behavior was observed for the other interference profiles. 

Fig. 8  Average GPS and Galileo 
C/N0 loss when no mitigation is 
applied for test case i (top left), 
test case ii (top right), test case 
iii (bottom left), and test case iv 
(bottom right)

Fig. 9  Detection output for three 
values of T = µPSD + nstd·σPSD, 
with nstd = 2.5 (top), 2.8 (mid-
dle), and 3 (bottom)
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For this reason, the rest of this section presents results that 
were obtained by using the threshold T = µPSD + 3·σPSD.

Every time when at least one interfered band is detected, 
estimation of the interference center frequency and band-
width are carried out. A set of frequency estimates and a 
set of bandwidth estimates are, therefore, obtained in each 
test. The proposed technique was also evaluated in terms 

of its capability to compute such estimates. For the sake of 
simplicity, only the test case i is presented in Fig. 10.

In particular, a close-up view of the signal PSD in the 
interval fL1/E1 ± 40 kHz is given in the top panel, whereas the 
middle and the bottom panels show how many times each 
value of, respectively, the frequency estimates (fi) set and the 
bandwidth estimates (bwi) set has been obtained during the 
test. It can be observed that the estimated bandwidth values 
are distributed around the correct one (~ 9.5 kHz) and that 
the estimation of the center frequency is also quite accurate 
with errors in the range of only ± 5 kHz from the true value.

The mitigation capability of the proposed method was 
assessed by investigating the improvement in the C/N0 
degradation when applying the mitigation technique. Each 
plot in Fig. 11 shows, for one interference profile, the aver-
age C/N0 loss over time for GPS (blue lines) and Galileo 
(orange lines) when implementing (dashed lines) and when 
not implementing (solid lines) the technique.

As it can also be seen from Table 3, in all the cases, the 
C/N0 drop caused by the interference is significantly reduced 
when the NBI countermeasure is applied.

The benefits of using the proposed NBI countermeasure 
were also assessed in the position domain. In the presence 
of NBI, the variance in the position solution increases. As an 
example, the horizontal (σh) and vertical (σv) standard devia-
tions of the Javad multi-GNSS professional grade receiver’s 
position solution in the absence and in the presence of inter-
fering signal are provided in Table 4 for all the simulated 
cases. Single-constellation solutions were computed, and the 
deviation was considered with respect to the average solu-
tion in the absence of interference. For each case, the results 
related to the highly affected signal(s) only are presented. As 
it can be seen from Table 4, the impact of NBI on Javad’s 
positioning solution in all the cases is clearly visible.

However, as it can be seen from Fig. 12, the presented 
NBI mitigation method significantly improves the position 
solution. In particular, Fig. 12 shows the east–north–up devi-
ations of the FGI-GSRx solution for GPS and for Galileo in 
test iv when the mitigation is not applied (blue lines) and 
when it is applied (orange lines). In case of NBI unmitigated 
GPS-based position solution, namely the blue curves in the 
top panel of Fig. 12, few satellites were unable to pass the 
C/N0 signal masking, i.e., C/N0 > 33 dB-Hz, of FGI-GSRx 
to be considered for computing position solution, which 
resulted in increased position error even after the interfer-
ence was set off.

A significant improvement is obtained in all the tested 
cases, as shown in Table  5, which provides the values 
of σh and σv when applying and when not applying the 
countermeasure.

The position domain results appear to be consistent with 
those obtained in the tracking domain. For example, in the 
case of interference severely affecting both GPS and Galileo 

Fig. 10  NBI estimation performance. PSD of the signal affected by 
interference at fL1/E1 (top), distribution of the estimated fi (middle), 
and distribution of the estimated bwi (bottom)
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(case iv), the mitigation improvement in Galileo is higher 
than GPS.

In order to show more clearly the full adaptiveness 
of the method, an additional test was carried out. Simi-
larly to the other cases, the interference source is turned 
on after an initial interference-free interval, but, in this 
case, the interference center frequency, bandwidth, and 
power vary over time, as described in Table 6. As it can 
be observed in Fig. 13, the proposed method is capable 
of coping with a time-varying NBI profile. For both GPS 
(top panel) and Galileo (bottom panel), the implementa-
tion of the NBI countermeasure (dashed lines) reduces 

significantly the average C/N0 loss which is caused by 
the interference when the mitigation is not applied (solid 
lines). The test duration is 2 min as in the other test cases, 
but the close-up view from the second 20th to 100th only 

Fig. 11  Average GPS and Gali-
leo C/N0 loss when applying 
and not applying the proposed 
countermeasure for test case i 
(top left), test case ii (top right), 
test case iii (bottom left), and 
test case iv (bottom right)

Table 3  Average C/N0 gain with NBI countermeasure

Test case id Highly affected signal(s) Average 
C/N0 gain 
(dB)

i GPS L1 C/A ~ 9.4
ii Galileo E1 ~ 11.7
iii Galileo E1 ~ 12.4

iv GPS L1C/A ~ 9.1

Galileo E1 ~ 11.2

Table 4  Horizontal and vertical standard deviation of Javad receiver

Test case id Highly affected 
signal(s)

Interference 
off

Interference 
on

�
h
 (m) �

v
 (m) �

h
 (m) �

v
 (m)

i GPS L1 C/A 0.07 0.1 0.28 0.44
ii Galileo E1 0.06 0.08 0.12 0.32
iii Galileo E1 0.07 0.07 0.3 0.49

iv GPS L1C/A 0.07 0.11 0.18 0.28

Galileo E1 0.07 0.1 0.28 0.47

Fig. 12  East–north–up deviation in test case iv for GPS-based solu-
tion (top) and Galileo-based solution (bottom)
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is shown, to provide a clearer picture of the interference 
interval.

These results confirm that the proposed method is capa-
ble of coping with a scenario where narrowband interferers 
appear at different times in different portions of the GNSS 
spectrum, with different powers and different bandwidths.

Comparison with adaptive notch filtering technique

Finally, the implemented countermeasure was compared to 
the approach that has been extensively used by the GNSS 
community against NBI, and that is based on the adaptive 
notch filter described in Fig. 14. The input signal x[n] is 
filtered by an auto-regressive moving average (ARMA) 
structure composed of three blocks: the auto-regressive 
(AR), the moving average (MA), and the adaptive block.

The MA and AR transfer functions are given by:

In order to mitigate an interferer at fi, one zero in 
z0 = �e−j2�fi is required and, at the same time, a pole in 
z = kz0 is required to compensate for the effects of the zero.

(3)H
MA

(z) = 1 − z
0
z
−1

(4)H
AR

(z) =
1

1 − kz
0
z−1

The adaptive block is based on a normalized least mean 
square (LMS) algorithm (Haykin 2001) which iteratively 
minimizes the cost function:

where xf[n] is the output of the filter.
The minimization is performed with respect to the com-

plex parameter z0 using the iterative rule:

where

is the stochastic gradient of the cost function, while

is the algorithm step. E
x

i
[n] is an estimate of E

{
|
|x

i
[n]||

2
}

 , 

with xi[n] being the output of the AR block, and � is the non-
normalized LMS algorithm step, which controls the conver-
gence properties of the algorithm.

The results presented here are obtained for a case with 
one interferer at fL1/E1 and one at fL1/E1 + 1 MHz. The inter-
fering signal was turned on at around 46th second after the 
start of the data capture that lasted, in this case, 60 s. The 
detection/estimation unit is used to determine if mitiga-
tion is required and to estimate frequencies and widths of 
the interfered bands. In one case, the proposed method is 
applied; hence, the mitigation is performed by applying one 
notch filter for each identified interfered band. The parameter 
k, which is derived from the estimated bandwidth, and the 
estimated frequency are used to configure the filter which 
processes all the signal samples in a Tcoh long block. In the 
other case, the estimation of the bandwidths is not exploited, 
while the frequencies estimated by the detection/estimation 
block are used to only initialize the zero z0 of a correspond-
ing number of adaptive notch filters. Each filter processes the 

(5)J[n] = E

{
|||
xf [n]

|||

2
}

,

(6)z0[n + 1] = z0[n] − �[n] ⋅ g(J[n]),

(7)g(J[n]) = ∇z
0

{
|||
xf [n]

|||

2
}

= −4xf [n] ⋅ (x
∗

i
[n − 1])

(8)�[n] =
�

E
x

i
[n]

Table 5  Horizontal and vertical standard deviation during the inter-
ference interval

Test case id Highly affected 
signal(s)

No mitigation 
applied

Mitigation 
applied

�
h
 (m) �

v
 (m) �

h
 (m) �

v
 (m)

i GPS L1 C/A 1.8 1.38 0.7 0.36
ii Galileo E1 2.19 0.55 0.44 0.13
iii Galileo E1 2.72 0.86 0.51 0.17

iv GPS L1C/A 1.54 0.92 0.83 0.37

Galileo E1 1.62 0.5 0.42 0.17

Table 6  Time-varying 
interference profile

NBI end time

Center frequency Bandwidth (kHz)
Interference/GNSS signal 

power ratio (dB)

fL1/E1 90 25

fL1/E1 + 0.5 MHz 180 35

fL1/E1 − 1 MHz 90 20

fL1/E1 + 1.5 MHz 200 35

fL1/E1 − 1.2 MHz 200 15

fL1/E1 − 0.5 MHz 180 30

5 s

10 s

NBI start time

15 s

20 s

25 s
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Tcoh long block of IF samples by using a fixed k value and by 
progressively adapting z0, hence, the notch frequency, using 
the LMS approach described above. In this case, the notch 
frequency adaptation is done sample by sample. Two values 
of k were tested, k = 0.95 and k = 0.985.

It can be observed, in Fig. 15, that the proposed approach 
(orange line) is capable of gaining the average C/N0 loss 
by around 9 dB for GPS, as shown in the top panel, and by 
around 12 dB for Galileo, as shown in the bottom panel, 
whereas the performance of the adaptive notch filter-based 
approach depends on the value of k. For k = 0.985 (purple 
line), the C/N0 degradation is improved by around 2 dB for 

GPS and by around 10 dB for Galileo, which is, however, 
less than with the proposed implementation, but for k = 0.95 
(yellow line), the performance is even worse than when no 
mitigation is applied. This is due to the fact that when k is 
equal to 0.985, the notch width is narrow enough to be able 
to track one of the two interfered frequencies at a time, but 
when k is equal to 0.95, the notch width is wider and not 
able to track one interfered frequency only at a time. Instead, 
the filter progressively diverges away from the first inter-
fered band and ends up tracking the frequency in the middle 
between the two interference spikes.

Even in the simpler cases of single NBI, the mitigation 
performance depends on the value of k. Experimental results 
showed that a too wide notch can degrade the C/N0, even for 
the GNSS signal that is originally not much affected by the 
interference. Having a fully adaptive mitigation scheme is, 
therefore, fundamental. Since the number of interferers that 
may appear in the GNSS band, their center frequency and 
their bandwidth cannot be known a priori, it is of utmost 
importance to use a totally flexible mitigation scheme capa-
ble of adapting the number of notch filters to be applied, 
their notch frequency, and their notch width.

Fig. 13  Average C/N0 loss for GPS (top) and Galileo (bottom) when 
applying and not applying the proposed countermeasure in the time-
varying NBI test case

Fig. 14  Adaptive notch filter structure

Fig. 15  Average C/N0 loss for GPS (top) and for Galileo (bottom)



GPS Solutions (2018) 22:106 

1 3

Page 13 of 15 106

The importance of adapting the notch width in order to 
optimize the NBI suppression has also been underlined in 
Nguyen et al. (2014), where the authors present a technique 
addressing the issue. However, the approach described in 
there presents some limitations that our method overcomes. 
First, it tackles single NBI only, while our technique is capa-
ble of coping with any number of narrow interfered bands 
in the GNSS spectrum. Second, the time needed from the 
bandwidth estimation algorithm to converge to the steady-
state increases with the interference bandwidth, while in our 
case the time needed to estimate the NBI bandwidth does not 
have any dependency on the interference width. Third, the 
technique has a limit related to the selection of the prefixed 
width of the two adaptive notch filters used for the band-
width estimation: it is able to finely estimate the bandwidth 
only when the width of the notch filters’ band is less than 
half of the NBI width.

Conclusions

The issue of unintentional NBI, which represents one of the 
main threats to GNSS-based applications, has mostly been 
addressed with the use of the adaptive notch filtering tech-
nique capable of estimating the interference frequency. How-
ever, the center frequency is not the only unknown parameter 
of the interference, since also the number of interfered bands 
and their width cannot be known a priori. Therefore, a higher 
level of adaptability is required to cope with the unpredict-
able and diverse nature of unintentional interfering events.

We presented a new fully adaptive solution against unin-
tentional NBI. The proposed technique was evaluated in 
terms of detection, estimation, and mitigation capability, 
and simulation results showed that it is capable of promptly 
detecting the NBI event, accurately estimating the interfered 
center frequencies and bandwidths, and efficiently mitigating 
the NBI effect on the signal. A comparison with the adaptive 
notch filtering technique proved the importance of having 
a fully adaptive countermeasure. Moreover, an analysis of 
the impact of different NBI profiles on GPS L1 C/A and 
Galileo E1 was provided. Future work includes analysis of 
the intentional jamming impact on multi-GNSS receivers 
and investigation of the proposed solution in the presence 
of such intentional interference sources.
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