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Abstract

This paper presents a novel secure medical image transmission scheme using hybrid visual cryptography and Hill

cipher (HVCHC) between sender and receiver. The gray scale medical images have been considered as a secret

image and split into different shares by visual cryptography (VC) encryption process. The split shares are once again

encoded by Hill cipher (HC) encode process for improving the efficiency of the proposed method. In this process,

the encrypted medical image (shares) pixels are converted as characters based on the character determination (CD)

and lookup tables. In result, a secret image is converted into characters. These characters are sent to the receiver/

authenticated person for the reconstruction process. In receiver side, the ciphertext has been decoded by HC

decode process for reconstructing the shares. The reconstructed shares are decrypted by the VC decryption process

for retaining the original secret medical image. The proposed algorithm has provided better CC, less execution

time, higher confidentiality, integrity, and authentication (CIA). Therefore, using this proposed method, cent percent

of the original secret medical image can be obtained and the secret image can be prevented from the interception

of intruders/third parties.
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1 Introduction
Cryptography is a method which is used to convert an ori-

ginal message into cipher message. There are many

cryptographic methods available for encrypting the pain

information/text. However, in this paper, we have used

two foremost cryptography techniques of visual cryptog-

raphy (VC) and Hill cipher (HC). VC is one of the power-

ful cryptosystems which converts a secret image into

different secret shares. It was invented/proposed by Naor

and Shamir [1] in 1994. The advantage of this system is

that, while seeing the shares, original information cannot

be identified and during decryption process, all shares

must be presented. HC is also one of the cryptography

methods; the original information is converted to charac-

ters [2, 3]. In 1929, it was introduced by Hill. We can de-

fine it in another way that a system of cryptography in

which the plaintext is divided into sets of ‘n’ numbers of

letters, each of which is replaced by a set of ‘n’ number of

cipher letters, is called a polygraphic system.

Zhuhong Shao, YuanyuanShang, RuiZeng, Huazhong-

Shu, GouenouCoatrieux, and Jiasong Wu had intro-

duced a novel robust watermarking scheme color image

copyright protection. This scheme is based on the VC

and quaternion-type moment invariants. They used VC

for constructing the ownership share. Later, the owner-

ship share is registered and it is responsible for authenti-

cation. In result, their proposed scheme provides a

better robustness against different attacks [4]. S. Cimato,

R. De Prisco, and A. De Santis had introduced a (k, n)

colored-black-and-white visual cryptography scheme

(CBW-VCS), which adopts colored pixels in shadow im-

ages to share a black and white secret image [5–10]. In

connection with the same, Ching-NungYang, Li-Zhe

Sun, and Song-Ruei Cai proposed to extend conven-

tional BW-EVCS to the CBW-EVCS. It has two main di-

visions, one constructed (k, n)-CWB-EVCSs, and

another one is that all constructions prove to satisfy se-

curity, contrast, and cover image conditions [11]. S
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Manimurugan and Porkumaran introduced a novel en-

cryption scheme based on the visual cryptography. In

this proposed method, the given medical image had

encrypted and compressed before the transmission. In

result, they claimed that the proposed technique had

provided double encryptions [12, 13].

In 2016, Tayebe Amiri and Mohsen Ebrahimi Moghad-

dam proposed VC-based watermarking scheme for mul-

tiple cover images. This scheme concealed watermarking

without modifying the cover image. To develop the

same, they used discrete wavelet transform (DWT), sin-

gular value decomposition (SVD), and scale invariant

feature transform (SWIFT). In experimental results, they

showed the method robustness versus various attacks,

especially rotation and scaling [14]. Xuehu Yan, Shen

Wang, and Xiamu Niu had proposed a general threshold

progressive visual secret sharing (PVSS) construction

method from a case (2, n) with unexpanded shares in

2016. This scheme had the feature of (k, n) threshold

with no pixel expansion, which could be loss-tolerant

and control access for a wider application. Based on the

proposed construction method, a new threshold PVSS

scheme was constructed. They claimed that the pro-

posed method performance was superior to relative ap-

proaches [15]. In 2016, Guangyu Wang, Feng Liu, and

Wei Qi Yan had conducted an experiment embedding

Braille into grayscale and halftone images as well as VC

shares. The result indicated that the embedding of

Braille had a little impact on VC secret revealing and en-

hances the security of VC shares [16]. S Manimurugan

and his teammates presented various visual cryptography

techniques related to the secure image transmission

without the pixel expansions [17–21]. They achieved the

good signal ratios of the reconstructed image.

A.V.N. Krishna and K. Madhuravani in 2012 introduced

a modified Hill cipher using randomized approach. In this

proposed technique, the plain text is divided into equal

sized blocks. The output of hill cipher is randomized to

generate multiple ciphertexts for one plain text [22]. In

2013, Suman Chandrasekhar, Akash H.P, Adarsh.K, and

Smitha Sasi implemented a second level (advanced Hill ci-

pher) of encryption using permutation approach, which

made the cipher highly secure. This encryption scheme is

highly reliable as it uses tamper detection of the ciphertext

ensuring successful decryption of the cipher [23]. M. Nor-

din A. Rahman et al. all proposed a robust Hill algorithm

(Hill++). The algorithm was an extension of the Affine

Hill cipher (AHC) [24]. A random matrix key was intro-

duced as an extra key for encryption. Furthermore, an in-

voluntary matrix key formulation was also implemented

in the proposed algorithm.

D.C. Mishra, R.K. Sharma, Rakesh Ranjan, and M.

Hanmandlu had introduced a cryptosystem using AHC

for color images in the year of 2015. In this approach,

they considered multiplicative keys of AHC from

SLn(Fq) domain and additive keys of AHC from Mn(Fq)

domain, which provides exorbitant key space for the

proposed system [25]. Bibhudendra Acharya and his

teammates introduced a modified Hill cipher for solving

the drawbacks of the conventional scheme by iterations

and interlacing. They claimed that this approach per-

formed well than the conventional Hill cipher [26]. Adi-

narayana Reddy K and his co-research workers had

proposed a prime circulant matrix which have been

shared as a secret key and a non-singular matrix G. It

uses a public key such that the determinant of coeffi-

cient matrix Gc is zero [27]. In 2014, Neha Sharma and

Sachin Chirgaiya had proposed a new variant of Hill ci-

pher, to find the decryption of the ciphertext even when

the key matrix was non-invertible [28].

In above statements, many authors had proved different

image encryption techniques. However, each method has

its own merits and demerits. This paper presents a novel

secure medical image transmission scheme using hybrid

visual cryptography and Hill cipher (HVCHC). The entire

work has been divided into seven sections in this paper.

Section 1 discusses the literature review of conven-

tional VC and HC. Sections 2 and 3 describe the pro-

posed encryption and decryption techniques. Section 4

considers the experimental results and the conclusion is

discussed in Section 5. Sections 6 and 7 deals with the

acknowledgement and references.

2 Proposed HVCHC encryption process

The main aim of this proposed system is to provide a se-

cure transmission to avoid hacker activities in telemedi-

cine or public networks. In order to fulfill the same, this

paper has introduced a HVCHC cryptographic system

for medical image transmission. The proposed scheme

of HVCHC encryption process is described in this sec-

tion. It has been classified into four major divisions of

sub-band creation, 8-bit conversion, permutation, and

substitution processes as shown in Fig. 1.

The first three processes are based on the VC and sub-

stitution is based on the HC. The main advantage of this

encryption process is that the medical image can be con-

verted into ciphertext of characters; no pixel expansion

was performed in VC. In order to ensure the integrity of

the data, a header is created and pixels are swapped as

much as possible within the image. The header contains

ciphertext information.

2.1 Sub-band creation process

The grayscale medical image is considered as an input for

this process. Initially, the given medical image
Pm;n

i; j¼0Mði; jÞ

splits into 2 × 2 sub-bands. In result, four equal sub-bands

of
Pm=2;n=2

i; j¼0 Mði; jÞ;
P

m
2 ;n

i¼1; j¼n
2þ1Mði; jÞ;

Pm;n2
i¼m

2þ1; j¼1Mði; jÞ ,
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and
Pm;n

i¼m
2þ1; j¼n

2þ1Mði; jÞ can be obtained, in Eq. 1.

Sub-band creation, 8-bit conversion, and permutation

processes have an important role in order to generate the

secret shares by VC. Equation 2 states the segregated

sub-bands of A1, A2, A3, and A4.

Xm;n

i; j¼0
M i; jð Þ ¼

Xm=2;n=2

i; j¼0
M i; jð Þ⊕

Xm
2
;n

i¼1; j¼n
2þ1

M i; jð Þ

⊕

Xm;n2

i¼m
2þ1; j¼1

M i; jð Þ⊕

Xm;n

i¼m
2þ1; j¼n

2þ1
M i; jð Þ

ð1Þ

Xm;n

i; j¼0
M i; jð Þ ¼ A1⊕A2⊕A3⊕A4 ð2Þ

There are certain reasons why this process has been

incorporated. When the image splits into various

sub-bands, it is easy to swap the pixels/interchange the

pixel’s position as much as possible within the image.

On the other hand, the complexity of the algorithm is

improved.

2.2 8-Bit conversion process

The second process of HVCHC is 8-bit conversion

process. In this process, every segregated sub-band

pixels are converted into 8-bit binary value
P Max

n¼1 Con8bit
ðAnÞ , the Max represents the maximum number of

sub-bands. It has been illustrated in Eq. 3. In result A0
1;

A0
2;A

0
3, and A0

4 sub-bands are generated from the conver-

sion process.

X Max

n¼1
Con8bit Anð Þ ¼

X1

n¼1
Con8bit Anð Þ þ

X2

n¼2
Con8bit Anð Þ

þ
X3

n¼3
Con8bit Anð Þ þ

X4

n¼4
Con8bit Anð Þ

ð3Þ

X Max

n¼1
Con8bit Anð Þ ¼ A0

1⊕A0
2⊕A0

3⊕A0
4 ð4Þ

2.3 Permutation process

The third process is permutation process. There are

five different levels in this process. In level-1, every

binary sub-bands A0
1; A0

2;A
0
3 , and A0

4 bits are sepa-

rated based on an odd and even positions, illustrated

in Fig. 3 and Eq. 5. The
Pm;n

i; j¼1A
0
1 is segregated into

odd positioned bits
Pm;n

i; j¼1B1 and even positioned bits
Pm;n

i; j¼1B2.

Similarly,
Pm;n

i; j¼1A
0
2 is divided into

Pm;n
i; j¼1B3 and

Pm;n
i; j¼1

B4 ;
Pm;n

i; j¼1A
0
3 is divided into

Pm;n
i; j¼1B5 and

Pm;n
i; j¼1B6 ;

Pm;n
i; j¼1A

0
4 is divided into

Pm;n
i; j¼1B7 and

Pm;n
i; j¼1B8.

Table 1 Character determination table

Fig. 1 HVCHC encryption process

Almutairi et al. EURASIP Journal on Wireless Communications and Networking         (2019) 2019:88 Page 3 of 15



Xm;n

i; j¼1
A0

1⊕

Xm;n

i; j¼1
A0

2⊕

Xm;n

i; j¼1
A0

3⊕

Xm;n

i; j¼1
A0

4 ¼
h

Xm;n

i; j¼1
B1

þ
Xm;n

i; j¼1
B2�⊕

Xm;n

i; j¼1
B3 þ

Xm;n

i; j¼1
B4

h i

⊕

h

Xm;n

i; j¼1
B5

þ
Xm;n

i; j¼1
B6�⊕

Xm;n

i; j¼1
B7 þ

Xm;n

i; j¼1
B8

h i

ð5Þ

In level-2, the odd sub-bands of
Pm;n

i; j¼1B1 ,
Pm;n

i; j¼1B3 ,
Pm;n

i; j¼1B5 , and
Pm;n

i; j¼1B7 are combined as
Pm;n

i; j¼1C1 and

an even sub-bands of
Pm;n

i; j¼1B2 ,
Pm;n

i; j¼1B4 ,
Pm;n

i; j¼1B6 , and
Pm;n

i; j¼1B8 are combined as
Pm;n

i; j¼1C2 in Eqs. 6 and 7. In

level-3,
Pm;n

i; j¼1C1 and
Pm;n

i; j¼1C2 are once again separated

based on an odd and even positions
Pm;n

i; j¼1D1,
Pm;n

i; j¼1D2,
Pm;n

i; j¼1D3, and
Pm;n

i; j¼1D4 in Eqs. 8 and 9.

Xm;n

i; j¼1
B1⊕

Xm;n

i; j¼1
B3⊕

Xm;n

i; j¼1
B5⊕

Xm;n

i; j¼1
B7 ¼

Xm;n

i; j¼1
C1

ð6Þ

Xm;n

i; j¼1
B2⊕

Xm;n

i; j¼1
B4⊕

Xm;n

i; j¼1
B6⊕

Xm;n

i; j¼1
B8 ¼

Xm;n

i; j¼1
C2

ð7Þ

Xm;n

i; j¼1
C1 ¼

Xm;n

i; j¼1
D1 þ

Xm;n

i; j¼1
D2

h i

ð8Þ

Xm;n

i; j¼1
C2 ¼

Xm;n

i; j¼1
D3 þ

Xm;n

i; j¼1
D4

h i

ð9Þ

In level-4, the above sub-bands are merged based on

odd and even.
Pm;n

i; j¼1D1 and
Pm;n

i; j¼1D3 are combined as
Pm;n

i; j¼1E1. Likewise,
Pm;n

i; j¼1D2 and
Pm;n

i; j¼1D4 are combined

as
Pm;n

i; j¼1E2. Finally,
Pm;n

i; j¼1E1 and
Pm;n

i; j¼1E2 are combined

as a single sub-band
Pm;n

i; j¼1P in level-5. After these steps,

in
Pm;n

i; j¼1P every 8-bits are converted into corresponding

decimal value
P Max

n¼1 Conb2D ðPnÞ . In result, all binary

subbands are converted into single secret share Per(i, j).

These secret share pixels vary from 0 to 255, given in

Eqs. 10–13.

Xm;n

i; j¼1
D1⊕

Xm;n

i; j¼1
D3 ¼

Xm;n

i; j¼1
E1 ð10Þ

Xm;n

i; j¼1
D2⊕

Xm;n

i; j¼1
D4 ¼

Xm;n

i; j¼1
E2 ð11Þ

Xm;n

i; j¼1
E1⊕

Xm;n

i; j¼1
E2 ¼

Xm;n

i; j¼1
P ð12Þ

Fig. 2 HVCHC decryption process

Table 2 Lookup table
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Fig. 4 HVCHC inverse permutation process

Fig. 3 HVCHC permutation process
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X Max

n¼1
Conb2D Pnð Þ ¼ Per i; jð Þ ð13Þ

Due to the substitution process of HC, the differ-

ent secret shares are combined as single share. The

main advantage of this process is that every

sub-bands pixel is converted as binary bits and the

same bits are interchanged as much as possible

within the image.

Finally, after the swapping process, every 8-bits are con-

verted into corresponding decimal value. This process

clearly states that the every pixel is encrypted without loss

and pixel expansion. To improve the proposed scheme

strength and complexity of the single secret share,
Pm;n

i; j¼1

P is encoded by substitution process of HC.

Fig. 5 Input gray scale medical images
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2.4 Substitution process
Pm;n

i; j¼1Per pixels are replaced by alphabet characters

based on the character determination (CD) table, given

in Table 1 and Eq. 14. The HC substitution process is

a symmetric encryption technique, where the secret

letters are encrypted into ciphers. It is also called a

polygraphic system. In this process, the character in-

formation
Pm;n

i; j¼1cðPerÞ is converted into encoded in-

formation (cipher character) with the support of

Table 2.

In next step, the generated characters are encoded by

proposed encode process as given in Eq. 15. In this

process,
Pm;n

i; j¼1e text is considered as a secret text S.

The secret text S is encrypted as a ciphertext C using

an encryption key κe in Eq. 15. After the substitution

process, the ciphertext
Pm;n

i; j¼1C is sent along with the

encryption key κe to the other end/authenticated person

for the decryption process. The complete computation

for creating the ciphertext is computed by Eq. 15.

N2C
Xm;n

i; j¼1
Per

h i

¼
Xm;n

i; j¼1
e ð14Þ

Xm;n

i; j¼1
C ¼ κe � S½ � mod 26 ð15Þ

2.5 Header ‘H’ creation

In this process, a header H is created. This H contains

ciphertext information and substitution key; it can be

used to ensure the integrity of the reconstructed secret

image. After the encryption process, H along with ci-

phertext is sent to the receiver/authenticated person for

reconstruction process in Eq. 16.

Xm;n

i; j¼1
CþH ¼ Cipher ð16Þ

Fig. 7 Steps 1 and 2 of HVCHC

Fig. 6 Output of the proposed VC scheme
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3 HVCHC decryption process
Receiver/authenticated person receives a ′Cipher′ from

the sender. This ′Cipher′ is segregated into
Pm;n

i; j¼1C and

H. To decrypt the ciphertext of
Pm;n

i; j¼1C, inverse substi-

tution, inverse permutation, inverse conversion, and

combine-sub-bands processes have crucial roles, illus-

trated in Fig. 2.

The HVCHC decryption process can be classified into

two major divisions, one is based on the HC decode

process and another one is based on VC decryption. The

inverse substitution is designed based on the HC decode.

The inverse permutation, inverse conversion, and

combine sub-bands processes are based on VC de-

cryption process. The merit of this process is that the

pixel expansion is not performed, so the exact replica

of the original image can be retrieved. However, the

integrity is also measured after the reconstruction

using a H (Fig. 3).

3.1 Inverse substitution process

The received ciphertext of
Pm;n

i; j¼1C and encryption

key κe are used for the decryption process. In this

process, κ−1e and the determinant of κe are computed

from the encryption key κe in Eqs. 17–19. The D de-

notes the determinant of κe. To find the decryption

key κd, the computational value B is calculated from

Eqs. 20 and 21. Using κd and
Pm;n

i; j¼1C, the
Pm;n

i; j¼1e is

retrieved from Eq. 22.

κe ¼
a b
c d

� �

ð17Þ

κ
−1
e ¼

d −b
−c a

� �

ð18Þ

D ¼ kej j ¼ ad−bcð Þ ð19Þ

Fig. 8 Steps 1, 2, and 3 of HVCHC
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D� B ¼ 1 mod 26 ð20Þ

kd ¼ B k−1e
� �

mod 26 ð21Þ

Finally, the inverse characters are converted into num-

bers based on the Table 1. In result, the
Pm;n

i; j¼1Per can

be obtained from the Eq. 23.

Xm;n

i; j¼1
e ¼ kd � C½ � mod 26 ð22Þ

C2N
Xm;n

i; j¼1
e

h i

¼
Xm;n

i; j¼1
Per ð23Þ

3.2 Inverse permutation process

This process is a reverse process of permutation process.

In this process, every pixel in the obtained result of Per(i,

j) (inverse substitute process) is converted into 8-bit bin-

ary ConD2b Per(i, j) in Eq. 24. In order to retrieve the A0
1;

A0
2;A

0
3 , and A0

4 , inverse process has been done from Eq.

5 to 12 in reverse order (equations from 12 to 5). The

main aim of this process is that perfect replacement of

the pixels back into their position and this is one of the

main advantages. After the abovementioned computa-

tions, the A0
1;A

0
2; A0

3 , and A0
4 can be obtained. These

sub-bands are considered as an input for the inverse

conversion process in Fig. 4.

X Max

n¼1
ConD2b Per i; jð Þ ¼

Xm;n

i; j¼1
P ð24Þ

3.3 Inverse conversion process

In an inverse conversion process, every 8-bit binary

values are converted into the corresponding decimal

value. Equations 25 and 26 represent the computation of

binary to decimal conversion.

X Max

n¼1
Con8bit2D A0

n

� �

¼ A0
1⊕A0

2⊕A0
3⊕A0

4 ð25Þ

X Max

n¼1
ConDec Anð Þ ¼

X1

n¼1
ConDec A0

n

� �

þ
X2

n¼2
ConDec A0

n

� �

þ
X3

n¼3
ConDec A0

n

� �

þ
X4

n¼4
ConDec A0

n

� �

ð26Þ

In these computations, ′Max′ denotes the maximum

number of the sub-bands. In this proposed scheme, the

maximum sub-bands are four. This decision/constraint

is made to minimize the computation time in both sides

of the sender and receiver. In result, the segregated

sub-bands can be retrieved in Eq. 27.

Fig. 9 Enlarged images in different angle
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3.4 Combine sub-bands process

The combine subbands process is an inverse process of

the split sub-bands process (Section 2.1). The obtained

different sub-bands of inverse permutation process A1,

A2, A3, and A4 are merged together as an image in Eq.

27. In result, the reconstructed medical image can be re-

trieved. Finally, the constructed image has been consid-

ered for the pixel by pixel analysis in an integrity check

to ensure that the exact replica of the image is recon-

structed or not. In this checking, ‘H’ has a vital role.

X Max

n¼1
ConDec Anð Þ ¼ A1⊕A2⊕A3⊕A4 ¼

Xm;n

i; j¼0
M i; jð Þ

ð27Þ

4 Experimental and result discussion

This section discusses the various experimental results

of proposed and conventional system. Saad Al-Mutairi

and S Manimurugan had implemented the clandestine

image transmission scheme to prevent from the in-

truders in 2016 and 2017. In this paper [18, 19], three

encryption methods are considered (VC, steganography,

and HC) for the secure transmission of the image.

However, to have a better encryption system in this

proposed work, I have combined the two foremost en-

cryptions of VC and HC. The previous work [18, 19]

was considered as a conventional method. The differ-

ence between the conventional method and the pro-

posed method is that the permutation and substitution

steps are entirely different. Another important point of

the proposed system is that it overcomes the existing

method’s limitations in an efficient manner.

In this experimentation, we have demonstrated nearly

1000 medical images. Though for this documentation,

we have included 25 Gy scale medical images as shown

in Fig. 5. It includes computed tomography (CT), mag-

netic resonance imaging (MRI), X-ray, ultrasound (US),

Table 3 Proposed and conventional encryption methods performances

Images Size
(KB)

Encrypted size
(KB)

Time (s) Reconstructed
size(kb)

CC Error rate
(MSE)

Pixel
expansion

Encry Decry

Conv. Prop. Conv. Prop. Conv. Prop. Conv. Prop. Conv. Prop. Conv. Prop. Conv. Prop.

1. 256 312 201 10.26 4.45 9.52 4.00 255.60 256 0.99 1.0 0.01 0.00 No No

2. 256 345 196 11.20 4.26 9.26 4.12 255.30 256 0.99 1.0 0.01 0.00 No No

3. 256 362 235 10.33 4.44 9.26 4.14 254.30 256 0.98 1.0 0.02 0.00 No No

4. 256 386 221 10.56 5.12 9.35 4.59 255.10 256 0.99 1.0 0.01 0.00 No No

5. 256 374 220 10.12 4.53 9.17 4.10 255.20 256 0.99 1.0 0.01 0.00 No No

6. 256 325 218 09.53 4.42 9.28 4.21 255.40 256 0.99 1.0 0.01 0.00 No No

7. 256 368 205 12.05 4.35 9.18 4.02 255.02 256 0.99 1.0 0.01 0.00 No No

8. 256 314 193 12.36 4.31 9.36 4.05 255.12 256 0.99 1.0 0.01 0.00 No No

9. 256 356 197 11.59 4.23 10.02 4.02 255.80 256 0.99 1.0 0.01 0.00 No No

10. 256 355 204 10.54 5.01 9.01 4.56 255.06 256 0.99 1.0 0.01 0.00 No No

11. 256 348 189 10.26 5.23 9.45 5.01 255.02 256 0.99 1.0 0.01 0.00 No No

12. 256 366 196 11.02 4.21 10.03 4.13 255.09 256 0.99 1.0 0.01 0.00 No No

13. 256 368 215 11.20 5.06 8.59 4.36 255.16 256 0.99 1.0 0.01 0.00 No No

14. 256 374 211 10.37 4.29 9.02 3.50 255.02 256 0.99 1.0 0.01 0.00 No No

15. 256 381 204 10.34 5.36 9.07 4.59 255.05 256 0.99 1.0 0.01 0.00 No No

16. 256 392 193 12.33 4.02 9.06 3.45 255.23 256 0.99 1.0 0.01 0.00 No No

17. 256 358 201 11.25 4.35 9.15 4.01 255.45 256 0.99 1.0 0.01 0.00 No No

18. 256 359 200 11.46 5.22 9.17 5.12 255.02 256 0.99 1.0 0.01 0.00 No No

19. 256 356 193 12.38 4.35 9.04 3.59 255.02 256 0.99 1.0 0.01 0.00 No No

20. 256 369 209 12.02 4.12 9.37 3.45 255.31 256 0.99 1.0 0.01 0.00 No No

21. 256 344 210 11.45 4.09 9.21 3.40 255.78 256 0.99 1.0 0.01 0.00 No No

22. 256 389 215 10.25 4.39 9.25 4.16 255.24 256 0.99 1.0 0.01 0.00 No No

23. 256 354 198 11.26 5.02 9.64 4.52 255.14 256 0.99 1.0 0.01 0.00 No No

24. 256 356 193 12.50 4.06 9.20 4.42 254.98 256 0.98 1.0 0.02 0.00 No No

25. 256 326 190 12.03 5.02 9.50 4.31 255.12 256 0.99 1.0 0.01 0.00 No No
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etc. The conventional and proposed methods are coded

in MATLAB software.

All input images are 512 × 512 dimensions, .BMP

format, and 256 kb size. Basically, some of the med-

ical images are in. DICOM (digital imaging and

communications in medicine) format; however, we

have converted. DICOM into. BMP for this research

work.

In this proposed system, the given input medical im-

ages are encrypted by VC scheme. The output of this

VC scheme is illustrated in Fig. 6. In order to make an

efficient system, the same output of the proposed VC is

encoded by HC scheme. In this encode process, two dif-

ferent processes are incorporated.

The output image of proposed VC scheme is con-

verted into a set of characters based on Table 1 and it

Fig. 11 Comparison of conventional and proposed schemes encryption size

Fig. 10 Comparison of conventional and proposed reconstruction image quality
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has been illustrated in Fig. 7. In the second step, the

converted characters are encoded by proposed HC

scheme in Fig. 8.

In result, the given input of the medical image is con-

verted into a set of characters. The main advantage of

this character conversion is that two time’s character

conversions are performed in order to improve the con-

fidentiality and strengthen the proposed scheme.

In addition to examine the confidentiality of the

proposed scheme, we have made pixel analysis in

every stage. In Fig. 9, it have been illustrated that

there are different sizes of the enlarged images for

identifying the original image. This enlarge process

have been done in four angles 100, 150, 175, and 200

percentages. However, the proposed scheme provides

the better performance. In the result, it is very hard

to identify the original secret image. While converting

the same into different steps of characters, the pro-

posed scheme is provides the better performances.

The significance of this proposed VC is that no pixel

expansions have been performed.

Table 3 illustrates the proposed and convention

schemes performances based on the different parameters

of size, time, correlation coefficient (CC), mean squared

error (MSE), and pixel expansion. The conventional

scheme [18, 19] has been implemented and tested with

the proposed system.

The main difference between the conventional scheme

and proposed scheme is that the conventional scheme

takes high execution time in both phases of encryption

and decryption. In addition, the conventional method re-

constructs the partially exact replica of the original

image. In order to overcome the same, the proposed

scheme has reconstructed an exact replica of the image.

These achievements are due to the perfect framework of

the proposed system. To achieve good medical image

processing, the exact replica of the pixels must be

reconstructed. In case of any loss during the reconstruc-

tion process, the reconstructed medical image is not

useful for further activities. Keeping this point in mind,

the proposed scheme has been designed. The error rate

is very minimal than the conventional system. Another

important point is that both the methods have no pixel

expansion.

While comparing with the encryption and decryption

size, the proposed scheme provides a superior result

than the conventional. Figure 10 states the reconstruc-

tion performance of both the conventional and the pro-

posed system. The reconstructed image quality is not

measured by (peak signal-to-noise ratio (PSNR). Instead

of PSNR, pixel by pixel analysis of CC has been taken.

In result, the conventional method has performed good

results between 0.98 to 0.99. When the CC value is

exactly one, the reconstructed image pixels are exactly

presented. The proposed scheme provides the exact copy

of all images. It means that the exact replica of the

image has been reconstructed by the proposed scheme.

This scheme is mainly designed for the medical im-

ages. In Fig. 10, the conventional method reconstructed

nearly exact replica of the image, due to the CC value of

0.98. It means there is a loss in the pixel during the

process time. On the other hand, the proposed scheme

has obtained the CC value exactly one. It proves that the

proposed scheme has retrieved the exact replica of the

original image. To make a better analysis report, the CC

has been measured after enlarging the image. The results

are given in the second row of Fig. 10.

Figure 11 states the comparison of encryption size

with conventional and proposed schemes. In this com-

parison, the proposed method obtained the less encryp-

tion size than the original size. It is due to the double

character conversion. The convention method obtained

the higher size than the original image size. This differ-

ence occurred is due to the VC and character conversion

Fig. 12 Comparison of conventional and proposed schemes decryption size
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processes. In Fig. 12, both proposed and conventional

methods decryption sizes are defined.

Both methods provide the better performance.

However, the conventional method reconstructs the

partially exact replica of the original image. But the

proposed scheme reconstructs the exact replica of

the image. In Figs. 13 and 14, the encryption and

decryption times are denoted. The proposed system

provides the better execution time for encryption

process compared to the conventional scheme. The

time variations of proposed scheme are maximum 4

to 5 s.

Similarly, the conventional scheme time varia-

tions are between 9 and 12.5 s. In decryption

process, the proposed scheme time variations are

from 4 to 5 s and from 9 to 10 s by the conven-

tional scheme.

In order to prove the algorithm complexity and

strength, the pixels are swapped as much possible

within the image itself. We have used different at-

tacks for analysis the proposed scheme compe-

tency. In human visual attack, the proposed

scheme has provided a good result and pixel by

pixel analysis is also done. Therefore, the proposed

scheme has obtained the magnificent results than

other methods.

5 Conclusion

Many encryption algorithms have been proposed for im-

ages. However, this paper has proposed a different type of

encryption for medical images without any loss of the

pixels. In this paper, we have compared with the trad-

itional (conventional) approach to prove the efficiency of

the proposed HVCHC scheme. Many parameters are con-

sidered for the comparison. It has been given in the ex-

perimental section. In the result, the traditional method of

triple encryption is performed well. Although, there are

some improvements in the proposed HVCHC compared

to the conventional method. One of the improvements is

that it reduces the execution time as much as possible

compared than the conventional method. An important

point is that, while processing the medical image, the pixel

loss should not occur. This point is also addressed in this

proposed method. In result, perfect/exact replica of the

original medical image can be retrieved. The conventional

method has provided error rate between 1 and 2%, but the

proposed method provides error rate as zero. To measure

the quality of the image, PSNR is not considered, instead

of that CC has been considered for pixel by pixel analysis.

In addition, the proposed algorithm can reduce the size

during the encryption process than original and conven-

tional encryption size. The visual and pixel attacks are also

done by the expert groups. In result, the proposed scheme

Fig. 14 Comparison of conventional and proposed schemes decryption time

Fig. 13 Comparison of conventional and proposed schemes encryption time
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defended visual and pixel by pixel attacks in an efficient

manner than conventional method. Therefore, this pro-

posed method of encryption provides double encryption,

the minimum execution time of encryption and de-

cryption, reduces the size from the original after the

encryption process, 100% perfect reconstructions, pro-

vides better performance against hacker/third parties/

attackers.
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