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Abstract—A new steganographic method via PNG images
based on the information sharing technique is proposed. The
coefficients of the polynomial functions of the Shamir’s (k,
n)-threshold secret sharing method are utilized as carriers of a
given secret data string to be hidden to generate shares. The
shares then are embedded into the alpha-channel plane of a
cover PNG image. The resulting stego-image with perceptible
white noise is further removed by mapping computed share
values into suitable ranges. Appropriate measures for
enhancing the security of the proposed method are also
described. Experimental results show the effect of the
proposed method.

Keywords — steganography, data hiding, information sharing,
PNG image.

L INTRODUCTION

Seganography is a kind of data hiding technique and
can be applied to applications like covert communication,
secret keeping, etc. People hide a secret message into a
cover file resulting in a stego-file, and a receiver can extract
the hidden message from the stego-file to complete the
communication or the retrieval of the secret message.

On the other hand, the information sharing method is
developed to protect the security of concerned message data.
In the method, a secret message is processed to construct
several shares which are then distributed to a number of
participants to keep. Conventionally, data hiding and
information sharing are two irrelevant issues in the domain
of information security research. In this study, a new data
hiding method with steganographic effects based on the
concept of information sharing is proposed for hiding secret
data into PNG (portable network graphics) images.

Many data hiding methods based on the spatial domain
[1-3] and frequency domain [4-6] have been proposed. From
another viewpoint, many types of images have been used as
cover media, like BMP, JPEG, and GIF images [7-9]. Lee et
al. [7] proposed a data hiding method based on palette
modification for BMP images. Wong et al. [8§] embedded
data into JPEG images using the randomized parity feature
in selected DCT coefficients of the cover image. Tzeng,
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Yang, and Tsai [9] hid secret data into GIF image pixels by
color ordering and mapping.

In the proposed information-sharing-based data hiding
method, a PNG image is given as the cover image in which
the alpha-channel value of each pixel is set to be 255
initially. That is, the cover image is a totally transparent
color one at theO beginning of the proposed data hiding
process. A data string to be hidden is transformed next into
shares by the Shamir’s secret sharing method, which are
then embedded into the alpha-channel plane of the cover
PNG image. Coefficient parameters involved in the Shamir
method are used as carriers of the message data to be hidden
in the proposed method. A prime number used in the method,
which is found to dominate the resulting visual quality and
data hiding capacity of the stego-image, is selected skillfully.
Also, a mapping function is designed for adjusting the
alpha-channel values to create uniform transparency in the
alpha-channel plane, resulting in a higher steganographic
effect in the stego-image. The R, G, and B channels are
untouched so that the original image appearance revealed by
the color information of these three channels is kept. It is
noted that this method is not an information sharing
technique, but a method of steganography via data hiding.

The remainder of this paper is organized as follows. In
Section II, the Shamir method on which the proposed data
hiding method is based is reviewed first. In Section III, the
details of the proposed method, including the data
embedding and extraction processes, are described.
Experimental results are shown in Section IV. Finally, some
conclusions are made in Section V.

1L

The proposed method for data hiding is based on the
so-called (k, n)-threshold secret sharing method proposed by
Shamir [10], where a secret d in the form of an integer is to
be shared, n is the number of participants in the secret
sharing activity, and k is a threshold specifying the
minimum number of shares which should be collected to
recover the secret d. The detail of the method is reviewed as
an algorithm in the following.

REVIEW OF SHAMIR METHOD FOR SECRET SHARING

Algorithm 1: (k, n)-threshold secret sharing.

Input: a secret d in the form of an integer, the number n of
participants, and a threshold K not larger than n.

Output: n shares in the form of integers for the n
participants to keep.

Steps:
1. Choose a prime number p randomly.



2.Select k — 1 integer values C;, C,, ...,
of 0 through p — 1.

3. Select n distinct real values X;, X, ..., Xn.

4. Use the following (k — 1)-degree polynomial to generate
N equations to compute N function values F(X;):

Ck-1 Within the range

FX) = (d+ C % + X + ... 1)

k-1
+ C1X )mod p>

wherei=1,2,...,n
5.Deliver the 2-tuple (X, F(X)) as a share to the ith
participant where i =1,2, ..., n

Since there are K coefficients, including d and ¢, through
Cw-1, in Egs. (1), it is necessary to collect at least K shares
from the n participants to form k equations of the form of (1)
to solve these K coefficients. This explains the term,
threshold, for k and the name, (k, n)-threshold, for the
Shamir method [10]. Below is a description of such a way of
equation solving for secret recovery in the form of an
algorithm.

Algorithm 2: secret recovery.

Input: mshares in the form of (X, F(X))) collected from the
N participants where 1<j <n, k< m<n, and Kk is the
threshold mentioned in Algorithm 1.

Output: the secret d hidden in the shares.

Steps:

1.Collect any k of the m shares, say, (X, F(Xi)), (X,

F(X,), ..., (X, F(x,) and use them to set up the
following equations:

F(X) = (d+ €% + CoX.” + ..o+ G X Dnoapr (2)

wherej=1,2,..,kand 1 <i;<n.
2.Solve the Kk equations above by Lagrange’s interpolation
to obtain the desired secret value d [11] as follows:

XX, X,
d=(-D"'[F

) 0%, %)%, %)
+F (X ] K

o X008, =%, )
+.+F (%) A Lood-

O TX0 X)X, X))

3.Compute the values c; through ¢, by expanding the
following equation and compare the result with (2) in
Step 1:

(X=X (X=X ).(X =X, )
F(x
0= ) G X (% =% )%, =%
X=X )(X=X% )...(X =%
LFix) (X=X ) (X=X )X =X )
(%, =%)(%, =% )-a(X, =% )
X=X )( X=X ). (X=X
F()ﬂk) ( Xl)( )qg) ( >gk—l)
()gk _XI )()qk _)ﬂz)(xk _Xk-l)

Step 3 in the above algorithm is included additionally for
the reason that we want to compute the values of ¢ in the

+..+

]mod p*
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proposed method. In other applications, if only the secret
need be recovered, this step may be eliminated.

III. PROPOSED METHOD FOR DATA HIDING VIA PNG

IMAGES

Based on the Shamir method [10] described previously,
the basic idea of the proposed method for hiding a given
data string Sin a cover PNG image | to yield a stego-image
I" is described as follows.

€]
2

Transform Sinto a sequence of decimal numbers.

Take sequentially a number of the resulting decimal
numbers as the values of d and ¢ in Egs. (1) to compute
partial shares F(x).

Embed F(x) into | by replacing the alpha-channel
values of | with those of F(X;).

Repeat (2) until no more decimal number is left,
resulting in a stego-image |'.

3
“

3.1 Proposed Algorithm for Data Embedding

The details of the ways we embed and extract the shares
are described as algorithms in the following.

Algorithm 3: data embedding by secret sharing using a
PNG image.

Input: a cover PNG image | and a secret message M in the

form of a binary data string.

Output: a stego-image |’ in the PNG format.

Steps:

1. (Initialization) Divide M into t-bit segments with t = 3 and
transform each segment into a decimal number, resulting
in a decimal-number sequence M’ = d;d,ds... where 0 < d;
<7.

.(Beginning of Looping) Take the first four elements from
M’ as my, m,, ms, and my, starting from the beginning of
M'.

.(Partial share creation) Set p, ¢, and X in Egs. (1) of
Algorithm 1 to be the following values:

(a) p= 11 (the smallest prime number larger than 7);

(b) d = mlv Cl ”h’ 02 rn37 and C3 n’h,
©)X=1,%=2,%=3,and X4 =4,

resulting in the following equations:

= F(X;) = (M+ mpyX, + rn3X1 + myX, )mod P
Q2 = F(X) = (M + myx; + msxz + m4X2 )mod p>
03 = F() = (M + MyXs + m3X3 + mtX3 ) mod p>
G = F(X3) = (M + MoXy + MeX® + M) moa e “

and compute the partial shares of ¢, through q,

accordingly.

4. (Mapping of partial share values) Add 245 to each of ¢
through g to form q;', @', @', and @', respectively.

5.(Data embedding) Embed ' through @, into the
alpha-channel plane of | in the following way.

5.1 Take in a raster-scan order four unprocessed pixels of |
and set their alpha-channel values to be ;" through g,
respectively.

5.2 Remove m through m; from M".



6.(End of looping) If M’ is not empty, then go to Step 2 to
process the next four decimal numbers in M’; otherwise,
take the final | as the desired stego-image I'.

The above algorithm can be regarded as a (4, 4)-threshold
secret sharing method. The possible values of ¢; through gy
yielded by Egs. (4) in Step 3 of the above algorithm and
inserted in the alpha channels of | are between 0 and 10
because the prime value p used in Eqgs. (4) is 11. And after
performing Step 4 of the algorithm, the values of ;" through
g, form a small range of integers from 245 to 255 which are
then embedded into the alpha channels of the cover image I.
The distribution of the alpha-channel values within such a
small range of large values means that very similar values
appear everywhere in the alpha channels, resulting in a
nearly uniformly transparent PNG image, as desired.

Also, it can be seen from the algorithm that every four
3-bit segments of the secret data string are embedded into
the alpha-channel values of four pixels of the cover image |
to yield the stego-image |'. This means that if the size of the
cover image is S then the data hiding capacity is R =
(4%3)x(S4) = 3Sbits. This is for the case of t = 3 where t is
as mentioned in Step 1. More generally, if every four t-bit
segments are transformed and embedded similarly, then it is
easy to figure out that R= (4xt)x(§4) = tSbits, which means
that the data hiding capacity is proportional to the chosen
value of t. Since Sis the dimension of the cover image, this
capacity of tSis largein general.

However, it should be noted that the larger the value of t
is chosen to be, the lower the visual quality of the
stego-image will become. The reason is that a larger value of
t, according to Step 2 of Algorithm 1, implies that a larger
value of p is chosen, and so the possible values of q; through
Ok according to Step 3 of Algorithm 3, will be spread in a
larger range of values from O through p — 1 due to the use of
the mod-p operation. This will cause a wider range of
alpha-channel values even after the value mapping of Step 4
of Algorithm 3 is conducted. This wider alpha-channel value
range in turn leads to a more obvious non-uniform
transparency effect appearing on the stego-image, which is
undesired in steganographic applications like covert
communication. This also explains the reason why we
segment, in Step 1 of Algorithm 3, the message M into
segments of t=3 bits for use in Eqgs. (4), which is a
compromise between the resulting data hiding capacity and
stego-image quality according to our experimental
experience. Of course, if a higher image quality of the
stego-image is required, we may use a smaller t like t = 2.

In addition, it is noted that Algorithm 3 takes every four
decimal numbers of the string M’ each time and embeds
them into the alpha channels of four pixels of the cover
image. It is not difficult to figure out that the algorithm can
be generalized to take n decimal numbers each time and
embeds them into n pixels. For this, just modify part of Step
3tobe

®)d=m;, =M, =M, ..., Cr=y;
(C)X1=1,X2=2,X3=3,...,Xn=n,

resulting in the following equations:
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Qi = F(X) = (My+ mpx; + m3X12 + oo X Dimod P
b = F(%) = (M + MyXo + MsXe” + ...+ M imod py
0z = F(X3) = (M; + mMyx3 + m3x32 + oo+ MG Dimod P

O = F(X0) = (M) + MpXg + MeXe” + oo. + MXimod pr ")

This generalized algorithm yields, as can be figured out
again, a data hiding capacity of R = (nxt)x(§n) = tS bits
which is identical to the original algorithm.

3.2 Proposed Algorithm for Data Extraction

Now, the process of hidden secret extraction is described
in the following.

Algorithm 4: secret data extraction from a stego-image.

Input: a stego-image | created by Algorithm 3 in the PNG
format.

Output: the binary data string M hidden in I'.

Steps.

1. (Initialization) Create an empty string M.

2.(Beginning of looping) Take in a raster-scan order four
alpha-channel values q,’, @', ¢s', and g’ from I'.

3.Subtract 245 from each of ;' through g,' to obtain q
through q,, respectively. Perform the secret recovery
process described by Algorithm 2 to extract the values m,
through my of the decimal format hidden in ; through q;,.

4. Transform the extracted values of m; through my into
binary bits and append in order each of them to the end of
M.

5.(End of looping) If all shares embedded in |’ are processed,
then take the final M as output; otherwise, go to Step 2.

Similarly to generalization of Algorithm 3 as mentioned
previously, Algorithm 4 above may also be generalized to
take care of data extraction from images yielded by the
generalized version of Algorithm 3. The details are simple
and so omitted.

IV. SECURITY CONSIDERATIONS

To enhance the security of the embedded data in the
stego-image, the following measures may be adopted.

(1) Use of a random key --- A key may be used to
randomize the pixel positions for embedding the partial
shares q; through gy in Step 5 of Algorithm 3. In this
way, the probability of correctly guessing the pixel
positions is 1/[(nxn)!] where nxn is the size of the cover
image, which is very large for common image sizes like
nxn=512x512 = 64K.

(2) Randomization of constants used in the proposed
algorithms --- The values of X; through X, used in Step 3
of the generalized version of Algorithm 3 are designed to
be constants. However, they actually may be chosen to
be random, as long as their magnitudes are within the
allowed range of integer values (0 < x < 2'° for
single-precision integers). The probability of correctly
guessing all the values of X; through X, is approximately
1/(2'%)", which is again very large even for a small n = 4.



(3) Encryption of data to be embedded --- The data to be
embedded may be randomized using a key and a known
encryption technique such as Sha-1, DES, etc.

(4) Combinations of the above techniques --- The above
three techniques may be combined and used as a single
security enhancement measure which is sufficient for
most applications.

V.

A lot of experiments have been conducted to test the
proposed algorithms. Some results using two test images,
named Lena and Jet, as shown in Figs. 1(a) and 1(c),
respectively, are presented here. The results of applying the
proposed method using Algorithm 3 to embed a long
sequence of binary message data into the two images are
shown in Figs. 1(b) and 1(d), respectively. As can be seen
from the figures, the steganographic effect is obvious [ the
stego-images are visually almost identical to the cover
images, respectively, although the alpha-channel contents of
the stego-images include embedded the message data. By
the way, it is noted that in Algorithm 3, the value of t, which
is the number of bits taken as a segment and transformed
into a decimal number for use in the secret sharing process
performed by Algorithm 3, was taken to be 3.

Furthermore, we show in more detail the data hiding
capacities and the corresponding stego-image qualities for
all possible values of t =1, 2, ..., 7 for the images Lena and
Jet as cover images. Specifically, in Table 1 we show, in
addition to the data hiding capacities, the qualities of the
alpha-channel planes of the two corresponding stego-images
in terms of the PSNR measure; and in Figure 2, we show the
stego-images of Lena corresponding tot =1, 2, ..., 7. The
PSNR values of the alpha-channel planes of the
stego-images were computed with the original alpha-channel
values in the cover images being taken to be all 255. As can
be seen, when t = 3, although the PSNR is at the level of
32.69 which is not high enough, yet the corresponding
stego-image quality shown by Fig. 2(c) is still visually good.
In addition, the corresponding data hiding capacity is R=tS
= 3x512%512 = 75K = 786432 bits, which is good enough
for general applications.

In fact, it can be seen from Fig. 2(d) that even when t is
taken to be 4, the stego-image quality is still acceptable with
the data hiding capacity increased to 100K bits. On the
contrary, if image quality is the most serious concern, then t
may be reduced to 2 or even 1 at the sacrifice of the data
hiding capacity. Note that the data hiding capacity is related
to the t value only; it is independent of the cover image
content. Note also that different from other methods, the
channels of R, G, and B of the cover image is not processed
by the proposed method, yielding a lossess result in the
color channels.

EXPERIMENTAL RESULTS
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A new type of data hiding via PNG images based on
information sharing has been proposed. The Shamir’s secret
sharing method is used first in a novel way to generate
partial shares from a given data string by using the
coefficients of some polynomial functions as data carriers
for computing the shares. The alpha-channel plane of a

CONCLUSIONS
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cover PNG image is utilized to embed the partial shares,
yielding a stego-image with undesirable white noise. The
white noise is then eliminated by choosing a small prime
number, dividing the input data string into 3-bit segments,
and mapping computed share values into a range of
alpha-channel values near their maximum value of 255.
Generalization of the method to allow compromise between
the resulting data hiding capacity and stego-image quality
has also been carried out. And four measures for enhancing
the security of the proposed method have been mentioned,
namely, the use of a random key, randomization of constants
used in the proposed algorithms, encryption of data to be
embedded, and a combination of the three former measures.
Good experimental results proving the effectiveness of the
proposed methods in the aspects of data hiding capacity,
steganographic effect, and stego-image quality have also
been presented.
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Figure 1. Results of applying Algorithm 3 to embed a long sequence of
binary message data into two images. (a) Cover image Lena. (b)
Stego-image of Lena. (c) Cover image Jet. (d) Stego-image of Jet.

TABLE 1. DATA HIDING CAPACITIES AND STEGO-IMAGE QUALITIES FOR T = |
THROUGH 7 (DHC=DATA HIDING CAPACITY; PSNR=PEAK OF SIGNAL TO
NOISE RATIO).

Lena Jet
¢val PSNR of PSNR of
value . alpha . alpha
DHC (bits) channel DHC (bits) channel
(dB) (dB)
t=1 262,144 45.44 262,144 45.44
t=2 524,288 40.34 524,288 40.34
t=3 786,432 32.69 786,432 32.69
t=4 1,048,576 28.68 1,048,576 28.68 =
®
t=5 1,310,720 21.72 1,310,720 21.72 Figure 2.  Stego-images yielded by Algorithm 3 for t = 1 through 7. (a)
through (g) correspond tot =1, 2, ..., 7, respectively.
t=6 1,572,864 16.74 1,572,864 16.74
t=7 1,835,008 10.61 1,835,008 10.61
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