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Abstract

Visual Cryptography Scheme (VCS) for general access structure was developed by
Ateniese, Blundo, Santis and Stinson in 1996 for black and white image and subsequently
different schemes have been developed. In this paper, we propose a new model for
Steiner Triple Systems (STS) based access structures by using “stacking” ie. “super-
imposition” and “machine operation” which are mathematically equivalent to “OR” and
“XOR” respectively. The concept of qualified set is extended. The technique to construct
the VCS is developed for the model. The structure of the VCS is analysed. The contrast of
the reconstructed secret image (SI) under the two operations is studied. Finally we introduce
STS based (3, 1)-Visual Threshold Scheme (VTS) and derive the ratio of its pixel expansion
and the number of qualified sets.

Keywords : Visual cryptographic scheme, visual threshold scheme, secret sharing, secret image,

balanced incomplete block designs (BIBD), Steiner triple systems, access structure.

1. Introduction

A visual cryptography scheme for black and white image was
introduced by Naor and Shamir [5] in 1994 which can reconstruct the
secret image by the human visual system. This can be used by anyone
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without any knowledge of cryptography and without performing any
cryptographic computations. It is a method for a set P of n participants
to encode a secret image into n images, called shares such that each
participant in P receives one image. The qualified subsets of participants
can “visually” recover the secret image, but forbidden sets of participants
have no information about the secret image. A “visual” recovering of
the secret image for a set X C P has been done by “stacking” the
images associated to participants in X. This physical operation “stacking”
is mathematically equivalent to the operation “OR”. In [5] (k, n)-VTS has
been given in which the secret image is visible if any k images are stacked
together but there will be no information gain if less than k images are
stacked. The scheme is perfectly secure and easy to implement. Visual
cryptographic schemes with extended capabilities have been studied in
[2]. In [1] Naor and Shamir’s model has been extended to general access
structures with the specification of all qualified and forbidden subsets of
participant set. Two techniques, one based on cumulative arrays and the
other one consider the smaller schemes as building blocks for construction
of VCS for the general access structures have been proposed in [1].

In this paper we introduce a new model for STS based access
structures. A new concept negative version of the image for the black and
white image is introduced by us which is used for the reconstruction of
the same secret image. With this new concept the definition of qualified
set in [1] is extended. The model is proposed for two different operations
viz. “OR” ie. “Stacking” and “XOR” i.e. “machine operation”, which
is also quite simple to compute. The technique to construct the VCS
for the model is given. This is a generalization of the BIBD oriented
schemes. Here the new method is given and applied first by us for
the construction of the basis matrices for white pixels. This is different
from the earlier used methods. We analyze the structure of the VCS and
prove the improvement in the contrast by using the operation “XOR”
compare to the operation “OR” with same pixel expansion. The visual
cryptographic scheme is explained with the help of an example. In the
Appendix we consider a secret image and illustrate the share generated by
the VCS for each participant, the reconstructed image of some members of
extended qualified set and forbidden set of the example. We introduce STS
based (3,1)-VTS. It has a distinct advantage over the schemes proposed
in [1]. This scheme has less ratio between pixel expansion and number
of qualified sets of size 3. In other words, it gives better contrast for
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the qualified sets of size 3 which belong to the minimal qualified set of
STS based access structures.

2. Preliminaries

In this section the basic definitions, properties and some results of
combinatorial design theory [4], [7], [8] and visual cryptography [1], [3]
have been given.

Definition 2.1. Let v,k, and A be positive integers such that v > k > 2.
A (v, k, A)-balanced incomplete block design (BIBD) is a pair (X, A) such that
the following properties are satisfied:

. X is a set of v elements called points,
. Ais a collection of subsets of X called blocks,

. each block contains exactly k points, and

B W N —

. every pair of distinct points is contained in exactly A blocks.

Two basic properties of BIBDs are as follows:

Theorem 2.1. Ina (v,k, A)-BIBD, every point occurs in exactly r = %
blocks.
Theorem 2.2. The number of blocks in a (v,k, A)-BIBD is exactly b = %r =
Av? —v)

k2 —k

Definition 2.2. Let (X, .A) bea (v, k, A)-BIBD, where X = {x1,...,x,} and
A ={A1,..., Ap}. The incidence matrix of (X, A) isthe v x b 0 — 1 matrix
M = (m; ;) defined as follows:

1 if xiEA]'
m; : =
i 0 if x,-géA]-.

Definition 2.3. A Steiner Triple Systems (STS) of order vis a (v, 3,1)-BIBD.
In other words an STS on the set X is a collection Sx of three element
subsets of X called blocks such that, any pair of distinct elements of X is
contained in a unique block of Sx.

The necessary and sufficient condition for the existence of an STS of
order v is given below:
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Theorem 2.3. There exists an STS of order v if and only if v = 1,3 mod 6.

Definition 2.4. Suppose (X, A) and (Y, B) are two (v, k, A)-BIBDs. They
are said to be isomorphic if there exists a bijection & : X — Y such that

{a(x): X e Ac A} =B.

In other words, if we rename every point x € X by a(x), then the collection
of blocks A is transformed into B. The bijection « is called an isomorphism.

Definition 2.5. Let P = {1,...,n} be a set of elements called participants.
Let Tgual € 2P and Tpop € 2F, where 2F denote the set of all subsets of P
such that Tqua1 N Trorb = 0. Members of Iy, known as qualified sets and
members of gy, are called forbidden sets. The pair (Iqual, Mrorp ) is called
the access structure of the VCS.

The set Iy consists of all minimum qualified sets i.e.
M= {A € Tqual : A’ ¢ Tqual forall A’ C A}.

The access structure is said to be strong if Tqy,) is monotonically increasing,
Iorb is monotonically decreasing and gy U Teory = 2P In this case I is
called a basis.

Definition 2.6.  Let (Tqual, MForb) be an access structure on a set of
n participants. Two collections of n X m Boolean matrices Cyp and C;
constitute a visual cryptographic scheme (T'gual, lForb, 11)-VCS, where m
is the pixel expansion i.e. each pixel of the SI consists of m subpixels, if
there exist the value a(m) and the set {(X, tx) } xery,, satisfying:

1. Any (qualified) set X = {i,...,ip} € TQual can recover the secret
image by stacking their transparencies.

Formally, for any M € Co, the “or” m-vector V of rows iy,1p,...,1p
satisfies wt(V) < tx — a(m) - m; whereas, for M € C; it results that
wt(V) > tx.

2. Any (forbidden) set X = {iy,...,ip} € Tgorp has no information on
the secret image.

Formally, the two collections of p x m matrices D; with t € {0,1}
obtained by restricting each n x m matrices in C; to rows iy, iy, . .., ip
are indistinguishable in the sense that they contain the same matrices
with the same frequencies.

Here we mention two important results about the pixel expansion m
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and threshold value tx of the qualified set X of (k, n)-VTSs which were
proposed in [1].

Theorem 2.4. Let (Toual, Mrorb) be a strong access structure having basis T.
There exists a (Tqual, Mforb, m)-VCS where m = ¥ xcr, 21XI-1,

Theorem 2.5. Let (Tqual, Mrorb) be a strong access structure, and let Zy
be the family of the maximal forbidden sets in Tgop,. Then there exists a
(TQuals TForb, m)-VCS with m = 212MI=1 and ty = m for any X € Tqyar.

3. Model for STS based access structures

Let P = {1,...,n} be the set of participants where n = 1,3mod 6,
having the STS Sp. Let S}, be the isomorphic to Sp such that Sp N
S;, = 0 and rf;)gual = rEQual = r-&-iveQual U r—iveQual C 2" with op €
{“OR”,“XOR"}, where 2" is the set of all subsets of P.

Here Tgqual — denotes extended qualified set consisting of members
which are qualified sets in the sense that they will be able to reconstruct
secret image either as it is or the negative version by the operation “OR”
(stacking) and by “XOR” (machine operation).

I"iveQual — denotes positive qualified set of members called positive
qualified sets which recover the secret image as it is (positive version)by
the above mentioned operations.

I_iveQual — denotes negative qualified set of members called negative
qualified sets which recover negative version of the secret image by the
same operations.

Unless otherwise stated the qualified sets include both. The positive
and the negative qualified set are specified as follows:

MyiveQual = {X C P:|X][ >3 and [YxNSp| > [YxNSpl},

MiveQual = {X CP:|X[>3 and |[YxNSp| > [Yx NSp[},
where

Yy = {UcCX:|U| =3} 3.1)

Let Meorp € 2 where Tequal N Trorb = 0.

lrorb — denotes the forbidden set consists of members which are
forbidden sets i.e. they will be unable to retrieve any information under
the specific operations.

Here, Tgorp = {X C P : YxN(SpUS,) = 0}; where Yy is as
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defined in (3.1). Note that all single element sets and two elements sets
are obviously forbidden sets since in both cases Yx = 0.

The pair (I'equal, MForb) is called the STS access structure.
The set Iy consists of all minimal qualified sets i.e.

r(] = {A S FEQual c A ¢ FEQual for all A’ C A} .

So for this structure Iy = Sp U S}, |A| =3 and |Iy| =n(n—1)/3.

The STS access structure is not strong since qualified sets are not
monotonically increasing. It is also noted that if a set of participants X
is a superset of a qualified set X', then they can retrieve the secret image
by considering only the shares of the set X’. This does not in itself rule out
the probability that all shares of the participants in X under the operations
do not reveal any information about the secret image. In this accesses
structure the forbidden sets are monotonically decreasing.

Here we assume that the image consists of a collection of black and
white pixels. Each pixel of the original image will be encoded into # pixels,
each of which consists of m subpixels. We therefore define two collections
of Boolean matrices Cy,Cq of n x m such that Cg NC; = (. To encode a
white (black, resp.) pixel we choose a random M € Cy, (Cy, resp.) and on
share i we place m subpixels listed in row i of M. The chosen matrix defines
the m subpixels in each of the # shares. The realization of the scheme lies
in the way Cy and C; are chosen.

We formalize the requirements of a VCS for the model in the follow-
ing definition, which is an extension that given in [1], [5].

Definition 3.1. Let (TggQual, I'forb) be an STS access structure on a set
of n-participants. Two collections of n X m Boolean matrices Cy and C;
constitute a visual cryptographic scheme (I'equal, Mrorb, 711)-VCS under the
operation “OR” and “XOR” if there exist the value aop (1) and the set
{(X, t(;(p)}XEFEQual with op € {“OR”, “XOR"} satisfying:

1. Any (extended qualified) set X = {iy,ip,...,ip} € TgQual can
recover the positive or negative version of the shared secret image
by “stacking” (super imposition) and by using “machine operation” of
their shares.

Formally, for any M € Cy (M € Cj respectively) the Hamming

weight wto, (V) of the m-vector V which is equal to “op” of rows
i1,i3,...,1p satisfies wtop (V) < t;p — op(m) - m; whereas, for any
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M € C1 (M € Cq respectively) it results that wtop (V) > t?(p for positive
(negative respectively) qualified sets.

2. Any (forbidden) set X = {iy,...,ip} € Tgorp has no information on
the secret image.

Formally, the two collections of p x m matrices D; with t € {0,1}
obtained by restricting each n x m matrices in C; to rows iy, iy, ..., ip
are indistinguishable in the sense that they contain the same matrices
with the same frequencies.

The 1st property is related to the contrast of the image. The value op ()
is called relative difference or relative contrast for the operation “op”, the
number aqp(m) - m is referred to as the contrast of the image, the set
{(X, )} XeTgoua 18 called the set of thresholds, and £ is the threshold
associated to X € Igqua for the operation “op”. The 2nd property is called
the security condition.

3.1 Basic matrices for STS based access structures

The VCS for STS access structure in this paper is constructed by using
n x m matrices S° and S!, called STS basis matrices. The families Cy and Cq
can be constructed by taking every column permutation of the S” and S!
respectively. The STS basis matrices S° and S must satisfy properties very
similar to the Definition 3.1 which are given below:

Definition 3.2.  Let (Tggual, l'forb) be an STS access structure on a set
of n-participants. A (TgQual, l'forb, )-VCS under the operation “OR”
and “XOR ” with relative difference aop(m) and set of thresholds
{(X, t?(p)}XGFEQual for op € {“OR”,“XOR"} is realized using the two
n x m STS basis matrices S and S! if the following conditions hold:

1. If X = {i1,...,ip} € TgQual, then the “op” m-vector V of rows
i1,i,...,ip of SO (S! respectively) satisfies wtop (V) < £5¥ — aop (1) -
m; whereas, for St (S 0 respectively) it results that wt,, (V) > t;p for
X € T4iveQual (X € T_iveQual Tespectively).

2. If X = {i1,...,ip} € Tpow then the two p x m matrices obtained
by restricting S® and S! to rows {iy,...,i,} are equal up to column
permutation.

Example 3.1. Let n = 7 be the number of participants i.e. the set of
participants P = {1,2,3,4,5,6,7}.
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Let Sp = {{1,2,4},{2,3,5},{3,4,6},{4,5,7},{1,5,6},{2,6,7},
{1,3,7}}.

Let o : P — P be a bijective mapping as follows:

1—-4,2—-6,3—54—-75—-36—1,7—2.

Hence, a(Sp) = S, = {{4,6,7},{6,5,3},{5,7,1},{7,3,2},{4,3,1},
{6,1,2},{4,5,2}}.

Therefore, S}, is isomorphic to Sp. Here, Sp N S}, = 0.

In this case the incidence matrices of Sp and S}, are actually the basis
matrices S! and S respectively. It is easy to see that these two incidence
matrices satisfy the conditions of basis matrices.

Here n = 7 and m = b— number of blocks in STS = 7.
Then the two 7 x 7 STS basis matrices are as follows:

0010110 100010 1
00010 11 1100010
0101100 0110001
=11 000101/, S'=|1 011000
0110001 0101100
1100010 0010110
10110 0 0] 00010 1 1]

Here the relative difference for the STS basis matrices is
1/7 lf //Op// — IIORII

ocop(7) = .
4/7 if “op” =“XOR”.

3.2 Construction for VCS using STS basis matrices

Let (I'eQual, l'forb) be an STS access structure on the set P having the
STS Sp. Let Iy denote the collection of all minimal qualified sets of I'equal
ie. Ty ={X € Tgqual : X \ i € Tgopp foralli € X}. A set Sy, is isomorphic
to Sp for the given structure if there exists a bijective mapping « : P — P
with S, = {a(B) : B € Sp} such thati € B & «(i) € «(B) fori € P
and Sp NS}, = (. Hence, Iy = Sp U S},. Then the incidence matrices Sp and
S}, play the role of S and S° respectively for (Mequal, lForb, 1)-VCS where
m = |To|/2.

From the properties of STS ([4], [7], [8]) the following result follows
for STS access structures:

Theorem 3.1. If X € T then t3} is constant with op € {“OR”, “XOR"} and
t?(P = 3r — 2 where v is the number of 1’s in a row of an STS basis matrices.
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Proof. From the property of STS we know that any two members belong
to a unique block and each member belongs to ¥ number of blocks. Now
X € Ty implies that the three participants in X which belong to a single
block of the STS. So it follows immediately that £} = 3r — 2. O

Theorem 3.2. If the number of participants is n then the maximum number of
members in a qualified set is n — 3.

Proof. 1t follows immediately from the properties of STS that for |X| >
n—3, wtep (V) of X for STS basis matrices SO and ST are equal. O

Note that this never rule out the existence of neither forbidden nor
qualified set of size n — 3. Now we will prove the result about the the
contrast of the VCS for STS access structure by using STS basis matrices
under the two operations.

Theorem 3.3.  For (lequal, MForb)-STS access structure on the participant
set P = {1,2,...,n}, the (Tgqual, Mforb, m)-VCS gives the relative contrast
aor(m) = (1/m) and axor(m) = 4/m for X € Tpqual and | [Yx N Sp| —
|Yx NSp|| = 1 where Y is as defined in (3.1).

Proof. Let S” and S! be the n x m STS basis matrices for the STS access
structure. Let [Yx N Sp| = g and |[Yx NS,| = g—1 and vice versa
for X € TiiveQual and X € T_jyequal respectively. By the properties of
STS we get that if X = {iy,ip,...,ip} € TpQual then wt(V) of m vector
V = OR (rows{i1,...,ip}) = pr— PC, + q = B associated with S! and
wt(V) = pr— PCy + (g — 1) = 7y associated with SY and vice versa for
X € TjiveQual and X € T'_jyequal Where p is the number of the participants
in the set X, 7 is the number of 1’s in a row of S, i € {0,1} and PC; is the
total number of combinations of 2 participants out of p participants. So
the relative contrast agg(m) = |3 —y| = 1/m.

Now wt (V') of m-vector V.= XOR(rows{iy, ..., ip}) = pr —2("Cp) +
4q = B’ associated with S and wt(V) = pr —2(PCy) +4(g—1) = ¥/
associated with S? and vice versa for X € IfiveQual and X € T'_jyeQual- SO
the relative contrast axor(m) = |B —v/| = 4/m. O

Corollary 3.1. If |X| > 3 then X is a forbidden set if and only if |Yx N Sp| =
|Yx NSp| = 0 where Y is as in (3.1).

Corollary 3.2. Let X € Tgqual then ty is constant for all X of same cardinality.

Corollary 3.3. If |X| > 3 then it is neither forbidden nor qualified set if and
only lf|YX ﬂSp‘ = |Yx‘ HSH £ 0.
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We give the following example to illustrate all results:

Example 3.2. Let the set of n = 7 participants P = {1,2,3,4,5,6,7}.

Let Sp = {{1,2,4},{2,3,5},{3,4,6},{4,5,7},{1,5,6},{2,6,7},
{1,3,7}} and « be a bijective mapping as defined in Example 3.1.

So S, = {{4,6,7},{6,5,3},{5,7,1},{7,3,2},{4,3,1},{6,1,2},
{4,5,2}}.

The TgQual = MtiveQual U M iveQual is as follows:

{1,2,4},{2,3,5},{3,4,6} {4,6,7},1{6,5,3},{5,7,1}

{4,5,7},{1,5,6},{2,6,7}, {7,3,2},{4,3,1},1{6,1,2},

1,3,7},{1,2,3,5},{1,2,4,7} »UL {4,5,2},11,2,3,6},{1,2,5,7}
{1,3,6,7},{1,4,5,6},{2,3,4,6}, 1{1,3,4,5},{1,4,6,7},{2,3,4,7}
(2,5,6,7},{3,4,5,7} {2,4,5,6},{3,5,6,7}
Here, Tgor, = {{x}, {x, y} wherex,y € Pand Yp \ I }.
So, here (Tgqual,lForb) is the STS access structure. The

(TeQuals MForb, 7)-VCS for the STS access structures is constructed by
using the following STS basis matrices S° and S':

0010110 1000101
0001011 1100010
0101100 0110001

=11 000 1 0 1}, s'=11 01100 0
0110001 0101100
1100010 0010110
10110 0 0 00010 1 1

If X = {i,is,i3} C Pand X ¢ Sp U S} then op(rows {i1, ip,i3}) of S” and
S are equal for op € {“OR”, “XOR"} i.e. they are forbidden sets. viz. the
set X = {1,2,3}. So, Iy = {Sp U Sp}. In the scheme each pixel of original
image is encoded into n = 7 pixels, each of which consists of m = n(n —
1)/6 = 7 subpixels. The threshold value of X is {5f = 3-3 —2 = 7 with
op € {“OR”, “XOR"} forall X C P € Iy. Maximum size of qualified set is
7 — 3 = 4. But there exist neither forbidden nor qualified sets of size 4, viz.
the set X = {1,2,3,4}. The relative difference for the extended qualified
setis 1/7 and 4/7 under the operation “OR” and “XOR” respectively. The
property 2 of the Definition 3.2 is easily verified for the forbidden set. This
is not a strong access structure since not all superset of X € I} are qualified,
viz. the set {2, 3,5,6}. Also all subsets of a forbidden set is forbidden, viz.
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{1},{2},{3},{1,2},{1,3},{2,3} C {1,2,3} which are forbidden sets.

4. STS based (3,n)-VTS

The VCS for STS access structure on a participant set n = 1,3 mod 6
constructed above also equivalent to (3, n)-VTS where the qualified sets
of 3 participants belong to the minimal extended qualified set I, called
STS based (3,1)-VTS. The following result holds from the properties of
the VCS for STS access structures.

Theorem 4.1. For the STS based (3,n)-VTS on a participant set {1,2,...,n}
the expansion of the pixel is m = n(n — 1) /6 and the number of qualified sets is
n(n—1)/3 =2m.

Proof. In STS based (3,1)-VTS the pixel expansion m is equal to the

number of blocks in STS. So m = n(n — 1) /6 and the number of qualified

sets is equal to || = 2(n(n —1)/6) = 2m. O
We can verify this result in the Example 3.2.

The ratio between the expansion of the pixel and the number of
qualified sets of the two constructions based on the techniques described
in (4.1 and 4.2 of [1]) for (3, n)-VTS are as follows:

w2971 (3);
(i) 4(2) : (g) e, 4:1

In our construction the ratio is

Loy 2 .
(m)n—2<3>'n—2<3> ie. 1:2

which clearly depicts the advantage in the relative contrast for the quali-
fied sets of size 3.

For n = 7 the three ratios are 2'40 : 35;4 : 1 and 1 : 2, respectively.

5. Conclusion

The model proposed is online workable and gives better visual
performance under “machine operation”. Also proposed (3,1)-VTS gives
better relative contrast compare to the schemes in [1]. The VCS for STS
access structures can be applied in the scenario where we need restricted
qualified set. It increases the secrecy in a sense that any three members
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can’t read the secret message but only some particular combinations
of three members can read the secret message. The method may be
generalized for Steiner systems, other BIBDs and also for colour images.

6. Appendix
6.1 Pictorial presentation of VCS for STS based access structure

Here pictorial presentation of the secret image, the share corre-
sponding to participants and few members of extended qualified set and
forbidden set of the Example 3.2 are given below:

A

Figure 1
(Ieft) Secret image, (right) Share of single participant

Figure 2
Image of participants 1 and 2 (Ieft) Under OR (right) Under XOR

Figure 3
Image of participants 1,2 and 4 (left) Under OR (right) Under XOR
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A A

Figure 4
Image of participants 4,6 and 7 (left) Under OR (right) Under XOR

Figure 5
Image of participants 1,2 and 3 (left) Under OR (right) Under XOR

A A

Figure 6
Image of participants 1,2,4 and 7 (left) Under OR (right) Under XOR

AA

Figure 7
Image of participants 1, 3,4 and 5 (left) Under OR (right) Under XOR
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Figure 8
Image of participants 2, 3,4 and 5 (left) Under OR (right) Under XOR

Figure 9

Image of participants 2,3, 5,6 and 7 (left) Under OR (right) Under XOR
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