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ABSTRACT The verification of copyright and authenticity for medical images is critical in telemedical
applications. Watermarking is a key technique for protecting medical images and can be mainly
divided into three categories: region of interest (ROI) lossless watermarking, reversible watermarking
and zero-watermarking. However, ROI lossless watermarking causes biases on diagnosis. Reversible
watermarking can hardly provide a continuous verification function and may face verification disputes
after image recovering. Zero-watermarking requires third-party storage which may cause additional
security problems. To address these issues, a hybrid reversible-zero watermarking (HRZW) is proposed
in this paper to effectively combine the complementary advantages of reversible watermarking and zero-
watermarking. In our scheme, a novel hybrid structure is designed including a zero-watermarking component
and a reversible watermarking component. In the first component, ownership share is generated by
mapping nearest neighbor grayscale residual (NNGR) based features and watermark information. In the
second component, the generated ownership share is embedded reversibly based on Slantlet Transform,
Singular Value Decomposition and Quantization Index Modulation (SLT-SVD-QIM). Experimental
results demonstrate that our proposed scheme not only yields remarkable watermarking imperceptibility,
distinguishability and robustness, but also provides continuous verification function without any dispute or
third-party storage, which outperforms existing watermarking schemes for medical images.

INDEX TERMS Authenticity, copyright protection, medical images, NNGR based feature, reversible-zero
hybrid watermarking, SLT-SVD-QIM.

I. INTRODUCTION
The verification of copyright and authenticity for medical
images has become a very important issue in telemedical
applications. On the one hand, the collection of medical
images requires a large amount of manpower and material
resources, which indicates that the illegal use of medical
images will cause huge losses to medical institutions. On the
other hand, the use of medical images forged by attackers
for diagnosis or scientific research may lead to invalidate
scientific research results, diagnostic errors or even endanger
the lives of patients.

Different from protecting traditional images, the protection
for medical images needs to ensure the lossless and
distinguishability of medical images besides the robustness
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requirement. Because any modification on medical images
may lead to unwanted diagnostic risks, the lossless of their
content should be guaranteed to avoid biased diagnosis.
In addition, the excellent distinguishability of different
medical images is also required to avoid misclassification of
protected images with non-protected ones because medical
images from different persons in the same modality share
similar visual structures. Last but not least, robustness is
certainly required to ensure the reliability of the verification
of copyright and authenticity under malicious attacks.

Digital watermarking is a typical technique for protecting
copyright and authenticity [1]–[5]. There are three main
categories of watermarking schemes for protecting medical
images, which are the Region of Interest (ROI) lossless water-
marking, reversible watermarking and zero watermarking.

ROI lossless watermarking schemes [6]–[11] divide the
medical image into ROI and the region of no interest (RONI)
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in the spatial domain and embed the watermark into medical
images while keeping their ROI regions lossless. However,
in these schemes, RONI cannot be restored losslessly,
thus still leading to negative impacts on the diagnosis.
Furthermore, the segmentation of ROI and RONI may
cause additional security risks because all the information
embedded in RONI can be easily destroyed by replacing the
whole RONI simply.

Reversible watermarking schemes [12]–[19] ensure that
the medical images can be recovered losslessly after
extracting the watermark, which avoids distortions of RONI.
However, these schemes still have one major disadvantage.
The association between the watermark information and the
carrier images has nomore existed after the image recovering,
which means the reversible watermarking schemes can only
provide a one-time verification and may face unwanted
disputes.

Zero-watermarking schemes [20]–[27] do not modify
the original images but generate and store the ownership
shares of medical images, which indicates the associations
between the image features and the watermark information,
for medical image protection. Because these associations
(ownership shares) are well kept during the whole pro-
tection process, zero-watermarking can provide continuous
protection of medical images and avoid any possible dispute.
However, there are still some main disadvantages of zero-
watermarking: 1) the ownership shares require third-party
storage, which brings additional security risks; 2) it is difficult
for zero-watermarking schemes to accurately identify the
ownership share of a specific image among a large number of
images without additional retrieval functions; 3) the features
of similar images are possible to be the same, which may
cause inaccurate (false positive) verification.

In summary, reversiblewatermarking and zero-watermarking
are more suitable for protecting medical images than ROI
lossless watermarking. On the one hand, they can ensure the
lossless of medical images to avoid biased diagnosis which
cannot be achieved by ROI lossless watermarking. On the
other hand, they do not need to divide medical images into
ROIs and RONIs, and thus avoid the risks caused by the
spatial division of ROI in ROI lossless watermarking. The
comparison of the three watermarking methods is shown in
Table 1.

More importantly, the advantages of reversible watermark-
ing and zero-watermarking are fortunately complementary.
The first one does not need additional storage while the
second one makes use of the associations between the image
features and the watermark information, thus confirming
continuous verification without dispute.

To make use of these complementary advantages of
reversible watermarking and zero-watermarking, we propose
a hybrid reversible-zero watermarking (HRZW) in our paper
by designing a novel hybrid structure including a zero-
watermarking component and a reversible watermarking
component. In the first component, ownership share is
generated through exclusive OR (XOR) mapping of features

and watermark information, where features are extracted
based on nearest neighbor grayscale residuals (NNGR). In the
second component, we design a reversible watermarking
based on Slantlet Transform (SLT), Quantization IndexMod-
ulation (QIM) and Singular Value Decomposition (SVD) to
embed the generated ownership shares into the corresponding
image. Our contributions are highlighted as follows:

1) A novel lossless watermark architecture named HRZW
is proposed, which effectively combines the advantages
of both reversible watermark schemes and zero-watermark
schemes. To our best knowledge, it is the first scheme to fuse
zero-watermarking and reversible watermarking. Our method
is a watermarking for verifying copyright and authenticity of
medical images, as it is robust against some malicious attacks
such as filtering, noise and clipping attacks.

2) A zero-watermarking component is designed to generate
the ownership shares, which indicates the associations
between the image characteristics and the watermark infor-
mation and thus can be used for continuous verification
without verification dispute even after the medical image is
restored.

3) A reversible watermarking component is designed to
embed the generated ownership shares reversibly. In this
manner, the ownership share of a specific image can be
extracted from its watermarked image accurately without the
storage requirements of a third party. In addition, the false-
positive rate of verification will be reduced, because the
possibility of extracting the accurate ownership share from
a similar but unwatermarked image is close to 0.

4) SLT-SVD-QIM-based watermarking and NNGR-based
feature extraction are deployed to guarantee the lossless,
distinguishability and robustness of our proposed HRZW.

5) Experiments implemented on 200 medical images
have demonstrated that our proposed HRZW outper-
forms the state-of-the-art reversible watermarking and zero-
watermarking schemes for medical image protection.

The rest of the paper is organized as follows. Related
work is introduced in Section II. Our proposed watermarking
scheme is described in detail in Section III. The experimental
results are provided and analyzed in Section IV. Finally, the
paper is concluded in Section V.

II. RELATED WORK
Existing watermarking schemes to verify copyright and
authenticity of the medical image can be classified into
three main categories, which are the region of interest (ROI)
lossless watermarking schemes, reversible watermarking
schemes and zero-watermarking schemes. The related works
of these three categories are described as follows.

A. ROI LOSSLESS WATERMARKING SCHEME
In the ROI lossless watermarking scheme, medical images
are divided into regions of interest (ROI) and regions of no
interest (RONI). Tjokorda et al. [6] embed the information
by modifying the least significant bits (LSB) of the pixels
in ROI. Lee et al. [7] embed the bit-plane value of the
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TABLE 1. Comparison of different types of watermarking algorithms.

Discrete Wavelet Transform (DWT) coefficient in the ROI
into the adjacent RONI of the medical image. Parah et al. [8]
propose a robust watermarking scheme by modifying the
Discrete Cosine Transform (DCT) coefficients of ROI to
embed the watermark. Priya et al. [9] embed the watermark
information into the LSBs of RONI. Alhaj et al. [10] propose
a watermarking scheme by modifying the LSB of the
ROI after DWT and SVD, while the LSBs of the ROI
are embedded into RONI. Maheshkar et al. [11] propose
another ROI lossless scheme, in which the hospital logo and
electronic medical record (EPR) are embedded in RONI by
using the IWT-SVD hybrid transform.

B. REVERSIBLE WATERMARKING SCHEME
The reversible watermarking scheme directly embeds and
extracts watermarks without dividing the ROI and RONI. The
scheme can ensure that the medical images can be losslessly
recovered after watermark extraction. Thodi et al. [12] pro-
pose a prediction error expansion-based reversible scheme.
To improve the watermarking robustness, Deng et al. [13]
embed watermark based on Huffman coding and K-means
clustering. Luo et al. [14] use interpolation errors for water-
mark embedding to improve the quality of watermarked
images. Gouenou et al. [15] shift the histogram modulation
of prediction errors, which exploits the local specificities
of the image to enhance both the watermark capacity and
imperceptibility. An et al. [16] embed watermarks in the
wavelet coefficients based on shifting and clustering of
statistical histograms. Lei et al. [17] propose a recursive
dither modulation-based watermarking which embeds water-
marks into the DWT-SVD coefficients of medical image.
Thabit et al. [18] modify the relationship between the mean
values of low-high and high-low frequency sub-bands of
the SLT domain for watermark embedding to enhance the
watermarking robustness. Liu et al. [19] propose a novel
robust reversible watermarking scheme based on recursive
dither modulation (RDM) for protecting the authenticity of
medical images. In addition, they further use Cyclic Redun-
dancy Check (CRC) and block truncation coding (BTC) for
modification location and recovery. In addition, Reversible
watermarking is also used for sensitive applications such
as military imagery [28] and remote sensing imagery [29],
[30]. For example, the lossless watermarks have being
incorporated as an integrity protection mechanism into the
ISSE guard [31].

C. ZERO-WATERMARKING SCHEME
In the zero-watermarking scheme, the mapping relationship
between copyright information and medical image features is
established and continuous verification without any dispute
can be performed by using the mapping relationship and
extracting image features. In addition, there is no distortion
in the image content because the copyright information is
not directly embedded in the medical image. Han et al. [20]
propose a robust zero watermarking scheme that deploys
3D-DWT and Legendre Chaotic Neural Network for feature
extraction. Dong et al. [21] design another low-frequency
DCT coefficient-based zero watermarking scheme for better
robustness. Seenivasagam et al. [22], [23] exploit Contourlet
transform (CT) and deploy the first 3 and 6 Hu invariant
moment sign bits in the CT-SVD domain to extract features.
Fan et al. [24] design a zero watermarking algorithm based
on Cellular Automate Transformation (CAT) for copyright
protection to achieve sufficient security and robustness.
In order to improve the distinguishability of features,
Du et al. [25] propose a 2D-DCT based zero-watermarking
scheme for the digital right management of fundus images
for better distinguishability. Zou et al. [26] design a zero-
watermarking scheme by using features based on the
grayscale differences in the fan ring partitions to further
improve the feature distinguishability. Liu et al. [27] extract
the content-based features of medical images based on
completed local binary patterns to further chance the feature
robustness against rotation attacks.

III. REVERSIBLE-ZERO HYBRID WATERMARKING
SCHEME
Our scheme includes two main procedures: a watermark
registration phase and a watermark authentication phase as
shown in Figure 1. In the first phase, we extract binarized
features based on NNGR, use a logistic-logistic system
based chaotic map to generate scrambled binary features,
and use the scrambled binary features and watermark
information to generate ownership share. Then, we embed the
generated ownership share into the image reversibly based
on SLT-SVD-QIM. In the watermark authentication phase,
we first extract features based on NNGR, generate scrambled
binary features based on LLS and use the watermarking
scheme based on SLT-SVD-QIM to extract ownership share.
Then, the ownership share and the binarized features are
used together to generate the watermark information for
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authentication. In this manner, the additional security risks of
using third-party storage are avoided. In addition, the false-
positive rate of verification will be reduced. Last but not least,
the watermark is associated with image features by using the
ownership share of zero-watermarking and thus our method
can still carry out continuous verification without dispute
in multiple stages after the image is restored. The detailed
architecture of HRZW is described as follows.

A. WATERMARK REGISTRATION
1) FEATURE EXTRACTION BASED ON NNGR
In this stage, an algorithm for feature extraction based on
NNGR is applied to extract image features. As shown in
Figure 2, the image is partitioned into several fan rings, and
then the grayscale modifications in both radial and tangential
direction of each partition are calculated to extract the feature.
The detailed steps are shown in Algorithm 1.

2) LLS ENCRYPTION
An important problem with SVD-based image watermarking
is false positive detection [32]. The attackers can remove any
watermark by exploiting the U and V components with their
own singular values without knowing the original watermark

FIGURE 1. Process of reversible-zero hybrid watermark.

embedded in the watermarked image to assert their ownership
of the watermarked image.

In this stage, a chaotic sequence H = {hi+t , 1 ≤ i ≤ 4 ×
(N − 1)×L} generated by logistic-logistic system (LLS) and
scrambled on the binarized feature to ensure watermarking

Algorithm 1 Feature Extraction Algorithm Based on the NNGR
Input: Target image
Output: Image feature BIF
1: The target image is converted to its gray-scale form and then normalized to 512× 512 pixels.
2: The geometric center of the grayscale image is deployed as the center point, and the circular regions of image within the

radius R are selected as the target region for feature extraction. In our study, R is set to 220.
3: The target region is segmented into N rings with the equal radius. And each ring is then segmented into M fan rings with

the equal width to obtain the sub-region set G =
{
gi,j | | 1 ≤ i ≤ N , 1 ≤ j ≤ M

}
which containsM ×N sub-regions gi,j.

In our study, N is set to 44 and M is set to 16.
4: The sum of pixels of each sub-region gi,j is calculated, namely as Sum(i, j).
5: The residual value Rr (i, j) is calculated between the sum value Sum(i, j) of each sub-region G(i, j) and the sum value
Sum(i+ 1, j) of its adjacent sub-region G(i+ 1, j). In this manner, (N − 1)×M radial nearest neighbor residual values Rr
is obtained, according to the order of traversing the tangential direction firstly and traversing the radial direction secondly.

Rr (i, j) = Sum(i, j)− Sum(i+ 1, j), where 1 ≤ i ≤ N − 1 and 1 ≤ j ≤ M (1)

6: Similarly, the residual value Rr (i, j) is also calculated between the sum value Sum(i, j) and the sum value Sum(i, j + 1) of
its adjacent fan-ring in the tangential direction. N ×M tangential nearest neighbor residual values Rt is obtained.

Rt (i, j) =

{
Sum(i, j)− Sum(i, 1), where 1 ≤ i ≤ N and j = M
Sum(i, j)− Sum(i, j+ 1), where 1 ≤ i ≤ N and 1 ≤ j ≤ M − 1

(2)

7: The Rr and Rt are binarized to obtain Br and Bt based on their own median values Tr and Tt as shown in equation3.

Br ((i− 1)× N + j) =

{
1, if Rr (i, j) > Tr
0, otherwise,

where 1 ≤ i ≤ N − 1 and 1 ≤ j ≤ M

Bt ((i− 1)× N + j) =

{
1, if Rt (i) > Tt
0, otherwise,

where 1 ≤ i ≤ N and 1 ≤ j ≤ M (3)

8: The Br and Bt are combined to obtain binary feature BIF with dimension (N − 1)×M + N ×M .
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FIGURE 2. An example of image partitions.

security, thus avoiding the false positive issue of the SVD-
based watermark [33].

This system is one of the hybrid systems defined in [34]
by combining two chaotic maps as shown in 4. In our study,
we combine two logistic maps defined in 5 and strictly follow
the parameter setting in [34] to ensure the effectiveness of
chaotic system. According to [34], the hybrid system has
better chaotic performance, and thus achieves better security
than using single chaotic map.

hn+1=Echaos(u, hn)×T (v)−floor(Echaos(u, hn)×T (v)) (4)

with T (v) = 2v, and Echaos(u, hn) is the logistic map:

Echaos(u, hn) = u× hn × (1− hn) (5)

where u, v are two control parameters, 0 ≤ u ≤ 10, 8 ≤
v ≤ 20, h0 is the initial value of chaotic map, n is the
iteration number and hn is the output chaotic sequence.H is a
subsequence of length 4× (N −1)×L in hn, u, v, h0 and t are
used together as the secret key. Here, t is set to 500 because
the chaotic sequences generated after multiple iterations have
better chaotic performance.

Then, binarize the chaotic sequence H to obtain a binary
chaotic sequence BH = bhi, 1 ≤ i ≤ 4× (N − 1)× L as
follows.

bhi =

{
1 if hi=t > T ;
0 otherwise

(6)

where T is the average value of H .
Finally, generate a scrambled binary feature F by applying

an XOR operation (⊕) between the binary chaotic sequence
BH and binary feature BIF .

F = BIF ⊕ BH (7)

3) GENERATION OF OWNERSHIP SHARE
In this stage, the scrambled binary feature and watermark
information is used to generate the ownership share. The
detailed generation of ownership share is shown below.

FIGURE 3. Embedding of ownership share.

Step 1: The length of the watermark information is
calculated and recorded as L. In our study, L is set at 32×32.
Step 2: The first L bits of the scrambled binary feature F is

selected as the master share. The XOR operation is deployed
to generate the shared information O using the master share
F and the watermark information W .

O(i) = F(i)⊕W (i) (8)

where 1 ≤ i ≤ L, ⊕ is the XOR operator.

4) EMBEDDING OF OWNERSHIP SHARE
In the process of ownership share embedding, the water-
marked image will be restored to the original image after
extracting the ownership share. As shown in Figure 3, our
proposed robust reversible watermarking scheme mainly
consists of Singular Value Decomposition (SVD), Slantlet
Transform (SLT) and Quantization Index Modulation (QIM).
SLT is an equivalent representation of DWT, which ensures
both the characteristics of time-localization and smoothness,
and thus provides a better trade-off between imperceptibility
and robustness for watermark applications. In addition,
Moreover, the largest significant value of the singular
value matrix S after SVD is further used to enhance the
watermarking robustness. QIM is used to embed watermark
bits and ensure the reversibility of medical images. In this
stage, we embed the ownership shares generated in section
3.1.2 into the medical images, which are described in detail
below.
Step 1: The entire medical image is split into 8× 8 blocks

without overlapping.
Step 2: The divided blocks are scrambly ordered for own-

ership share embedding according to a scrambled mapping C
generated based on a key k . In this manner, the security of
embedding ownership share is ensured.

Ci = [(k × Zi) mod N ]+ 1 (9)

where 1 ≤ i ≤ N , and N is the number of the blocks. Z is
the zigzag orderedmapping, andC is the scrambledmapping.
The key k is a random number, and N should not be divisible
by k .
Step 3: SLT is applied on the scrambled blocks as shown

in equation 10.

TB = ABAT (10)

where TB is the SLT coefficient matrix and A is the Slantlet
matrix. TB,B and A have the same size which is 8× 8.
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Step 4: TB is further divided into four sub-bands:
LL,HL,LH and HH , and the LL sub-band is selected
for ownership share embedding to ensure the watermark
robustness.
Step 5: SVD is then performed to the LL sub-band referring

to equation 11.

LL = USV T (11)

where U and V are orthogonal matrices, S is a singular value
matrix. A bit of ownership share is embedded into the largest
singular value S(1, 1) in matrix S of each block.
Step 6: The QIM-based reversible method is designed to

embed ownership share, as shown in Algorithm 2.

Algorithm 2 QIM-Based Reversible Embedding Method
Input: S matrix and quantization step 1

Output: Watermarked singular values matrix S ′

1: b = floor(S(1, 1)/1)
2: if w = 1 then
3: a = b+ 1− mod(b, 2)
4: else
5: a = b+ 1− mod(b+ 1, 2)
6: end if
7: P = a×1+1/2
8: D = P− S(1, 1)
9: H = D/1

10: S ′(1, 1) = P+ H

On the one hand, to make sure the accurate extraction of
the ownership share, S ′(1, 1) and P in Algorithm 2 have to be
located at the same jitter interval as shown in equation 12,
leading that the value of H is supposed to be lower than
1/2. On the other hand, the embedding-caused distortion D
will not be greater than 1 and H will not be greater than
1. Therefore, the ownership share can be extracted correctly
when 1 is greater than 2. In our study, 1 is set to 24.

floor(P/1) = floor(S ′(1, 1)/1) (12)

where floor(·) rounds towards negative infinity.
Step 7: LL ′ is obtained by applying the inverse SVD on U ,

V and S ′ referring to equation 13.

LL ′ = US ′V T (13)

where S ′ is the watermarked singular value matrix, and LL ′

is the watermarked LL sub-band.
Step 8: The inverse SLT is performed on sub-bands

LL,HL,LH and LL ′ referring to equation14.

B′ = AT
[
LL ′ HL
LH HH

]
A (14)

where B′ is a block of the watermarked medical image.
Steps 3-8 are repeated to embed the ownership share and

obtain the watermarked medical image.
Step 9: The pixel shifting function is designed to avoid

overflow and underflow. Bits ‘‘0’’ and ‘‘1’’ are embed-
ded independently into every block to obtain different

FIGURE 4. Extraction of ownership share.

watermarked blocks. We calculate the maximum possible
distortion of each block by watermark embedding. Then,
we adjust the pixels of the watermarked image according to
these distortions as below.

Im(i, j) =


I ′(i, j)+ T if I ′(i, j) < 0
I ′(i, j) if 0 ≤ I ′(i, j) ≤ 255
I ′(i, j)− T if I ′(i, j) > 255

(15)

B. COPYRIGHT AUTHENTICATION
In this stage, the features of the watermarked image are firstly
extracted based on NNGR. Secondly, the ownership share is
generated reversibly based on SLT-SVD-QIM and then the
image is restored according to the SLT-SVD-QIM restoration
process. Finally, the watermark information will be generated
by using ownership share and features for medical image
verification.

1) FEATURE EXTRACTION
In this section, we use the feature extraction based on
NNGR mentioned in section III-A1 to extract the features
in the watermarked medical image. Extract the feature Rr
and Rt of the watermarked image and perform a binary
quantization operation on the feature Rr and Rt to generate
BIF . Then, we use the LLS encryption algorithm mentioned
in section III-A2 to generate scrambled binary features F for
the later calculations in section III-B3. Here, we extract the
feature from the watermarked medical image instead of from
the recovered medical image for two main reasons. Firstly,
if the watermarked medical image is modified by any attacks,
the reversible watermarking component cannot restore the
original medical image as other reversible watermarking.
In this situation, the recovered medical image can even bring
additional distortions, which may affect the performance
of the feature extraction. Secondly, the imperceptibility of
our reversible embedding is remarkable by using the SLT.
Therefore, the NNGR based feature is sufficiently robust
against the insignificant distortions caused by reversible
ownership share embedding. then III-A2

2) EXTRACTION OF OWNERSHIP SHARE
As shown in Figure 4, the ownership share extraction is
a reverse process of its embedding function. In addition,
medical images are restored losslessly by deploying the QIM
function after extracting the ownership share in this stage. The
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following is the description of the ownership share extraction
process:
Step 1: Find the positions of the displaced pixels, and then

their corresponding primary pixels can be restored according
to the side information, referring to equation 16.

I ′(i, j) =

{
Im(i, j)− T if Im(i, j) < T
Im(i, j)+ T if Im(i, j) > 255− T

(16)

where I ′(i, j) is the pixels of the original watermarked image,
Im(i, j) is the pixels of the modified watermarked, and (i, j) is
the coordinate of the pixels. Step 2: The entire watermarked
image is divided into 8 × 8 non-overlapping blocks. Step
3: Blocks are scrambly ordered using the random embedded
sequence C by using equation17 according to the key k .

Ci = [(k × Zi) mod N ]+ 1 (17)

Step 4: The SLT is performed on each block referring to
equation 10.
Step 5: The TB′ is divided into four sub-bands:

LL ′,HL,LH and HH .
Step 6: The singular value matrix S ′ is calculated by per-

forming SVD on the sub-band LL ′ referring to equation 11.
Step 7: The singular value matrix S ′ is calculated to extract

the ownership share bit w using equation 18.

w = mod(floor(S ′(1, 1)/1), 2) (18)

where floor(·) rounds towards negative infinity.
Step 8: The QIM-based reversible method shown in

Algorithm 3 is used to recover the original singular values
matrix. Obviously, P′ and E ′ should equal to P and E
respectively, due to S ′(1, 1) and P located at the same jitter
interval as analyzed in equation 12. Therefore, S ′(1, 1) can
be recovered by using Algorithm 3.

Algorithm 3 QIM-Based Reversible Method
Input: S ′ matrix and quantization step 1

Output: Restored singular values matrix S
1: b′ = floor(S ′(1, 1)/1)
2: P′ = b′ ×1+1/2
3: H ′ = S ′(1, 1)− P′)
4: P = a×1+1/2
5: S(1, 1) = P′ − D′

Step 9: To recover the medical image blocks, inverse SVD
and inverse SLT are performed on S ′.

Steps 4-9 are repeated to extract ownership share with the
recovered medical image.

3) RECOVER COPYRIGHT INFORMATION
In section III-B1, the master share is extracted based on
NNGR. In section III-B2, using the SLT-SVD-QIM reversible
watermarking algorithm, we generate the ownership share
and restore the original image. In section III-B3, the copyright
information will be recovered by using master share and
ownership share. The specific steps are as follows: Calculate

the length of ownership sharing as L, take the first L elements
of the binarized feature (master share) as BIF , and generate
the copyright information W by XOR operation with the
ownership share, as shown in equation 19:

W (i) = BIF(i)⊕ O(i) (19)

where 1 ≤ i ≤ L, ⊕ is the XOR operator.

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS
A. EXPERIMENTAL SETTING
Several experiments are conducted to evaluate the per-
formance of our proposed scheme. A visual example of
embedding and extraction is in section IV-B.The qualitative
comparison of ROI lossless watermarking, reversible water-
marking and zero-watermarking is evaluated in Section IV-
C. The quantitative comparison of reversible watermarking
and our proposed scheme is evaluated in Section IV-D.
The quantitative comparison of zero-watermarking and our
proposed scheme is evaluated in Section IV-E.

Our testing database contains 200 medical images, includ-
ing CT images, Ultrasound images, MRI images, fundus
images and X-ray images. The number of each class of test
images is equal to 40. In addition, the image with a size of
32 × 32 is used as watermark information. The attack types
and their parameter values are listed in Table 2.

Inspired by [35], we selected three sets of parameters for
evaluating watermarking performances as shown in table 3,
which are chosen according to the following standards. First,
the radius R of the target region was chosen to be 0.43 of the
adjusted image width, i.e. b512 × 0.43c = 220, to discard
the region outside the maximum ring and enhance robustness
against cropping attacks. Second, the size of the extracted
features D should be slightly larger than the size of the
watermark L, as shown in equation 20, to ensure an effective
mapping between the extracted features and the deployed
watermark.

D = M × (bR/rc − 1)× 4 = M × (N − 1)× 4 (20)

First of all, we use inter-BERs to evaluate the distin-
guishability of our proposed scheme. Inter-BER is defined
as the BER between genuine and fake watermarks. For
zero-watermarking, the genuine watermark is generated by
using the features and the ownership share of the same
medical image while the fake watermark is generated using
the features and the ownership share of different medical
images. For our method, the genuine watermark is generated
by using the features and ownership share extracted from
a watermarked medical image, while the fake watermark is
generated using the features and the ownership share from
an unwatermarked medical image. A larger inter-BER value
indicates better watermarking distinguishability.

Further, to evaluate the robustness of our proposed
scheme, we calculated the intra-BERs of our proposed
scheme and other existing zero-watermarking schemes. The
intra-BER is calculated as the BER between the original
watermarks and the recovered watermarks under various
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TABLE 2. Attack types and their parameters.

TABLE 3. Settings of parameters.

attacks. A smaller intra-BER indicates better watermarking
robustness.

Finally, we calculate the false-negative rate Pfn with the
false positive rate Pfp to evaluate the overall performance as
the trade-off between distinguishability and robustness. The
Pfp is defined as the probability of identifying two different
medical images as the same medical image. It also indicates
the distinguishability of our proposed scheme. The Pfn is
defined as the probability of identifying the original medical
image and its attackedmedical image as two differentmedical
images. It also manifests the robustness of our proposed
scheme, the smaller the value the better. The Pfp and Pfn are
defined as Equation 21 and Equation 22 respectively.

Pfp =
Nfp
Ntd

(21)

Pfn =
Nfn
Nts

(22)

Here, Nfp is the number of different medical image pairs
whose inter-BER is smaller than a predefined threshold Th,
Ntd is the true number of different medical image pairs,
Nfn is the number of original medical image pairs and its
attacked medical image whose intra-BER is larger than Th,
and Nts represents the true number of attacked medical
images.

The results including the average value of inter-BER, mean
intra-BER and Pfp of 200 test images under 20 attacks by
using our proposed scheme of different parameters are given
in Table 4.

As can be seen from the last column in table 4, the param-
eter settings for set 3 achieve a better compromise between
watermark distinguishability and robustness compared to
set 1 (v.s. robustness) and set 2 (v.s. distinguishability).
Therefore, in the later experiments, the parameters of set
3 were set in our proposed scheme.

TABLE 4. Results with different parameters.

FIGURE 5. Visual examples of the embedding and extraction of our
proposed algorithm, including a comparison of the original medical
image with the embedded image, a comparison of the original
watermarked image with the extracted watermark, and a display of the
extracted watermarked image after various attacks.

B. VISUALISATION RESULTS
Figure 5 shows the original medical image with the medical
image after watermark embedding, the embedded watermark
image with the extracted watermark images under the attacks
as listed in Table 2.

The extracted watermark images are legible enough for
the verification of copyright and authenticity, which also
demonstrates that our method is robust against these attacks.

C. QUALITATIVE COMPARISONS WITH OTHER
WATERMARKING SCHEMES
Qualitative comparisons are discussed between our proposed
scheme and other schemes for medical images in terms of
the following seven aspects: 1) distortion of the host images,
2) robustness of the copyright identification, 3) distinguish
ability of the copyright identification, 4) durability of the
copyright identification, 5) possibility of the verification
dispute, 6) accuracy of the ownership share, 7) requirement
of third-party storage. The results are listed in Table 5.
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TABLE 5. Qualitative comparisons with other schemes.

As shown in Table 5, our proposed scheme outperforms
other three watermarking schemes. Compared with the
ROI lossless watermarking schemes, our proposed scheme
is distortion-free by combining two lossless watermarking
technique, which better satisfies the lossless requirements of
medical images for accurate diagnosis. Compared with the
reversible watermarking schemes, the verification of medical
images in our proposed scheme can be executed repeatedly
without any dispute by using the associations between the
image characteristics and the watermark information. Com-
pared with zero-watermarking schemes, the watermarking
distinguish ability and the accuracy of the ownership share
for a specific image are ensured and third-party storage is not
required by embedding the ownership share into the medical
images in our proposed scheme.

D. QUANTITATIVE COMPARISONS WITH REVERSIBLE
WATERMARKING SCHEMES
In this phase, we compared our proposed scheme with
reversible watermarking schemes. Firstly, mean PSNRs of
our proposed scheme and other existing schemes [11], [17]–
[19] are compared in Table 6 to evaluate the watermarking
imperceptibility. The definition of PSNR is shown below.

PSNR = 10log10

(
2552 × H ×W∑ H

i=1
∑W

j=1(I (i, j)− I
′(i, j))2

)
(23)

where I is an original image, I ′ is a watermarked image, H
and W are the height and width of medical images, (i, j) are
coordinates of pixels in these images.

The mean PSNR of our proposed watermarking scheme
is 46.5391. This value is larger than other four benchmark
schemes [11], [17]–[19], which are 39.7522, 41.5525,
40.1841 and 45.7832 respectively. The results demonstrate
that the imperceptibility of our proposed watermarking
scheme ensures remarkable and better imperceptibility com-
parable with those state-of-art schemes. The reason for this is
because our using of SLT, which provides a remarkable trade-
off between imperceptibility and robustness for watermark
applications.

Then, we calculated the bit error rate (BER) of our
scheme and other existing reversible watermarking schemes
to evaluate the robustness of our proposed scheme. The
definition of BER is shown below.

BER =

∑
W (i, j)⊕W ′(i, j)

m× m
(24)

TABLE 6. The mean Psnrs Of different watermarking schemes.

TABLE 7. Comparisons of mean Bers with reversible watermarking
schemes.

whereW (i, j) andW ′(i, j) represent the original and recovered
watermarks and m represents the size of the watermark. The
smaller BER indicates the stronger watermarking robustness.

To evaluate the watermarking robustness, attacks with
different parameters shown in Table 2, are performed on all
the medical images. The mean BERs of 200 medical images
under different attacks are compared and the results are listed
in Table 7.

As shown in Table 7, all themeanBERs of authenticity data
by using our proposed watermarking scheme are close to 0.
In addition, the average value of mean BERs of our proposed
scheme, which is 0.0453, is smaller than those of the former
three benchmark schemes [11], [17]–[19], which are 39.7522,
41.5525, 40.1841 and 45.7832 respectively. In addition, this
value is also comparable with that of Liu et al.’s scheme [19],
which is 0.0352. These results demonstrate that our proposed
watermarking scheme outperforms the schemes [11], [17]–
[19], and is comparable with Liu et al.’s scheme [19]
in terms of robustness. The reason for this result is the
remarkable invariance of NNGR-based features and SLT-
SVD-QIM under different attacks. In addition, as analyzed
in Section IV-C, our proposed scheme can provide durable
protectionwithout verification dispute, which outperforms all
these reversible watermarking schemes.

In summary, our proposed scheme can provide a more
effective verification function for medical images than
reversible watermarking.

E. QUANTITATIVE COMPARISONS WITH OTHER
STATE-OF-ART ZERO-WATERMARKING SCHEMES
In this section, we made the comparison of our proposed
watermarking scheme and other existing zero-watermarking
schemes, which are Zou et al. [25], Seenivasagam et al. [22],
Du et al. [26] and Liu et al. [27].
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TABLE 8. Comparisons of mean inter-Bers with zero-watermarking
schemes.

First of all, we use inter-BERs to evaluate the distin-
guishability of our proposed scheme. The average, maximum
and minimum values of inter-BERs by using our proposed
scheme and other state-of-art zero-watermarking schemes are
shown in Table 8.

As shown in Table 8, we can see that the average
and minimum values of inter-BERs by using our proposed
scheme are much larger than those of the other zero-
watermarking schemes. These results demonstrate that the
distinguishability of our proposed scheme is much higher
than other zero-watermarking schemes. The reason for this
result is two fords. On the one hand, the distinguishability of
our used NNGR-based feature is remarkable. On the other
hand, the embedding of ownership share into the relative
medical image also enhances our distinguishability since the
possibility of extracting the accurate ownership share from a
similar but unwatermarked image is close to 0.

Andwe use intra-BERs to evaluate the distinguishability of
our proposed scheme. The mean values of intra-BERs under
various attacks by using our proposed scheme and other state-
of-art zero-watermarking schemes are shown in Table 9.

As shown in Table 9, 20 common attacks with dif-
ferent parameters are applied to test the watermarking
robustness. The average value of the mean intra-BER of
200 medical images under all tested attacks by using
our proposed scheme is 0.0453, which indicates that our
proposed scheme has strong robustness. The reason for
this result is also the remarkable invariance of NNGR-
based features and SLT-SVD-QIM under different attacks.
Although the performance of our proposed scheme is
comparable with Seenivasagam et al. [22] and slightly worse
than Zou et al. [25], Du et al. [26] and Liu et al. [27], which
is due to the relatively worse robustness of the reversible
watermark component, the distinguishability of our proposed
scheme is much better than these zero-watermarking schemes
as shown in Table 8. In addition, the overall performance of
our proposed scheme is comparable with Zou et al. [25] and
better than the other three zero-watermarking schemes, which
will be analyzed below (in Table 10).

Furthermore, we calculate the false-negative rate Pfn with
the false positive rate Pfp to evaluate the overall performance
as the trade-off between distinguishability and robustness.
And the results are shown in Table 10.

In our study, the threshold Th is determined by Pfp. The Pfp
is set to 1/39800 (the smallest Pfp except 0 in our experiment)
to ensure thigh distinguishability, and Pfn is calculated to
evaluate the robustness under various attacks. A smaller Pfn
value indicates better overall performance. The results of
Pfn calculated by using some state-of-art zero-watermarking
schemes and our proposed scheme are given in Table 10.

TABLE 9. Comparisons of mean intra-Bers with zero-watermarking
schemes.

TABLE 10. Comparisons of Pfn with zero-watermarking schemes when
Pfp Is 1/39800.

From Table 10, we can find all Pfn of our proposed
scheme under different attacks are 0.00%, which are the
same with Zou et al. [25] and much smaller than those
of zero-watermarking schemes Seenivasagam et al. [23],
Du et al. [26] and Liu et al. [27]. The results demonstrate
that our proposed scheme has a comparable overall perfor-
mance with Zou et al. [25], and yields much better overall
performance than Seenivasagam et al. [22], Du et al. [26]
and Liu et al. [27]. In addition, as analyzed in Section IV-
C, comparing to all these zero-watermarking schemes, third-
party storage is not required in our proposed scheme and
thus avoids the additional storage security risks. In summary,
our proposed scheme is more suitable for protecting medical
images compared with zero-watermarking schemes.

V. CONCLUSION
In this paper, a hybrid reversible-zero watermarking scheme
is proposed to protect the copyright and authenticity of
medical images. The experimental results have demonstrated
that our proposed scheme ensures remarkable watermarking
robustness, imperceptibility and distinguishability at the
same time. Moreover, our proposed scheme has the following
merits compared with other existing watermarking schemes
for protecting medical images: 1) comparing with ROI
lossless watermarking, our scheme is distortion-free which

58014 VOLUME 10, 2022



Z. Dai et al.: Novel Hybrid Reversible-Zero Watermarking Scheme to Protect Medical Image

enhance the accuracy of medical diagnosis; 2) comparing
with reversible watermarking, our scheme can continuously
protect the medical images without any verification dispute;
3) comparing with zero-watermarking, our scheme can
ensure the accuracy of ownership share for a specific image
and avoid third-party storage, thus confirming more reliable
protection for medical images with better security. Our
future work includes further improving the robustness of the
reversible-zero hybrid watermarking scheme by enhancing
the reversible watermarking component, and applying this
method for telemedical applications.
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