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In the present global scenario, social distancing is an inevitable one. 'e need for social distancing and advancements of
technology to facilitate the patients and doctors around the world mandated the telemedicine and remote monitoring of patience
details as the pivotal way to diagnose the disease. In this, it is essential to transmit the patient’s information such as X-ray and scan
images of them to the doctor in the remote location. Preventing the medical data from the technological adversaries is the need of
the hour. Infinitesimal attacks in medical images may cost human lives. 'is work proposes a lightweight, secure medical image
encryption scheme for the remote monitoring of health data.'e proposed encryption scheme uses computationally less complex
weighted shift approximate adder (WSAA)–based encryption logic. 'e scheme uses a 256-bit key for the encryption process that
strengthens the encryption and robust against various attacks. 'e proposed encryption scheme deploys the WSAA for diffusing
the pixel values. A unique way of key distribution for pixel-wise encryption within the image is proposed that avoids the need for
separate logic for the pixel-wise confusion. 'e proposed Encryption scheme is evaluated for its entropy and horizontal, vertical,
diagonal correlation, histogram, key space, and sensitivity. Experimental results affirm that the proposed scheme significantly
good with less computational complexity. 'e peak signal-to-noise ratio (PSNR) value of the decrypted image is infinity, and this
matches the ideal requirement of the medical encryption scheme.

1. Introduction

'e recent technological development and advancement in
the Internet of 'ings (IoT) facilitate the people to make use
of resources available around the world. 'is rapid devel-
opment of technology trends and enables the patients to get
the support of doctors globally. 'e patient’s information,
such as clinical test reports, X-ray, and scan reports, are sent
through the Internet medium.Most of the clinical data are in
the form of an image [1]. 'e information over the Internet

is more prone to vulnerabilities and attacks. Any corruption
or misinterpretation of medical data due to the intermediate
attack is nontolerable, and it may endanger to human lives.
'is necessitates the scheme for the secure remote moni-
toring of health data. 'ere are many image encryption
schemes presented in the literature for the general images,
but when it comes to medical image, those methods may not
be secure enough to preserve the information of the patients.
'is is due to the strong correlative nature of pixels with its
adjacent pixels in the medical images and various modalities
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of capture [2]. Most widely used modalities in the medicinal
field are X-ray, magnetic resonance imaging (MRI), ultra-
sonography (US), computed tomography (CT), and positron
emission tomography (PET) [3–6]. 'is triggered and
motivated the researchers to develop various robust en-
cryption schemes [2, 3, 7–19].

Recent research uses efficient techniques such as
watermarking [7–10], Arnold mapping [11, 12], chaotic
mapping [13, 14], permutation [14, 15], compression [15],
scrambling [16], genetic algorithm [2], swarm optimization
[17], elliptic curve cryptography [18], and neural networks
[19] individually or as a combination for hiding the medical
information or authenticating the information. Re-
searchers developed their encryption schemes and vali-
dated for different modalities of medical images to defy
against attacks. 'e generic need of any cryptosystem is to
keep high computation cost and time of breaking the cipher
[7]. 'e entire above encryption schemes are good enough
to maintain the generic requirements. Nevertheless, the
scenario has changed, and one more requirement is also
needed to be considered along with those two generic
requirements.

Nowadays, computing systems are getting smarter and
almost all the devices which use the Internet are embedded
and low power systems in nature. 'is demanded the
lightness of computation and added the lightweight com-
putation of the scheme in the requirement list [20]. Based on
the need of the hour, many lightweight encryption schemes
have been proposed for general images [21–25] and medical
images [4, 5, 17, 26]. Various exciting and unique techniques
are introduced for encryption to make it light.'e logic used
in moves of the knight pawn in the ancient Indian game
chess along with a genetic algorithm is used to encrypt the
image [21]. 'is approach attains the secured encryption in
four stages with the moderate performance of entropy and
PSNR. Mondal et al. formulated a lightweight scheme; two
pseudorandom numbers (PRNs) are used. One is to permute
the plain image, and another is to encrypt it by deoxy-
ribonucleic acid (DNA) computation. 'is method achieves
better performance at the expense of computation com-
plexity [22].

Javeed et al. presented a chaotic-based lightweight sys-
tem which uses the chaotic oscillator for generating random
numbers to scramble the pixels. Authors claimed that their
system withstands for plaintext attacks and brute-force at-
tacks. 'is system has the complexity of solving and makes
use of second-order differential equations for generating the
random numbers [23].

A hybrid method of encryption after compression is
developed by Almalkawi et al. [24]. Here, 2D logistic chaotic
and Henon chaotic maps are used for bit scrambling and
pixel shuffling of the compressed image, respectively. 'is
method needs more number of rounds for better encryption.
A partial encryption method of encrypting the region of
interest area is proposed by the Khashan and AlShaikh [25].
Authors used the edge detection principle to locate useful
information in the region of interest, and information of
edges are encrypted. 'is obviously reduces the overhead of
computation, but it reveals other regions explicitly. Mortajez

et al. [26] developed a method of generating a key from the
images and shuffling the pixel positions based the generated
random numbers. 'e shuffled pixels are later encrypted by
the sequence of logistic systems and XOR gates.

From the literature, it is evident that complex logics are
needed to produce randomness. It also needs multiple
rounds for achieving better encryption. In this work, we
proposed a novel and unique scheme which avoids these
overheads and attains good encryption.

1.1. �e Significant Novelty and Contribution of Our Work in
the Encryption and Decryption Process

(1) A unique method of deriving random numbers for
shuffling bit positions of the pixels is proposed.

(2) Proposes a novel random error weighted (Hamming
weight) shift approximate adder of less computa-
tional complexity for diffusing the bits in the pixel.

(3) An effective key distribution strategy is proposed
among the pixels within an image to ensure the
randomness of encryption.

(4) 'e two ways application of encryption process
inherits itself the pixel confusion property and avoids
the need for separate logic and computation com-
plexity for the same.

(5) Uses very simple arithmetic and logical operations,
which makes the encryption and decryption process
a lightweight (based on computational complexity).
Cryptanalysis of the implemented scheme proves
that the proposed scheme defy various attacks.

1.2. Organization. 'e rest of the manuscript is presented as
follows: related works are discussed in Section 2. Section 3
describes the proposed encryption and decryption schemes.
Implementation of the proposed scheme and its outputs are
presented in Section 4. Security analysis of the proposed
schemes is detailed in Section 5. 'e suitability of the
proposed scheme for medical application is justified by
comparing PSNR with existing works in Section 6. Section 7
concludes the article with the consolidated research
outcomes.

2. Related Works

'e tremendous growth of the IoT triggered the researchers
to focus on the concept of lightweight cryptography recently,
even though it existed well before IoT. Most of the light-
weight works are described for general images and not for
medical images due to its close correlation of pixels. 'is
motivates and challenges the researchers. 'e development
of lightweight computation without accuracy loss has ac-
quired major attention. In this section, we presented closely
related latest works which involve less computation for the
encryption process.

A lightweight encryption scheme for implantable
medical devices is presented by Belkhouja et al. [27]. 'is
encryption scheme targeted information transfer through
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the wireless medium. Authors claimed that they had ensured
the patient’s information by encrypting the data using a
lightweight chaotic system generated keys. Abd El-Latif et al.
[28] developed the simple encryption protocol with the new
logic called controlled-NOT image. 'ey performed en-
cryption based on the NOT image generated from the lo-
gistic map. In addition to that, the method of key matrix
generation from the embedding process is suggested to
improve the encryption process. 'e encrypted image can
only be decrypted by having both the logistic map and the
key matrix.

'e idea of hardware-dependent [29, 30] encryption
schemes has started to evolve recently for better compatibility
and security. Ravichandran et al. [29] implemented a low power
medical image encryption scheme in the field programmable
gate array (FPGA) using the penta-layer approach. Encryption
of the medical image is done in five different layers. Each layer
uses a different scheme of shuffling and scrambling and attains a
secured encrypted image.High security is attained by producing
hardware-dependent encryption in the fourth layer. Janakira-
man et al. [30] created the hardware-dependent lightweight
steganography scheme by considering resource constraints in
the hardware for embedded applications. 'e authors explored
the device-dependent implementation of the cryptography
schemes, which exhibits robustness against various attacks.

Encryptionmethods for the secure transmission of DICOM
images are presented [26, 31]. A chaotic secure encryption
scheme with dynamic secret keys is developed byMortajez et al.
[26]. 'e system uses a periodic confusion strategy to encrypt
the DICOM images. 'e scheme first extracts the key from the
medical image, and pixels position has been permuted using the
periodic confusion strategy.'en, pixels are encrypted based on
random sequences of the logistic map and XOR operator. Based
on the cryptanalysis, authors claimed that their scheme is able to
withstand against statistical attacks. Manikandan and Amir-
tharajan [31] formulated the new way of scrambling and used a
RC6 cipher encrypted approximate coefficients of the Harr
wavelet transform for encrypting the medical images to with-
stand various attacks. With the sufficient key space, the algo-
rithm effectively withstands the key hack.

Venkateswarlu [9] has implemented a fast medical image
security algorithm for color medical images using both
watermarking and encryption schemes for better security in
each color channel. In this scheme, the patient’s informa-
tion, along with the smoothened key image, is embedded
into the image color channels to produce a watermarked
image. In the second stage, each watermarked color channel
is separately encrypted to generate a final encrypted image.
'e reverse process is done on the decryption side. 'e
author claims that it shows better resistance against key
guessing attacks. 'e key which made the scheme robust is
the actual set back of this method. Here, the image of size less
or equal to the plain image needs to be used as a key, and it
needs more bandwidth for transmission and needs to have
more storage for the computation.

Madhusudan and Sakthivel [12] developed the image
encryption approach that first represents image pixels in
binary form. 'e binary values of the pixels have been
shuffled by the two random numbers generated by the

Arnold map. 'e shuffled binaries are converted back to
pixel integers and positions of the pixels are scrambled
randomly with reference to the chaotic matrix to produce an
encrypted image.'e strength of the algorithm is justified by
various security analyses. In this work pixels are not handled
as an array; instead, it is converted into a sequence of
numbers later diffusion and confusion are done. 'e shape
conversion needs more logic to remember the indexes of
each pixel when it is in the decryption stage, and it is an extra
overhead.

Tamilarasi and Jawahar [17] designed a hybrid light-
weight encryption algorithm with the swarm optimization
technique (HLE-SO). HLE-SO combines the Paillier and
KATAN methods to make it lightweight. 'e authors’
utilized swarm optimization for managing key space which
addresses the limitation of the key sizes of the lightweight
encryption methods. 'ey deployed the scheme for EEG
medical data and simulated the algorithm using MATLAB.
Authors mentioned that the KATAN algorithm used for
lightweight features was subjected to 254 rounds.

Khashan and AlShaikh [25] presented a lightweight
encryption scheme which encrypts a selected portion of the
medical image. 'is scheme concentrates on the region of
the interest portion of the medical image rather than useless
black pixels around the actual medical image. To do that, this
scheme first performs edge detection then encrypts the edges
with the random keys generated by chaotic map using one-
time pad algorithm. 'is method of selective portion en-
cryption greatly reduces the computation overhead so that
authors claim that it is a lightweight scheme. Authors claim
their schemes robustness against various attacks. However,
still, most of the portion is visible in the encrypted image that
will lead to the guess of an image. Nevertheless, recovering
entire information without the proper key is not possible.

Mubashar et al. [32] used a novel block chain based
technique for the encryption of medical data along with the
optimization algorithm to create a framework for the IoT
based medical data archival system.

'e existing works in the literature have its own merits
and demerits. At the outset, frequent shuffling, more storage
requirement, and a number of rotations are the major cons
of the existing cryptosystems. Moreover, most of the works
mentioned above are developed without considering
hardware implementation complexities. Randomness and
less complex computations are the desired pros of the
cryptosystem. Our proposed architecture carefully handles
the listed overheads and makes use of the novel weighted
shift approximate adder to form a simple, lightweight, and
secure encryption scheme.

3. The Proposed Scheme

'is work is drafted to overcome the short comings of the
existing lightweight cryptography schemes especially when
they are implemented in portable devices. By carefully an-
alyzing the needs, we proposed a scheme which has ap-
proximate adder as a core part and performs encryption and
decryption process based on it. In this section, the research
flow of the proposed scheme is explained from the design of

Security and Communication Networks 3



the novel proposed random error weighted shift approxi-
mate adder (WSAA) and its suitability for utilizing it in
cryptography domain is analyzed. 'e encryption and de-
cryption process are performed over various medical mo-
dality images using the MATLAB tool. Later, the strength of
the proposed scheme is evaluated by applying various
cryptanalysis methods and results of them are presented as
proof of versatility of the proposed scheme with the less
computation effort.

Our proposed random error approximate adder-based
lightweight encryption and decryption scheme for securing
remote medical data deploys the novel proposed random
WSAA for bringing diffusion kind of property to the pixel
values. In most of the cases, the diffused or permuted pixel
and original pixel will have an equal Hamming weight.
However, in our proposed scheme, weight after diffusion
and before diffusion would not be equal. 'is gives addi-
tional security for the information in the diffusion phase.

3.1. Weighted Shift Approximate Adder. 'e proposed
WSAA has two steps of computation. In the first step, an
operand is circularly shifted toward right up to the number
of positions equal to the Hamming weight of the given first
operand. 'e weighted shift (WS) operand is added with the
second operand and the shifted second operand in the
second step. It can be observed that the Hamming weight of
the sum is no way correlated to the source operand A or B. A
sample calculation is presented in Figure 1.

'e design expressions of the WSAA is given in the
following equations (1)–(5):

weighted shift(A) � circular shift(A,Hamming(A)),

(1)

Sum0 �WS0(A)⊕B0 ⊕ 0, (2)

Sumi �WSi(A)⊕Bi ⊕Bi−1, (3)

Carryin � Carry0 � 0, (4)

Carryi � Bi−1. (5)

In our propose, encryption scheme inputs for theWSAA
is as follows:

A � input pixel, (6)

B � segmented key, (7)

Carryi � shifted segmented key. (8)

'e segmented key is used as a second operand. 'e
second operand is shifted toward left by one position. It is
mentioned in equations (2), (3), and (7).

3.2. Error Characteristics of the Proposed WSAA. Error
characteristics of the approximate adders describe the nature
and accuracy of the results produced. In this work, the

proposedWSAA is aimed to produce more errors in random
so that it could be used in encryption schemes. For the
proposed 8-bit WSAA, the following error metrics [33, 34]
are calculated:

MED �
1

22n
∑
22n

i�1

EDi,

NMED �
MED

D
,

ER �
number of erroneous results

total number of results
,

(9)

where EDi is the error distance which equals to the absolute
difference of ith actual and ith approximate result. MED is the
mean error distance and NMED is the normalized mean
error distance. D denotes the maximum result of 8-bit ac-
curate addition, and ER indicates the error rate.

'e calculated error parameters of the proposed 8-bit
WSAA are presented in Table 1. From the characteristics, it
is clear that the proposed adder can be able to produce 99.7%
erroneous results and its MED is also high. Moreover, the
produced results are also random in nature.

3.2.1. Statistical Characteristics of the WSAA. 'e proba-
bility of each value of output is 1/256. Since 8-bit is only used
to represent the result, theminimum value of the sum output
is 0 and the maximum value of the output is 255. Each
output value is produced by 256 unique combinations of
inputs.'is ensures the randomness of the produced output,
and it minimizes the probability of guessing. Table 2 shows
the few samples of combinations that produce 1 as the sum
output.

In the conventional accurate adders, a specific number
can be arrived as a sum result for a few related combi-
nations and it is highly predictable. For instance, a resultant
sum value 1 can be attained either by 0 + 1� 1 or by
1 + 0�1. Similarly a bigger sum result may have “n”
number of combinations to produce the sum as a result, yet
it is easily predicted. However, in the proposed adder, the
sum value is produced by various combinations of irrel-
evant numbers as shown in Table 2 and it is hard to predict
the same.

Moreover, unlike the conventional and other approxi-
mate adders in the literature, the proposed WSAA has a
peculiarity and it is noncommutative. Results of the same
combination of inputs in a different order will give rise to
different outputs, and the samples are given as proof in
Table 3.

'e proposedWSAA addition operation on a set S is said
to be commutative if

Input 1 + Input 2 � Input 2 + Input 1,

for all Input 1 � Input 2 ∈ S.
(10)

WSAA addition operation on a set S is said to be
noncommutative if
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Input 1 + Input 2≠ Input 2 + Input 1,

for all Input 1≠ Input 2 ∈ S.
(11)

'e above statements are justified with a few sample
inputs, and it is listed in Table 3.

'e proposed approximate adder’s error and statistical
characteristics make this adder an excellent fit for the
cryptography domain.

3.3. �e Proposed Encryption Scheme. 'e proposed scheme
uses a 256-bit key for the encryption process. 'is huge key
is not directly used for encrypting a single pixel. Rather it is
to be used as a keyspace to get the 8-bit segmented key for
encrypting the 8-bit pixels of themedical images. Most of the
modalities used in the medical imaging are in grayscale, so
the size of the key for the encryption is chosen as 8-bit. For
better encryption, pixels should undergo diffusion and
confusion process. In our scheme, diffusion in the pixel bits
is attained by means of theWSAA and confusion of the pixel
position is done by proper distribution of the segmented
keys to the pixel positions in a horizontal and vertical way.
'e distributed segmented keys (Sk) are used for encrypting
the pixels in two rounds.

Steps involved in the proposed encryption scheme are
given below.

Input: Plain Medical Image

Output: Encrypted (Ciphered) Medical Image

Step 1: A 256-bit secret private key (KEY) is taken for
the encryption process, and it is circularly right-shifted
to a certain number of bit positions equal to its
Hamming weight.

Step 2: Key segmentation and distribution for the pixels
in the medical image for the first round (horizontal) is
done with a row number of pixels (Rn) using the
following formula:

m �(Rn)modulus 32, (12)

SkRn[7: 0] � KEY[(7 +m∗ 8): (m∗ 8)]. (13)

Table 1: Error characteristics of the proposed 8-bit WSAA.

Adder ER MED NMED

Proposed 8-bit WSAA 0.997 149.25 0.293

0 1 1 0 1 0 0 1

1 0 0 1 0 1 1 0

A

Weighted Shift (A)

Hamming Weight = 4

7 6 5 4 3 2 1 0

Carry 0 1 0 1 0 0 1 0

1 0 1 0 1 0 0 1

Bit Positions

Weighted Shift (A)

B

0 1 1 0 1 1 0 1Sum

1 0 0 1 0 1 1 0

Shifted Segmented Key

Shifted Pixel Value

Segmented Key

Diffused Pixel Value

Step –1

Step –2

⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕ ⊕

Figure 1: 'e proposed 8-bit weighted shift approximate adder (WSAA) steps with a sample calculation.

Table 2: Samples of input combinations that produce the proposed
WSAA sum output as 1.

Input1 Input2 Actual sum Approximate sum of WSAA

0 255 255 1
1 1 2 1
2 3 5 1
3 251 254 1
4 7 11 1
5 243 248 1
6 247 253 1
7 23 30 1
8 15 23 1
9 227 236 1
10 231 241 1

Table 3: Proof for the noncommutative property of the proposed
WSAA.

Input1 Input2 Actual sum Approximate sum of WSAA

208 75 283 91
75 208 283 196
217 5 222 52
5 217 222 127
52 29 81 134
29 52 81 141
95 128 223 87
128 95 223 224
234 246 480 71
246 234 480 131
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Step 3: Each and every pixel in the specific row number
will be passed along with its segmented key to the
proposed WSAA and evaluated as per equations
(1)–(8). 'is completes the diffusion process.

Step 4: Steps 1 to 3 are to be repeated till all the pixels in
the medical image is covered. Once all the pixels are
covered, then move to Step 5.

Step 5: Key segmentation and distribution for the row
diffused pixels in the medical image for the second
round (vertical) is done with a column number of pixels
(Cn) using the following formula:

m �(Cn)modulus32, (14)

SkCn[7: 0] � KEY[(7 +m∗ 8): (m∗ 8)]. (15)

Step 6: Each and every row diffused pixel in the specific
column number will be passed along with its segmented
key to the proposed WSAA and evaluated as per
equations (1)–(8). 'is completes the confusion pro-
cess. Repeat Steps 5 and 6 until all the pixels are
processed.

'e process from Step 1 to 6 outputs encrypted medical
image with the best entropy and poor correlation between
adjacent pixels.

3.4. �e Proposed Decryption Scheme. 'e decryption pro-
cess is the reverse process of the encryption process. Steps
followed in the encryption scheme are carefully reprocessed
with the valid 256-bit key to gain the original medical image
back at the receiver end.

Input: Encrypted (Ciphered) Medical Image

Output: Plain Medical Image

Step 1: A 256-bit secret private key (KEY) is taken for
the encryption process, and it is circularly right-shifted
to a certain number of bit positions equal to its
Hamming weight.

Step 2: Key segmentation and distribution for the pixels
in the medical image for the first round (vertical) are
done with the column number of pixels (Cn) using
equations (14) and (15).

Step 3: Each and every column encrypted pixel in the
specific column number will be passed along with its
segmented key to the proposed WSAA and evaluated
as per equations (16) and (20). 'is solves the con-
fusion process and restores the pixel to supply for
Step 6.

WS0(A) � Sum0 ⊕B0 ⊕ 0, (16)

WSi(A) � Sumi ⊕Bi ⊕Bi−1, (17)

Carryin � Carry0 � 0, (18)

Carryi � Bi−1, (19)

A � circular shift(WS(A),Hamming(WS(A))). (20)

Step 4: Steps 1 to 3 are to be repeated until all the pixels
in the medical image are covered. Once all the pixels are
covered, move to Step 5.

Step 5: Key segmentation and distribution for the re-
stored pixels of the medical image for the second round
(horizontal) are done with the row number of pixels
(Rn) using equations (12) and (13).

Step 6: Each and every restored pixel in the specific
column number will be passed along with its segmented
key to the proposed WSAA and evaluated as per
equations (16)–(20).'is resolves the diffusion process.
Repeat Steps 5 and 6 until all the pixels are processed.

'e process from Step 1 to 6 outputs decrypted medical
image with the best PSNR value that matches with ideal
values and makes our scheme best fit for practical
applications.

4. Implementation of the Proposed Scheme

'e proposed WSAA-based lightweight medical encryption
and decryption scheme has been implemented and validated
using MATLAB 2019b. 'e scheme is applied and validated
for different modalities medical images such as X-ray, CT,
MRI, ultrasound, and PET. One sample image for each
modality is taken for the evaluation. Our proposed scheme
works well irrespective of the sizes of the images. For the fair
evaluation and testing, two different sizes of images
(512× 512) and (256× 256) are taken for testing the devel-
oped scheme.

'e results of the encryption and decryption process,
along with its histogram, are presented in Figures 2 and 3,
respectively. 'e histogram of the encrypted image is given
to prove the ability of the proposed scheme in distributing
the pixels over the wide range equally. Among the images
presented in Figure 2, X-ray chest, CTchest, MRI brain, and
ultrasonography fetal images are of size 512× 512, and the
PET brain image is of size 256× 256.

5. Security Analysis

'e proposed cryptosystem is validated for its basic func-
tionality, and cryptanalysis is done against various attacks.
Our proposed scheme withstands for all the types of sta-
tistical attacks. 'e performance against various attacks is
described in this section.

5.1. Histogram Analysis. Histogram of an image indicates
the frequency of pixels in the image. An attacker with the
histogram of an image can be able to guess the nature and
some information of the image. For our proposed scheme,
the histogram analysis was made and presented in Figures 2
and 3. Figure 2 compares the histogram of the original
medical image and the encrypted medical image. From the
figure, it is proved that pixels have been distributed in the
encrypted image uniformly to the wide range. 'is nature
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creates a tough challenge for the attacker to gain any useful
information from the encrypted image and makes statistical
attack difficult.

5.2. Correlation Analysis. By nature, an adjacent pixel of
any image has a close dependency with its neighbor pixels
in all the direction. In fact, this property of an image only
gives a smooth appearance to the image. 'is kind of
adjacent pixel dependencies very high in the case of
medical images having grayscale value, and it creates

really a great challenge for the cryptosystem to overcome
this and create ciphered images. 'ese dependencies aid
the attackers to regain the original image with few iter-
ations of guessing easily. Hence, the robustness of any
cryptosystem could be analyzed easily with this correla-
tion measurement.

Cor(a,b) �
Cov(a.b)����
σ(a)
√ ����

σ(b)
√ , (21)

where
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Figure 2: Implementation results of the proposed encryption scheme. From left to right column: (a) plain medical images subjected to
encryption, (b) histogram of the plain medical images, (c) encrypted image of the plain images in the corresponding row, (d) histogram of
the encrypted medical images.
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Figure 3: Implementation results of the proposed decryption scheme. (a) Decrypted medical images subjected to encryption, (b) histogram
of the decrypted medical images.
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σ(a) �
1

N
∑
N

i�1

ai − E(a)( )2,

cov(a, b) �
1

N
∑
N

i�1

ai − E(a)( ) bi − E(b)( ),

E(a) �
1

N
∑
N

i�1

ai.

(22)

In the above equation, a and b are the adjacent pixels in
the plain or ciphered image and N represents the number of
pixels. Adjacent pixels are taken in a horizontal, vertical, and
diagonal direction, and correlation has been calculated. 'e
measured correlations at different adjacencies for the plain
and encrypted medical image sample X-ray chest image are
listed in Table 1. Pixel distribution of X-ray chest image is
plotted before and after encryption, and it is given in
Figure 4.

From the results shown in Figure 4 and Table 4, it is
evident that the proposed encryption scheme minimizes the
correlation among the adjacent pixels and distributes the
pixels values of all the ranges evenly throughout the image.
'is makes statistical analysis tough to crack the image.

5.3.KeySpaceAnalysis. 'e availability of high-end complex
systems with graphical processing units (GPU) supports the
brute-force attack. Hence, it is required to increase the
keyspace more than 2128 to avoid the attack. However,
lightweight cryptography limits the increase of the key
length up to 256-bits. In our work, we carefully handled the
key length and the number of bits used for the computation.
'e proposed scheme uses 256-bits as a secret key to confuse
the attackers, and it uses 8-bit key internally. 'is increases
the key space of the proposed scheme to 2256 for a single
round.'e proposed system uses two rounds.'us, the total
key space enlarged to 2512, which is more than enough to
resist the brute-force attack.

5.4. Key Sensitivity Analysis. 'e robust encryption scheme
needs to be very sensitive to the changes in the key values.
Any minimum variations in the key need to produce a
different encrypted image in the encryption process, and the
minimum variations should not decrypt any portion of the
image information. Our proposed scheme has been evalu-
ated for both the conditions with a single-bit variation in the
key.

Actual key K1 is
256′hF56C0062E818FFEA9F15E75DEF5EE81D-
F656831C2C3E31B39C0C62BA5C51E B4

1-bit changed key K2 is
256′hF56C0062E818FFEA9F15E75DEF5EE81D-
F656831C2C3E31B39C0C62BA5C51EB5

Encrypted image for different keys of 1-bit variation is
shown in Figure 5. It is found that an encrypted image with
key K2 is 98.458% different from the encrypted image with
key K1. 'is proves that the proposed encryption scheme is

robust in producing randomness even for single-bit
variations.

Results of sensitivity analysis of the proposed scheme at
the decryption side with keys K1 and K2 are presented in
Figure 6. Column (a) is the decrypted image with the actual
key K1. Column (b) is the decrypted image with the fake key
K2 of 1-bit change. 'e results indicate even a single-bit
change in the key is not accepted by the proposed scheme,
and it is highly sensitive to the original key.

5.5. Entropy Analysis. 'e unpredictability of the infor-
mation related to images can be measured with entropy.
Entropy analysis verifies the randomness and uncertainty of
the encrypted image information. Entropy information of
the images is calculated using Shannon’s formula [35] given
in equation (23), and it is represented in a number of bits.

H(p) � − ∑
2N−1

i�0

P pi( )log2 P pi( )( ). (23)

In the above equation, P(pi) represents the probability
of the pixel (pi) and number of bits in this is represented by
N. For a grayscale image of 256 levels, an ideal value of the
uniformly distributed information is N� 8 bits. Hence, it is
always preferred to get the nearer entropy as that of the ideal
case for the encrypted image. 'is ensures the uncertainty
and randomness, and it is difficult to guess the encrypted
pixel values. Deviation from this ideal value indicates the
possibilities of disclosure of original information.

Measured entropy values of the plain images and
encrypted sample images are listed in Table 5.

From Table 5, the entropy values of the ciphered images
are very close to the ideal value 8. Since a fraction of in-
formation only available from the encrypted image, the
proposed encryption scheme is secure against entropy
attack.

5.6. Differential Attack Analysis. Differential attack is done
to guess the key by analyzing the characteristics of the
encrypted image, and this analysis corresponds to explore
the strength of the encryption process against minute var-
iations in the plain text or key [29]. Our proposed scheme is
evaluated by the number of pixel change rate (NPCR) and
unified average change in intensity (UACI). Analyzed values
of various modalities of images are listed in Table 6.

5.7. Chosen Plain Text Attack Analysis. As the proposed
encryption scheme uses xor logic gates in the adder circuits
to encrypt the images, we attempted to do the chosen plain
text attack to prove that our scheme is versatile and it is not
revealing any information about the original image. 'e
chosen plain text attack [29] is performed by following the
equation

E1(x, y)⊕E2(x, y) � I1(x, y)⊕ I2(x, y), (24)

where I1, I2 are two plain images and E1, E2 are encrypted
images of I1, I2, respectively. In the above equation, if the
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statement is equal, then that encryption scheme is subjected
to chosen plain text attack. Our encryption scheme suc-
cessfully passed this analysis and produced unequal results.

5.8. PSNR Analysis and Comparison with Existing Works.
'is section presents the comparison of the peak signal-to-
noise ratio of the decrypted image with the plain image.
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Figure 4: Correlation analysis results and plot of pixel distribution in the X-ray chest image sample. Pixel distributions plots are from left to
right. For the plain image, (a) horizontal distribution, (b) vertical distribution, (c) diagonal distribution. Pixel distribution of encrypted
image, (d) horizontal, (e) vertical, and (f) diagonal distributions.
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Decrypted image and its histogram are shown in Figure 3.
By comparing Figures 2 and 3, we can come to the
conclusion that the decrypted image and its histogram
exactly match the plain image and its histogram. 'is
proves that no internal noises added during the encryp-
tion process. 'e PSNR value of the proposed scheme is
calculated, and it is equal to the ideal value infinity. 'e
PSNR value of the proposed work is compared with the
average PSNR values of the existing works, and it is listed
in Table 7.

6. Hardware Implementation

'e proposed encryption scheme is implemented in a Field
Programmable Gate Array (FPGA) to evaluate its light-
weight and high-speed computation against various similar

works in the literature. 'e proposed encryption architec-
ture is deployed in verilog HDL as an encoder of block size
256-bit. Here, single block 32-pixels are to be encrypted in
parallel by scheduling the 8-bit key for each pixel from the
256-bit key. 'e proposed encryption architecture is sim-
ulated and synthesized in Xilinx ISE 14.7 for the
XC5VLX330T-2 FPGA. 'e resource utilization and per-
formance factors in comparison with existing lightweight
encryption schemes are listed in Table 8.

From the above table, it is evident that the proposed
WSAA encryption scheme has 112% higher throughput per
area and occupies moderate area (LUT) compared to LEA-
256 and utilizes 5.2% and 23.61% less area compared to LEA-
192 and LEA-256, respectively. 'is proves that the pro-
posed WSAA scheme is a lightweight and high-speed en-
cryption scheme.

Table 4: Correlation coefficients of different modality medical images.

Sample medical image
Horizontal Vertical Diagonal

Plain image Ciphered image Plain image Ciphered image Plain image Ciphered image

X-ray chest 0.9965 −0.2898 0.9963 −0.0205 0.9928 −0.0109
CT scan chest 0.9943 −0.0570 0.9895 −0.0073 0.9873 0.0168
MRI brain 0.9777 −0.1135 0.9833 0.0156 0.9581 0.0219
Ultrasound fetal 0.9938 −0.0279 0.9863 −0.0122 0.9809 −0.0049
PET brain 0.9674 −0.0766 0.9768 0.0316 0.9426 0.0194

(a) (b) (c)

Figure 5: Key sensitivity test for single-bit variations in the key at encryption. (a) Plain X-ray chest image. (b) Encrypted image for actual key
K1. (c) Encrypted image for 1-bit changed key K2.
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(a) (b)

Figure 6: Key sensitivity test for single-bit variations in the key at decryption. (a) Decrypted image with actual key K1. (b) Decrypted image
with 1-bit variation key K2.

Table 5: Measured entropy values of sample images before and
after encryption.

Modality Sample image Size
Entropy

Plain image Encrypted image

X-ray Chest 512× 512 7.5509 7.9913
CT scan Chest 512× 512 6.4985 7.9838
MRI Brain 512× 512 5.4162 7.9687
Ultrasound Fetal 512× 512 7.2543 7.9899
PET Brain 256× 256 5.9094 7.9850

Table 6: Measured entropy values of sample images before and
after encryption.

Modality Sample image Size NPCR (%) UACI (%)

X-ray Chest 512× 512 99.615 33.653
CT scan Chest 512× 512 99.258 33.374
MRI Brain 512× 512 98.995 33.391
Ultrasound Fetal 512× 512 99.579 33.521
PET Brain 256× 256 99.571 33.518
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7. Conclusion

'e technological advancement and the present scenario
mandate the remote diagnosis and secure transmission of
medical information in the form of an image over the Internet
from the data centre to another or from patient to doctors. 'e
disturbances and attacks on the medical images are non-
tolerable. 'is work proposed a unique approximate adder-
based lightweight encryption and decryption scheme which
tolerates to various adversarial attacks. 'e lightness of the
scheme is featured by the proposed novel random error
weighted shift approximate adder. 'e inheritance of the key
distribution and rounding scheme within the image pixels
contribute to the robustness of the proposed scheme against
various attacks. 'e proposed scheme is implemented and
tested for different modalities of medical images such as X-ray,
CT, MRI, ultrasound, and PET. 'e implemented system is
analyzed for the histogram, correlation, entropy, and key
sensitivity. 'e developed scheme defies the statistical attacks
and able to produce infinite PSNR at the decryption stage. It
satisfies the ideal condition for any medical transmission sys-
tem. 'us, our proposed lightweight approximate adder-based
encryption and decryption scheme is the best fit for real-time
secure remote monitoring of medical data.
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