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ABSTRACT In this paper, a novel image zero-watermarking scheme against rotation attacks is proposed

based on nonsubsampled pyramid decomposition (NSPD) and discrete cosine transform (DCT). It utilizes

the intrinsic characteristics of NSPD and DCT to extract the robust feature of an image as the original

zero-watermark. To increase the security of the proposed scheme, a variable parameter chaotic mapping

(VPCM) is designed for the processes of watermark encryption and robust feature extraction. Firstly, the

host gray-scale image is decomposed by NSPD, and the low-frequency sub-band image is divided into non-

overlapping blocks. After the blocks are transformed by DCT, the signs of the first AC coefficients from all

the blocks are used to construct a binary feature image. Then an exclusive-or operation is performed between

the binary feature image and the encryptedwatermark image to obtain the verification zero-watermark image.

Furthermore, a method against arbitrary rotation attacks is employed to improve the robustness of the scheme

against geometric attacks. The experimental results demonstrate that the proposed scheme is highly robust

against various image processing attacks such as filtering, JPEG compression, scaling, translation, rotation

and Checkmark attacks.

INDEX TERMS Discrete cosine transform, nonsubsampled pyramid decomposition, rotation attacks,

variable parameter chaotic mapping, zero-watermarking.

I. INTRODUCTION

With the rapid development of computer technology and the

Internet, digital media such as image, audio and video, can

be more easily tampered and distributed than ever before.

Therefore, the protection of multimedia content is currently

a serious issue. Digital watermarking has been proposed as

a potential solution to address this problem. It embeds some

special secret information into host data and the information

can be retrieved to identify the ownership of these data when

necessary [1]–[4]. Digital watermarking has been widely

used in many applications, including copyright protection,

authentication, transaction tracking, and broadcast monitor-

ing [5], [6]. The characteristics of an effective watermarking

scheme include imperceptibility, robustness, security, and

The associate editor coordinating the review of this manuscript and
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embedding capacity [7]–[10]. Imperceptibility means that the

original host data and watermarked data can not be differenti-

ated by the human visual system [8]. Robustness refers to the

ability of the watermarking scheme to extract the embedded

watermark under various attacks [9]. Security ensures that

the watermarking scheme is difficult to be cracked, and it

depends mainly on the secret keys used in the process of

watermark extraction [10]. Embedding capacity denotes the

amount of watermark bits.

Depending on the various properties, the watermarking

algorithms can be categorized in various ways [8]. According

to the required information of original data in the process of

watermark extraction, watermarking schemes are categorized

into blind, non-blind and semi-blind algorithms [11]. Bind

algorithms do not require the original data when extract-

ing the watermark, while non-bind watermarking algorithms

require the complete information of original data. On the
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other hand, semi-blind watermarking algorithms only require

the partial information of the original data to detect the

watermark. According to their applications and purposes,

watermarking algorithms can be categorized into fragile and

robust watermarking algorithms [12]. Fragile algorithms [13]

are used for image authentication and tamper detection, while

robust watermarking algorithms are used for copyright pro-

tection. According to the domain in which the watermark

will be embedded, watermarking algorithms can be catego-

rized into spatial domain algorithms and transform domain

algorithms [11]. In spatial domain algorithms [14]–[16],

watermarks are usually embedded into the host images by

modifying their pixels directly. In transform domain water-

marking algorithms, one ormore transforms are applied to the

host images, then thewatermarks are embedded bymodifying

the transformed coefficients in the frequency domain. Spatial

domain algorithms usually have lower computational com-

plexity than the transform domain watermarking algorithms.

However, due to the limitations of watermarking in the spatial

domain involving visualization and robustness [17], most

image watermarking algorithms use the transforms such as

Cosine transform [18]–[22], Fourier transform [23], [24],

Wavelet transform [25], [26], Contourlet transform [27], [28],

and Shearlet transform [29]–[31].

In the above-mentioned traditional watermarking algo-

rithms, whether the original watermarks are embedded in

the spatial domain or transform domain, the host images

are distorted to some extent. Therefore, there is inevitably a

contradiction between imperceptibility and robustness of the

watermark. The traditional watermarking methods are usu-

ally limited for medical images [32]–[34] and remote-sensing

images [35] which require low distortion and high resolu-

tion. In this case, the zero-watermarking was firstly proposed

by Wen et al. [36], which has attracted wide attention of

researchers in recent years. Zero-watermarking extracts the

intrinsic features of original data without modifying the data.

Hence it can address the contradiction between imperceptibil-

ity and robustness of the traditional watermarking methods.

Several zero-watermarking algorithms have been proposed

in the past 15 years. In [36], Wen et al. constructed a

zero-watermark by computing high-order cumulants. Their

method is robust to common image processing attacks and

slight scaling rotation, but it is fragile to large-scale rota-

tions and requires a lot of time to compute the high-order

cumulants. Ye [37] proposed a zero-watermarking algorithm

based on singular value decomposition (SVD) and discrete

cosine transform (DCT). In their algorithm, the host image is

firstly divided into non-overlapping blocks. Then, the zero-

watermark sequence is derived by comparing the numerical

relationship between the direct current (DC) coefficients of

two adjacent blocks after every block is performed with

SVD and DCT. The algorithm gave out a new idea of zero-

watermarking by combining matrix decomposition and tra-

ditional transforms, but the attacks used in the experiments

were very slight. Based on [36] and [37], Zhang et al. [38]

presented three improved zero-watermarking schemes

respectively named by DC-RE, CU-SVD and CU-SVD-RE.

These schemes are more robust than the algorithms in [36]

and [37], but the security of these schemes needs to be

improved. Rani and Raman [39] also extracted the robust

features of an image as the zero-watermark based onDCT and

SVD. The scheme divided the host image into overlapping

blocks of size 8 × 8 and performed DCT and SVD to every

block. The zero-watermark is obtained by comparing the

relationship between the two largest singular values, which

are selected out randomly using four pseudo-random number

sequences. The robustness and security of the algorithm

are acceptable for the protection of images to some extent.

However, dividing the host image into overlapping blocks

generates a large number of image blocks, which increased

the computational complexity of the algorithm. Ta Minhn

Thanh et al. [40] extracted the robust feature as the master

share from the host image by combining the QR decompo-

sition and one-dimensional (1D) DCT. In their scheme, the

host images are RGB images, and two zero-watermarking

construction schemes were proposed utilizing the luminance

Y-components of the host images. The Y-component is also

divided into non-overlapping blocks, and the master share is

generated by comparing the DC coefficients of two adjacent

blocks after all the blocks have undergone QR decomposition

and 1D-DCT.

Lin et al. [41] proposed a spatial domain zero-

watermarking scheme based on generalized Arnold trans-

form (GAT) and spread spectrum and despreading (SSD)

techniques. In their method, the GAT is used to scramble

the original watermark for security. Then, a binary feature

matrix is obtained from the original host image in quantitative

embedding rules. Finally, the zero-watermark is generated by

performing an exclusive-or operation between the scrambled

watermark and the feature matrix. Considering that better

robustness of watermarking can be achieved in transform

domain, some multi-scale transforms such as Contourlet [42]

and Shearlet [43], [44], regarded as extension of the wavelet

transform, have been applied to the zero-watermarkings.

In [42], a robust zero-watermarking algorithm was proposed

based on contourlet transform (CT) and DCT for medical

images, Logistic Map is used to encrypt the original water-

mark to ensure the security of it. The experimental results

show that the method is effective to against common and

slightly geometric attacks. Nonsubsampled shearlet trans-

form (NSST) is a new and very important multi-scale and

multi-direction analysis tool that can provide nearly opti-

mal approximation properties for image representation [45].

Han et al. [43] proposed a zero-watermarking method based

on NSST and LU decomposition. In their method, after the

host image is decomposed by NSST, a random sub-image

of the low-frequency sub-band image is divided into non-

overlapping blocks. Then, every block undergoes LU decom-

position to obtain the matrix U. The final zero-watermark is

generated by comparing the numerical relationship between

the sum of the first row elements from every matrix U and

the mean of all the sums. In [44], a robust zero-watermarking
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scheme was proposed that employed multi-resolution and

multi-scale representation characteristics of NSST to analyze

the direction features of the host image. In the algorithm, a

sub-band image is firstly selected as the embedding position

by calculating the direction feature information intensity.

Then, the sub-band image is divided into non-overlapping

blocks. The zero-watermark is constructed by comparing the

2-norms of every block with a threshold.

Although the above-mentioned zero-watermarking algo-

rithms can resist conventional image processing operations,

they are almost fragile to the geometrical distortions such as

rotation and translation attacks. Gao and Jiang [46] developed

a zero-watermarking algorithm against geometric attacks

based on the Bessel-Fourier moment. In their algorithm, the

image normalization is applied to the host image. Then, the

magnitudes of the Bessel-Fourier moments of the normalized

image are computed to construct a binary feature image.

The final verification image is generated by performing an

exclusive-or operation between the binary feature image and

the original watermark image. Wang et al. [47] introduced a

zero-watermarking algorithm against geometric attacks based

on polar complex exponential transform (PCET) and logistic

mapping (LM). Their algorithm computes the PCET of the

original gray-scale image and randomly selects PCET coef-

ficients based on LM. Then, the magnitudes of the PCET are

computed to construct the binary feature image. These above-

mentioned zero-watermarking methods are summarized by

Table 1.

TABLE 1. The performance of the related zero-watermarking methods.

In this paper, we propose a robust zero-watermarking

scheme based on NSPD-DCT and VPCM. Our experimental

results demonstrate that the proposed algorithm can effec-

tively resist the conventional image processing operations

and several geometrical distortions. The contributions of this

paper are the following:

(1) A novel invariant feature of an image is found by com-

bining the shift-invariant characteristic of NSPD and

the robustness of the signs of some DCT coefficients

against various attacks.

(2) In order to improve the security of the proposed

scheme, a VPCM system is designed for two processes:

watermark encryption and robust feature extraction.

(3) To get better robustness of watermarking against geo-

metrical attacks, a simple method for estimating the

rotation angles of images is utilized by computing the

normalized cross-correlation (NC) between the scaled

down host image and the scaled down image to be

detected.

The rest of this paper is organized as follows. Section II

presents the preliminaries of the Arnold transform, DCT, and

NSPD. This section also briefly describes VPCM. Section

III explains the proposed zero-watermarking scheme. In this

section, the zero-watermark generation and extraction are

illustrated in different subsections. Section IV provides the

results and discussions. Finally, Section V presents the con-

clusions drawn from this work.

II. PRELIMINARIES

A. ARNOLD TRANSFORM

Arnold transform is an image scrambling method also

regarded as a two-dimensional (2D) chaotic mapping [19].

In many watermarking schemes, Arnold transform is applied

to the watermark image to expand the robustness of the

proposed algorithm and provide extra security for the embed-

ded watermark [8]. The positions of different pixels in an

image can be changed after the image undergoes the Arnold

transform. The 2D Arnold transform is defined as:
(

x ′

y′

)

=
[(

1 1

1 2

) (

x

y

)]

mod P, (1)

where (x, y) are the location coordinates of the original image

pixels, x, y ∈ {0, 1, 2, . . . ,P − 1}, (x ′, y′) are the location

coordinates of the scrambled image pixels, and P is the size of

the watermark. When all of the pixels of the image are trans-

formed, the scrambled image is obtained. Arnold scrambling

is periodic. Considering that T is the transform period, the

image can return to the original state after T iterations [48].

The number of iterations for image scrambling and T can be

regarded as the private keys. Without the keys, the original

image cannot be restored. In our method, the Arnold trans-

form is also used to scramble the original watermark image.

B. DISCRETE COSINE TRANSFORM

Discrete cosine transform has been used in the field of various

images and signal processing, including in image coding

and watermarking. The DCT transforms an image from the

spatial domain into the frequency domain [21], [49]. DCT

has an excellent energy compactness property, which is why

it is used in the JPEG compression technique to separate

and remove the insignificant high frequency components in

images [50]. The forward 2D-DCT formula is defined as:

F(u, v) = c(u)c(v)
2

N

·
N−1
∑

x=0

N−1
∑

y=0

f (x, y) cos

(

2x + 1

2N
uπ

)

cos

(

2y+ 1

2N
vπ

)

(2)
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FIGURE 1. Zigzag scanning.

where x, y, u, v = 0, 1, 2, . . . ,N − 1, and

c(u) = c(v) =







1
√
2

u = 0, v = 0

1 otherwise.

(3)

The inverse 2D-DCT formula is described as

f (x, y) =
2

N
·
N−1
∑

u=0

N−1
∑

v=0

c(u)c(v)F(u, v)

cos

(

2x + 1

2N
uπ

)

cos

(

2y+ 1

2N
vπ

)

, (4)

where f (x, y) is the gray value of a pixel, and F(u, v) is the

DCT coefficient. After this transformation, an image consists

of one DC coefficient and multiple alternate current (AC)

coefficients. The DC and AC coefficients are arranged in the

Zigzag scanning order, as shown in Fig. 1. The DC coefficient

locating at the top-left corner of the coefficient matrix is a

large positive number. It represents most of the energy of the

image. Except for theDC coefficient, all the other coefficients

are the AC coefficients. The AC coefficients represent the

characteristics of different frequency bands, including low,

middle and high frequency bands. Moreover, the AC coef-

ficients are either positive or negative numbers, and their

amplitudes are less than the DC coefficient [22], [51].

C. NONSUBSAMPLED PYRAMID DECOMPOSITION

Nonsubsampled pyramid decomposition was proposed by

Cunha et al. when they designed the nonsubsampled con-

tourlet transform (NSCT) [52]. The nonsubsampled pyra-

mid (NSP) is achieved by replacing the Laplacian pyramid

with two-channel nonsubsampled 2D filter banks as shown

in Fig.2 (a). The decomposition filters H0(z),H1(z) and the

composition filters G0(z),G1(z) satisfy the Bezout identical

equationH0(z)G0(z)+H1(z)G1(z) = 1. The equation ensures

the NSP filter banks satisfying the perfect reconstruction

condition, whereH0(z) is a low-pass filter andH1(z) is a high-

pass filter [53].

The frequency expansion of NSPD is conceptually

similar to the one-dimensional nonsubsampled wavelet

transform (NSWT) computed with the àtrous algorithm.

It has J+1 redundancy, where J denotes the num-

ber of decomposition stages [52]. The sketch map of

FIGURE 2. NSPD: (a) The two-channel NSP filter banks, (b) A 3-stages
NSPD, (c) The sub-bands on the 2D frequency plane.

NSPD and the relevant frequency division with J = 3

stages are shown in Fig. 2 (b) and (c) respectively. The

ideal pass-band support of the low-pass filter at the j-th

stage is the region [(−π/2j), (π/2j)]2. Accordingly, the

ideal support of the equivalent high-pass filter which

is the complement of the low-pass filter is the region

[(−π/2j−1), (π/2j−1)]2\[(−π/2j), (π/2j)]2 [52]. By con-

trast, the 2D àtrous algorithm has 3J+1 redundancy.

Besides having nice multi-resolution characteristics, NSPD

can overcome the weakness of traditional DWT without

shift-invariant characteristic and has less redundancy then

NSWT [54]. Fig.3 shows an example for NSPD ofMan image

at J = 4. In Fig. 3, (a) is an original image, (b) is a low-pass

image, and (c)-(e) are the band-pass images from coarse to

fine stages.

D. VARIABLE PARAMETER CHAOTIC MAPPING

Chaotic mappings are widely used in most watermarking

schemes to encrypt the original watermark. In this section,

we propose a variable parameter chaotic mapping denoted

by VPCM based on two typical chaotic systems: logistic

mapping and piecewise linear chaotic mapping (PWLCM).

The LM widely used in many watermarking algorithms [10],

[47], [55] is defined as:

xn+1 = µxn(1 − xn), (5)

where µ ∈ [0, 4] is the control parameter, and xn is the chaos

sequence of the map. Furthermore, because PWLCM has the

properties, including uniform distribution, good ergodicity,

confusion, and diffusion, it is also utilized for encrypting the

watermarks [56]–[58]. PWLCM can be described as:

xn+1 = F(xn, p)=











xn/p, xn ∈ [0, p]

(xn − p)/(0.5 − p), xn ∈ [p, 0.5]

F(1 − xn, p), xn ∈ [0.5, 1],

(6)
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FIGURE 3. Original Man image and its NSPD: (a) Original image, (b)
Low-pass image, (c) Band-pass image at the 1-th stage, (d) Band-pass
image at the 2-th stage, (e) Band-pass image at the 3-th stage, (f)
Band-pass image at the 4-th stage.

where xn ∈ (0, 1) and the control parameter p ∈ (0, 0.5).

To enhance the robustness and security of the proposed

scheme, we replace the control parameter p of the above

PWLCM system with a variable parameter pn. pn depends

on the random sequence xn generated by the LM. To satisfy

pn ∈ (0, 0.5), we make pn to be a third of xn. The proposed

VPCM system can be presented as follows:


















xn+1 = µxn(1 − xn), pn = xn/3

yn+1 =











yn/pn, yn ∈ [0, pn]

(yn − pn)/(0.5 − pn), yn ∈ [pn, 0.5]

F(1 − yn, pn), yn ∈ [0.5, 1].

(7)

The parameter µ and the initial state values of VPCM are

regarded as private keys. In our watermarking scheme, we

utilize the VPCM system to generate two random sequences

to be used for watermark image encryption and robust feature

extraction.

III. PROPOSED ZERO-WATERMARKING SCHEME BASED

ON NSPD-DCT AND VPCM

In this section, we introduce a new robust feature extraction

method for images. we performed experiments to show that

the extracted feature of an image is highly robust to some

image processing attacks. Finally, we explain the proposed

zero-watermarking scheme based on NSPD-DCT and VPCM

in detail. The zero-watermarking schememainly includes two

procedures: zero-watermark generation and zero-watermark

extraction [47]. Zero-watermark is usually generated from the

important feature of an image [46]. In our scheme, after the

host image undergoes NSPD and DCT, the signs of the first

AC coefficients from the DCT blocks are used to construct

the zero-watermark. Since the zero-watermarking does not

need inverse transformation, the process of zero-watermark

extraction is similar to that of zero-watermark generation.

Furthermore, in order to improve the performance of the

proposed scheme against rotation attacks, we introduce a

method of image rotation correction which is applied before

the zero-watermark extraction.

A. ROBUST FEATURE EXTRACTION IN NSPD-DCT DOMAIN

Li et al. proposed a zero-watermarking algorithm for pro-

tecting medical images in the DCT domain [59]. In their

algorithm, they pointed out that the signs of some DCT

coefficients remain unchanged against some strong geometric

attacks. Their method applies DCT to the host image, then the

sign sequence of the low-frequency coefficients is extracted

as the feature vector to construct the zero-watermark. The

method has been extended to the DWT-DCT hybrid domain

in [60]. However, the embedding capacities of watermarks

in [59], [60] were limited.

Drawing inspiration from the methods in [59], [60], we

here extract robust feature vector based on NSPD and DCT.

To describe our method in detail, we performed several exper-

iments as follows. Suppose the original testMan image shown

in Fig. 3 (a) is denoted by H . We firstly performed the NSPD

with J = 5 stages on H to obtain the low-frequency sub-

band image HL . Then HL was divided into non-overlapping

blocks of size 8×8, and every blockwas transformed byDCT.

Finally we selected out eight coefficient blocks denoted by

Di(i = 1, 2, . . . , 8) for test. The positions of them are shown

in Fig. 4.

FIGURE 4. The positions of the selected blocks for test.

In these experiments, we tested the robustness of eight

AC coefficients from each selected block. According to the

Zigzag scanning order, the positions of the eight AC coef-

ficients are (1, 2), (2, 1), (3, 1), (2, 2), (1, 3), (1, 4), (2, 3)

and (3, 2). The host Man image was distorted via seven

image processing attacks, such as (a) Gaussian noise (0.1),

(b) Speckle noise (0.2), (c) Median filtering (7 × 7), (d)

JPEG compression (5%), (e) Scaling (1/8), (f)Translation

(turn down by 5 pixels), (g) Rotation (2◦). Table 2 shows

the DCT coefficients of D1 for the Man image under the

above-mentioned different attacks. The coefficients shown in

bold in Table 2 denote that their signs changed after the Man

image was subjected to some attacks. The Peak Signal-to-

Noise Ratio (PSNR) values of the Man image under different

attacks are also shown in the Table 2. As seen fromTable 2, all

the attacks distort the Man image to have low PSNR values,
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TABLE 2. The DCT coefficients of D1 for the Man image under different attacks.

TABLE 3. The constructed sign sequences for the Man image under JPEG compression attacks.

TABLE 4. The constructed sign sequences for the Man image under scaling attacks.

and the DCT coefficients of D1 are changed greatly, but their

signs almost did not change.

Moreover, we extracted the signs of the AC coefficients

at the same positions for the eight selected blocks to con-

struct a sign sequence of 8 bits, such as ′10101111′, where
′1′ represents a positive or zero coefficient, and ′0′ repre-
sents a negative coefficient. Eight sign sequences can be

obtained according to the eight different positions of the

selected AC coefficients in every block. Tables 3 to 6 show

the sign sequences of the Man image and the number of

changed signs after different attacks. The elements of the

sign sequences shown in bold also denote that the signs

of the coefficients have changed after the test image was

subjected to some attacks. As seen in Tables 3 to 6, the

signs of the selected AC coefficients are robust to the above

attacks. We can utilize the polarities of the signs to construct

the binary feature vector as the original zero-watermark. In

our watermarking scheme, we used the sign of the first AC

coefficient at (1, 2) of every block to construct the original

zero-watermark because its robustness is the best to various

attacks for all the selected coefficients in our experiments.

Furthermore, if every block of size 8 × 8 can generate at

least one bit of zero-watermark, the embedding capacity of

the watermark will be increased compared with the methods

in [59], [60].

B. ZERO-WATERMARK GENERATION

Let I be the original host image of size N × N and W

be the original binary watermark image of size M × M ,

where N/M = 2l . The block diagram of the zero-watermark

generation is illustrated in Fig. 5 and described as follows.

Step 1: Original watermark image scrambling

The original watermark W is scrambled by the Arnold

transform to obtainW1 with the private keys k1 and T ,

W1 = Arnold(W ). (8)

182396 VOLUME 8, 2020
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TABLE 5. The constructed sign sequences for the Man image under rotation attacks.

TABLE 6. The constructed sign sequences for the Man image under translation attacks.

FIGURE 5. Block diagram of the zero-watermark generation process.

Step 2:Watermark encryption

A random sequence Y1 = {yn|n = 1, 2, . . . ,M2 + L1}
is generated by the VPCM system. Then, a new sequence

P1 = {yn|n = L1 + 1,L1 + 2, . . . ,M2 + L1} is defined.

P1 is converted into a binary image denoted by G1. Then an

exclusive-or operation is performed between G1 and W1 to

obtain the encrypted watermarkW2,

W2 = XOR(W1,G1). (9)

Step 3: Robust feature extraction

NSPD is performed on the original host image I . Then,

the low-frequency sub-band image IL is divided into non-

overlapping blocks of size n1 × n1. Every block is decom-

posed by 2D-DCT, and the first AC coefficients in the order

of Zigzag scanning for all blocks are selected out to construct

the 1D feature vector U (k).

Step 4: Zero-watermark vector construction

As Step 2., the random sequences Y2 = {zn|n =
1, 2, . . . ,M2 + L2} and P2 = {zn|n = L2 + 1,L2 +
2, . . . ,M2 + L2} are generated. Then, the elements of P2
are arranged in ascending order using the equation [P3, S] =
sort(P2) to obtain a new sequence P3 and the index location

vector S. The zero-watermark vector V (k) is constructed by

judging whether every element of U (k) is larger than 0 or not

as the order of S,

V (k) =

{

1 if U (S(k)) > 0

0 otherwise,
k = 1, 2, . . . ,M2. (10)

Step 5: Generation of the verification zero-watermark

image

V (k) is reshaped into a binary image denoted by Q.

Then, an exclusive-or operation is performed between the

encrypted watermark W2 and Q to generate the verification

zero-watermark imageW ′,

W ′ = XOR(W2,Q). (11)

C. ZERO-WATERMARK EXTRACTION

The procedure of zero-watermark extraction consists

of two processes: image rotation correction and final
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zero-watermark extraction. After doing a abundant of exper-

iments, we found that the significant differences can exist

among theNC values, which are used to assess the similarities

between an image and its rotated images with different

angles. In addition, when the original image and its rotated

images are scaled down to the smaller size simultaneously,

the differences among above NC values are not cut down.

So this experimental conclusion can be utilized to estimate

the angle of the rotated image. Based on the conclusion, the

method of image rotation correction proposed in our previous

work [61] is used again in this scheme. The block diagram

of the zero-watermark extraction process is shown in Fig. 6.

Suppose I1 is the image to be verified, which may have

undergone some attacks, the detailed steps of zero-watermark

extraction are described as follows.

Step 1: Image rotation detection and correction

(a) To decide whether I1 undergoes rotation attacks or not,

the means of four blocks of size b1 × b1, which are located

in the four corners of I1, are calculated. If I1 has undergone

rotation attacks, the processes from (b) to (e) are performed.

Otherwise, Step 2 is performed immediately.

(b) In order to reduce the computational cost, I and I1 of

size N × N are scaled down into two new images A and A1
of size b2 × b2 respectively.

(c) A is rotated by 10m degrees sequentially, where m is

a positive integer from 1 to 36. The NC value (described

in Section 4) is calculated between every rotated A and A1
for each m. The number m1 is corresponds to the largest NC

value.

(d) A is rotated by 10m1 + e degrees sequentially, where e

is a positive integer from 1 to 10. The NC value is calculated

between every rotated A and A1 in turns again for each e.

(e) I1 is rotated by the angle corresponding to the largest

NC value in (d) in the opposite direction to obtain the cor-

rected image I2.

Step 2: Robust vector extraction

NSPD is performed on the image I2. Note that I2 is

the same with I1 if I1 does not undergo rotation attacks.

The low-frequency sub-band image I2L is divided into non-

overlapping blocks of size n1 × n1, and the 1D feature vector

U ′(k) is constructed by the process of zero-watermark gener-

ation.

Step 3: Zero-watermark vector construction

The random sequenceP3 and its index location vector S are

generated by the same secret keys. Then, the zero-watermark

vector V ′(k) is obtained as follows:

V ′(k) =

{

1 if U ′(S(k)) > 0

0 otherwise,
k = 1, 2, . . . ,M2. (12)

Step 4: Final watermark image extraction

V ′(k) is reshaped into a binary image Q′, and the

chaotic binary image G1 is also generated by the saved

private keys. Then, an exclusive-or operations and the

inverse Arnold transform are performed to extract the final

FIGURE 6. Block diagram of the zero-watermark extraction process.

watermarkW ∗ by

W ∗ = Arnold−1(XOR(XOR(Q′,W ′),G1)). (13)

IV. EXPERIMENTAL RESULTS

To verify the validity and feasibility of the proposed scheme,

we performed a series of experiments in this section. Eight

well-known images of size 512×512 from the image database

of USC-SIPI [62] were taken as the host images, i.e., Man,

Tiffany, Elain, Lena, Goldhill, Boat, Bridge and Peppers,

as shown in Fig. 7. Four binary watermark images with

different sizes were used as the original watermark images,

as shown in Fig. 8. The host images were decomposed by

NSPD with J = 5 stages and ‘maxflat’ filter. The low-

frequency sub-band image of size 512×512 was divided into

non-overlapping blocks according to the size of watermark.

For the Arnold transform, the scrambling time k1 was 12

and T = 24. The initial state values and control parameters

of the VPCM system for the two random sequences were

respectively assigned as µ1 = 3.89999, x1 = 0.65555,

y1 = 0.10000, µ2 = 3.98880, x2 = 0.45550, y2 = 0.22220,

and L1 = L2 = 500. The parameters b1 and b2 in the process

of image rotation correction were 2 and 20, respectively.

The objective criteria PSNR, NC and Bit error rate(BER)

were used in our experiments. The PSNRwas used to evaluate

the quality of the host images under different attacks, defined

as [63]:

PSNR = 10 log10
2552 × N 2

N
∑

x=1

N
∑

y=1

(

I (x, y) − I ′(x, y)
)2

. (14)

where I and I ′ represent the host and the attacked images of

size N × N , respectively.
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TABLE 7. The similarity test of original zero-watermarks for different host images.

FIGURE 7. The host images used in the experiments: (a) Man, (b) Tiffany,
(c) Elain, (d) Lena, (e) Goldhill, (f) Boat, (g) Bridge, (h) Peppers.

FIGURE 8. The original watermarks used in the experiments: (a)
Watermark 1 of size 64 × 64, (b) Watermark 2 of size 64 × 64, (c)
Watermark 3 of size 64 × 64, (d) Watermark 4 of size 128 × 128.

The NC and BER were used to evaluate the robust-

ness of the proposed scheme. They are respectively defined

as [3], [47]:

NC(W ,W ∗) =

M
∑

i=1

M
∑

j=1

W (i, j)W ∗(i, j)

√

√

√

√

M
∑

i=1

M
∑

j=1

W 2(i, j)

√

√

√

√

M
∑

i=1

M
∑

j=1

W ∗2(i, j)

, (15)

BER =
B

M ×M
× 100. (16)

where W and W ∗ represent the original and the extracted

watermarks of size M × M , respectively. B is the sum of

inaccurate bits.

FIGURE 9. Similarities between the original zero-watermark and the
random binary matrices.

A. UNIQUENESS VERIFICATION OF ZERO-WATERMARKS

In this subsection, we discuss the uniqueness verification

of zero-watermarks similar to the method used in [37]. The

zero-watermark constructed from an image should only be

relevant to this image. In other words, the zero-watermarks

constructed from different images should be different so

that the zero-watermark constructed from an image just can

uniquely identify this image [43]. The similarity between

two different zero-watermark binary images constructed from

different images is shown in Table 7. Table 7 shows that the

maximum NC value of two different images is 0.5701, which

is far less than 1. Therefore, the zero-watermark constructed

from an image can be effectively distinguished from the zero-

watermarks constructed from other different images.

To further verify the uniqueness of the zero-watermark

constructed from an image in the proposed scheme, we pro-

duced 1200 random binary sequences from a uniform dis-

tribution and reshaped them into 2D images. Then, we cal-

culated their respective NC values with the zero-watermark

binary image constructed from theMan image. The results are

shown in Fig. 9, where the 600th sequence corresponds to the

zero-watermark of the Man image. Fig. 9 shows that all the

NC values fluctuate around 0.5 in an extremely small range

except the right zero-watermark of the Man image. Hence, it

can be concluded that the zero-watermark constructed from

an image in our proposed method can not be generated ran-

domly and the image can be identified uniquely.
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TABLE 8. The PSNR/NC values for different images under Gaussian noise attacks.

TABLE 9. The PSNR/NC values for different images under Salt and Peppers noise attacks.

TABLE 10. The PSNR/NC values for different images under Median filtering attacks.

B. ROBUSTNESS TESTS OF THE PROPOSED SCHEME

In this subsection, we present the experimental results for

the robustness test of the proposed scheme under various

attacks. The watermark image 1 was firstly used in this part.

Several conventional image processing operations (adding

noise, filtering, and JPEG compression) and the geometrical

distortions (scaling, cropping, and rotation) were performed

on the original host images. The robustness of the proposed

scheme under the above-mentioned attacks was evaluated as

follows.

1) ADDITION OF NOISE

Gaussian noise, Salt and Peppers noise are usually used to test

the robustness of watermarking algorithms. For the Gaussian

noise, we varied the amount of noise with respect to its vari-

ance while fixing its mean. For the Salt and Peppers noise, we

degraded the quality by changing the noise densities. Table 8

shows the results of adding the Gaussian white noise with a

mean of 0 and variances of 0.01 to 0.2 to the host images in

terms of PSNR and NC values. Meanwhile, Table 9 shows the

results of adding the Salt and Peppers noise with densities of

0.01 to 0.2 to the host images. As can be seen in the Tables,

even though the test images are degraded greatly by the two

types of noise with various noise variances or densities, the

highNC values can be obtained. This means that the proposed

scheme is robust against noise attacks.

2) FILTERING ATTACKS

Test images were filtered using Median filters and Wiener

filters with size of 3 × 3, 4 × 4, 5 × 5, 6 × 6 and

7 × 7. Table 10 and 11 show the results in terms of PSNR

and NC values for the Median and Wiener filters, respec-

tively. The Tables show that the proposed scheme is highly

robust to the Median filtering and Wiener filtering attacks.

The NC values are very near to 1 in almost all of the

cases, which demonstrates that the proposed scheme has
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TABLE 11. The PSNR/NC values for different images under Wiener filtering attacks.

TABLE 12. The PSNR/NC values for different images under JPEG compression attacks.

TABLE 13. The PSNR/NC values for different images under cropping attacks attacks.

superior performance against these two types of filtering

attacks.

3) JPEG COMPRESSION

Any effective watermarking algorithm should be robust

against compression attacks. We test our watermarking

algorithm against JPEG compression, which is one of the

most widely used common compression attacks. JPEG com-

pression attacks with different quality factors of 1%, 5%,

10%, 20% and 40% were applied to the host images.

The results in terms of PSNR and NC are summarized

in Table 12. Table 12 shows that even though the qual-

ity factor is 1%, high NC values can be achieved. There-

fore, the proposed scheme is highly robust against the

JPEG compression attacks because the low-frequency com-

ponents of the host images are used to construct the

zero-watermarks.

4) CROPPING ATTACKS

To test the robustness against cropping attacks, the host

images were cropped with different cropping windows. We

used cropping window sizes of 64×64, 128×128, 64 × 512,

and 128 × 512, and the cropping windows were black.

The results in terms of PSNR and NC values are shown in

Table 13. As seen in Table 13, even though the cropping

window size is 128 × 512, all the NC values are larger

than 0.88 for the different test images. This verifies that the

proposed scheme is robust against cropping attacks.

5) SCALING ATTACKS

For scaling attacks, we resized the original images by multi-

plying by a scaling factor, and then scaled back the images

to their original sizes. If the scaling factor is less than 1,

the images are scaled down, otherwise they are scaled up.

VOLUME 8, 2020 182401



R. Wang et al.: Novel Zero-Watermarking Scheme Based on VPCM

TABLE 14. The PSNR/NC values for different images under scaling attacks attacks.

TABLE 15. The PSNR/NC values for different images under translation attacks.

TABLE 16. The PSNR/NC values for different images under rotation attacks.

Table 14 shows the results in terms of PSNR and NC values

for the eight test images under scaling attacks with scaling

factors of 1/16 to 2. From the Table 14, it can be demon-

strated that the proposed watermarking scheme shows strong

resistance to the scaling attacks.

6) TRANSLATION ATTACKS

For translation attacks, we translate the host images from left

to right by 1, 2, 3, 4 and 5 pixels in turns before performing

watermark extraction. The experimental results are shown in

Table 15. As seen in Table 15, the NC values of the extracted

zero-watermarks for translation attacks are not larger than

those for other attacks, such as the addition of noise, filter-

ing, and JPEG compression, but the minimum NC value is

larger than 0.91. This means that the proposed scheme can

effectively resist to the translation attacks.

7) ROTATION ATTACKS

The host images were also tested for geometric attacks of

rotation. The images were respectively rotated by 5◦, 10◦,
20◦, 40◦ and 90◦ before performing watermark detection.

The results in terms of PSNR and NC values are shown in

Table 16. Table 16 shows that the proposed scheme can suc-

cessfully resist rotation attacks. Furthermore, the proposed

scheme performs best against rotation attacks when the rota-

tion angle is 90◦. In fact, the same result can be obtained if the

rotation angle is 180◦ or 270◦ because of the proposedmethod

of image rotation correction. Since the proposed scheme can

resist the rotation, scaling, and translation (RST) attacks, it

can be considered as an RST-invariant watermarking algo-

rithm. From the experimental results shown in Tables 8 to 16,

we can conclude that the proposed scheme is highly robust

against conventional image processing operations and some

geometrical distortions.
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TABLE 17. The PSNR/NC values for Lena image under different attacks.

FIGURE 10. The attacked Lena image under different attacks (a) Gaussian
noise (0.05), (b) Gaussian noise (0.15), (c) Salt and Peppers noise(0.1),
(d) Salt and Peppers noise (0.2), (e) Median filtering (5 × 5), (f) Wiener
filtering (5 × 5), (g) JPEG compression(5%), (h) JPEG compression (20%),
(i) Scaling (1/8), (j) Cropping (center 128 × 128), (k) Cropping (Edge
64 × 512), (l) Translation (5 pixels), (m) Rotation (5◦), (n) Rotation (10◦),
(o) Rotation(40◦), (p) Rotation (90◦).

To further demonstrate the robustness of the proposed

scheme, more experiments for robustness test were com-

pleted. In this part, sixteen attacks were selected shown in

Table 17, and Lena was used as host image. After above

sixteen attacks, attacked Lena images are shown in Fig. 10.

TABLE 18. Robustness test of proposed scheme under Checkmark
attacks.

The PSNR values of attacked Lena images and the NC/BER

values of watermarks extracted from them are also shown

in Table 17. The PSNR values indicate that the host images

are badly distorted under different attacks. The NC and BER

values of the extracted watermarks prove that the extracted

watermarks are very closely similar to the original watermark

excepting for the cropping attacks with large areas. These

data generally illustrate that the proposed scheme is robust to

different attacks for multiple watermarks also with different

sizes. For watermark image 1 of size 64 × 64, watermark

image 3 of size 64 × 64 and watermark image 4 of size

128× 128, the extracted watermarks from the corresponding

attacked Lena images are shown in Fig. 11 to Fig. 13. In

any case, it can be observed form the Fig. 10 to Fig. 13 that

even though the host images are seriously degraded by dif-

ferent attacks, the corresponding extracted watermarks with

different contents and sizes are basically clear enough. This
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FIGURE 11. The extracted watermark image 1 for Lena image under
different attacks: (a) Gaussian noise (0.05), (b) Gaussian noise (0.15),
(c) Salt and Peppers noise(0.1), (d) Salt and Peppers noise (0.2),
(e) Median filtering (5 × 5), (f) Wiener filtering (5 × 5), (g) JPEG
compression(5%), (h) JPEG compression (20%), (i) Scaling (1/8),
(j) Cropping (center 128 × 128), (k) Cropping (Edge 64 × 512),
(l) Translation (5 pixels), (m) Rotation (5◦), (n) Rotation (10◦),
(o) Rotation(40◦), (p) Rotation (90◦).

demonstrates that the proposed scheme exhibits excellent per-

formance against the attacks mentioned in Table 17. Table 18

shows the robustness test results of the proposed scheme

against the standard benchmark software Checkmark [64]. In

Table 18, twenty kinds of attacks in Checkmark, which are

not almost mentioned in Table 17, are selected out to test

the proposed scheme, and the PSNR, NC and BER values

for different attacks are shown respectively. For these attacks,

the NC and BER values are well accepted except the rotation

scale, shearing and warp attacks, but the minimum NC value

is 0.8807 while the maximum BER value is 0.1758. As can

be seen from Table 18, the proposed scheme is robust to

Checkmark attacks to some extent.

C. COMPARISON WITH OTHER ZERO-WATERMARKING

ALGORITHMS

To evaluate the robustness of the proposed scheme in com-

parison with other methods, we have compared the results of

our scheme with the three methods in [38], [40], [42]. We

firstly embedded the 64 × 64 watermark image 2, shown in

Fig. 8, into the host gray-scale images in all the algorithms. In

the experiments, eight common attacks were adopted, includ-

ing (1) Gaussian noise (0.05), (2) Salt and Peppers noise

(0.1), (3) Median filtering (5 × 5), (4) JPEG compression

FIGURE 12. The extracted watermark image 3 for Lena image under
different attacks: (a) Gaussian noise (0.05), (b) Gaussian noise (0.15),
(c) Salt and Peppers noise(0.1), (d) Salt and Peppers noise (0.2),
(e) Median filtering (5 × 5), (f) Wiener filtering (5 × 5), (g) JPEG
compression(5%), (h) JPEG compression (20%), (i) Scaling (1/8),
(j) Cropping (center 128 × 128), (k) Cropping (Edge 64 × 512),
(l) Translation (5 pixels), (m) Rotation (5◦), (n) Rotation (10◦),
(o) Rotation(40◦), (p) Rotation (90◦).

(10%), (5) Scaling (1/8), (6) Cropping (center 128 × 128),

(7) Translation (5 pixels) and (8) Rotation (5◦). Since several
attacks can happen on an image simultaneously, it is also

important to investigate the robustness of a watermarking

scheme against combined attacks. Hence, we additionally

tested four types of combined attacks, including (9) Gaus-

sian noise (0.01)+ JPEG compression (10%), (10) Median

filtering (3 × 3)+ Scaling (1/8), (11) Salt and Peppers noise

(0.02)+ Median filtering (5 × 5)+ Rotation (1◦), and (12)

Gaussian noise (0.01)+ Scaling (1/8)+ JPEG compression

(5%). The Peppers image shown in Fig. 7 was used as the test

image at this time. Table 19 shows the extracted watermarks

from attacked Peppers images using the proposed scheme

and the three methods in [38], [40], [42], and it can prove

that the proposed scheme is more robust than other three

methods. Because of the strong attack parameters used in the

comparison experiments, some of the extractedwatermarks in

other three comparative methods are almost not clear enough

in Table 19. For the watermark image 2 of size 32 × 32,

watermark image 3 of size 64×64 and watermark image 4 of

size 128 × 128, the same host image and attacks mentioned

in Table 19 are used to test the robustness among the different

methods. Fig.14 to Fig. 16 show the comparison of the results

in terms of average BER values of the extracted different
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TABLE 19. The extracted watermarks for Peppers image using different methods.
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FIGURE 13. The extracted watermark image 4 for Lena image under
different attacks: (a) Gaussian noise (0.05), (b) Gaussian noise (0.15), (c)
Salt and Peppers noise(0.1), (d) Salt and Peppers noise (0.2), (e) Median
filtering (5 × 5), (f) Wiener filtering (5 × 5), (g) JPEG compression(5%), (h)
JPEG compression (20%), (i) Scaling (1/8), (j) Cropping (center 128 × 128),
(k) Cropping (Edge 64 × 512), (l) Translation (5 pixels), (m) Rotation (5◦),
(n) Rotation (10◦), (o) Rotation(40◦), (p) Rotation (90◦).

FIGURE 14. The average BER values in different methods with watermark
image 2 of sizes 32 × 32.

watermarks for eight test images shown in Fig. 7. As can

be seen from Fig. 14 to Fig. 16, it is clear that the proposed

scheme generally outperforms the other three watermarking

methods in [38], [40], [42] for the above attacks. Especially,

this advantage is more obvious when the size of watermark is

large, for instance, the watermark image 4 used in Fig.16.

D. STATISTICAL ANALYSIS

In this section, a statistical analysis is performed between our

proposed scheme and the each method in [38], [40], [42].

FIGURE 15. The average BER values in different methods with watermark
image 3 of sizes 64 × 64.

FIGURE 16. The average BER values in different methods with watermark
image 4 of sizes 128 × 128.

TABLE 20. The average PSNR/NC values under Gaussian noise attacks.

According to the way mentioned in [65], Wilcoxon signed

ranks test with a significance level of 0.05 is same to be

used to assess the statistical significance of the difference

between the proposed scheme and the each method in [38],

[40], [42]. The robustness tests of the these compared algo-

rithms against the attacks are shown in Tables 20 to 28.

In the Tables 20 to 28, the average PSNR/NC values under

different attacks for all the eight test images, shown in

Fig. 7, are calculated. Furthermore, in order to satisfy

the requirement for the number of statistical samples,

the number of a certain type attacks in Tables 20 to

28 is increased form 5 to 7 comparing with that in the

Tables 8 to 16.
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TABLE 21. The average PSNR/NC values under Salt and Peppers noise
attacks.

TABLE 22. The average PSNR/NC values under Median filtering attacks.

TABLE 23. The average PSNR/NC values under Wiener filtering attacks.

TABLE 24. The average PSNR/NC values under JPEG compression attacks.

In this part, IBM SPSS Statistics 26 was used to perform

the statistical calculations. The null hypothesis H0 indicates

that there is no significant difference between the proposed

scheme and the each method in [38], [40], [42]. In contrast,

the alternative hypothesis H1 indicates that a significant dif-

ference exists between the proposed scheme and the each

TABLE 25. The average PSNR/NC values under cropping attacks.

TABLE 26. The average PSNR/NC values under scaling attacks.

TABLE 27. The average PSNR/NC values under translation attacks.

TABLE 28. The average PSNR/NC values under rotation attacks.

method in [38], [40], [42]. With a 95% confidence level,H0 is

rejected if α ≤ 0.05, and H0 can not be rejected if α > 0.05.

In the case of rejecting H0 (α ≤ 0.05), the final decision is

made according to the result whether the sum of the negative

ranks w− is smaller than or equal to the critical value for the

Wilcoxon signed rank test. If the sum of the negative ranks
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TABLE 29. Statistical comparison using the Wilcoxon signed-rank test.

value is smaller than or equal to the critical value for

the Wilcoxon signed rank test (i.e., w− ≤ w∗
α), the

proposed scheme is more robust than the each method

in [38], [40], [42]. Otherwise, the proposed scheme can not

be obviously recognized as the better one [65].

The results of this statistical analysis is shown in Table 29.

As can be seen from Table 29, the proposed scheme gener-

ally outperforms the each method in [38], [40], [42] except

Median filtering and Cropping attacks. For Median filtering,

the proposed scheme is better than the each method in [38],

[40], [42] when the window sizes are 3×3, 4×4, 5×5, 6×6

and 7 × 7. But the nice average NC values are not obtained

when the window sizes are 9 × 9, 11 × 11 due to the three

images, including Elain, Goldhill, and Bridge. Moreover, the

each method in [38], [40] is more superior than the proposed

scheme against Cropping attacks, but the superiority is not

very significant. Finally, it is not difficult to find that the

proposed scheme is more robust than the methods in [38],

[40], [42] based on the Tables 20 to 29.

E. SECURITY ANALYSIS

The security of a watermarking scheme mainly depends on

the encryption algorithms used in the watermarking scheme.

In this paper, the secret keys from Arnold transform and the

two random sequences produced by VPCM system together

ensure the high security of the proposed scheme. Even though

the algorithm of zero-watermark generation is open, the right

zero-watermark image will not be extracted in the process of

watermark detection if any one of the secret keys is incorrect.

Due to the limited length of this paper, we only analyse

how the secret key µ1 affects the security of the proposed

scheme in this subsection. In the previous experiments, we

know that the correct µ1 is 3.89999. To test the security of

the scheme, we design the experiments as follows. Assuming

that all the secret keys in the process of watermark extraction

are correct except µ1, which is variable, we varied µ1 from

FIGURE 17. Security test of the proposed scheme for different images:
(a) Man, (b) Tiffany, (c) Elain, (d) Lena, (e) Goldhill, (f) Boat.

3.89950 to 3.90049 with 0.00001 steps to extract 100 zero-

watermarks. The 100 NC values were respectively calculated

between the 100 extracted zero-watermarks and the original

zero-watermark generated with the correct µ1 for different

images. The experimental results are shown in Fig. 17. Fig. 17

shows that the NC value is 1 when µ1 is correct. However,

the NC value is just about 0.5 when µ1 is incorrect, which
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TABLE 30. Average computation time of the proposed scheme for all the
test images.

means that the watermark is extracted unsuccessfully. It is

important to note that finding out the correct µ1 randomly is

very difficult. Therefore, all the secret keys perfectly ensure

the security of the proposed scheme, and it is impossible

to extract the correct zero-watermark without all the correct

secret keys.

F. COMPUTATION TIME

The average computation time of the zero-watermark gen-

eration and extraction for the eight test images mentioned

in Fig.7 are shown in Table 30. The computer used for our

experiments had a 3.20 GHz Processor, 4-GB RAM, and a

Microsoft Windows 7 operating system with 32 bits. The

experiments were completed in the environment ofMATLAB

2014. Table 30 illustrates that the computation time of the

zero-watermark generation and extraction in the proposed

scheme are acceptable.

V. CONCLUSION

In the proposed scheme for the copyright protection of digital

images, NSPD and DCT were used to extract the robust fea-

ture of a host image as the original zero-watermark. Several

experiments were performed to demonstrate that the signs of

some AC coefficients of an image in the NSPD-DCT domain

almost do not change under various attacks. To enhance the

security of the proposed scheme, we combined PWLCMwith

LM to generate the VPCM system used for the watermark

encryption and the robust feature vector extraction. Fur-

thermore, an image rotation correction procedure was used

before zero-watermark detection to improve the robustness

of the scheme against rotation attacks. The experimental

results have demonstrated that the NSPD-DCT based zero-

watermarking scheme was highly robust to common image

processing operations, several geometric attacks and some

Checkmark attacks, and it had better performance than some

existing algorithms. In the future, we will further improve

the robustness of the proposed zero-watermarking scheme

against combined attacks and extend this scheme to video

watermarking.

REFERENCES

[1] G. Bhatnagar, Q. M. J. Wu, and P. K. Atrey, ‘‘Secure randomized

image watermarking based on singular value decomposition,’’ ACM

Trans. Multimedia Comput., Commun., Appl., vol. 10, no. 1, pp. 1–21,

Dec. 2013.

[2] S. Liu, B. M. Hennelly, C. Guo, and J. T. Sheridan, ‘‘Robustness of dou-

ble random phase encoding spread-space spread-spectrum watermarking

technique,’’ Signal Process., vol. 109, pp. 345–361, Apr. 2015.

[3] Z. Shao, Y. Shang, Y. Zhang, X. Liu, and G. Guo, ‘‘Robust watermarking

using orthogonal Fourier–Mellin moments and chaotic map for double

images,’’ Signal Process., vol. 120, pp. 522–531, Mar. 2016.

[4] H.-Y. Yang, X.-Y. Wang, P.-P. Niu, and A.-L. Wang, ‘‘Robust color image

watermarking using geometric invariant quaternion polar harmonic trans-

form,’’ ACM Trans. Multimedia Comput., Commun., Appl., vol. 11, no. 3,

pp. 1–26, Feb. 2015.

[5] M.Amirmazlaghani, ‘‘Additive watermark detection in the wavelet domain

using 2D-GARCH model,’’ Inf. Sci., vols. 370–371, pp. 1–17, Nov. 2016.

[6] S. Singh, V. S. Rathore, R. Singh, and M. K. Singh, ‘‘Hybrid semi-blind

image watermarking in redundant wavelet domain,’’ Multimedia Tools

Appl., vol. 76, no. 18, pp. 19113–19137, Sep. 2017.

[7] H.-T. Hu and L.-Y. Hsu, ‘‘A mixed modulation scheme for blind

image watermarking,’’ AEU-Int. J. Electron. Commun., vol. 70, no. 2,

pp. 172–178, Feb. 2016.

[8] S. Roy and A. K. Pal, ‘‘A robust blind hybrid image watermarking scheme

in RDWT-DCT domain using Arnold scrambling,’’ Multimedia Tools

Appl., vol. 76, no. 3, pp. 3577–3616, 2017.

[9] X.-Y. Wang, Y.-N. Liu, H. Xu, A.-L. Wang, and H.-Y. Yang, ‘‘Blind opti-

mum detector for robust image watermarking in nonsubsampled Shearlet

domain,’’ Inf. Sci., vol. 372, pp. 634–654, Dec. 2016.

[10] N. Liu, H. Li, H. Dai, D. Guo, and D. Chen, ‘‘Robust blind image

watermarking based on chaotic mixtures,’’ Nonlinear Dyn., vol. 80, no. 3,

pp. 1329–1355, May 2015.

[11] H. Agarwal, P. K. Atrey, and B. Raman, ‘‘Image watermarking in real

oriented wavelet transform domain,’’ Multimedia Tools Appl., vol. 74,

no. 23, pp. 10883–10921, Dec. 2015.

[12] N.M.Makbol and B. E. Khoo, ‘‘Robust blind image watermarking scheme

based on redundant discrete wavelet transform and singular value decom-

position,’’ AEU-Int. J. Electron. Commun., vol. 67, no. 2, pp. 102–112,

Feb. 2013.

[13] M. Botta, D. Cavagnino, and V. Pomponiu, ‘‘A modular framework

for color image watermarking,’’ Signal Process., vol. 119, pp. 102–114,

Feb. 2016.

[14] Y. Naderahmadian and S. Hosseini-Khayat, ‘‘Fast and robust watermarking

in still images based on QR decomposition,’’ Multimedia Tools Appl.,

vol. 72, no. 3, pp. 2597–2618, Oct. 2014.

[15] I. Nasir, Y. Weng, and J. Jiang, ‘‘Novel multiple spatial watermarking

technique in color images,’’ in Proc. 5th Inf. Int. Conf. Inf. Technol., New

Gener., vol. 4, Apr. 2008, pp. 777–782.

[16] Q. Su and B. Chen, ‘‘An improved color image watermarking scheme

based on Schur decomposition,’’ Multimedia Tools Appl., vol. 76, no. 22,

pp. 24221–24249, 2017.

[17] T. Huynh-The, C.-H. Hua, N. A. Tu, T. Hur, J. Bang, D. Kim, M. B. Amin,

B. H. Kang, H. Seung, and S. Lee, ‘‘Selective bit embedding scheme

for robust blind color image watermarking,’’ Inf. Sci., vol. 426, pp. 1–18,

Feb. 2018.

[18] H.-T. Hu and J.-R. Chang, ‘‘Dual image watermarking by exploiting the

properties of selected DCT coefficients with JND modeling,’’ Multimedia

Tools Appl., vol. 77, no. 20, pp. 26965–26990, Oct. 2018.

[19] M. Khalili, ‘‘DCT-Arnold chaotic based watermarking using JPEG-

YCbCr,’’Optik-Int. J. Light Electron Opt., vol. 126, no. 23, pp. 4367–4371,

Dec. 2015.

[20] Y.-K. Lin, C.-H. Yang, and J.-T. Tsai, ‘‘More secure lossless visible water-

marking by DCT,’’Multimedia Tools Appl., vol. 77, no. 7, pp. 8579–8601,

Apr. 2018.

[21] S. Liu, Z. Pan, and H. Song, ‘‘Digital image watermarking method based

on DCT and fractal encoding,’’ IET Image Process., vol. 11, no. 10,

pp. 815–821, Oct. 2017.

[22] S. Roy and A. K. Pal, ‘‘A blind DCT based color watermarking algorithm

for embedding multiple watermarks,’’ AEU-Int. J. Electron. Commun.,

vol. 72, pp. 149–161, Feb. 2017.

[23] A. M. Abdelhakim, M. H. Saad, M. Sayed, and H. I. Saleh, ‘‘Optimized

SVD-based robust watermarking in the fractional Fourier domain,’’Multi-

media Tools Appl., vol. 77, no. 21, pp. 27895–27917, Nov. 2018.

[24] T. K. Tsui, X.-P. Zhang, and D. Androutsos, ‘‘Color image watermarking

using multidimensional Fourier transforms,’’ IEEE Trans. Inf. Forensics

Security, vol. 3, no. 1, pp. 16–28, Mar. 2008.

[25] C. Wang, J. Ni, and J. Huang, ‘‘An informed watermarking scheme using

hidden Markov model in the wavelet domain,’’ IEEE Trans. Inf. Forensics

Security, vol. 7, no. 3, pp. 853–867, Jun. 2012.

[26] C.-C. Lai and C.-C. Tsai, ‘‘Digital image watermarking using dis-

crete wavelet transform and singular value decomposition,’’ IEEE Trans.

Instrum. Meas., vol. 59, no. 11, pp. 3060–3063, Nov. 2010.

[27] M. A. Akhaee, S. M. E. Sahraeian, and F. Marvasti, ‘‘Contourlet-based

image watermarking using optimum detector in a noisy environment,’’

IEEE Trans. Image Process., vol. 19, no. 4, pp. 967–980, Apr. 2010.

VOLUME 8, 2020 182409



R. Wang et al.: Novel Zero-Watermarking Scheme Based on VPCM

[28] S. Etemad and M. Amirmazlaghani, ‘‘A new multiplicative watermark

detector in the contourlet domain using t location-scale distribution,’’

Pattern Recognit., vol. 77, pp. 99–112, May 2018.

[29] B. Ahmaderaghi, F. Kurugollu, J. M. D. Rincon, and A. Bouridane, ‘‘Blind

image watermark detection algorithm based on discrete Shearlet transform

using statistical decision theory,’’ IEEE Trans. Comput. Imag., vol. 4, no. 1,

pp. 46–59, Mar. 2018.

[30] M. Mardanpour andM. A. Z. Chahooki, ‘‘Robust transparent image water-

marking with Shearlet transform and bidiagonal singular value decom-

position,’’ AEU-Int. J. Electron. Commun., vol. 70, no. 6, pp. 790–798,

Jun. 2016.

[31] Z. Jian, L. Shan, J. Jian, Z. Wanru, and Z. Shunli, ‘‘Extended Shearlet-

based image watermarking algorithm using selective coefficients in hori-

zontal cone,’’ Arabian J. Sci. Eng., vol. 42, no. 8, pp. 3597–3607, 2017.

[32] M. Ghadi, L. Laouamer, L. Nana, and A. Pascu, ‘‘A novel zero-

watermarking approach of medical images based on Jacobian matrix

model,’’ Secur. Commun. Netw., vol. 9, no. 18, pp. 5203–5218, Dec. 2016.

[33] M. Shakeri and M. Jamzad, ‘‘A robust zero-watermarking scheme using

Canny edge detector,’’ Int. J. Electron. Secur. Digit. Forensics, vol. 5, no. 1,

pp. 25–44, 2013.

[34] S. Vellaisamy and V. Ramesh, ‘‘Inversion attack resilient zero-

watermarking scheme for medical image authentication,’’ IET Image

Process., vol. 8, no. 12, pp. 718–727, Dec. 2014.

[35] P. Zhu, F. Jia, and J. Zhang, ‘‘A copyright protection watermarking algo-

rithm for remote sensing image based on binary image watermark,’’Optik-

Int. J. Light Electron Opt., vol. 124, no. 20, pp. 4177–4181, Oct. 2013.

[36] Q. Wen, T. Sun, and S. Wang, ‘‘Concept and application of zero-

watermark,’’ (in Chinese), Acta Electron. Sinica, vol. 31, pp. 214–216,

Feb. 2003.

[37] T. Ye, ‘‘A robust zero-watermark algorithm based on singular value decom-

position and discreet cosine transform,’’ in Parallel and Distributed Com-

puting and Networks, vol. 137. 2011, pp. 1–8.

[38] Y. Zhang, C. Jia, X. Wang, K. Wang, and W. Pei, ‘‘Robust zero-watermark

algorithms based on numerical relationship between adjacent blocks,’’

J. Electron. (China), vol. 29, no. 5, pp. 392–399, Sep. 2012.

[39] A. Rani and B. Raman, ‘‘An image copyright protection scheme by

encrypting secret data with the host image,’’ Multimedia Tools Appl.,

vol. 75, no. 2, pp. 1027–1042, Jan. 2016.

[40] T. M. Thanh and K. Tanaka, ‘‘An image zero-watermarking algorithm

based on the encryption of visual map feature with watermark infor-

mation,’’ Multimedia Tools Appl., vol. 76, no. 11, pp. 13455–13471,

Jun. 2017.

[41] S. Lin, X. Jiucheng, Z. Xingxing, D.Wan, and T. Yun, ‘‘A novel generalized

Arnold transform-based zero-watermarking scheme,’’Appl. Math. Inf. Sci.,

vol. 9, no. 4, pp. 2023–2035, 2015.

[42] X. Wu, J. Li, R. Tu, J. Cheng, U. A. Bhatti, and J. Ma, ‘‘Contourlet-DCT

based multiple robust watermarkings for medical images,’’ Multimedia

Tools Appl., vol. 78, no. 7, pp. 8463–8480, Apr. 2019.

[43] S.-C. Han and Z.-N. Zhang, ‘‘A novel zero-watermark algorithm based on

LU decomposition in NSST domain,’’ in Proc. IEEE 11th Int. Conf. Signal

Process., vol. 3, Oct. 2012, pp. 1592–1596.

[44] J. Zhao, W. Xu, S. Zhang, S. Fan, and W. Zhang, ‘‘A strong robust

zero-watermarking scheme based on Shearlets’ high ability for capturing

directional features,’’Math. Problems Eng., vol. 2016, pp. 1–11, Oct. 2016.

[45] W.-Q. Lin, ‘‘The discrete Shearlet transform: A new directional transform

and compactly supported Shearlet frames,’’ IEEE Trans. Image Process.,

vol. 19, no. 5, pp. 1166–1180, May 2010.

[46] G. Gao and G. Jiang, ‘‘Bessel-Fourier moment-based robust image zero-

watermarking,’’ Multimedia Tools Appl., vol. 74, no. 3, pp. 841–858,

Feb. 2015.

[47] C.-P. Wang, X.-Y. Wang, X.-J. Chen, and C. Zhang, ‘‘Robust zero-

watermarking algorithm based on polar complex exponential trans-

form and logistic mapping,’’ Multimedia Tools Appl., vol. 76, no. 24,

pp. 26355–26376, Dec. 2017.

[48] R. Keshavarzian and A. Aghagolzadeh, ‘‘ROI based robust and secure

image watermarking using DWT and Arnold map,’’ AEU-Int. J. Electron.

Commun., vol. 70, no. 3, pp. 278–288, Mar. 2016.

[49] L.-Y. Hsu and H.-T. Hu, ‘‘Blind image watermarking via exploitation of

inter-block prediction and visibility threshold in DCT domain,’’ J. Vis.

Commun. Image Represent., vol. 32, pp. 130–143, Oct. 2015.

[50] D. Singh and S. K. Singh, ‘‘DCT based efficient fragile watermarking

scheme for image authentication and restoration,’’Multimedia Tools Appl.,

vol. 76, no. 1, pp. 1–25, 2015.

[51] M. Moosazadeh and G. Ekbatanifard, ‘‘An improved robust image water-

markingmethod using DCT andYCoCg-R color space,’’Optik-Int. J. Light

Electron Opt., vol. 140, pp. 975–988, Jul. 2017.

[52] A. L. Da Cunha, J. Zhou, and M. N. Do, ‘‘The nonsubsampled contourlet

transform: Theory, design, and applications,’’ IEEE Trans. Image Process.,

vol. 15, no. 10, pp. 3089–3101, Oct. 2006.

[53] Z. Hui-Xin, R. Sheng-Hui, Q. Han-Lin, L. Rui, and Z. Jun, ‘‘Anomaly

detection algorithm based on nonsubsampled pyramid decomposition and

kernel unsharp masking for hyperspectral image,’’ in Proc. Int. Conf. Ind.

Control Electron. Eng., Aug. 2012, pp. 1320–1323.

[54] X. Zhang, W. Wang, D. Wang, and Y. Zhang, ‘‘A fusion algorithm for

remote sensing images based on nonsub-sampled pyramids and bidimen-

sional empirical decomposition,’’ Sci. China Technol. Sci., vol. 53, no. 1,

pp. 196–204, May 2010.

[55] S. S. Jamal, T. Shah, and I. Hussain, ‘‘An efficient scheme for digi-

tal watermarking using chaotic map,’’ Nonlinear Dyn., vol. 73, no. 3,

pp. 1469–1474, Aug. 2013.

[56] D. Caragata, S. E. Assad, and M. Luduena, ‘‘An improved fragile water-

marking algorithm for JPEG images,’’ AEU-Int. J. Electron. Commun.,

vol. 69, no. 12, pp. 1783–1794, Dec. 2015.

[57] Y. Hu, C. Zhu, and Z. Wang, ‘‘An improved piecewise linear chaotic

map based image encryption algorithm,’’ Sci. World J., vol. 2014, pp. 1–7,

Jan. 2014.

[58] B. Lei, D. Ni, S. Chen, T. Wang, and F. Zhou, ‘‘Optimal image water-

marking scheme based on chaotic map and quaternion wavelet transform,’’

Nonlinear Dyn., vol. 78, no. 4, pp. 2897–2907, Dec. 2014.

[59] J. Li, C. Dong, M. Huang, H. Zhang, and Y. Chen, ‘‘A novel robust

watermarking for medical image,’’ Adv. Inf. Sci. Service Sci., vol. 4, no. 11,

pp. 28–36, 2012.

[60] J. Dong and J. Li, ‘‘A robust zero-watermarking algorithm for encrypted

medical images in the DWT-DCT encrypted domain,’’ Int. J. Simul.—Syst.,

Sci. Technol., vol. 17, no. 43, pp. 34.1–34.7, Dec. 2016.

[61] S.-C. Han, J.-F. Yang, R. Wang, and G.-M. Jia, ‘‘A robust color image

watermarking algorithm against rotation attacks,’’ Optoelectron. Lett.,

vol. 14, no. 1, pp. 61–66, Jan. 2018.

[62] The USC-SIPI Image Database. [Online]. Available: http://sipi.usc.edu/

database/

[63] M. Ali and C. W. Ahn, ‘‘An optimized watermarking technique based

on self-adaptive DE in DWT–SVD transform domain,’’ Signal Process.,

vol. 94, pp. 545–556, Jan. 2014.

[64] S. Pereira, S. Voloshynovskiy, S. Marchand-Maillet, T. Pun, and

M. Madueno, ‘‘Second generation benchmarking and application oriented

evaluation,’’ in Proc. 4th Int. Workshop Inf. Hiding. Berlin, Germany:

Springer, 2001.

[65] N. M. Makbol and B. E. Khoo, ‘‘A new robust and secure digital image

watermarking scheme based on the integer wavelet transform and singu-

lar value decomposition,’’ Digit. Signal Process., vol. 33, pp. 134–147,

Oct. 2014.

RUI WANG received the B.S. degree in applied

mathematics from Tianjin University, in 2006,

and the D.S. degree in applied mathematics from

Nankai University, in 2011. She is currently a Lec-

turer with the College of Science, Civil Aviation

University of China, Tianjin, China. Her research

interests include image processing, information

security, and coding theory.

HAN SHAOCHENG received the B.S. degree

in information and communication engineering

from the North University of China, in 2004,

and the M.S. degree in signal and information

processing from the Civil Aviation University of

China, Tianjin, China, in 2009. He is currently

an Associate Professor with the Basic Experimen-

tal Center, Civil Aviation University of China.

His research interests include digital watermarking

and information hiding.

182410 VOLUME 8, 2020



R. Wang et al.: Novel Zero-Watermarking Scheme Based on VPCM

PENG ZHANG received the B.S. degree in

electronic information science and technology

from the Zhengzhou University of Light Industry,

Henan, China, in 2018. He is currently pursuing

the master’s degree with the College of Electronic

Information and Automation, Civil Aviation Uni-

versity of China, Tianjin. His research interests

include image processing and information hiding.

MENG YUE received the Ph.D. degree in informa-

tion and communication engineering from Tianjin

University, China, in 2017. He is currently a Lec-

turer with the School of Electronics, Information

Engineering and Automation, Civil Aviation Uni-

versity of China. His current research interests

include information security and cloud computing.

ZHENG CHENG received the B.S. degree in elec-

tronic and communication engineering from the

Civil Aviation University of China, Tianjin, China,

in 2014. He is currently an Assistant Experimen-

talist with the Basic Experimental Center, Civil

Aviation University of China. His research inter-

ests include SAR image processing and machine

learning.

YUJIN ZHANG (Member, IEEE) received the

Ph.D. degree in communication and informa-

tion system from Shanghai Jiao Tong University,

Shanghai, China, in 2014. Since 2015, he has

been with the School of Electronic and Electrical

Engineering, Shanghai University of Engineering

Science. His research interests include multimedia

forensics, signal processing, artificial intelligence,

and pattern recognition.

VOLUME 8, 2020 182411


