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ABSTRACT—A simple secret sharing scheme for secure visual communications is pre-
sented in this paper. Secret sharing schemes allow a group of participants at different lo-
cations to share a secret (i.e., an image) among them by splitting it into n pieces (“shares” 
or “shadows”). In case of the (k, n) secret sharing scheme only a group of k qualified par-
ticipants among n (where k ≤ n) can reconstruct the secret. This paper presents an (n, n) 
secret sharing scheme. This scheme randomizes one share after another by executing 
XOR operations with random seeds derived from an initial seed. This scheme can also be 
used as an image encryption scheme. This scheme is resistant to collusion attacks. 
 
Keywords: Embedded System; Information Security; Pervasive Computing; Secret Shar-
ing. 
 

1.  INTRODUCTION 
Secret sharing schemes split information into a number of parts so that the information can 

only be recovered if some or perhaps all parts are available [6, 33, 39]. One of the main purposes 
of the secret sharing scheme is making the information disappear in the splitting process. The split 
parts without any modification may disclose information (i.e., outline or silhouette of the original 
image). However, the share should not. The split parts after modification are called shares or 
shadows as long as they do not disclose anything regarding the secret. Thus, secret sharing is the 
process of producing the shares from the split parts. 
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