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ABSTRACT To secure various forms of data, a polymorphic variant of the Advanced Encryption Standard

(P-AES) has been introduced. In the P-AES, the AES parameters’ values will change with every new

key. The exact values will be available only to legitimate communicating parties during execution time.

To achieve these objectives, the basic AES transformations, SubBytes, ShiftRows, and MixColumns, have

been made key-dependent in the proposed P-AES. Hence, with every new key, these transformations will

operate differently. The receiver can retrieve the operations’ details from the encryption key. Consequently,

polymorphism has been achieved and interoperability remains intact. P-AES has been implemented seam-

lessly using the existing AES modules, and the performance was more or less equal to the AES performance

(71 and 70 milliseconds to encrypt 500 bytes using the P-AES and the AES respectively). From a security

standpoint, the proposed P-AES fully complies with Kerckhoff’s principle. This means the cipher has an

open design, and the security provided by the P-AES depends only on the secrecy of the encryption key.

The cipher resistance to differential and linear attacks has been proved. Moreover, the resulting proposed

cipher can operate in 128 different ways, which will significantly reduce the capabilities of any sophisticated

attacker. Furthermore, the proposed P-AES’s scores of the key avalanche and the plaintext avalanche were

0.496 and 0.504 respectively. Finally, the Statistical Test Suite (STS) recommended by the NIST has been

used to ensure the randomness of the cipher output, and the cipher has passed all the STS tests.

INDEX TERMS Advanced encryption standard, cryptography, dynamic encryption, encryption, polymor-

phic cipher.

I. INTRODUCTION

Nowadays, due to the convenience introduced by Internet

technologies and computer networks, exchanging various

forms of data has increased drastically. Moreover, according

to [1], 60% of the web pages and 70% of the mobile phone

traffic are multimedia data, which, in turn, lead to a signif-

icant increase in payload volumes. Consequently, the mea-

sures used to secure the increasing volumes of traffic must

always be revised and updated to assure the security of the

communicating parties’ communications [1], [2].

According to the International Telecommunication Union

(ITU), cybersecurity includes confidentiality, integrity, and

The associate editor coordinating the review of this manuscript and

approving it for publication was Muhammad Imran Tariq .

availability security services [3]. These services are typically

provided using a suitable mechanism or set of mechanisms.

For instance, typically encryption is used to provide confi-

dentiality security services [4]–[6].

Encryption algorithms can be classified according to dif-

ferent criteria. However, many research papers classified

encryption algorithms to symmetric and asymmetric encryp-

tion algorithms [7]. Symmetric encryption algorithms use the

same key for both encryption and decryption.

On the other hand, asymmetric encryption algorithms use

two different keys per user, a public key and a private key.

This research paper focuses mainly on symmetric encryp-

tion algorithms. To be more specific, it aims at enhancing

the AES cipher by introducing a polymorphic version of the

AES. P-AES is a symmetric cipher that inherits the strength of
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the AES, yet has a uniform layer of obscurity. Consequently,

it does not leave enough trails of the used encryption trans-

formations for opponents during its execution.

A high level description for the P-AES is provided in [8].

However, the contribution of this research paper includes the

following:

1) Adequately exploring the literature to investigate simi-

lar attempts and highlight the key differences between

the P-AES and other existing ciphers.

2) A thorough description of the proposed P-AES cipher

design details is provided.

3) The P-AES has been implemented, and its performance

in terms of encryption and decryption time is evaluated

against the AES cipher.

4) The resistance of the cipher to linear and differential

attacks has been mathematically proven.

5) The cipher plaintext and key avalanche scores are

calculated.

6) The randomness of the cipher output is examined using

the Statistical Test Suite (STS). The STS is the stan-

dard tool recommended by the National Institute for

Standards and Technology (NIST) for evaluating the

randomness of any given string.

A. ORGANIZATION

The rest of this research paper is organized as follows:

Section II is a literature review that highlights some attempts

for introducing enhancements for the AES cipher and

discusses some attempts of developing dynamic ciphers.

Section III describes the details of the novel approach pro-

posed by this study, where the modified transformations in

P-AES are explained. Section IV presents the cipher per-

formance results accompanied by a thorough analysis of

the cipher strength, and practicality. Moreover, at the end

of section IV, a brief comparison with existing work has

been provided. Consequently, section V briefly concludes the

paper. At the end of this manuscript, there are two appendices.

The first appendix explains the steps used to calculate the

avalanche scores. A complete example for the introduced

cipher operation is provided in appendix II.

II. LITERATURE REVIEW

The current trend in cryptology is to use open and stan-

dard ciphers. This preference can be attributed to three main

reasons:

1) To promote interoperability - This is because if all

systems have implemented standard ciphers interoper-

ability can be easily granted.

2) Testing - Experts can focus their research on analyzing

and testing few ciphers. Consequently, the user can be

confident about the security of the used cipher.

3) Compliance with Kerckhoff’s principle.

However, some experts have several concerns with using

standard ciphers. For instance, C.B. Röllgen [9] stated that:

‘‘Popular ciphers are always those that have been certified

by authorities whose job mainly consists of gathering intelli-

gence. There is a clear conflict of interest for these govern-

ment organizations. Those professionals clearly know about

the blatant deficiencies of the encryption algorithms that they

certify’’. This claimmay sound extreme, but it is always better

to be prepared for the worst.

Furthermore, although, using a standard cipher is indis-

pensable for most applications, it can be argued that using

a monomorphic cipher (i.e. a cipher that operates in the same

way, every time) can give the potential opponent unnecessary

leverage and may jeopardize the payload’s confidentiality.

This is due to the fact that the operation steps are the same

every time. Thence, the opponent has all the time he or she

needs to find any vulnerability that can be utilized to break

the cipher [10]. This concern has been acknowledged implic-

itly by many cryptographers around the world as will be

addressed in the upcoming subsection.

A. MODIFIED VERSIONS OF THE ADVANCED

ENCRYPTION STANDARD

Since Rijndael has been selected in 2001 as the AES, many

research papers have been published to introduce a sort

of modification or enhancement to the AES operation. For

instance, in [11], it has been mentioned that a number of mil-

itary or diplomatic applications apply small secret changes in

the AES design. The idea is to build a new secret cipher that

inherits the strength of the AES. In addition to the obvious

conflict with Kerckhoff’s principle [12], it has been proved

that retrieving these changes is relatively easy [11].

Other researchers have suggested several radical changes

in the AES design. For instance, in [13], they have suggested

increasing the key length to 320 bits. Moreover, the number

of rounds will be increased to 16 rounds. In addition, to

increase the efficiency of the key generation stage, they have

adopted the use of Polybius square to derive the encryption

key from a password. There are two main issues with this

model. Firstly, it is relatively easier to retrieve a password

compared to retrieving an encryption key. This is because a

password selected by the user will typically have minimal

entropy, and can be retrieved using simple techniques such

as social engineering [14]. Secondly, it is important to con-

sider the current widespread of the AES implementations.

In other words, software developers will be reluctant to apply

expensive changes in the AES implementation such as the

changes introduced in [13] because it may lead to rewrite the

whole cipher code again, and may cause other unnecessary

changes to their underlying systems. On the other hand,

minimal changes that can be easily integrated with existing

AES implementations will have better chances of acceptance.

Moreover, some researchers suggested an AES variant for

securing a specific data type. In particular, in [15], a cipher

has been designed primarily to enhance the AES performance

and security for encrypting images. The design involves

replacing the MixColumns transformation with chaotic map-

ping and Exclusive OR operation to reduce the required

computation time. Furthermore, the rows of the S-Box are
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circularly shifted by values extracted from the encryption key.

The goal is to make the S-Box a dynamic entity and conse-

quently equip the cipher with a layer of obscurity that can help

in defeating attackers’ efforts. This model has been designed

primarily to enhance the AES performance on images. Need-

less to say, that a standard cipher needs to perform well with

all potential data types.

Moreover, a considerable number of hybrid ciphers or pro-

tocols that involve the AES in a way or another have been

suggested in [7], [16]–[18]. Apart from the involved com-

plexity with implementing hybrid ciphers, using hybrids will

typically incur additional computation which will degrade the

encryption performance.

B. DYNAMIC ENCRYPTION

A number of researchers investigated the possibility of

designing dynamic ciphers. For instance, [19]–[21] attempted

to alter the SubBytes stage in the AES operation. Thus,

rather than using the same static Substitution Box (S-Box)

introduced by the AES designers, they made the S-Box a

dynamic entity that will be derived from the encryption key.

It is claimed that all the properties of the AES S-Box such

as the bit independence, avalanche criterion, and nonlinearity

are met in all derived S-Boxes. Consequently, with every new

key, the cipher will have a different shape. Obviously, this will

hinder attackers’ attempts to penetrate the cipher.

However, it can be argued that it is not judicious to manipu-

late the AES S-Box, because it has been selected with caution

to keep the maximum values of prop-ratio and input-output

correlation as minimal as possible. Consequently, the prop-

ratio and input-output correlation of the AES S-Box are less

than 2−6 and 2−3 respectively. These values play an essential

role in determining the resistance of the cipher to differen-

tial and linear attacks. Using other S-Boxes from the space

of 8-bits invertible S-Boxes will typically have the scores

2−5 to 2−4 for the maximum prop-ratio and 2−2 for the maxi-

mum input-output correlation [22]. Consequently, the overall

resistance of the cipher against linear and differential attacks

will decrease.

Another dynamic cipher has been suggested in [23] to build

a polymorphic cipher that picks a different cryptographic

suite (i.e. cipher, mode of operation, and key length) in a semi-

random approach. The selected cryptographic suite will be

dynamically determined according to values extracted from

the encryption key. There are sixty different cryptographic

suites. No one, except legitimate communicating parties, will

be able to identify the currently used suite.

Nonetheless, it can be argued that this model requires sixty

different cryptographic suites to be implemented. Hence,

the practicality of this model might be questionable. More-

over, the overall performance of this model is slightly

sluggish.

Another dynamic encryption approach is based on DES

and matrices multiplication. In this model, the plaintext x

is initially multiplied in a binary invertible matrix ka, which

is generated according to the concepts of Network Coding

and using an arbitrary integer positive value Da. This multi-

plication process transforms x to z1. Consequently, the DES

cipher is invoked to encrypt z1. The outcome of this step

is z2. According to the authors’ statement, the main reason

for invoking the DES cipher is to ‘‘bring non-linearity’’. After

that, another binary invertible matrix kc is generated and z2
is multiplied in kc to get our ciphertext y. The details of

generating ka, kc, as well as the routine used to update kc,

are thoroughly elaborated in [24].

An essential step suggested in the aforementioned study

is to update the matrix kc before sending new messages.

Consequently, even if the same message has been sent twice

using this model, the outcome will be different, even without

the help of the block cipher mode of operation. This change

entitles the cipher to be called a dynamic cipher. The process

of updating kc is called a partial key update. This is because

the 64 bits DES key, ka, and kc are together used as a key for

this new cipher.

According to the statement of the authors, the performance

of this cipher is comparable to the 3-DES cipher. Neverthe-

less, 3-DES performance was never considered acceptable.

In fact, one of the main motivations for the AES competition

is to overcome the sluggishness of the 3-DES cipher [25].

Moreover, the choice of the DES cipher in the intermediate

layer is hard to understand, especially when you have other

secure and efficient alternatives. Furthermore, according to

the statement of this cipher authors, the security of this model

needs further analysis, which has been postponed as future

work. Hence, it is early to assure the strength of this cipher in

terms of security.

Another example of a dynamic encryption algorithm has

been introduced in [26]. It may be worth noting that this

cipher also belongs to the family of lightweight ciphers.

In this algorithm, the main concern is to enhance the per-

formance of the cipher by reducing the number of rounds

to only one round. This is because according to the authors’

claim, several delay-sensitive applications cannot tolerate

the delay introduced by typical ciphers including the AES.

Furthermore, the cipher must maintain adequate security lev-

els to resist all known attacks.

It is assumed that the communicating parties have

exchanged a secret Session Key (SK) a priori of establishing

their communication. Using SK, an XOR operation is carried

out with 512 bits nonce. The resulting 512 bits are hashed

using SHA-512. The result will also be 512 bits. These bits

will change with every new nonce. Hence, it will be called

the Dynamic Key (DK). DK is divided into 5 sub-keys:

{kS1, kS2, kP, kRK , kSRK }. kS1 and kS2 are used to construct

two different key-dependent substitution tables S1 and S2
using the key setup algorithm of the RC4 cipher. kP is used

to construct a permutation table π . kRK will seed a stream

cipher to generate a random sequence of bits. These randomly

generated bits are divided into m blocks, where m represents

the number of blocks of the plaintext. Every block of these

m blocks will be used as a sub-key to be XORed with one

block in the plaintext. The kSRK will be used to generate
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a selection table that specifies which sub-key to be XORed

with which plaintext block. All the cipher’s building blocks

are key-dependent. Hence, any change in any part of the key

will lead to a major and unpredictable change in the output.

The cipher processes two blocks at a time. The first block

is XORed with a sub-key selected using the selection table.

Consequently, the result undergoes a byte substitution pro-

cess using S1. The outcome of this substitution is XORedwith

the second plain block and the result undergoes a byte substi-

tution process using S2. The result is the ciphered version of

the first block. The second plain block undergoes a slightly

different process [26].

The authors of the latter approach claim that the cipher

demonstrates an adequate security level in resisting all attacks

including linear and differential attacks. However, it is known

that the repetition of the transformations of any cipher

(i.e. rounds) is the only approach to decrease propagation

ratio and correlation for linear trails. Therefore, there is no

compelling argument to support the claim of resisting lin-

ear or differential analysis.

To summarize, it can be said that most of the existing

research work has at least one of the following issues:

1) High implementation cost.

2) Explicit conflict with Kerckhoff’s principle and inter-

operability issues.

3) Intolerable performance degradation.

4) Amonomorphic design that repeats the same steps with

every different input.

5) Questionable security.

A thorough discussion about the limitations of existing static

and dynamic ciphers, and the need to devise a robust dynamic

(i.e. polymorphic) cipher is available in the review paper [27].

This research aims at suggesting a cipher that can provide a

practical solution to all these issues. This will be achieved by

designing the P-AES. P-AES is a polymorphic variant of the

AES that operates in 128 different ways. The P-AES exact

operation details will be determined during execution time

only for communicating parties using some of the key bits.

Because the P-AES can operate in different ways, the attacker

will needmore time not only to retrieve the encryption key but

also to determine the exact shape of the cipher. Further details

will be provided in the following section.

III. THE POLYMORPHIC ADVANCED ENCRYPTION

STANDARD (P-AES)

A. PRELIMINARIES

Firstly, in the traditional AES, the input is divided into n

blocks of size 16 bytes. In many cases, the size of the last

block will be less than 16 bytes, therefore a padding scheme

(e.g. PKCS 7) is invoked. The proposed cipher processes one

block of size 16 bytes at a time. This input block is copied

into the state matrix as follows:








S0,0 S0,1 S0,2 S0,3
S1,0 S1,1 S1,2 S1,3
S2,0 S2,1 S2,2 S2,3
S3,0 S3,1 S3,2 S3,3









For simplicity, the state content (e.g. S0,0) will be represented

in hexadecimal.

The block cipher mode of operation specifies the way in

which all the n blocks are processed by the cipher. There are

five modes recommended by the NIST [28]. These modes

are the Electronic Code Book (ECB), Cipher Block Chaining

(CBC), Cipher Feedback (CFB), Output Feedback (OFB),

and Counter (CTR). The ECB mode of operation is inse-

cure because it reveals the patterns of the plaintext [29].

Apart from the insecurity of the ECB, there is no vulnerabil-

ity reported in the other recommended modes of operation.

In the implementation of this study, the CBC mode of oper-

ation has been used. However, any other mode of operation

can be used in the same manner.

The proposed P-AES can support keys of the lengths 16,

24 or 32 bytes. However, for consistency, it is assumed that

the key length is 32 bytes in the rest of the discussion.

key = [byte0|byte1|byte2| . . . byte28|byte29|byte30|byte31]

After the key has been generated, the following values are

calculated, in both the sender and receiver sides, as follows:

bytes_substitution_index =
(

< int > byte31
)

mod8 (1)

row_shifting_index =
(

< int > byte30
)

mod4 (2)

column_mixing_index =
(

< int > byte29
)

mod4 (3)

Obviously,

byte_substitution_index ∈ {0, 1, 2, 3, 4, 5, 6, 7} ,

row_shifting_index ∈ {0, 1, 2, 3} , and

column_mixing_index ∈ {0, 1, 2, 3}

The P-AES operation details such as the number of rounds

and the key scheduling process are similar to the traditional

AES.

B. AES SUBBYTES STAGE vs. P-AES

MODIFIEDSUBBYTES STAGE

In the traditional AES, all the rounds, except round0, include a

SubBytes stage. The traditional AES has an S-Box with good

algebraic properties designed to maximize the confusion of

the state. Let us assume that one of the bytes in the state

array has the binary value (10111001)2. The hexadecimal

representation for this byte is (B9)16. This value will be

substituted with a different value from the S-Box. To perform

the substitution process, the left-most 4 bits (B)16 will be

the row index, and the right-most 4 bits (9)16 will be the

column index (see figure 1). Therefore, the byte (B9)16 will

be substituted with the value located in row (B)16 column

(9)16 in the S-Box which is (56)16. In the decryption module,

the same steps are carried out. However, instead of using the

S-Box, the inverse S-Box will be used.

To understand the P-AES Modified SubBytes stage, let us

assume that the value of the byte_substitution_index which

has been extracted from the key according to equation (1)

is 2. In the P-AES ModifiedSubBytes stage, the bits of every
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FIGURE 1. SubBytes Stage in the traditional AES operation [25].

byte in the state entries will be shifted circularly to the left by

7−byte_substitution_index. For instance, by shifting the bits

of the byte (10111001)2 circularly to the left by 7− 2 (i.e. 5),

it will be (00110111)2. Representing it in hexadecimal will be

(37)16. After looking it up in the S-Box, the result is (9A)16.

In the decryption process, the state entries will be looked

up in the inverse S-Box. After that, a circular shift of the

bits of the state entry will be done to the right by the

value 7 − byte_substitution_index. To clarify, let us apply

inverse ModifiedSubBytes to the byte (9A)16 given that

the byte_substitution_index is 2. Firstly, we should look

up (9A)16 in the inverse S-Box. The result is (37)16 or

(00110111)2. Now, we shall circularly shift the bits of this

byte to the right by 7 − byte_substitution_index (i.e. 5). The

result is (10111001)2 or (B9)16.

The pseudocodes depicted in algorithm 1 and algorithm 2

describe the steps of the P-AES ModifiedSubBytes stage in

the encryption and decryption operations:

Algorithm 1 P-AES ModifiedSubBytes Stage

(Encryption)

Data: State Matrix S

Result: New State Matrix S’

1 for i=0:3 do

2 for j=0:3 do

3 Si,j← CyclicallyLeftShift(Si,j,7-

ByteSubstitutionIndex );

4 Si,j← S-Box(Si,j);

5 end for

6 end for

Rationale: The AES S-Box has been selected with caution

to meet various important specifications. Therefore, rather

than altering the S-Box entries in the proposed P-AES, it is

better to shuffle the state entries before submitting them to the

substitution stage. In this way, the strength of the S-Box is

preserved, and the required polymorphism is introduced to

this stage.

Algorithm 2 P-AES ModifiedSubBytes Stage

(Decryption)

Data: State Matrix S

Result: New State Matrix S’

1 for i=0:3 do

2 for j=0:3 do

3 Si,j← Inverse S-Box(Si,j);

4 Si,j← CyclicallyRightShift(Si,j,7-

ByteSubstitutionIndex );

5 end for

6 end for

FIGURE 2. ShiftRows stage in the traditional AES operation.

FIGURE 3. P-AES ModifiedShiftRows stage with row_shifting_index
equals 3.

C. AES SHIFTROWS STAGE vs. P-AES

MODIFIEDSHIFTROWS STAGE

The main steps of the ShiftRows stage in the conventional

AES are depicted in figure 2. At this stage, the rows of the

state matrix are shifted as follows:

• No change will occur to row0.

• row1 will be circularly shifted to the left by one byte.

• row2 will be circularly shifted to the left by two bytes.

• row3 will be circularly shifted to the left by three bytes.

The purpose of this stage in the traditional AES is to provide

the diffusion property by assuring that the bytes of each

column in the state will be distributed among all the state’s

columns.

To understand the P-AES Modified ShiftRows, let us

assume that the value of the row_shifting_index, which has

been extracted from the key using equation (2), is 3. In this

case, the ModifiedShiftRows stage will operate as follows:

• No change will occur to row3.

• row0 will be circularly shifted to the left by one byte.

• row1 will be circularly shifted to the left by two bytes.

• row2 will be circularly shifted to the left by three bytes.

All of the above steps are depicted in figure 3 and algorithm 3.

In other words, the value of the row_shifting_index will

determine the first row that will not be shifted. Next rows

(annularly) will be circularly shifted to the left by the
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Algorithm 3 P-AES ModifiedShiftRows Stage

(Encryption)

Data: State Matrix S

Result: New State Matrix S’

1 for i=RowShiftingIndex:(RowShiftingIndex+3)mod4 do

2 rowi← ShiftBytesToTheLeftCyclically(rowi,i);

3 end for

offset 1, 2, or 3 respectively. Similarly, in the decryption

module, the value of the row_shifting_index will be retrieved.

This value specifies the state row that will not be shifted.

Subsequent rows (circularly) will be shifted annularly to the

right by 1, 2, or 3 bytes respectively.

Algorithm 4 P-AES ModifiedShiftRows Stage

(Decryption)

Data: State Matrix S

Result: New State Matrix S’

1 for i=RowShiftingIndex:(RowShiftingIndex+3)mod4 do

2 rowi← ShiftBytesToTheRightCyclically(rowi,i);

3 end for

The pseudocodes in algorithms 3 and 4 depict the steps of

the P-AES ModifiedShiftRows Stage in the encryption and

decryption operations respectively.

Rationale: The ModifiedShiftRows stage will preserve

the strength of the traditional AES ShiftRows because the

columns’ bytes in the state matrix will be scattered equiva-

lently across all other columns in the state. However, instead

of shifting the rows in the same way with every different

key, the exact ModifiedShiftRows methodology of the pro-

posed P-AESwill be determined in execution time with every

new key.

D. AES MIXCOLUMNS STAGE vs. P-AES

MODIFIEDMIXCOLUMNS STAGE

FIGURE 4. MixColumns stage in the traditional AES operation.

At this stage in the conventional AES, the state matrix is

multiplied in the MixColumns matrix as depicted in figure 4.

For decryption, the inversematrix is used in themultiplication

as depicted in figure 5. It is worth mentioning that the mul-

tiplication process is carried under Galois Field
(

28
)

. Obvi-

ously, this procedure has a strong diffusion effect because,

for every column, all its bytes will contribute unequally to

determine the new value of the bytes of that column.

The key difference between the traditional AES Mix-

Columns and the proposed P-AES ModifiedMixColumns

FIGURE 5. Inverse MixColumns stage in the traditional AES operation.

is that the order of the ModifiedMixColumns matrix rows

will be determined during execution time depending on the

value of the column_mixing_index. For instance, assume

the value of the column_mixing_index that has been calcu-

lated using equation (3) equals 3. In this case, row3 in the

default MixColumns matrix will be row0 in the Modified-

MixColumns matrix. Similarly, row0,row1 and row2 in the

traditional AES MixColumns matrix will be row1, row2 and

row3 in the proposed P-AES ModifiedMixColumns matrix

respectively. Hence, the ModifiedMixColumns matrix will

look as follows:









03 01 01 02

02 03 01 01

01 02 03 01

01 01 02 03









For decryption, the inverse ModifiedMixColumns matrix is

reordered in the same manner. To elucidate, if the Col-

umn_Mixing_Index equals 3, the reverse ModifiedMix-

Columns matrix will be:









0B 0D 09 0E

0E 0B 0D 09

09 0E 0B 0D

0D 09 0E 0B









The pseudocodes depicted in algorithms 5 and 6 describe

the steps of the P-AES ModifiedMixColumns Stage in the

encryption and decryption operations respectively.

Algorithm 5 P-AES ModifiedMixColumns Stage

(Encryption)

Data: State Matrix S

Result: New State Matrix S’

1 foreach rowi ∈ MixColumnsMatrix do

2 rowi← row(i+ColumnMixingIndex)mod4;

3 end foreach

4 Apply the AES MixColumns using the updated

MixColumnsMatrix

Rationale: The desired effect of the MixColumns stage

in the conventional AES operation has been preserved in

the proposed P-AES ModifiedMixColumns transformation.

Nevertheless, instead of using the same static matrix with

every different input, the order of the rows is changed unpre-

dictably. This is an additional obstacle to hinder potential

attacks.
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Algorithm 6 P-AES ModifiedMixColumns Stage

(Decryption)

Data: State Matrix S

Result: New State Matrix S’

1 foreach rowi ∈ InverseMixColumnsMatrix do

2 rowi← row(i+ColumnMixingIndex)mod4;

3 end foreach

4 Apply the AES InverseMixColumns using the updated

InverseMixColumnsMatrix

E. THE P-AES FULL OPERATION

Apart from the differences highlighted in previous subsec-

tions, the overall structure of the P-AES cipher is quite similar

to the AES structure. In fact, one of the cardinal goals during

the process of designing this polymorphic cipher is to inherit

the strength of the AES. Figures 6 and 7 depict the overall

operation of the encryption and decryption operations. The

reader should note that we assumed that the key length is

32 bytes. Consequently, we shall have 14 rounds. Just like

the AES operation, the number of rounds may change with

the length of the used key.

IV. EXPERIMENTAL RESULTS AND ANALYSIS

A. PRELIMINARIES

The specifications of the testing machine are as follows:

• Intel Core i7-6500 CPU @ 2.50GHz (4 CPUs),

∼2.6GHz.

• Memory: 16 GB.

• Storage: 2 TB.

The algorithm has been implemented as a console application

using the C++ compiler deployed in Visual Studio 2010.

Some of the utilities provided by the CryptoPP library such as

the HexEncoder and the AutoSeededRandomPool have been

utilized. However, codes for traditional AES and the proposed

P-AES implementations were written to accurately bench-

mark the performance of the proposed P-AES compared

to the traditional AES. The functions QueryPerformance-

Counter() and QueryPerformanceFrequency() are both used

to measure the time elapsed for encryption and decryption.

B. TIME EXECUTION PERFORMANCE

Performance is a critical factor that can determine the suc-

cess or failure of any cipher. Even the strongest cipher will be

deemed impractical if it has poor performance. To illustrate,

it is worth mentioning that during the process of selecting the

traditional AES, although other ciphers, such as Serpent, were

more secure compared to Rijndael, the judges voted for the

latter mainly due to the high performance it provides [30].

Hence, although a number of cardinal changes have been

applied to the operation of the traditional AES, preserving the

high-performance nature of the AES was one of the pivotal

considerations in the design of the proposed P-AES.

Figure 8 depicts the time required to encrypt and decrypt

the payload using the traditional AES versus the proposed

FIGURE 6. P-AES encryption operation.

P-AES both in the CBC mode of operation. Three different

dummy inputs were tested with the sizes 500, 1000, and

2000 bytes. To make sure that the results were consistent,

the implementation had been executed 1000 times with both

ciphers (i.e. AES-CBC and P-AES-CBC), and every input
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FIGURE 7. P-AES decryption operation.

size (500, 1000, and 2000 bytes). After that, the average had

been calculated.

As can be seen, the time required to encrypt 500 bytes

using the traditional AES-CBC is 70 microseconds, while

it takes 71 microseconds to encrypt the same payload using

the proposed P-AES-CBC. Other readings can be interpreted

similarly. Needless to say, that other AES implementations

can provide different performance readings.

FIGURE 8. Comparing the performance of the traditional AES and the
Introduced Cipher.

According to the depicted readings, the performance of the

proposed P-AES is slightly less than the conventional AES

performance. This delay can be attributed to the additional

required processing that accompanies the modified proposed

cipher. Nevertheless, the introduced overhead is insignificant

and tolerable for most applications and platforms.

C. RESISTANCE TO LINEAR AND DIFFERENTIAL ATTACKS

The notations and definitions used in this subsection is sim-

ilar to the notations and definitions used to prove the AES

resistance to linear and differential attacks. For a better under-

standing of the rest of this subsection, the reader is advised to

read section 8.2 in [22] before proceeding.

The Propagation Ratio (prop ratio) for any differential

trails can be approximated by the product of the prop ratios

of its active S-Boxes [22], [31].

The correlation for the linear trail can be approximated

by the product of the input-output correlation of its active

S-Boxes [22], [31].

The proposed P-AES uses the same traditional AES S-Box.

This S-Box has been selected with caution to provide the

minimal prop ratio and input-output correlation. These values

are 2−6 and 2−3 respectively.

In the rest of this subsection, we shall prove that the min-

imum number of active S-Boxes in the proposed P-AES, up

to its fourth round is 25 which gives a prop ratio and a corre-

lation of 2−6×25 and 2−3×25 respectively. That is 2−150 and

2−75. This is significantly sufficient to resist the differential

and linear attacks [22], [31].

Definition: The branch number for the linear transforma-

tion F is:

mina6=0 (W (a)+W (F (a)))

where:

F : is a linear transformation.

a: is a byte vector.

W (a): the weight of the vector a. This is measured by the

number of non-zero bytes in a pattern.

Lemma 1: The branch number of the ModifiedMix-

Columns is lower bounded by 5.

Proof: Assume we have a pattern a with only one

active byte in the initial state (that is W (a) = 1).

Then, W (ModifiedMixColumns (a)) = 4. This is because
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the P-AESModifiedMixColumns will diffuse this active byte

to 4 different bytes in the following state. According to the

definition of the branch number provided in definition 1,

the branch number of the ModifiedMixColumns transforma-

tion is lower bounded by 5

Let a be a pattern that represents the difference activity

pattern or the correlation activity pattern.

The column weight (Wc (a)) is the number of active

columns in a. An active column is a column with at least one

active byte (non-zero byte in the pattern a).

The byte weight of column j, (W (a) |j) is the number of

active bytes in the column j.

Note that the ModifiedSubBytes and the AddRoundKey

stages do not affect the propagation of the active bytes. Hence,

we shall focus solely on the ModifiedShiftRows stage fol-

lowed by the ModifiedMixColumns stage.

From lemma 1, the ModifiedMixColumns branch number

is lower bounded by 5. The ModifiedShiftRows diffuse the

bytes of every column to all the states 4 columns. Hence:

∀j ∈ {0, 1, 2, 3} : Wc

(

á
)

≥ max
(

W (a)|j
)

(4)

∀j ∈ {0, 1, 2, 3} : (Wc (a)) ≥ max
(

W (á)|j
)

(5)

where a and á are the same pattern before and after the

ModifiedShiftRows transformation respectively.

Now, we shall use the following notation. The initial round

is round 1. The pattern in the round i is denoted by ai−1.

After the ModifiedShiftRows the pattern will be called bi−1.

In the following round, the pattern bi−1 after ModifiedMix-

Columns is ai.

The weight of the m round trail is given by the sum of

weights a0 to am−1.

Theorem 1: The weight of 2 round trail with C active

columns at the beginning of the second round is lower

bounded by 5C.

Proof: TheModifiedMixColumns has branch number 5.

Consequently, (W (b0)+W (a1)) ≥ 5. Therefore, if the column

weight of a1 is C , this implies (W (b0) + W (a1)) ≥ 5C .

Because the ModifiedShiftRows will not impact the byte

weight, therefore W (b0) = W (a0). Consequently, (W (a0) +

W (a1)) ≥ 5C

Lemma 2: The sum of the active columns in the input and

output of a 2-round trail is lower bounded by 5.

Proof: From inequalities (4) and (5):

∀j ∈ {0, 1, 2, 3} : Wc (ai) ≥ W (bi)|j.

∀j ∈ {0, 1, 2, 3} : Wc (bi) ≥ W (ai)|j.

At least 1 column in a1 (similarly b0) is active. Let us assume

that this active column is column g. As proven in Lemma 1,

the ModifiedMixColumns has branch number 5.

So,
(

W (b0) |g +W (a1) |g
)

≥ 5.

But, Wc (a0) ≥ W (b0)|g and Wc (b1) ≥ W (a1)|g.

So, Wc (a0)+Wc (b1) ≥ 5

Since, Wc (b1) = Wc (a2)

ConsequentlyWc (a0)+Wc (a2) ≥ 5

Theorem 2: The number of active bytes in a trial

of 4 or more rounds is lower bounded by 25

Proof: Applying theorem 1 on (round 1, round 2) and

(round 3, round 4) implies:

The byte weight of a 4 rounds trial ≥ 5 × (Wc (a1) +

Wc (a3)).

From lemma 2, (Wc (a1)+Wc (a3) ≥ 5.

So, the byte weight of a 4 rounds trial ≥ 25

D. AVALANCHE CRITERION

One of the most important criteria in assessing the strength

of any new cipher is to measure how much the cipher output

will change if a small change is introduced to the input.

This property is called the avalanche criterion. It is highly

desirable in any cipher to have an avalanche score in the

range 0.5∓ε [32]. This means, if only one bit is changed

in the cipher input, then every bit in the cipher output

has a probability of 0.5∓ε to change its value. Obviously,

the cipher has two inputs: the plaintext and the encryption

key. Therefore, the key and plaintext avalanche scores should

be inspected for the proposed P-AES cipher when one bit

is changed in the key (Key Avalanche) and in the plaintext

(Plaintext Avalanche). This property has been investigated

in the P-AES, and the scores were 0.496 and 0.504 for the

key avalanche and the plaintext avalanche respectively. The

measures used to calculate these two scores are elaborated

in appendix I.

E. OBSCURITY LAYER

In the proposed P-AES design, themain contribution is hiding

the exact parameters’ values from everyone except the sender

and the legitimate receiver. The proposed P-AES cipher can

operate in 128 different ways. This is because, as has been

described in section III, subsection A, the byte_substitution_

index can have 8 different values, the row_shifting_index and

the column_mixing_index parameters can each have 4 dif-

ferent values. The product of the possible values for these

parameters is 128, which represents the number of different

shapes of the proposed P-AES cipher. As a result, the attacker

cannot assert which version of the AES he or she is trying to

attack.

As proved in section IV subsection C, each of these

128 versions is as strong as the AES. However, let us

assume that one of the 128 versions of the P-AES has

been somehow broken. The probability that a given mes-

sage has been encrypted using the vulnerable P-AES ver-

sion is 1/128 which is 0.0078125. Given that no one except

legitimate communicating parties is aware of which version

of the P-AES has been used, the attacker has nothing to

do except blindly launching his attack hoping that the cur-

rent message is encrypted using this vulnerable version of

P-AES. However, the probability of failure due to missing

the vulnerable version of P-AES is 0.9921875. Hence, if the

cost of this hypothetical attack is high, the attacker will

be less urged to launch it due to the high probability of

failure.
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F. RESISTANCE TO SIDE CHANNELS ATTACKS

It has been realized during the New European Schemes for

Signatures, Integrity, and Encryption (NESSIE) and the AES

processes that even the strongest cipher will be deemed vul-

nerable unless it has been implemented in a secure fashion

that preserves its theoretical robustness [33]. Nevertheless,

the proposed P-AES cipher have an innate resistance to

several implementation attacks. To clarify, the reader is

reminded that any monomorphic cipher repeats the same

steps with every input regardless of the value of the key.

Hence, disclosing the exact operation details of a cipher

combined with a weak implementation for the cipher may

enable the attacker to extract some information about the

encryption key. However, the proposed P-AES is a polymor-

phic cipher that operates differently with almost every new

key. Consequently, instead of generously sharing the exact

operation details with potential attackers, they will be forced

to work in identifying which version of the AES they are

dealing with.

G. THE RANDOMNESS OF THE CIPHER OUTPUT

FIGURE 9. Examining the randomness of the P-AES Cipher output when
all inputs are 0’s using the NIST statistical test suite.

During the AES competition, one of the criteria that

has been used to evaluate candidate ciphers is the cipher’s

capability to work as a Pseudo-Random Number Generator

(PRGN) [34]. This property will not only ensure that the

cipher can act as a PRNG, but it will also indicate that

the cipher output is statistically indistinguishable from the

FIGURE 10. Examining the randomness of the P-AES Cipher output when
all inputs are 1’s using the NIST statistical test suite.

random output. To test this property, the Statistical Test Suite

(STS) recommended by the NIST has been used [35].

This suite has 15 different tests. For every test, a calculated

probability (P-Value) is calculated. The cipher passes any

particular test if the P-Value is in the range 0.01 ≤P ≤ 1 [35].

As per the guidelines of the NIST, the null hypothesis is

that the sequence being tested is random [35]. All these tests

have been carried on a significance level of 0.01. This means

the probability of rejecting the null hypothesis while it is

true is 0.01.

In the used STS implementation, the default length of

the input stream is 131,072 bytes. However, to get accu-

rate results, it is recommended to pass larger input, and the

STS will process it in chunks of 131,072 bytes. Therefore,

in this research, the chosen input length was 10,048,576 bits

(1,310,720 bytes). With this input, the STS will iter-

ate (i.e. repeat the experiment) ten times for each block

of 131,072 bytes. The results depicted in figures 9 and 10 are

the average of the iterations’ results for each test.

The experiment has been carried twice with two different

inputs. In the first attempt, the STS input stream is generated

by encrypting 1,310,720 bytes using the P-AES. The key and

IV lengths are 32 and 16 bytes respectively. All the bits of

the plaintext, key, and IV are zeros. The second attempt is

identical to the first one. However, the plaintext bits, key bits,

and IV bits were all ones.

After encrypting both plaintexts using the P-AES, the ran-

domness of the ciphertext is tested using the 15 different tests
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of the STS. An elaborative description and detailed examples

for these tests are available in [35].

All these tests are implemented in software. In fact, there

are several implementations for this suite. However, in this

research paper, an optimized Linux compatible implementa-

tion is used [36]. The user should submit a file of the cipher’s

output, which can be represented as ASCII binary (i.e. zeros

and ones) or raw binary, which will render the cipher output

as unintelligible gibberish. Because the latter format is the

default choice, the cipher output has been submitted in the

raw binary format.

As illustrated in figure 9 and figure 10, the proposed P-AES

cipher has passed all the tests. It is worthmentioning that even

random number generators have a high probability of failing

some of these tests [37].

H. PRACTICALITY

It is judicious to consider the widespread usage of the tradi-

tional AES before suggesting a new cipher. Needless to say,

that most developers will be reluctant to adopt a new cipher

if that will require them to implement the whole encryption

algorithm from scratch. However, the proposed P-AES cipher

can be integrated seamlessly with several existing traditional

AES software implementations. To elucidate, in the imple-

mentation developed for this study, the same transformations’

functions defined in the traditional AES cipher have been

used. However, the state matrix is manipulated to accommo-

date the required effect.

Moreover, the interoperability will remain intact, because,

although, the exact operation details will be obscured from

outsiders during execution time, communicating parties can

accurately retrieve the exact parameters’ values from the

encryption key bits, as has been described in Section III,

Subsection A.

That being said, the P-AES implementation might not be

feasible in some circumstances. For instance, the traditional

AES implementation is currently integrated with many pro-

cessors in the form of an instruction set such as the Advanced

Encryption Standard New Instructions (AES-NI) in Intel and

AMD processors. The applications can use the traditional

AES by invoking the appropriate instruction and the proces-

sor will carry the needful encryption or decryption opera-

tions. Therefore, for instance, if a given application uses the

AES-NI, then the developers of that application must write

the whole P-AES code if they decided to use the P-AES.

Moreover, in some circumstances, the AES implementa-

tion might be written in a compact fashion that cannot be

easily adjusted to the P-AES.

To conclude, the potential of reusing the AES components

to develop the P-AES in a given platform depends on the

technique used for providing the encryption service.

I. P-AES vs. AES

The AES is a static cipher. According to [38]–[40], static

ciphers might be vulnerable to future attacks that target

the cipher static nature. The P-AES dynamic or polymor-

TABLE 1. Comparing the P-AES with existing dynamic ciphers.

phic structure overcomes this limitation. This is because as

described in section IV, subsection E, the P-AES can operate

in 128 different ways. The attacker will not be able to know

which version is used to secure the current message.

In terms of security, as proven in section IV, subsections C,

D and G, each of these 128 versions will have the same AES

strength in resisting linear and differential attacks. In addi-

tion, the P-AES satisfies the other security requirements such

as the avalanche criterion and the output randomness. More-

over, the P-AES dynamic structure makes it more capable of

resisting implementation attacks.
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TABLE 2. Steps for calculating the key avalanche. TABLE 2. (Continued.) Steps for calculating the key avalanche.
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TABLE 2. (Continued.) Steps for calculating the key avalanche.

The P-AES performance in terms of encryption and

decryption time is almost identical to the AES performance.

J. COMPARISON WITH THE RELATED WORK

Table 1 summarizes the shortcomings of the existing dynamic

ciphers highlighted in the literature review section and how

these limitations have been resolved in the P-AES:

V. CONCLUSION

This research paper proposed a polymorphic version of the

Advanced Encryption Standard, namely P-AES. The changes

involve manipulating the SubBytes, ShiftRows, and Mix-

Columns transformations andmake them key-dependent. The

purpose is to change the static nature of the AES and replace

it with a dynamic (i.e. polymorphic) cipher that inherits the

TABLE 3. Steps for calculating the Plaintext avalanche.
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TABLE 3. (Continued.) Steps for calculating the Plaintext avalanche. TABLE 4. Example for encryption and decryption using the P-AES.
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TABLE 4. (Continued.) Example for encryption and decryption using the
P-AES.

AES strengths. As proven, the theoretical strength for every

version of the 128 different versions of the P-AES is at least

equal to the strength of the conventional AES. However,

in the P-AES cipher, a uniform layer of obscurity has been

included to hinder any potential attacker from identifying

the cipher’s exact operation details. The avalanche criterion

is investigated and the P-AES scores for the key avalanche

and plaintext avalanche were 0.495 and 0.504 respectively.

Moreover, the P-AES passed all STS tests. All these changes

will not affect the interoperability. The performance assess-

ment shows an insignificant delay in the performance of the

proposed P-AES compared to the traditional AES (approx-

imately 1 millisecond per message). In future work, similar

manipulations can be suggested to attain better performance

and security without increasing the implementation cost.

APPENDIX I

EXPERIMENTING THE AVALANCHE CRITERION

This part of the research paper demonstrates the steps taken

to calculate the avalanche scores for the P-AES.

To calculate the score of the key avalanche, we shall test

the dummy plaintext ‘‘Lorem ipsum dol’’ with the following:

• key (represented in hexadecimal): ‘‘0× 00, 0× 00, 0×

00, 0× 00, 0× 00, 0× 00, 0× 00, 0× 00, 0× 00, 0×

00, 0× 00, 0× 00, 0× 00, 0× 00, 0× 00, 0× 00’’

• the Initialization Vector (represented in hexadecimal):

‘‘0 × 00, 0 × 01, 0 × 02, 0 × 03, 0 × 04, 0 × 05, 0 ×

05, 0× 07, 0× 08, 0× 09, 0× 0A, 0× 0B, 0× 0C, 0×

0D, 0× 0E, 0× 0F’’.

In the start, the plaintext is encrypted using the P-AES and

the initial key. After that, a value of only one bit in the key is

changed, and the updated key along with the P-AES is used

to encrypt the plaintext. When our new ciphertext is ready,

the number of bits which has been changed (compared with

the initial ciphered text) is counted. These steps are repeated

for times, to calculate the key avalanche score. The steps are

depicted in Table 2.

Given that the count of bits of the ciphertext is always 128,

and the number of iterations is 10, the avalanche score is

calculated as follows:

10
∑

i=1

number of changedbitsiniteration (i)

10× 128
≈ 0.496

The same steps are carried out to calculate the plaintext

avalanche. However, instead of changing one bit in the key,

one bit in the plaintext is changed. These steps are depicted

below in Table 3:

Given that the count of bits of the ciphertext is always 128,

and the number of iterations is 10, the plaintext avalanche

score is calculated as follows:

10
∑

i=1

number of changedbitsiniteration (i)

10× 128
≈ 0.504
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APPENDIX II

EXAMPLE FOR THE CIPHER OPERATION

Assume we have the following plaintext ‘‘Lorem ipsum

dolor sit amet, consectetuer adipiscing elit. Aenean commodo

ligula eget dolor. Aenean massa. Cum sociis natoque penati-

bus et magnis dis parturient montes, nascetur ridiculus mus.

Donec quam felis, ultricies nec, pellentesque eu, pretium quis,

sem. Nulla consequat massa quis enim. Donec pede justo,

fringilla vel, aliquet nec, vulputate, ’’ and we want to encrypt

and decrypt it using the P-AES. The steps presented in table 4

are carried out to perform these operations.
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