
 Open access  Journal Article  DOI:10.2753/JEC1086-4415120306

A Privacy-Protecting Business-Analytics Service for On-Line Transactions
— Source link 

Bettina Berendt, Sören Preibusch, Maximilian Teltzrow

Institutions: Katholieke Universiteit Leuven, German Institute for Economic Research

Published on: 01 Apr 2008 - International Journal of Electronic Commerce (M. E. Sharpe, Inc.)

Topics: Web analytics, Privacy software, Analytics, Web service and Web modeling

Related papers:

 Algebraic Signatures for Scalable Web Data Integration for Electronic Commerce Transactions

 Towards Natural-like Requirement based Web Service Composition

 Properties: An Approach Based on Event Calculus

 Enhancing the Web With Advanced Engineering

 Graph-Based Data-Collection Policies for the Internet of Things

Share this paper:    

View more about this paper here: https://typeset.io/papers/a-privacy-protecting-business-analytics-service-for-on-line-
4u7e58q45y

https://typeset.io/
https://www.doi.org/10.2753/JEC1086-4415120306
https://typeset.io/papers/a-privacy-protecting-business-analytics-service-for-on-line-4u7e58q45y
https://typeset.io/authors/bettina-berendt-1ief6uy5hd
https://typeset.io/authors/soren-preibusch-9i9i9lh5zt
https://typeset.io/authors/maximilian-teltzrow-3v7quy1frz
https://typeset.io/institutions/katholieke-universiteit-leuven-j400mi90
https://typeset.io/institutions/german-institute-for-economic-research-2r4qcy9o
https://typeset.io/journals/international-journal-of-electronic-commerce-t5zoxabn
https://typeset.io/topics/web-analytics-2mp4fi92
https://typeset.io/topics/privacy-software-2dvb5vsq
https://typeset.io/topics/analytics-1otb7hea
https://typeset.io/topics/web-service-5jsci0pw
https://typeset.io/topics/web-modeling-l5k1w77n
https://typeset.io/papers/algebraic-signatures-for-scalable-web-data-integration-for-2qybmijs33
https://typeset.io/papers/towards-natural-like-requirement-based-web-service-3hmfmkpi4g
https://typeset.io/papers/properties-an-approach-based-on-event-calculus-2fswzwfx1y
https://typeset.io/papers/enhancing-the-web-with-advanced-engineering-1t8hjya0rg
https://typeset.io/papers/graph-based-data-collection-policies-for-the-internet-of-1n0rrml20p
https://www.facebook.com/sharer/sharer.php?u=https://typeset.io/papers/a-privacy-protecting-business-analytics-service-for-on-line-4u7e58q45y
https://twitter.com/intent/tweet?text=A%20Privacy-Protecting%20Business-Analytics%20Service%20for%20On-Line%20Transactions&url=https://typeset.io/papers/a-privacy-protecting-business-analytics-service-for-on-line-4u7e58q45y
https://www.linkedin.com/sharing/share-offsite/?url=https://typeset.io/papers/a-privacy-protecting-business-analytics-service-for-on-line-4u7e58q45y
mailto:?subject=I%20wanted%20you%20to%20see%20this%20site&body=Check%20out%20this%20site%20https://typeset.io/papers/a-privacy-protecting-business-analytics-service-for-on-line-4u7e58q45y
https://typeset.io/papers/a-privacy-protecting-business-analytics-service-for-on-line-4u7e58q45y


InternationalJournalofElectronicCommerce/Spring2008,Vol.12,No.3,pp.115–150.
Copyright©2008M.E.Sharpe,Inc.Allrightsreserved.

1086-4415/2008$9.50+0.00.
DOI10.2753/JEC1086-4415120306

APrivacy-ProtectingBusiness-AnalyticsServicefor
On-LineTransactions

BettinaBerendt,SörenPreibusch,andMaximilianTeltzrow

ABSTRACT:Analysisofconsumer-relatedandconsumer-generateddataisaveryimportant
waytomeasurethesuccessofon-lineretailing.Thesoftwarepackagesfordataanalysis
havetwomajorshortcomings:(1)solutionsarenotofferedasaservicereachableby
standardproceduresovertheInternet,butasisolatedstandaloneapplicationsorERP
systemmodules;(2)privacyrestrictionsneedtobeintegratedintoaframeworkofbusiness
analyticsforWebretailers.Thefirstaspectcanbeaddressedwithstandardizeddeveloper
software forWeb services,but the secondmust considerprivacy legislation,privacy
specificationsonWebsites(P3P),anddatareidentificationproblems.Theseshortcomings
areaddressedbyaproposedformalmodeloftheseproblemsandanimplementationof
themodelasadeclarativespecificationofprivacyconstraints,expressedasanextension
ofP3P.Theconstraintsarecomplementedbyalogicidentifyingtheelementsinagiven
setofWebanalyticsthatmightleadtodatareidentificationandthereforeviolateimplicit
privacyconstraints.AWeb-basedservice ispresented thatuses thesecomponents to
automaticallyadaptthesetofavailableWebanalyticstoanon-lineretailer’sP3Ppolicy.
ThesystemwastestedonalargedatasetfromamajorEuropeanmultichannelretailer.

KEY WORDS AND PHRASES: Data mining, electronic business, P3P, privacy, Web
analytics.

Datamining for businessplanning, forecasting,monitoring, and control
hasbecomeacommonroutine,particularlyine-business,wherecompanies
canlearnmoreabouttheircustomersthroughon-lineinteractions.Mining
techniquescanhelpcompaniestoincreasecustomerloyalty,increasesales,
understand consumerbehavior, enhance sitenavigation, andpersonalize
Websites[15,32,39,51,59].Customerdatacanbeanalyzedbymeansofa
varietyoftoolsoftenknownasCRM(customerrelationshipmanagement)or
BI(businessintelligence)solutions[43].
Although analysis of customerdata is now commonplace, companies

needtobeawarethattheuseofsuchdatamayconflictwithmandatoryor
self-imposedprivacyrequirements.Aconsiderableamountofworkexistson
howtoformalizetextualprivacypoliciesandimplementprivacychoicesin
currentInternettechnology[6,8,13].However,privacyconflictsarisewhen
privacypolicieshavetobeintegratedintoacompany’sanalysisframework.
Inparticular,problemsarisingfromdatareidentification(oftenreferredto
astriangulationorinferenceproblems[55])andconflictsbetweenP3Pand
privacylegislationposeachallengetotheanalysisofconsumerdata.
Thispaperpresentsaformalmodeloftheseproblems,togetherwithan

implementationof themodelasadeclarativespecificationofprivacycon-
straints,expressedasanextensionofP3P.Theconstraintsarecomplemented
byalogicthatidentifiesthoseelementsinagivensetofbusinessanalytics
thatmightleadtodatareidentificationandthereforeviolateimplicitprivacy
constraints.Theauthorsproposetoofferthisprivacy-constrainedanalytics
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systemasaWeb-basedserviceforon-lineretailers.Theserviceoffersasetof
businessanalyticsthattheclientwouldliketocompute.Itselectstheanalyt-
icsinaccordwithprivacyrestrictionsandreturnstheresulttotheclient.Asa
hostedsolution,theservicenotonlyhelpscompaniesavoidin-househardware,
software,andtrainingexpenditureforanalyticssystems,butalsoensuresthat
theycanrelyonup-to-dateknowledgeofprivacy-protectionnecessitiesand
newlyemergedprivacythreats.ThesystemisdesignedasaWebserviceand
initscurrentimplementationalsooffersabrowserfront-end.Thusitlever-
agesstate-of-the-artstandardsforinteroperabilityanduser-friendliness.The
systemhasbeenappliedandtestedonWeblog,transaction,andexternaldata
fromalargemultichannelretailer(i.e.,aretailerthatoperatesande-shopand
physicalstores).

BackgroundandRelatedWork

RelatedworkandmotivatingbackgroundcomefromtheareasofWebanalyt-
icsanddataprotection/privacy.

BusinessAnalyticsforWebRetailers

On-lineanalyticalprocessing(OLAP)anddata-miningtechniquesaretypically
usedtoanalyzedatafromconsumerinteractions.Thedataanalysesleadtoa
setofmeasuresthatarecommonlytermed(business)analytics,indicators,or
metrics.Thediscussioninthispaperwillusethetermsanalyticsandindicators
interchangeably.Examplesare“micro-conversionrates”[34],“e-metrics”[15],
“Webtrafficmeasurements”[38],“operationalmetrics”[52],“visitrelatedmea-
sures”[40],“CRManalytics”[49],and“Weblogmetrics”[32].NewWebusage
analyticsformultichannelretailershavebeenpresentedbyseveralresearchers
[32,57,58].Webusageanalysishasbeenextendedbyaddingdemographic
andpurchasedata[11].FurtherWebmeasurementshavebeenintroduced[9,
61].AnincreasingnumberofvendorsofferWebanalyticssoftware.Manyof
thesesystemsareinstalledandoperatedbyandatthecompanyoperatingthe
Website(e.g.,aspartsofsystemswithdifferentcorefunctionalities,suchas
ERP),buthostedsolutionsarebecomingincreasinglypopular.Hostedsolu-
tionsallowcompaniestooffloadnon-coreactivitiesratherthanincuralarge
overheadonspecialisthardware,software,andpersonnel,andtowriteoff
costsasoperatingexpenses[33].Examplesofhostedanalyticssolutionsare
GoogleAnalytics,ClickTracks,WebSideStory,Omniture,Coremetrics,Fireclick,
IBMSurfAid,andWebTrends.
Asasummaryoftheseproposals,threecategoriesofbusinessindicators

aredefinedthatrepresenttheanalysisframeworkofanon-lineretailer.The
listofindicators,theirdefinitions,andtherequireddataattributesareshown
inList1.
Low-levelWebanalyticshavenotbeenincludedintheproposedservice.

BasicstatisticalaggregationsofWeblogs,suchasvisitsperday,distributionof
useragents,entryandexitpages,mostfrequentlyvisitedWebpages,request
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errors,andserverloadarepopular.However,whiletheymayidentifysys-
tem-administrationproblemsorusabilitychallenges,theyareoflessconcern
to the strategyof customer relationshipmanagement.Theseanalytics can
becalculatedbystandardtools,includingsharewaresoftware[29].Product
analyses[e.g.,32]arenotpresentintheframeworkbutcanbeaddedtoitusing
plug-ins.Asimplifiedviewofanon-lineretailer’sdataschemaconsistingof
typicaldataattributesthatcanbecollectedon-lineisgiveninTable1.

• AfirstgroupofWebanalyticsrelatestoorders.Theanalyticsinthis
groupsegmentcustomersaccordingtotransactionanddemographic
characteristics,andcanbeusedforcustomerscoring,productassort-
ment,orsitepersonalization[15,46].

• Asecondsetofanalyticsmeasuresconsumerpreferencesamong
aWebsite’sserviceofferings.Theseanalyticsmeasurehowoften
customersusecertainpayment,delivery,andreturnoptions.Thein-
dicatorsareparticularlyusefulformultichannelretailerstooptimize
theirdistributionstrategies[34].

customer (customer_id, geo_id, credit_rating, first_name, surname, 
title, gender, date_of_birth)
address (address_id, customer_id, geo_id, country_code, street, 
street_number, street_number_supplement, customer_zip_code, town, 
recipient_address, post_office_box, phone_number, e-mail_address)
order (order_id, customer_id, session_id, store_id, product_id, 
status, invoice_value, currency, order_date, order_time, delivery_
type, payment_method, credit_card_no, customer_card_no, status_change)
product (product_id, category_id, product_name, product_weight, 
product_size, price, cost)
product_category (category_id, category_name)
return (return_id, order_id, store_id, return_date, return_value, 
return_address)
store (store_id, geo_id, store_country_code, store_street_name, store_
street_number, store_zip_code, store_town)
session (session_id, order_id, ip_location, access_time, browser_type, 
status_code, referrer)
page (page_id, concept_id, session_id, page_name, page_content)
page_concept (concept_id, concept_name, concept_content)
belongs_to (page_id, concept_id)
contains (session_id, page_id)
location_zip* (geo_id, micro_id, zip_code, longitude_zip_code, 
latitude_zip_code)
microgeography* (micro_id, detail_type, detail_value)
characterizes (micro_id, geo_id)

List1.ExemplaryDataSchemaofanOnlineRetailer

Notes:Underlined:primarykey,dashed:foreignkey.Logdatainthetablesessioncouldbelinkedto
attributesinthetablecustomerviaauniqueorder_idwhenausermadeanonlinepurchase.Ifasiteuses
cookies,theattributecookie_idcanbestoredinthetablesession.*Third-partydatasourcescanbeadded
toextendaretailer’sdatabasewithadditionalconsumerprofileinformation.Weacquireddemographicdata
fromDeutschePostDirektthatmatcheszipcodesandgeographiccoordinates.Thus,thetablelocation_zip
couldbeadded.Thecolumndetail_typeinthetablemicrogeographyincludesfurthermicrogeographic
attributessuchashouseholdsize,creditworthiness,age,productaffinity,spendingcapacity,preferredorder
mediumorpreferredcommunicationmediathatcouldbeaddedviathegeo_id(e.g.,zipcode).
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• Athirdsetofanalyticsproposesfine-grainedmeasuresofconversion
successinon-lineretailing.Theymeasurehowwellasitetransforms
Websitevisitorsintoon-linebuyers,or“lookerstobookers,”andare
usefulforsiteoptimizationandnavigationimprovement[15,34].

Someoftheseanalyticsbuildonpersonaldataandmaythusraiseprivacy
concerns.Thefollowingsection,therefore,investigatesthelegalandcontrac-
tualrequirementsonprivacyanddataprotection.

PrivacyRequirements

Companies’data-analysispractices,suchasthosedescribedabove,havesig-
nificantlyincreasedusers’privacyconcerns.Userperceptionsofinsufficient
privacyprotectionarenotonlyasocietalproblembutareharmfultocompa-
nies.Privacyconcernshaveanegativeeffectonintentiontotransacton-line
andmakeusersavoidWebsitesordiscontinuetransactionswiththem[17,
59].Someoftheseconcernshavebeenalleviatedbytheenactmentofprivacy
legislationinmanycountries.Transnationalandsupranationalagreements,
suchasthe“SafeHarbor”frameworkconcludedbetweentheEuropeanCom-
missionandtheU.S.DepartmentofCommercein2000,complementprivacy
legislation.Moreover, site owners are increasingly adopting thePlatform
forPrivacyPreferences (P3P), an industry standard forprivacyprotection
designedtogiveusersmorecontrolovertheirpersonal informationwhen
visitingWebsites.Thediscussioninthissectiondescribesprivacyrequirements
andtherestrictionstheyimposeonthecalculationofbusinessindicatorsin
theanalysisframework.

LegalRestrictions

Lawsprotectingtheprivacyofindividualsareineffectinmorethan30coun-
tries[31].Forcomprehensiveresourcecollections,seewww.epic.org,www.
privacy.org,www.privacyinternational.org,www.privacyexchange.org,and
[3,4,48].Thewayprivacylawscanrestricttheuseofconsumerdatawillbe
illustratedbydescribing theprivacy legislation ineffect inEurope,where
nationalandfederal-statelawsgoverndata-handlingpractices.Similarideas
areexpressedintheFairInformationPractices(FIP),whichweresetdown
asarecommendationintheUnitedStatesandupdatedbytheFederalTrade
Commission,andintheGuidelinesontheProtectionofPrivacyandTrans-
borderFlowsofPersonalDataoftheOrganisationforEconomicCooperation
andDevelopment(OECD)[23,25,41].TheP3Pstandard(discussedfurther
below)wasmodeledontheseprinciples.
Directive2002/58/ECoftheEuropeanParliamentandCouncilconcerning

theprocessingofpersonaldataandtheprotectionofprivacyintheelectronic
communicationssectoranditsextensionforelectronicdatahavebeenadopted
innationallawsinmostEuropeanUnion(EU)memberstates[21,22].Per-
sonaldatacomprises“anyinformationrelatingtoanidentifiedoridentifiable
naturalperson...;anidentifiablepersonisonewhocanbeidentified,directly
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orindirectly,inparticularbyreferencetoanidentificationnumberortoone
ormorefactorsspecifictohis[sic]physical,physiological,mental,economic,
culturalorsocialidentity”(EUDirective95/46/EC,Art.2(a)).Whenuserscan
beidentifiedwithreasonableeffortbasedonthedatacollected,privacylaws
alreadyapply.P3Pthereforeusesthetermidentifiabledatatodenotepersonal
data.Inaddition,itdistinguisheswhetherthedatacollectorcanperformthe
(re)identificationonlywithassistancefromotherparties(“identifiabledata”)
oralsowithoutthem(“identifieddata”).Fordetails,seeSection1.3oftheP3P
specification[13].
Withregardtotheirpersonaldata,individualsmustgrantadatacollec-

tortherighttocollect,foragivenpurpose,certainkindsofdata(thosethat
arerelevanttothepurpose),andthesedatamaybeprocessedonlyforthat
purposeandthatrecipient(thedatacollector).Allfurtherusesagainrequire
theexplicitconsentoftheindividual.Inotherwords,everycombinationof
(kindofdata,purpose,recipient)processingthathasnotbeenallowedbythe
concernedindividualisforbidden(cf.Directive95/46/EC,Article7).Further
detailscanbefoundinAppendix2.
AnimportantconsequenceoftheEUprivacylegislationforananalysis

frameworkisthatcertainanalyticsareonlyallowedbasedonpseudonymous
data.Indicatorsthatrequireidentifieddatamustbeblocked.Inthelistingof
analyticsinTable1,eachindicatorisannotatedbywhetheritrequiresidenti-
fiedorpseudonymousdata.
ThescopeofprivacylegislationoftenextendsbeyondtheWebandalso

encompassesphysicalandorganizationalrequirements.Thoroughprivacyand
securitycanonlybeachievediftechnicalmeasuresaresupportedbyanorga-
nizationalbackgroundandphysicalprotectionmeasures,andviceversa.

ContractualRestrictions:P3PSpecifications

Inadditiontothemandatorylegalrestrictions,companiescanimposefurther
restrictionsontheirdata-collectionanddata-usagepractices.Acompany’spri-
vacypracticesaretypicallypostedason-lineprivacystatements(alsoknown
as“privacypolicies”or“privacydisclosures”).Amoreadvancedapproachto
codifyingacompany’sWebprivacypracticesisthePlatformforPrivacyPrefer-
ences(P3P).P3PisanXML(ExtensibleMarkupLanguage)applicationwitha
twofoldgoal.First,P3PenablesWebsitestoexpresstheirprivacypracticesin
astandardizedandmachine-readableformat.P3Ppolicyreferencefilesand
P3Ppolicies canbe retrievedautomaticallyand interpretedeasilybyuser
agents.Second,P3Pgivesuserscontroloverthedisclosureoftheirpersonal
datatoWebsitestheyvisit,promotingtrustandconfidenceintheWeb.Web
browserssupportusersinformulatingtheirpreferences.
P3Pisanindustry-supportedself-regulationapproachtoprivacyprotection.

ItisaW3Crecommendationasaprotocoltocommunicatehowasiteintends
tocollect,use,andsharepersonalinformationaboutitsvisitors.In2004,P3P
adoptionwas33percentforthetop100Websitesand22percentforthetop
500Websites[20].A2006studyindicatedanincreaseinadoptionrates[19].
ThecurrentdevelopmentstatusofP3PistheWorkingGroupNoteoftheP3P
1.1Specification,publishedinNovember2006[13].
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P3P-enabledbrowsersparseasite’sprivacypolicyautomaticallyandcom-
pareittotheprivacypreferencesofthevisitor,whocanthendecidewhether
ornottousetheservice.1OnceaP3PpolicyissetuponaWebsite,itbecomes
alegallybindingagreementpredicatedonnoticeandconsentbetweenthe
Websiteandtheuser.Likethetermsandconditions,privacypoliciesbecome
partoftheconcludedcontractirrespectiveofthewaytheywerepublished
(i.e.,asplaintextorasaP3Ppolicy).IntheUnitedStates,theFederalTrade
Commissionandseveralstateshavesuedcompaniesthatdidnotadhereto
theirprivacypoliciesforunfairanddeceptivebusinesspractices.
ToformulateaprivacypolicyinP3P,theWebsitepublishesaP3Ppolicy

containingdifferentSTATEMENTS.Eachstatementisthedescriptionofone
scenarioofhowthecollecteddatawillbeused.Itcomprisesinformationon
thetypeofDATAtobecollected,thePURPOSEsforwhichthedatawillbe
used,howlongtheRETENTIONtimewillbe,andtheRECIPIENTstowhich
thedatawillbedisclosed.For eachof the fourprivacydimensions (data,
purpose,retentiontime,andrecipient),P3Pofferspredefinedsetsofvaluesto
describethescenario.ThetypeofDATAcanbeexpressedondifferentgranu-
laritylevelsusingahierarchicallyorganizedbasedataschema.Bydefining
newdataschemas,sitescanpreciselyspecifythedatatheycollectbeyondthe
basedataset.However,thebasedatasetprovidessufficientdetailforthevast
majorityofcurrentapplications.Inparticular,ifuseragentsareunfamiliar
withissuer-definedelementsintheseschemas,theywillbeabletoprovide
onlyminimalinformationtotheuseraboutthenewelements.ASTATEMENT
thusformalizesthe(kindofdata,purpose,recipient)combinationpermission
requiredby legal requirementsorprinciples (see above).The language is
designedtobeextensiblebyfurtherelements.Anexample(JURISDICTION)
willbedescribedbelow.
P3Prequirescompaniestospecifypreciselywhatdataareusedforwhat

purposeandwhoisallowedtousethedata.However,P3Pdescribesdifferent
combinationsofDATA,PURPOSE,andRECIPIENTseparately.Thismaylead
toproblemswhendataarecombined.
P3Pcannotconstrainormodifyexistingprivacylegislation.Thus,theuse

ofP3PbyitselfdoesnotconstitutecompliancewiththeEUDataProtection
Directive,althoughitcanbeanimportantpartofanoverallcompliancestrat-
egy[13].ThelatestversionoftheP3Pspecification(Version1.1,November
2006)includesaJURISDICTIONextensionelementwherebyaknownURI
asauniqueidentifierofabodyoflegislationcanbeinsertedandthencanbe
recognizedanddisplayedbyuseragents.Thiselementwasintroducedasa
resultoftheW3CWorkshopontheFutureofP3PheldinNovember2002,
openingtheexpressivenessofP3PtowardtheEuropeanprivacylegislation.
However,thesemanticsofJURISDICTIONelementsremainunclear.

InferenceProblems

Aproblemnotyetdirectlyaddressedinprivacypoliciesisthatdatarecombi-
nationaftercollectionmayallownewinferences.Inferencesexploitthepos-
sibilityofcombiningseparatesetsofidentifiedandunidentifieddata.Even
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ifidentitykeysarenotknown,attributesfromsecondarydatasourcesmay
uniquelyidentifyasingleperson[16,55].Inferenceproblemsarealsoknown
as“reidentification”or“triangulation”problems.
Inferenceproblemsalsooccurwhencustomerattributesareexchangedand

matchedwithsecondarydemographicdata.Thismatchingislegalintheon-
linedomainiftheuserprofileremainspseudonymous.Ananalysisbecomes
privacy-critical,however,ifapseudonymousIDislinkedtosecondarydata
thatidentifyanindividualperson.Forexample,researcherswhoorderspe-
cializedbooksintheirfieldsofinterestarelikelytobeidentifiedbytheZIP
codethatindicatesthelocationoftheiruniversityorresearchinstitution.This
mayenablethedataminertofindoutwhothecustomersare,especiallyin
sparselypopulatedZIPcodes.
Inferencesalsodependonthesecondarydataavailablefordatalinkage.For

example,Sweeneyusedofficiallyavailablevoterregistrationlistscontaining
theattributesname,ZIPcode,anddateofbirthtoreidentifyhospitalpatients
[55].Suchdataarenotpubliclyavailableineverycountry.Germanfederal
law,forinstance,prohibitsaccessofthirdpartiestovoterregistries(§17Iof
theGermanFederalElectoralLaw).
Besidestheinferenceproblemsthathavealreadybeenidentified,thereisan

inherentriskthatfutureinferenceproblemsmayaffectacompany’sanalysis
framework.ProceduresforinferringcountriesandregionsfromIPaddresses
(e.g.,www.maxmind.com)showthatitispossibletoinferhigher-orderdata
fromseeminglyarbitrarynumericalIDs.Probabilisticinferencesmaybedis-
coveredfromlargeamountsofdatausingdata-miningmethods.
Theincreasingpublicawarenessoftheprivacyproblemsassociatedwith

Webdataanalysishastwoconsequencesforcompanies(whichare legally
responsibleforensuringthatthedatatheycollectareprocessedonlyinper-
mittedways).Ontheonehand, theyarebecomingmoreandmoreaware
oftheneedtoavoidharmfuldatadisclosures;ontheotherhand,theyare
alsobecomingawarethatprivacyprotectionisnottrivial,evenwiththebest
intentions,as illustratedby the recenteventsaround theAOLsearch-data
disclosure[7,36].Thefirstrealizationconstitutesacertainincentivetocom-
puteanalyticsin-house.Hosted-analyticsvendorsmustthereforeensurethat
theirsecuritymeasuresandbehavioraretrusted.Thesecondrealization,in
contrast,constitutesaclearincentivetousehostedsolutions—iftheyhave
andcandemonstrateexpertisenotonlyonthetechnicalaspectsofanalytics
computation,butalsooncurrentprivacythreats,inferencepossibilities,and
legalrestrictions.Certificationcouldhelptoestablishtrustinreliablevendors
(analogousto[12]).
Itshouldbepointedoutthatthepresentfocusona“safe”wayofinterpreting

acompany’sP3Ppolicyisonlyonepieceofacomprehensivecompanypolicy
forpreservingcustomers’privacy.Equallyimportantarepoliciesthatgovern
data-handlingpracticeswithinacompanyandbetweenacompanyanditsbusi-
nesspartners.Data-handlingpracticesplayadualroleinananalysisofpossible
privacythreats.TheyarenecessarycomplementstoP3P-focusedframeworks
(improperhandlingmaysubvertevenathoroughlyP3P-compliantanalytics
framework).Anin-depthanalysisofthisquestionisbeyondthescopeofthe
presentpaper,butitwillbetoucheduponinthefinalsectionofthispaper.
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P3PIntegrationinDatabasesandData-MiningSystems

ThereareseveralproposalsforintegratingP3Pintodatabaseanddata-mining
systems.Oneworkonlimitingdisclosurein“Hippocraticdatabases”proposes
adatabase-centricwayofselectivelyblockingaccesstodata[35].Itoffersa
“table-semanticsmodel”thatconceptuallydefinesaviewofeachdatatable
foreachpurpose-recipientpair,basedontheconstraintsspecifiedinaprivacy
policy.Operationally,thisapproachrewritesSQLqueriestorespectdisclosure
limitations.Inanotherpapertheauthorsgiveanoverviewofanimplementa-
tionthatintegratesthecheckingofusers’APPELpreferencesattheserver[2].
AthirdworkoutlinesanextensionofP3PandAPPELthatallowsthedata
ownertospecifyrestrictionsonwhetherandhowminingresultsshouldbe
deliveredtospecifiedrecipients[26].
Thepresentcontributionisrelatedtobutalsodiffersfromtheseapproaches.

Thefilterdefiningexecutableindicatorsthatisdescribedfurtherbelowcan
beregardedasanextendedversionofthetable-semanticsmodeldescribed
above[35],exceptthat(a)itintegratestheinferenceproblemtoblocktheac-
cesstodata,and(b)itallowsfornon-privacy-infringingaggregates.Thelat-
termeansthatevaluationsofotherwiseprivateattributesareallowedunder
anonymizationorpseudonymization,whichisnotsupportedintheapproach
of[35].Thepresentproposalaimstoensurethatallusersareindeedprotected
atthelevelpromisedbythecompany’sP3Ppolicy(withadditionalblocking
accordingtoindividualusers’preferencesbeinganextensionforfuturework).
Finally,[26]onlyconsiderstheresults(ratherthantheinput)ofananalysis.
Thepresentproposedapproachtakes thesameperspective in its focuson
whetherthecomputationofanindicatorisallowed,butitalsoconsidersthe
pathofthiscomputationandthedatausedinit.
Tothebestoftheauthors’knowledge,nocurrentlyexistingformalismor

tooladdressestheconsequencesofinferenceproblemsandlegalrestrictionson
theinputdataforP3PSTATEMENTs,integratestheconsiderationsdescribed
aboveintoananalytics-computationframeworkthatusesandextendsP3P,and
comprisesasoftwarearchitecture,abusinessmodel,andanimplementation.
Theproblemanalysisandsolutionapproachproposedinthefollowingtwo
sectionsareintendedtoclosethisgap.

ProblemStatement:ThePurpose/InferenceProblem

Insummary,certainpurposesareallowedintheanalysisofcertaindata,and
thedatamaybeusedforthispurposebycertainrecipients.Theserelationships
canbeexpressedinP3PSTATEMENTs.However,thebasicrelationalframe-
workofP3Pcannotaccountforinferencesthatmaysubstitutecertaindata.
Regardlessofwhethertheiruseispermitted,dataareorarenottechnically

available,andforeachindicator,certaindataarerequired.Legalregulations
mayrestrictdatausage.Theserelations,summarizedinFigure1,constitute
theproblemspecificationforthedevelopmentofaprivacy-protectinganalysis
framework.
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Data-retentiontimeisomittedintheproblemstatement,ontheassumption
thatthedataarepresentwhentheanalysisiscarriedout.Datapurgedfrom
thedatacollector’sdatabasestocomplywithexpiredretentiontimesareno
longeravailable,sothisissueiscoveredbythetechnicalavailability.However,
problemsmayarise in longitudinalanalyses thatspana timeframe longer
thantheretentionperiod.Inconsequence,agivenattributewillnotbeavail-
ableforallrecords.
Thediscussioninthefollowingtwosectionsformalizesthepurpose/infer-

enceproblem.

DataTypesandRelations

Itisnecessarytodistinguishbetweeninputdata(dataworkedonbytheindi-
catorcomputation)andprocessdata(datatheprocessworkswith).Theinput
dataareWeblogandWebuserdata(e.g.,purchase,socioeconomic,geographic,
andotherdata)togetherwiththeenterprise’sprivacypolicy.Physically,this
policyconsistsoftheP3Pfile.Theprocessdataembodythebusinesslogicthat
definesthewholeanalysisprocess.Operationally,theprocessdataconsistof
indicatordefinitionsandadditionaltechnicalinformation.

InputData

Theinputdatadescribethedataitems,purposes,andrecipientsaswellasthe
relationsbetweenthem.Theinputdataconsistofthreesets:thesetofbasic
dataelementsD,thesetofpurposesP,andthesetofrecipientsR.Thesearethe
sameentitiesasaredefinedinP3P.Notethatallthesesetsareenumerable:

D = {dynamic.clickstream.uri.authority,...,business.contact-info.
telecom.online.uri}

  consistsofallleavesofP3P’shierarchicaldataschemastructure.
TheelementsofDareatomicdataelements.Hence,“user.name”
isnotpartofD,becauseithasdescendantslike“user.name.pre-
fix”and“user.name.given.”NotethatDcanbeextendedbythe

Figure1.ThePurpose/InferenceProblem:Overview
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issuerofthepolicy.Furthermore,Dsetisdefinedasthesubsetof
DstatedbytheP3Ppolicy.Hence,Dsetisanelementofthepower
setoverD:Dset∈PD.2

P = {current,admin,...,other-purpose}isthesetofthe12relevant
purposesasdefinedforthePURPOSE element.

R = {ours,delivery,...,other-recipient}
  isthesetofthesixpossiblevaluesoftheRECIPIENTelement.

Thesetwosetsarenotextensible.Pset⊆PandRset⊆Raredefined
analogouslytoDset.

AP3PSTATEMENT establishes a relationbetween elementsbelonging
tothesethreegroupsbyassemblingtheDATA,PURPOSE,andRECIPIENT
elements.

ProcessData

Theanalysisframeworkintroducestwonewdataentitiesfortheprocessdata.
Thefirstisthesetofbusinessindicators,whichisformedbyalltheindica-
torsthatcanbecalculatedfromthepresentdata.Currently,thissetisfixed,
butitmaybecomeextensible,becauseuserscanregisterthird-partyplug-ins
fornewindicators,suchasindustry-specificmetrics.Thesecondentityisthe
technicalavailabilityA={true,false}.Aindicateswhetheraninstanceofdata
isphysicallystoredintheenterpriseandcanbemadeavailabletotheanalysis
process.Notethatthisavailabilityisdefinedpurelytechnically.Noprivacy
aspectsareconsideredatthispoint.

FunctionalDataRelations

Thefunctionaldatadescribetherelationsbetweentheavailability,theindica-
tors, and thedata items.Before analyzing the functional relationsbetween
thedifferentdata,itisnecessarytointroducethenotationofthefunctional
relationship[42].Afunctionfisatriple(Df,Wf,Rf),formedbyadomainDf,
arangeWf,andarelationRf,thefunctiongraph.Thisfunctiongraphhasto
beinjective;thatis,therearenotwopairs(a,b1)∈Rfand(a,b2)∈Rfwithb1≠
b2.Thefunctionfmapstheargumentvaluextotheresultvaluey=f(x)ifthe
pair(x,y)=(x,f(x))ispartofthefunctiongraph:(x,y)∈Rf.Agivenfunction
f=(Df,Wf,Rf)iscalledpartialifπ1(Rf)⊂Df,whereπ1istheprojectiondefined
asπ1(A×B)=A.Otherwise—thatis,ifπ1(Rf)=Df—fiscalledtotal.
Bycombiningsetsofdata,recipient,andpurpose,P3Pstatementscanbe

interpretedasatripleof(Dset,Rset,Pset).Foreaseofexpression,thistripleofsets
isexpandedtoasetoftriples(d∈D,r∈R,p∈P)andthefunctionhisdefined
withh:D×R×P→{allowed}.3Thisfunctionis(usually)partial,becausenot
allpurposesareallowedtoeveryoneforall thedata.Inthefollowing,the
functionkisusedwithk(x)=h(x)ifx∈Rhandk(x)=notallowedotherwise.k
istotal;k:D×R×P→{allowed,notallowed}.
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Example: consider a statement as a fragmentof aP3Pfile, suchas the
followingexcerpt fromExample4.1 in theworkbyCranor,Wenning,and
Shunter[13]:

. . .
<STATEMENT>
 <PURPOSE><individual-decision required=“optout”/></PURPOSE>
 <RECIPIENT><ours/></RECIPIENT>
 <RETENTION><stated-purpose/></RETENTION>
 <DATA-GROUP>
  <DATA ref=“#user.name.given”/>
  <DATA ref=“#dynamic.cookies”> . . . </DATA>
 </DATA-GROUP>
</STATEMENT>
. . .

ThisfragmentdefinesthefollowingelementsofRk:((user.name.given,ours,
individual-decision),allowed),((dynamic.cookies,ours,individual-decision),
allowed).
Therearetwomorefunctionsthatestablishrelations:thefunctionrequired-

For:D×I→{true,false}definedonthedataD,andtheindicatorIthatstates
whetheradataitemisusedwithinthecalculationofanindicator.Thefunc-
tionisAvailable:D→Aindicateswhetheragivendataitemisavailable.By
definition,isAvailable(<>)=truewhere<>indicates“nodata.”
Asallthesetsareenumerable,thefunctionsk,requiredFor,andisAvailable

canbedefinedpointwiseforallelements.Theyaredeterministic.Extensions
ofDrequireanextensionofallthreefunctiongraphs.

FunctionsandWorkProcesses

Giventhesetofallpossibleindicators,thesubset“executableindicators”is
thesetofalltheindicatorsthatcanbeexecuted.Eachbusinessanalysisinthe
frameworkisanindicatorI.So,I⊇Iexecutables=t(I),wherethefunctiontselects
allexecutableindicatorsfromI.Thissectionwillprovidethedefinitionoft.
Inotherwords,tactsasafilteronI.
Whetheragivenindicatori∈Iisexecutableornotdependsontworequire-

ments—itsexecutionhastobefeasible,anditsexecutionmustbeallowed.With
respecttoanimplementationoftheframework,itisreasonabletocheckinthis
orderbecausethecheckfortechnicalrequirementsisusuallysimpler.
Thefirsttechnicalrequirementisthepresenceofthedefinitionofthisindi-

cator(theimplementationhastoknowhowtocalculateit).Wepresumethat
thisisalwaysguaranteed.Thesecondtechnicalrequirementisthepresenceof
thedataneededforitscalculation,thatis,isAvailable(dj)=true∀dj:requiredFor(dj,
i)=true.Insummary,boththeprocessdataandtheinputdatahavetobeavail-
ableforthecomputationtobesuccessful.
The restrictions imposedby theprivacypolicyare expressedbyk.The

computationofanindicatoriisallowedifk(dj,r,p)=allowed∀dj:requiredFor(dj,
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i)=true,wherer∈ Randp∈ Phavetobespecifiedbytheanalyst.Inpractice,r
hastoinclude“ours.”Thereisnofixedrelationbetweenpurposeandindica-
tor,becausethecalculationofagivenindicatorcanhavemultiplepurposes.
Moreover,purposesinP3Paredefinedassecondarypurposes.Thelastworking
draftintroducedprimarypurposes,buttherewasnolinktobusinessprocesses
orbusinessobjectives.Thelackofsuchrelationsisaseriousproblemforthe
privacy-compliantanalysisofconsumerdata.
Forthepurposesofthepresentdiscussion,tr,p,thefilterfortheindicators

thatareexecutablegivenarecipientandapurpose,isdefinedasacomposi-
tionoffunctionsalreadyknown(<>is“noanalysis”):
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Thediscussionsofarhasassumedthatacompanystoresitsdatawithat-
tributenamesandlevelofaggregationasdefinedbytheP3Pbasedataschema.
Inrealsystems,thisassumptionisusuallynotfulfilled.Additionalmatching
andtransformationofdata(includingrenaming,aggregation,ordisaggrega-
tion)arenecessary.Butasthisisonlyaquestionofnamingandstoring,ithas
noimpactonthetheoreticalprocessofdecision-making.

ImpactofDataInferenceonDecision-Making

Aninferenceisdefinedasafunctions:PD→D.Ifthereisaninference,then
wecanwrites({d1,d2,...,dn})=dn+1withdi≠dj⇔i≠j.Trivialinferenceslike
theprojectionπ1(d1,d2)=d1aretherebyexcluded.Theexistenceofinferencesis
aproblemforthedecisiononwhetheranindicatorcanbecalculatedornot.
Asanexample,considertwodataitemsforwhichthesamerestrictions

onpurposeandrecipientapply:(d1,r1,p1)and(d2,r1,p1).Moreover,thereis
aninferencesuchthats({d1,d2})=d3.Ford3,thefollowingpurposelimitation
applies:(d3,r1,p3)withp3≠p1,inotherwords,allpurposesotherthanp3are
disallowed.NotethatallintendedpurposeshavetobeindicatedinaP3Ppolicy
file,whichmeansthatanypurposesnotcontainedinthefilearedisallowed.
Consideranindicatorithattherecipientr1wantstouseforthepurposep1
whichrequiresthedatad3.Calculatingthisanalysisbyd3directlyisprohibited
bytheP3Ppolicy.However,itispossibletocalculatetheindicatorfromd1and
d2.Thus,inferencesmaybypassprivacyrestrictions.
Siteuserswhoacceptthepolicyarenotprotectedagainstthisviolationof

theirprivacypreferencesunlesstheyemployauseragentthat(1)isawareof
thisinferencepossibilityand(2)extendstheusagerestrictiontoalsocover
inferreddata.
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HowAreInferencesEstablished?

Thepossibilityofinferencescanariseintwoways:outofdefinitional/func-
tionaldependencies andoutof statisticaldependencies.Thefirst typeof
dependencyconcernsdatathatbydefinition,orbythefactualrelationsin
adatabase,dependononeanother(theintensionalandextensionalfacets
offunctionaldependencearediscussedin[50]).Forexample,onecaninfer
thecountryfromtheinternationaltelephoneprefixofatelephonenumber.
Suchdependenciescangenerallybeobtainedfrompubliclyavailabledata
sources, and they are comparatively stable over time andoverdifferent
populations.
Thesecondtypeofdependencyarisesfromstatisticalrelationswithinadata

set,soinferencesgenerallyhaveacertainerrorbound.(Extensionalfunctional
dependencycanbeseenasalimitingcase.)Forexample,thepopularityof
firstnameschangeswithtime.Thisknowledgeisexploitedbydataanalysis
companieslikemicrom(micromMicromarketing-SystemeundConsult,www.
microm-online.de),whichclaimstobeabletopredictaperson’sagefromhis
orherfirstnamewithhighaccuracy.Suchinferencescanbeinferredfroma
classifierlearnedfromadatabasecontainingbothnamesandbirthdatesor
frompublicsources[27];theaccuracyoftheclassifier(orsomeothersuitable
measureofpredictionquality)isthecertaintywithwhichtheinferencecanbe
made.Suchdependenciesoftenneedaccesstonon–publiclyavailabledata,
andtheymaynotbestableacrossdifferentpopulations.Forexample,age
predictionislikelytobelessaccurateinapopulationborninatimewhen
first-namepopularitieswererelativelystablethaninapopulationbornina
timewhenfirstnameswentthroughshort-livedfashions.
Probabilistic inferences are an important current research topic indata

mining.However,theirlegalmeaningandimplications,andthustheirrole
forstatementsmadeinP3P,areonlybeginningtobeunderstood.Thusthey
willnotbeconsideredanyfurtherinthepresentwork.

ImpactofLegalRestrictions

Ashas alreadybeenpointedout, laws impose restrictionsonusingdata.
Theserestrictionsareusuallyindependentofrecipientandpurposeandmay
allowtwousesonlyifseparateandnotsimultaneous[22].Forinstance,the
combinedusageofpersonaldataandclickstreamdataisprohibitedbyGer-
manlegislation.TheDataRetentionDirective2006/24/ECoftheEuropean
Unionenvisages long-termstorageof telecommunicationusagedata (e.g.,
e-mailsendingtimes,telephonecalldurations),separatedfromcontentdata
(e.g.,thee-mailbodyorthemessagesexchangedbytelephone)anduserdata
(e.g.,thenameofthee-mailsenderorthecaller).
Asanexample,considertwodataitemsd1andd2thatcanbeusedbya

givenrecipientr1foragivenpurposep1.Theseparateusagesofd1andd2are
inaccordancewiththelawandcanbecodedbytwostatementsinP3P:(d1,r1,
p1)and(d2,r1,p1).Theindicatorsbasedonpurposep1willthereforebeint(I).
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However,thecombinedusageofthedataelementsd1andd2mayconflictwith
legalrequirements.Simultaneoususeisgenerallysubjecttohigherhurdles.
Technically,thisimposesarelationondata.Inthesimplestcase,itwillbe

abinaryrelationsuchthatnotSimultaneous(d1,d2)meansthatifd1isused,d2
maynotbeusedsimultaneously.

AnalysisToolDevelopment

Theformalizedproblemscanbeaddressedthroughaspeciallydevelopedtool
thatallowsdataanalyststocalculateasetofbusinessanalyticsasdescribed
in the foregoinganalysis frameworkwithoutviolating thegivenprivacy
restrictions.Thedescriptionofthetool’sdevelopment isstructuredbythe
usualphasesofsoftwaredevelopmentprocesses,proceedingfromthebusi-
nessmodelviadesigntoimplementation.

BusinessModel

Themainfunctionoftheproposedprivacy-protectinganalysisserviceisto
calculatethoseWebindicatorsintheframeworkthatarenotrestricted,given
asetofprivacyconstraintsanddataelements.IfasiteisP3P-enabled,the
analysisserviceautomaticallyparsesthespecificationsaboutcollecteddata,
purpose,andjurisdiction,andindicatespotentialrestrictionswhenindicators
arecalculated.AlthoughtheP3Ppolicyonlyindicates(probably)available
dataontheintensionallevel,parsingthedatabaseschemeprovidesinforma-
tionontheactualintensionallevel.Theavailabilityofaspecificattributefor
asetofrecordshastobecheckedontheextensionallevel.
If the site is notP3P-enabled,manual specifications are required.The

service’sbusinessmodelconsistsofthreeactorsandthreecoretransmissions
ofdata:

1. TheoriginaldataholderisavisitortoaWebsite.Thedataholder
transmitsdata((d1,...dn)intheframeworkabove)totheWebsite,
usuallyaretailer,whoisthedatacollector.

2. Thedatacollectorrequeststheanalysisofthesedatasubjecttopri-
vacyrestrictionsfromtheanalysisserviceprovider.

3. Theanalysisserviceproviderreturnstheanalysisresults
Iexecutables(d1,...dn)tothedatacollectorandindicatestheprivacyre-
quirements.

Notethatthetooldoesnotprotecttheconsumerfromdeliberateprivacy
violationsby theretaileror theserviceprovider. Itonlysupports thedata
analystincalculatingallowedindicatorsandinrecognizingpotentialprivacy
conflictsandpossibleusagepurposesthatmustberespected.Thus,thebusi-
nessmodelrequiresthatallpartiesmustbetrusted.
Standardsforsecurecommunication,suchasaSecureSocketLayer(SSL)

[53],areintegratedintheframework.Furthersecurityquestions,suchasat-
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tacksbyamalevolenthackeroremployee,arenotwithinthescopeofthis
paper.
Theservicecouldbeofferedforaper-servicefeeorasarenewableorper-

manentlicenseorsubscription.Thebusinessmodelcouldbeenhancedby
comparinganalysis resultsbetweenparticipatingcompanies to createand
sell benchmark reports for specific industries.Naturally, calculating these
benchmarksisalsosubjecttoapplyingprivacyrestrictionsbutnonethelessis
possibleonnonidentifiabledata(seesections1.3.2and3.3.4in[13]).
Whilethisthird-partyarchitectureisadvantageous,itcouldbemodified

suchthattheanalysesrunonthedatacollector’sside,withupdateinstalla-
tionsofferedwhennecessary.Thiswouldavoidthenecessityoftransferring
data,whichundercertaincircumstancesmaybeaproblemforprivacypro-
tection.

Design

AnextensionofP3Pbasedonthepurpose/inferenceproblemandthemain
datatypesandrelations,functions,andworkprocessesalreadydefinedwill
nowbeproposed.TheP3Pextensionaddressesinferencesandlegalrestric-
tions.
AdditionalelementscanbeincludedinapolicybytheelementEXTEN-

SION[13].
Anunorderedlistofinferencestatementsisheresuggested.EachINFER-

ENCEstatementconsistsofthedatathatcanbeinferredifagivensetofdata
ispresent.Ahuman-readableexplanationcanbeaddedwithintheCONSE-
QUENCEelement.
Fromagivenpremise, itmaybepossible to concluden consequences.

ThisisexpressedasnseparateINFERENCEstatements,eachwithanatomic
consequence.Inaddition,onemaywanttoexpressaninferencepossibility,
suchas“ifd1and(d2ord3)aregiven,thenitispossibletoinferd4.”Thismay
besplitintotwostatements:“ifd1andd2,thend4”and“ifd1andd3,thend4.”
However,theintroductionoftheconnectorORinadditiontoANDmakes
theformulationandreadingofinferenceseasierforhumanusersandallows
compactexpressionofcomplextriangulationpatterns.
DATA-GROUPscanbeplacedwithinoneoftheseelementstoexpressthe

logicalrelationsbetweenthem.Thefollowingfragmentshowsanexample.

. . . 
<EXTENSION optional=“no”>
<INFERENCES xmlns=“http://preibusch.de/namespaces/SIMT/ 
inferences”>
 <INFERENCE>
  <CONSEQUENCE> If the zip code and the birth date are  
             known, the home address can be reconstruct-
ed.
  </CONSEQUENCE>
  <GIVEN>
   <AND>
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    <DATA-GROUP>
     <DATA ref=“#user.home-info.postal.country”/>
     <DATA ref=“#user.home-info.postal.stateprov”/>
     <DATA ref=“#user.home-info.postal.postalcode”/>
     <DATA ref=“#user.bdate”/>
    </DATA-GROUP>
   </AND>
  </GIVEN>

  <INDUCED>
   <DATA-GROUP>
    <DATA ref=“#user.home-info.postal.street”/>
   </DATA-GROUP>
  </INDUCED>
 </INFERENCE>
 <INFERENCE>
  <CONSEQUENCE> The international telephone code can be
            reconstructed from the name of the 
            country, and vice versa.
  </CONSEQUENCE>
  <GIVEN>
   <OR>
    <DATA-GROUP>
     <DATA ref=“#user.home-info.postal.country”/>
    </DATA-GROUP>
    <DATA-GROUP>
     <DATA ref=“#user.home-info.telecom.telephone. 
      intcode”/>
    </DATA-GROUP>
   </OR>
  </GIVEN>
  <INDUCED>
   <DATA-GROUP>
    <DATA ref=“#user.home-info.postal.country”/>
    <DATA ref=“#user.home-info.telecom.telephone.intcode”/>
   </DATA-GROUP>
  </INDUCED>
 </INFERENCE>
</INFERENCES>
</EXTENSION>
. . .

Asthisextensionaddsfurtherrestrictionstothepolicy,itismandatory.
InaccordancewiththeW3CspecificationofP3P,anINFERENCESexten-

sion isdefinedusing theAugmentedBackus-NaurForm(ABNF)notation
[14],whichcanbefoundinAppendix1.

CodingLegalRestrictionsinaP3PPolicy

WhereastheSTATEMENTsinapolicyfileallowusingthedatawithinthe
specifiedborders,legalspecificationsalwaysrestrictuses.Apriori,onecan
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saythatanylegalrestrictioncanbecodedinaP3Ppolicybylistingallal-
loweduses.Thus,themissingusesareprohibited.Butthisrealizationdoes
notrespectthesimultaneityrestrictionthattheSTATEMENTsinP3Phaveno
temporalsemantics.Twostatementscanbemergedintoasinglestatement
onlyonthebasisofthecompriseddetailsonrecipient,purpose,data-group,
andretentiontime[13].
Consideronceagaintheexamplegivenearlier—twodataitemsd1andd2

thatcanbeusedbyagivenrecipientr1foragivenpurposep1.Theseparate
usagesofd1andd2areinaccordancewiththelawandcanbecodedbytwo
statementsinP3P:(d1,r1,p1)and(d2,r1,p1).Accordingtothestatement-merging
rulesofP3P,thesetwostatementsaresemanticallyequivalenttothesingle
statement({d1,d2}r1,p1).However,thecombinedusageofthedataelements
d1andd2conflictswithlegalrequirements.
HencetheintroductionofanewelementLEGALissuggestedthatrestricts

combinedusageinordertoremedythislackofP3P.Theproposedextension
oftheJURISDICTIONelementintheP3PWorkingDraft inFebruary2006
[13]doesnotaddressthedeficienciesmentionedabove.P3P’sJURISDICTION
element canbeadded toannotate the regulatoryenvironment inwhicha
certainrecipientisplaced.TheURIofjurisdictionscanbeindicated,butthe
regulation’ssemanticsarenotincludedinthepolicy.Hence,amachine-based
evaluationinthecontextofthegivenpolicyishampered.
WithintheproposedLEGALelement,severalRESTRICTIONelementscan

bespecified.EachRESTRICTIONcanhavethreeattributes;theintroduction
ofadditionalattributesorvaluesneedstobediscussed.TheISSUERattribute
specifiesthenameofthelegalauthoritythatcodifiedtherestriction.TheLAW
attributecontainsthename(possiblyshortened)ofthelegalnormthatisthe
originofthisrestriction.Thevaluesofbothattributesarefree-formtexts.The
FORattributeindicatestheregionthesiteusermustbelongtoforthisrestric-
tiontobeapplied.Possiblevaluesarespace-separatedcombinationsoftheISO
countryabbreviations,suchas“US”fortheUnitedStatesofAmerica,“GB”for
theUnitedKingdom,and“DE”forGermany,asspecifiedintheISO3166–1
norm[28],alsoallowingfortheabbreviation“EU”forallmemberstatesof
theEuropeanUnion.Iftheattributeisomittedoritsvalueisleftblank,the
restrictionisassumedtoholdregardlessofnationalboundaries.
Finally,theemptytagVICEVERSAsummarizestherepetitionofthesame

restrictionwithreversedWHILEandDONTelements:

 <RESTRICTION>
  <VICEVERSA />
  <WHILE> A </WHILE>
  <DONT> B </DONT>
 </RESTRICTION>

isequivalentto:

 <RESTRICTION>
  <WHILE> A </WHILE>
  <DONT> B </DONT>
 </RESTRICTION>
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 <RESTRICTION>
  <WHILE> B </WHILE>
  <DONT> A </DONT>
 </RESTRICTION>

ThemainelementsareWHILEandDONT.Bothofthemcontainasingle
DATA-GROUPwithoneormoreDATAelements.TheuseofalltheDATAin
theDONTelementconcurrentlywiththeDATAintheWHILEelementisnot
allowed.Asthisextensionaddsfurtherrestrictionstothepolicythatcannot
beignored,itisamandatoryextension.Backwardcompatibilityofextended
P3PpoliciesisassuredbyusinganextensionmechanismoftheP3Ppolicy
referencefileandthereferencedP3Pprivacypolicies[42].
Consider the following fragment of an extendedP3Ppolicy as an ex-

ample:

 <RESTRICTION>
  <WHILE>
   <DATA-GROUP>
    <DATA ref=“#dynamic.clickstream”/>
   </DATA-GROUP>
  </WHILE>
  <DONT>
   <DATA-GROUP>
    <DATA ref=“#user.home-info.postal”/>
    <DATA ref=“#user.business-info.postal”/>
   </DATA-GROUP>
  </DONT>
 </RESTRICTION>

Thefragmentstatesthatthesimultaneoususeofeitherhomeaddress,business
address,orbothisnotallowedwhileusingclickstreamdata.
TheABNFdefinitionoftheLEGALelementisshowninAppendix1.
Within theRESTRICTIONelement, aCONSEQUENCEelement canbe

defined,asitisdefinedintheP3Pspecificationandalsousedfortheexten-
sionbyINFERENCE.
ThefollowingfragmentshowsanexampleoftheP3Pextensionusingthe

LEGALelement:

<LEGAL>
 <RESTRICTION
  issuer=“European Commission”
  law=“EU Privacy Directive”
  for=“EU”>
  <VICEVERSA/>
  <CONSEQUENCE> Information about site usage is not allowed
           to be combined with identifiable personal 
           user data.
  </CONSEQUENCE>
   <WHILE>
   <DATA-GROUP>
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    <DATA ref=“#user.name”/>
   </DATA-GROUP>
  </WHILE>
  <DONT>
   <DATA-GROUP>
    <DATA ref=“#dynamic.clickstream”/>
    <DATA ref=“#dynamic.http”/>
   </DATA-GROUP>
  </DONT>
 </RESTRICTION>
</LEGAL>

Asthesamelegalrestrictionsandinferencerulesapplyforalargevariety
ofWebsites,mechanismsthat includeasetofreferencedlegalrestrictions
hostedbyatrustedprovider(e.g.,governmentalauthorities)shouldalsobe
developed.

Workflow

Figure2summarizestheprocesseswithintheframework,includingthesucces-
sivedataexchangesandactionsbetweentheinvolvedparticipants.Inter-unit
exchangesrelyonstandardizedprotocolsanddata-descriptionformats(see
belowfordetails).Notethattheframeworkincludestheextensionsforlegal
restrictionsandinferenceproblems.

UserInterface

Thissectiongivesa(nonexhaustive)technicaldescriptionoftheuserinter-
face.
Theanalysisservicehasthreespecificationphases.Futurereleaseswillsup-

portautomateddataretrievalandpolicyparsing.Ineachofthethreephases,
theanalystisgivenaspecifictask.Inputerrorsaredirectlyreported.
Thefirstphaseisthespecificationofthedatatheenterprisehasstored—data

availabilityisdefinedhere.ThesecondphaseisthespecificationoftheP3P
privacypolicythatappliestothedataspecifiedinthefirststep.Thethird
phase is the selectionof theanalysis time frameand thedesiredbusiness
indicators.The list ofgrouped indicators ispresented.Theuser interface
onlyshowstheindicatorsthatareallowedgiventheavailabledataandlegal
privacyrestrictions.Otherindicatorsaredisabledanddisplayedingray.The
timeframe(timeintervalofanalysis)canbetypeddirectlyorchosenfroma
calendarcontrol.
Onceanindicatorhasbeenchosen,asetofthreeoutputformatsarepro-

poseddependingonthetypeofanalysis:outputasHTML,asXML,orasan
image.Imagesaregenerateddynamicallyusingstandardclassesofthe.NET
framework.Theanalystcanhandlethisimagelikeallotherimages,savingit,
copyingit,andsoon.Imageformats(PNG,GIF,JPEG,BMP,TIFF,etc.),colors,
andfontscanbefreelyconfigured.Directstreamingavoidsproblemswith
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asynchronouspagerequests,imagegeneration,andimagerequests.Moreover,
therearenoproblemswithtemporaryfiles,suchasmanualadministrationof
naming,creation,anddeletionissues.Notimelagsweredetectedduringthe
analysesbasedonthedataofalargeon-lineretailer.Theimagegeneration“on
thefly”doesnotslowdowntheoutputflush.Otherimplementationsrelying
onthesametechnologieshaveexperiencedsimilarresults.
Figure3showsascreenshotoftheanalysistooluserinterface(phase3of

thespecificationprocess).
Thescreenshot illustratesthemainfeaturesofthearchitectureanduser

interaction:

• Operation:TheWeb-basedinterfaceisaccessibleoneverycomputer.
Nolocalsoftwareinstallationisneeded.(Thescreenshotisabrowser
window.)

• Customization:Individualaccountsprovidecustomization.Ineach
account,theanalysesportfolioassembleschosenindicatorsforfu-
turesessions(topright).Theuserisassistedbyguidedtasks(topleft).
Severalanalysisprocessingoptionscanbeconfiguredtofitspecific
businessneeds(bottomright).

Figure2.DependenciesandWorkflow(High-LevelView).NoteThat
Visitors(Should)CreateDataOnlyAfterTheyHaveReviewedand
AcceptedtheBusiness’P3PPolicy
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• Data:Thetimeframecanbeset.Itindicateswhichdataaretaken
intoaccount(middle).

• Indicators:Thegroupconstitutingtheaccount’schosenindicatorsis
openedbydefault.Availableindicatorscanbeselectedbyclicking.
Morethan80indicatorsaregroupedbytopic,andthird-partyadd-
onscanbeintegrated(bottomleft).Theuserisprovidedwithashort
descriptionoftheselectedindicators,withmoredetailedinforma-
tionavailableonrequest(bottommiddle).

• Privacyinformationandpreservation:TheP3Ppolicyfragmentthat
appliesinthesystem’sevaluationofagivenintendedanalysisisau-
tomaticallydetected,andbindingrestrictionsarelisted.Applicable
legalrestrictionsarelistedfortheuser’snotice(bottommiddle).In
caseofprivacyconflictsormissingdata,thecomputationisprohib-
itedbythesystem,shownbydisabledoptions(bottomleft),andthe
usergetsadetailedsummary(bottommiddle).

• Integrationintootherprocessesandotherfeatures:Processing
resultscanbepresentedindifferentformats,includingXMLforpost-
processingandintegrationintootherapplications.Collaboration
featuresareavailable.Enterpriseintegrationfeaturesenabledata
analysesinaservice-orientedenvironment.Electronicsignaturesand

Figure3.AnalyticsManagementInterface
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contentencryptionpreventunauthorizedreportmanipulationand
protecttheresults(bottomright).

ImplementationNotes

ThetoolisaWeb-basedapplicationwritteninC#inMicrosoft.NET.TheWeb
serverdynamicallygeneratesWebpagestointeractwiththeanalyst,whoisnot
requiredtoinstalladditionalclientsoftware.Thisarchitecturaldesignisone
requirementfortheanalysistobeofferedasaWeb-basedservice,asdescribed
inthebusinessmodel.Allbrowsertypesaresupportedaslongastheyadhere
totheECMAScriptstandard(byimplementingJScriptorJavaScript).
Twodatabasesareinvolvedintheanalysisprocess.ThefirstisaMicrosoft

(MS)AccessdatabaseprovidingthecompletepreprocessedWebdatatobe
analyzed.ThesecondisanMSSQLServerdatabasethatholdstheprocess
data.
Data canbe exchangedby electronic transmission (e.g., download) or

bytransferofphysicalstoragemedia.Ifthedatacollectortruststheservice
providerandlegislationdoesnotrestricttheuseofcertaindataforanalysis
purposes,thecompletedatasetcanbetransmittedwithoutmodifications.The
WebservicestandardsSOAPandWSDLprovidesophisticatedconstructsfor
codingcomplextypesandarraysofvaluesfortransmission.Intheunlikely
casethattheanalysisserviceismistrustedoriflegalpoliciesrestricttheuse
ofcertaindataforanalysispurposes, theretailermustprotectconfidential
informationbeforethedataaretransmitted.
Encryptiontechniquesforprotectingsensitivedatainatwo-partybusiness

relationshiphavebeenproposedintheliterature.Thebasicideaistoleave
thedataonthedatacollector’sserverandtransferonlyencrypteddatatothe
serviceprovider[18,47].Ahardware-basedapproachtoencryptionhasbeen
describedthatusesasecurecoprocessor[5].Encryptionfunctionsareuseful
foralimitednumberofalgorithmicoperations,suchasaddition,subtraction,
multiplication,andinversemultiplication,andforbasicdatabasequeries,such
asselection,projection,andjoin[10].However,currentencryptiontechniques
arenotsuitedformorecomplexminingqueries,suchasthoseinthepresent
analysisframework.
According to theP3PGuidingPrinciples,measureshavebeen taken to

implementmechanismsforprotectinganyinformationthatistransferredfrom
theanalysttothetool,andviceversa[13].HTTPoverahigh-SSLencryption
isusedasatrustedprotocolforthesecuretransmissionofdata.Restrictive
sessiontimeoutspreventtheabuseofforeignsessions.Analystshavetologon
withapersonalpassword,andtemporarysessioncookiesareusedtoprevent
otheranalystsfrom“stealing”asession.

CaseStudy

TheanalysisframeworkwastestedondatafromalargeEuropeanmultichan-
nelretailer.Thecompanyoperatesane-shopandanetworkof700special-
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izedphysicalretailshopsinmorethan10Europeancountriesandmorethan
6,000associatedindependentretailers.Transactioninformationfrom13,000
customersinGermanywhoboughtoveratimeperiodofeightmonthswas
analyzed.Webusagedatafromthesametimeperiodwereimportedintothe
tool’sdatabase.DemographicdatabasedonZIPcodeswaspurchasedand
alsojoinedtothedatabase.ThedatamodelisdepictedinList1.
Theresultswerevaluableforthecompanyinmanyways.Theconversion

analytics showed thesite’s successat transformingvisitors tobuyingcus-
tomers[57].RecommendationsforWebsitedesignhavebeenderivedbased
ontheresults.Theconversionanalytics imposednoprivacythreatsunder
Germany’sprivacylegislationbecausenodatarevealingaperson’sidentity
arerequired—notevenanIPaddress(annotatedas“N”inTable1).
Theserviceanalyticsgavethecompanyvaluableinsightintocustomers’

payment,distribution,andreturnpreferences[57].Theresultsconfirmthe
retailer’s strategic focusonmultichannel retailing.4 Someserviceanalytics
couldbecalculatedwithoutusingidentifiableorpseudonymousdata(e.g.,
in-storepickupratio,on-linepaymentratio).However,whenrepeatcustom-
ers’behaviorwasofinterest,thenatleastpseudonymousinformationwas
requiredtomatchthetransactionsofthesamecustomerovertime(annotated
as“P”inTable1).Finally,someanalyticsrequiredperson-relatedinformation
(“I”)(e.g.,tomeasuretherecencyofanindividual’ssubsequentorders).
Thetoolautomaticallymatchesallanalyticschosenbytheretaileragainst

theprivacyrestrictionssetforthintheretailer’slegislativeenvironmentand
theP3Pspecifications.Analyticsthatarenotallowedcannotbecalculatedwith
thetool.Forexample,themultichannelretailerwasnotallowedtocalculate
allanalyticsrequiringindividualdatabecauseoftherestrictionssetforthin
Europeanprivacylegislation.Potentialinferenceconflictsanddataretention
werealsochecked.
Theapplicationoftheanalysisframeworktoanon-lineretailer’sconsumer

datarevealedprivacyproblemsinareal-worldcontext.Potentialinference
problemsandlegislativeprivacyimplicationswereidentifiedandcouldbe
addressedwithintheanalysisframework.

SummaryandOutlook

AframeworkfordeployingWebanalyticshasbeensetupandtestedondata
fromamultichannelretailer.Thedifferentdatatypesinvolvedinthedata-
analysisprocessandthefunctionalrelationsbetweenthemhavebeenidenti-
fied.Anautomatedwayoffilteringbusinessindicatorsaccordingtoprivacy
restrictionshasbeenpresented.TheproposedextensionsofthePlatformfor
PrivacyPreferencesspecificationallowforthecodingofbothdatainferences
andlegalusagerestrictions.
Furtherresearchwillhavetobedonebeforetheproposedextensionscan

beincludedintheP3Pspecification.Itisenvisionedthatserviceproviders
willproposedifferentprivacypoliciesfortheircustomersfromwhichthey
canchooseonethataccordswiththeirdesiredlevelofprivacy.Individually
negotiatedprivacypolicies constituteanewchallenge for large-scaledata
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analyses [45].Amatchingand combinationof serviceprovider’spolicies,
site-user-definedP3Ppreferences,andlegalrestrictionswillhelptoprotect
customers’informationalself-determination[8].
Theintegrationoftimewillbeanimportantextensionoftheframework.

Dynamicsentertheframeworkwhenthecompanyusingtheanalysisprovider
(the“retailer”)canchangeitsP3Ppolicysuchthatcertainusesnowbecome
allowedordisallowed.Usersmustbenotified,andtheymustacceptthechanges
justastheyacceptedthepreviouspolicy.(Itisassumedhere,asthroughout
thepaper,thatallthishashappenedinalegallycorrectway.)Thispresents
noproblemforthelegitimacyofoldanalysisresults,andnoproblemforany
indicatorthatusesdatacollectedafterthechangeofprivacypolicy.Fornew
analyses,thenewP3Ppolicyimmediatelyapplies.Thispolicyisfetchedfrom
theretailer’sservereachtimeanalysesarecomputed,therebyensuringthatit
isup-to-date.Thenewdataareusedinaccordancewiththecurrentrules.
Aproblemcanariseonlyinthe(empiricallyinfrequent)caseinwhichthe

userhasgrantedpermissiontousecertaindata“asofnow”foranewpurpose,
thatthesedatahavealreadybeencollectedforadifferentpurposeandare
thereforetechnicallyavailable,andthatthenewpurposeisanindicatorwhose
computationalsoinvolvespastdata(e.g.,anaveragevalueoverthelastsix
months).Inthiscase,theindicatorshouldnotbecomputedimmediately(in
theexample,startingonlyattheendofmonth6afterthechangeinpolicy).
Inthecurrentformalism,this(temporary)problemcanbesolvedbyrenam-
ingthedatasomethinglike“turnover_jan”or“turnover_feb,”anddefining
different(D,R,P)tuplesonthem.Inalonger-termperspective,however,the
formalismshouldbeextendedtoincludetime.
Anotherimportantfuturestepinthedevelopmentoftheframeworkwill

beamorecomprehensiveviewofdataanalysisanddata-handlingpractices.
PrivacypoliciescodedinP3Pcoverinteractionsbetweentheserviceprovider
and its customers.Dataflowsbetween the serviceprovider and its busi-
nesspartners(e.g.,logistics)andintra-organizationaldataprocessingmust
begovernedbyenterprisepolicies.Forthesepurposes, IBMhasproposed
EPAL,a formal language forwritingenterpriseprivacypolicies togovern
data-handlingpracticesinITsystemsaccordingtopositiveandnegativeau-
thorizationrights[44].EPALconcentratesonthecoreprivacyauthorization
whileabstractingfromalldeploymentdetails,suchasdatamodeloruser-
authentication.CompatibilitywithP3Piscurrentlyonlydescribedasadraft
onaconceptuallevel.
EPALtargetsintra-andinter-organizationaldata-handlingpractices,but

enforcementofpoliciesacrossmultipleapplicationsandoverorganizational
boundariesisstillachallenge,mainlyduetoincompatibledeploymentdescrip-
tions.Thepresentframeworkenvisionsasupplementaryimplementationof
EPALpoliciesbythedatacollectorandtheanalysisserviceprovidertogovern
internaldata-processingprocessesanddatatransfers.
Anotherinterestingextensionisthecombinationofthepresentapproach

withprivacy-preservingdatamining(PPDM)[37,56].PPDMdevelopsalgo-
rithmsthatmodifytheoriginaldatasuchthattheprivatedataandprivate
knowledgeremainprivateevenaftertheminingprocess[60].Ittakesadifferent
approachtoprivacyprotection:WhereasPPDMfocusesonhowtoprocess
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data,thepresentapproachfocusesonwhethercertaindatamaybeprocessed
(foracertainpurpose)atall.PPDMaddressestheinferenceproblem:Itmodi-
fiesalgorithmsand/orarchitecturessuchthatinferencesbecomeimpossible
or impreciseenoughtoavoidthereidentificationof individuals.Thus, the
successofPPDMhingesontwothings:first,theformulationofalgorithms
fortherelevantdata-miningtasks,andsecond,thepossibilityofenforcing
thateveryonewhohasaccesstothedataeffectstherequiredmodificationof
algorithmsand/orarchitectures.Thepresentapproachrequirescertaintrust
relationships.SomeformsofPPDMdothistoo,butother(distributed)forms
donotneedthisrequirement.However,unlikethepresentapproach,PPDM
doesnotconsidertherequirement,madebydatasubjectsorlaws,thatcertain
datamaynotbeusedforcertainpurposes.Therefore,thetwoapproachesare
complementary.Theauthorsaimtoexplorethiscomplementarityinfuture
work.

NOTES

1.Severallanguagesexistforexpressingthesepreferences[1,62].
2.PSdenotesthepowersetoverthesetS.Thepowersetisthesetofallpossible

subsetsofS.SometimesPSisalsonotedas2S.
3.Itisassumedthatprivacypoliciesareconsistentandthusthatacertainuseis

eitherallowedornot.Theassumptionisbasedonthefactthataninconsistentpri-
vacypolicymustbeinterpretedinfavorofthecustomer(EUDirective93/13/EEC,
April5,1993,onUnfairTermsinConsumerContractsappliesanalogously).Inthe
interestofthecompany,therefore,aprivacypolicyshouldnotbeinconsistent;andit
canbeassumedthatthecompanylawyershavedrawnupaconsistentpolicy.Note
thatinP3P,onlystatementsofthekind“Itispossiblethatwewillusethesedatato
dothis”canbeformulated.Inthissense,P3Phelpstoavoidcertaininconsistencies.

4.Theadvantagesofmultichannelbusinessstrategieshavebeeninvestigated
inanumberofarticles[30,54];seealso[24]forastudyofconsumermotivationsfor
switchingchannels.
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Appendix1.ABNFDefinitions

AugmentedBackus-NaurformoftheproposedextensionINFERENCES(note:
theelementsCONSEQUENCEandDATA-GROUParedefinedinP3P):

inferences = “<INFERENCES>” 1*inference “</INFERENCES>”
inference =  “<INFERENCE>”
             consequence
             given
             induced
             “</INFERENCE>”
given =      “<GIVEN>” logical “</GIVEN>”
induced =    “<INDUCED>” data-group “</INDUCED>”
logical =    or_set | and_set
or_set =     “<OR>” ((1*data-group)|logical) “</OR>”
and_set =    “<AND>” ((1*data-group) | logical) “</AND>”

ABNFdefinition for theproposedextensionLEGAL (note: the element
DATA-GROUPisdefinedinP3P):

legal =        “<LEGAL>” 1*restriction “</LEGAL>”
restriction =  “<RESTRICTION 
                 issuer =” quotedstring “ 
                 law =” quotedstring “ 
                 for=” quotedstring “>” 
                 [viceversa] 
                 while 
                 dont 
               “</RESTRICTION>”
viceversa =    “<VICEVERSA/>”
while =        “<WHILE>” data-group “</WHILE>”
dont =         “<DONT>” data-group “</DONT>”

Athttp://preibusch.de/namespaces/SIMT/inferences andhttp://pre-
ibusch.de/namespaces/SIMT/legal,thereaderwillfindXMLschemadefini-
tionsandnon-normativedefinitionsbasedonaDocumentTypeDefinition
(DTD).The latter is fornoticeonly—P3P’s languagedefinitionno longer
reliesonDTD,andtheDTDdefinitionshavebeenremovedfromthespeci-
fication.

Appendix2.Data-ProtectionPrinciplesandTheirLegal
Bases

EUDirective2002/58/ECisbasedonDirective95/48/EContheProtection
ofIndividualswithRegardtotheProcessingofPersonalDataandontheFree
MovementofSuchData,whichdescribestheEU’sgeneraldata-protection
principles.TheyrelyonmuchthesameprinciplesastheOECD’sGuidelines
ontheProtectionofPrivacyandTransborderFlowsofPersonalData[41].
Essentially,personaldata shouldnotbecollectedsecretlyand, ifpossible,
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onlywiththeinformedconsentoftheindividualconcerned(OECD“collec-
tionlimitation”principle).Thepurposeforwhichtheyarecollectedmustbe
madeknown,andtheymaynotbeusedlaterforotherpurposes(“purpose
specification”principle/“finality”principle)orbythirdparties(“uselimita-
tion”principle).Datacollectorsmustensurethatdataarerelevanttothose
purposesandarecorrect.Datacollectorsmustalsotakeprecautionstoprevent
datamisuseandunauthorizedaccessthatmightcompromisethedata’sin-
tegrity(“securitysafeguards”principle).Theremustbewaysforindividuals
tolearnaboutthedatabeingkeptaboutthemandifnecessarytodemand
correction (“openness”and“individualparticipation”principles). Finally,
adatacontrollershouldbeaccountable forcomplyingwithmeasures that
giveeffecttotheseprinciples(“accountability”principle).Similarideasare
expressedintheFairInformationPractices(FIP),setdownasarecommenda-
tionintheUnitedStatesandupdatedbytheFederalTradeCommission[22,
23]:notice,choice,access,andsecurity.BothP3Pandtheextensionproposed
inthispaperaimatcapturingtheseprinciples,but(likeanyothertechnology)
theycannotpreventthenecessityofjudgmentaldecisionsandthereforeraise
legalconcerns[13].
Theseprincipleshavebeentransformedintolegalrequirementsinanumber

ofcountries,inparticularintheEUcountries.Forexample,inGermanythe
useandprocessingofpersonaldata(“person-relateddata“;see§3IBDSG)is
governedbytheFederalDataProtectionActBDSG(Bundesdatenschutzgesetz),
theprivacylawsofthestates,theTeleservicesDataProtectionActTDDSG
(Teledienstedatenschutzgesetz),andtheMediaServicesStateContractMDStV
(Mediendienstestaatsvertrag).Animportantexampleofpurposelimitationis
thedifferentiationbetween“stock”datathatarenecessaryforthereasons,
contextualform,andchangesofacontractualrelationshipand“usage”data
thatarerequiredfortheusageofservices(§5,6TDDSG).Datacollectedfor
billingpurposesinelectronicretailingareperson-relatedandcannotbeused
forpurposesotherthantransactionfulfillment.However,legislationexplic-
itlyallowsthecreationofpseudonymoususerprofilesforstatisticalanalysis
purposes(§6IIITDDSG;Art.4Ie,Art.20IIRegulation(EC)No45/2001).
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