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Deterministic solid-state quantum light sources are considered key building blocks

for future communication networks. While several proof-of-principle experiments

of quantum communication using such sources have been realized, most of them

required large setups often involving liquid helium infrastructure or bulky closed-cycle

cryotechnology. In this work, we report on the first quantum key distribution (QKD)

testbed using a compact benchtop quantum dot single-photon source operating at

telecom wavelengths. The plug&play device emits single-photon pulses at O-band

wavelengths (1321 nm) and is based on a directly fiber-pigtailed deterministically-

fabricated quantum dot device integrated into a compact Stirling cryocooler. The

Stirling is housed in a 19-inch rack module including all accessories required for

stand-alone operation. Implemented in a simple QKD testbed emulating the BB84

protocol with polarization coding, we achieve an antibunching of g(2)(0) = 0.10±0.01

and a raw key rate of up to (4.72 ± 0.13) kHz using an external pump laser. In this

setting, we further evaluate the performance of our source in terms of the quantum bit

error ratios, secure key rates, and tolerable losses expected in full implementations of

QKD also accounting for finite key size effects. Furthermore, we investigate optimal

settings for a two-dimensional temporal acceptance window applied on receiver side,

resulting in predicted tolerable losses up to 23.19 dB. Not least, we compare our

results with previous proof-of-concept QKD experiments using quantum dot single-

photon sources. Our study represents an important step forward in the development

of fiber-based quantum-secured communication networks exploiting sub-Poissonian

quantum light sources.

a)Corresponding author: tobias.heindel@tu-berlin.de
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I. INTRODUCTION

Quantum light sources emitting single- and entangled photon states on the push of a

button are building blocks for advanced photonic quantum technologies and quantum com-

munication in particular. They carry the potential to boost the performance of quantum

key distribution (QKD) systems1 and to enable secure communication at global scales by

exploiting quantum repeater architectures2. Among the several promising species of quan-

tum emitters in the solid-state (see Refs.3–5 for detatiled reviews), epitaxial semiconductor

quantum dots (QD) stand out due to the highest reported single photon purity in terms of

g(2)(0)6,7, high photon indistinguishability and brightness of single- and entangled-photon

states8–10, and their speed enabling GHz clock rates11,12. Due to a lack of efficient and

practical quantum light sources, most implementations of QKD are still carried out with

faint lasers13, referred to as weak coherent pulses (WCPs). To compensate for the resulting

multi-photon contributions, so-called decoy-state protocols have been invented14,15, which

define the current state-of-the-art in direct point-to-point QKD16. Still, due to their Poisso-

nian light-states, WCP-based implementations are fundamentally limited in their efficiency.

From the tremendous progress seen in the field of QD-based quantum light sources, how-

ever, renewed prospects arise for real-world implementations of quantum communication

benefitting from sub-Poissonian light states.

While previously the performance and yield of QD-based nanophotonic devices was lim-

ited by the random spatial distribution of the quantum emitters and the inhomogeneous

spectral broadening of the emitter ensemble (both resulting from the stochastic nature of

the self-assembly process during epitaxial growth), nowadays deterministic fabrication tech-

nologies enable much higher degrees of control. Exploiting marker-based17 or in-situ18,19

lithography techniques, photonic microstructures can be fabricated deterministically around

single pre-selected emitters resulting in high performance and high yield of devices (e.g.

Refs.20–22). The advancements of deterministic fabrication technologies, as summarized in a

recent review article23, are expected to have large impact on the application of deterministic

quantum light sources in photonic quantum technologies and are also a key to the results

reported in our work.

Moreover, QD-based sources demonstrated their potential for quantum communication

in several proof-of-principle experiments using single-photon24–29 and entangled-photon30–32
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states. We refer the interested reader to Ref.33 for an extensive recent review article on

implementations of quantum communication using QDs. For the remainder of this article,

we consider the first QKD protocol ever invented, known as BB8434. Here, one party, Alice,

sends single photons randomly prepared in four different polarization states (spanning two

conjugate bases) via the quantum channel to the second party, Bob, who detects the photons

randomly and independent of Alice in the two different polarization bases. Assuming a

single-photon source (SPS) with ideal photon statistics (g(2)(0) = 0), the key parameters

to consider in this prepare-and-measure configuration are the sifted key rate, the quantum

bit error rate (QBER), and the secure key rate. The sifted key refers to the fraction of

the transmitted (and detected) raw key after excluding (i.e. sifting) the bits prepared and

measured in different polarization basis (resulting in a probabilistic projection). The QBER

quantifies the amount of erroneous bits in the sifted key and determines how much the

sifted key needs to be shrunk in the classical post-processing (error correction and privacy

amplification), which results finally in the secure key rate usable for data encryption. If

the SPS has a finite g(2)(0), which is always the case in practical implementations, a finite

multi-photon emission probability needs to be further taken in to account in the security

analysis1. In addition, one distinguishes scenarios assuming that an infinitely long key can

be generated, corresponding to the so-called asymptotic limit, and more realistic scenarios

taking finite-key size effects into account35.

Despite the immense progress in the field, the need for large optical setups and bulky

cryotechnology, involving liquid helium infrastructure or complex closed-cycle refrigerators,

is often considered a major drawback of QDs or other types of "cryogenic" emitters if it

comes to applications. On the other hand, the advances in the performance of QD-based

quantum light sources and the prospects for device integration triggered the interest in

developing more practical user-friendly sources for applications outside shielded laboratories.

First efforts in this direction utilized fiber-coupled QD samples employing fiber-bundles

containing about 600 individual fiber cores to spatially post-select a single emitter36. More

recently, the direct fiber-coupling of photonic nanostructures with embedded QDs, such as

photonic wires37 and optically38 as well as electrically39 pumped micropillar cavities, has been

reported. Still, these efforts relied on conventional bulky cryotechnology. In previous work,

our groups pioneered and advanced the integration of QD-devices in Stirling cryocoolers

for stand-alone operation40–42, enabling much more compact setups. Applications of these
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user-friendly sources in implementations of quantum information, however, have not been

demonstrated so far.

In this article, we report on the application of a benchtop plug&play QD-SPS operating

at telecom wavelengths in experimental tests for quantum communication. To this end, the

outline of our article is as follows: In Section II we first present the overall QKD-testbed used

to emulate the BB84 protocol for the studies in this work before providing details on the

transmitter- and receiver-module in distinct subsections. Subsection IIA presents the devel-

oped benchtop QD-SPS providing push-button single-photon pulses in a standard Telecom

fiber and provide a basic characterization of its spectral and quantum-optical properties.

The receiver-module is discussed in Subsection II B. Section III discusses the experimental

results achieved with our QKD testbed. Here, we start with a basic performance evaluation

in Subsection IIIA quantifying the achievable QBER, the suppression of multi-photon emis-

sion events via g(2)(0), and the mean photon number per pulse µ. In Subsection III B, we

analyze the achievable secure key rates, both in the asymptotic and finite-key size regime.

We apply temporal filtering to optimize the achievable performance and to maximize the

tolerable transmission loss, i.e. transmission distance. The results obtained are discussed

and compared with previous implementations of QKD in Subsection III C. Our article closes

with a summary and an outlook in Section IV.

II. QUANTUM KEY DISTRIBUTION TESTBED

The QKD testbed developed for the studies in this work is illustrated in Fig. 1 (a). On

the transmitter side, Alice comprises a benchtop optically triggered source of flying qubits

operating in the telecom O-band. Here, single-photon pulses are provided via a standard

Telecom fiber and generated inside a 19 inch rack module housing all components required

for this complex task, including a cryocooler, a pump laser, and a spectral filter. This bench-

top source module enables cryogenic operation, by integrating a deterministically-fabricated

fiber-pigtailed QD-device into a compact Stirling cryocooler. Details on the transmitter

module are provided in Section IIA. To evaluate the performance of our quantum-light

source for applications in quantum communication, we prepare single-photon pulses in four

polarization states, required for implementations of the BB84 protocol, using a linear po-

larizer and a λ/2 waveplate. Note, while full implementations of QKD require a dynamic
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FIG. 1. BB84-QKD testbed using a compact stand-alone quantum dot (QD) single-photon source

(SPS) integrated in a 19 inch rack-module and polarization encoding. (a) The transmitter Alice

comprises a deterministically fiber-coupled QD-SPS integrated in a Stirling cryocooler, a pulsed

diode-laser for excitation, and a fiber-based spectral filter (not shown in the image). Alice sends

pulses with fixed polarization (H, V, D, A) set by a linear polarizer (LP) and a lambda-half (λ/2)

waveplate to the receiver Bob. The latter consists of a 4-state polarization analyzer realized with

a 50:50 beamsplitter (BS), a compensating λ-quarter (λ/4) waveplate, and two Wollaston-prisms

(WP) for spatial separation of orthogonal polarizations. (b) Output spectra of the fiber-coupled

SPS with (orange) and without (black) spectral filtering using a fiber-based bandpass filter set to

a center wavelength of 1321 nm. Spectra were recorded at a temperature set-point of the Stiriling

cryocooler of 40 K. (c) Second-order autocorrelation g(2)(τ) histogram under pulsed excitation

at 785 nm with a repetition rate of 100 MHz using the internal laser (time-bin width: 100 ps).

Depending on the excitation power (see inset), more or less pronounced recapture processes are

observed near τ = 0 due to the above-band excitation scheme.
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modulation of the polarization states (e.g. via electro-optical modulators), we statically

prepare the polarization states in sequential measurement runs in our testbed, which allows

us to determine all key-parameters for QKD and their limits. The polarization qubits are

then sent to the receiver module in a back-to-back configuration, i.e. without additional loss

in the quantum channel. On the receiver side, Bob comprises a four- (4-) state polarization

decoder designed for operation at Telecom wavelengths. Here, photons in the four BB84-

states are decoded in four different output fibers connected to a 4-channel single-photon

detection system. For details on the receiver module, we refer to Section II B.

A. Transmitter-Module (Alice)

At the heart of our transmitter module, the SPS comprises a single InGaAs/GaAs QD

which was preselected and deterministically integrated into a photonic microstructure using

3D in-situ electron-beam lithography20. The quantum emitter is embedded in a monolithic

micromesa structure (height: 705 nm, diameter: 2 µm) integrated on top of a distributed

Bragg-reflector serving as bottom mirror (15× 118 nm Al0.92Ga0.08As and 102 nm GaAs) for

increasing the photon collection efficiency. To shift the emission of the QDs in this sample to

the telecom O-band, a strain-reducing InGaAs-layer was applied during the epitaxial growth

via metal-organic vapor deposition (MOCVD)43. For integration in the Stirling cryocooler

(CryoTel GT, Sunpower Inc.), the QD-device is permanently coupled to a custom-made

Ge-doped optical single-mode (SM) fiber with high numerical aperture (NA = 0.42), whose

core is thermally expanded onto a standard SMF-28e fiber44. The design parameters for

the combined micromesa-fiber assembly follow results of numerical simulations based on

finite-element methods45 using an Bayesian optimization algorithm46. The air-cooled linear-

piston Stirling cryocooler with fiber-optical feedthroughs allows for cryogen-free operation

of the SPS down to 40 K (at 100 W cooling power) while fitting into a 19-inch rack box.

For optically pumping the quantum emitter, two different lasers can be coupled to the

sample via a 1x2 SM fiber-coupler with a split ration of 90:10. While the laser emission

reaches the sample via the 10 %-port, the sample emission is collected via the 90 %-port

for further use. Two options are available for the laser source: (1) a compact diode laser

with fixed wavelength for above-bandgap excitation (wavelength: 785 nm, pulsewidth: 70 ps,

repetition rate: variable, PicoQuant GmbH) which is integrated in the 19-inch rack module,
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or (2) an external spectrally-tunable laser system (pulsewidth: 2 ps, repetition rate: 80 MHz,

APE GmbH) allowing for quasi-resonant excitation of the single quantum emitter (emission

wavelength: 1321 nm) in an excited state (p-shell) at a wavelength of 1247.9 nm. Both lasers

are coupled to SM fibers allowing for a simple connection to the 1x2 fiber-coupler inside the

rack module. While option (1) is used for the pre-characterization of the SPS presented in

this section (see further below), option (2) is used for the actual QKD tests in Section III,

as quasi-resonant excitation enables an improved single-photon purity being beneficial in

QKD. For high-transmission and compact spectral filtering, a fiber-based bandpass filter with

adjustable center wavelength is used (full-width at half-maximum 0.5 nm, WL Photonics

Inc.) is integrated in the 19-inch rack module, which removes spectral contributions of

background emitters and residual scattered light of the excitation laser. Additionally, we

applied polarization suppression to reduce the laser background.

Figure 1 (b) shows the spectral characteristic of our transmitter module at the SM-fiber

output with and without fiber-based bandpass filter, respectively, using the integrated diode

laser triggering at a clock rate of 100 MHz. The corresponding second-order autocorrelation

histogram g(2)(τ) recorded at the spectrally filtered output signal, is shown in Fig. 1 (c)

for excitation powers of the quantum emitter at (1390 nW) and well below (330 nW) sat-

uration, respectively. For this pre-characterization measurement, a standard fiber-coupled

Hanbury-Brown and Twiss setup was used in combination with superconducting nanowire

single-photon detectors (SNSPDs) (Single Quantum Eos, Single Quantum BV) with a tem-

poral resolution between 35 ps and 100 ps. Analyzing the raw measured coincidences within

the full repetition period, we extract antibunching values of g(2)(0) = 0.49 ± 0.01 at satu-

ration and g(2)(0) = 0.37 ± 0.02 at 330 nW, clearly indicating single-photon emission with

sub-Poissonian photon statistics (g(2)(0) < 0.5). In this operation mode, however, the

g(2)(0) value of our source, i.e. the suppression of multi-photon emission events, is strongly

limited by recapture processes47,48. This can be seen from the significant contribution of

coincidences close to τ = 0 (cf. inset in Fig. 1 (c)), resulting from the applied above-band

excitation scheme. Compared to Ref.42 the g(2)(0) value stated here is somewhat higher,

which has two possible reasons. Firstly, as we used different fiber-pigtailed QD-devices in

both studies, the spectral background contributions to the selected emission line can be dif-

ferent (cf. Fig. 1 (b)). Secondly, and in contrast to Ref.42, we did neither apply background

subtraction nor fitting, as in the context of quantum communication all detection events
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within a given temporal acceptance time window contribute to the key material, indepen-

dent of whether they origin from a signal photon or an erroneous/background event. Note,

that we also have to make this worst-case assumption concerning the photon statistics of

our source, when applying temporal filtering to optimize the performance of our testbed (cf.

Subsection III B). To improve the single-photon purity for the QKD tests in Section III, we

apply resonant p-shell excitation of the QD using the optional external laser resulting in

g(2)(0) = 0.10 ± 0.01. Importantly, the function of this external laser can be integrated in

the transmitter module by either using more compact lasers with the required performance

or even lasers integrated on-chip with the QD-devices. Prospects for higher degrees of laser

integration will be discussed in Section IV.

Noteworthy, the dimensions of our benchtop transmitter module ((40 × 45 × 13) cm3),

providing triggered single-photon pulses in a SMF28 fiber, are for the first time competitive

with commercial laser-based QKD systems49,50. This is a relative reduction to only 14 % of

the O-band QD-SPS’s volume reported in Ref.42 ((45 × 60 × 60) cm3).

B. Receiver-Module (Bob)

The receiver module comprises a 4-state polarization decoder with the four output ports

connected to the SNSPD-based detection system. Time-tagging electronics (quTAG, qutools

GmbH) are used for recording the detection events which are transferred to a personal com-

puter for further processing. Inside the polarization decoder, we realize a passive basis

choice using a non-polarizing beamsplitter (BS) with a nominal splitting ratio of 50:50. The

discrimination of the polarization after the BS is realized with two Wollaston prisms (WPs)

for the detection in the H-V and D-A basis, respectively. The WPs spatially separate two

orthogonal polarizations by an angle of 20° with an extinction ratio of up to 1:100,000 and

90 % transmission. For detection in the D-A basis, the respective WP is rotated by an angle

of 45° to match the prism’s axes with the incoming diagonally or anti-diagonally polarized

light. This configuration allows for a low-profile of the overall optical setup. To minimize

residual depolarization effects, the rotated WP is implemented in the transmission path

of the BS in combination with a quarter wave plate compensating for slight ellipticities

introduced by the BS. Note, that although our source is developed for QKD via telecom

fibers, we use free-space optics inside the receiver module, due to the achievable lower in-
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trinsic QBER and larger spectral bandwidth, both at comparable transmission losses. The

polarization decoder is connected to the SNSPDs via four single-mode fibers (type SMF-28).

For high coupling efficiencies to these SM fibers, each output port of the decoder features

two mirrors for aligning the four beams after the WPs. The overall transmission loss of the

polarization decoder ηBob was experimentally determined to −5.2 dB, including the optical

losses of −3.0 dB and −2.2 dB due to the SNSPD’s finite detection efficiency. The time-tags

recorded at the four ports of the receiver module are evaluated using a homemade software

package (see Ref.51 for details).

III. RESULTS

A. Basic QKD Performance Evaluation

The most important performance parameter of a QKD system is the secret key rate. In

this work, we are investigating a practical SPS with a finite multi-photon emission probability

pm. The secret key rate for the asymptotic case (i.e. infinite key length) is hence given by52,53

S∞ = Ssift [A (1 − h(e/A)) − fECh(e)] . (1)

Here, Ssift is the sifted key rate, A = (pclick − pm)/pclick the single-photon detection prob-

ability calculated from multi-photon emission probability pm and overall click probability

pclick ≈ µ · T · ηBob + pdc. Here, µ denotes the mean photon number per pulse which Alice

couples to the quantum channel, ηBob the efficiency of the receiver module including the

detector losses, T is the link transmission, and pdc the dark count probability. The quantum

bit error ratio (QBER)54 is denoted as e, h(e) the binary Shannon-entropy and fEC is the

error correction efficiency. For an ideal SPS (i.e., pm = 0) the factor A equals unity, so A is

a correction term for realistic SPSs.

First, we investigate the performance of our Bob module which is characterized by its

transmission loss and its contribution to the overall QBER. For this purpose, we sequentially

prepared single-photon pulses in horizontal (H), vertical (V), diagonal (D), and antidiag-

onal (A) polarization and recorded events at all four detection channels of our receiver

module. The resulting time-resolved experimental data are summarized in Fig. 2 (a) in a
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FIG. 2. Characterization of the receiver module Bob using triggered single-photon pulses from Alice

as input. (a) Measured photon arrival time distributions at the four detection channels of Bob for

single-photon input-polarizations of H, V, D, and A (time-bin width: 1 ps). Measurement data in the

left 4x4 matrix are normalized to the maximum of the time-trace of the respective diagonal element.

The right panel shows the two data sets for the given input polarization basis for the two respective

detection channel of the two bases, and each distribution being normalized to the sum of all events in

the respective detection channel (e.g., ’HV’ corresponds to the detection channel for V-Polarization

measured with input H-polarization.) This photon arrival probability distribution reveals erroneous

detection events due to optical imperfections in Bob. (b) Second-order autocorrelation g(2)(τ)

histogram under pulsed resonant p-shell excitation at 1247.9 nm g(2)(0) = 0.10 ± 0.01 (time-bin

width: 50 ps, acquisition time: 5 hours). The autocorrelation was obtained by correlating the

time-tags recorded at all four detection channels of Bob as shown in the inset.

4x4 matrix, where each row corresponds to the input-polarization and columns to the re-

spective detection channel. Histograms within one row are normalized by the maximum of

the time-trace of the respective diagonal element (e.g., all first-row distributions are normal-

ized by the maximum of the HH distribution (blue), while all second-row distributions are
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normalized by the maximum of the VV distribution (orange), etc.). The expected behavior

of the polarization decoder is clearly observed. For a given input-state, almost all photons

are detected in the correct channel of the corresponding basis, i.e., diagonal elements of the

matrix, whereas a probabilistic projection is observed in the conjugate basis. Erroneous

detection events at the wrong channel are only visible, if the time-resolved measurements

are renormalized to the arrival time probability distribution for both output channels in

each basis, as depicted in the right panel of Fig. 2 (a). Here, each distribution is normalized

to the sum of all events registered in the respective channel (e.g., the HV distribution (or-

ange) is normalized by all clicks registered in the V-channel). In this representation, one can

qualitatively distinguish different error contributions. Noise stemming from detector dark

counts or stray light results in uncorrelated background noise (cf. HV arrival time distribu-

tion (orange)). In our case, the errors due to noise accumulate to a total of (42 ± 1) Hz at

the chosen working point of the SNSPDs (mean detection efficiency −2.2 dB). In contrast,

optical imperfections inside Bob like finite extinction ratios of polarization optics, result in

erroneous events correlated in time with the signal events. These errors are almost negligible

in the rectilinear bases but become noticeable in the diagonal basis, e.g., red arrival time

distribution in the third row (D-input and A-output). Here, temporarily correlated events

are superimposed to the uncorrelated background noise. The discrimination between the two

error contributions mentioned above will be exploited in section III.B, to effectively enhance

the signal-to-noise-ratio via temporal filtering (cf. Fig. 3). From the experimental data in

the right panel of Fig. 2 (a), the contribution to the QBER for a given input polarization

can be calculated from the number of erroneous events in the wrong channel divided by the

total number of events in the sifted basis, e.g., QBERH = NV/(NH +NV). The correspond-

ing QBERs of the respective polarization-channels range between QBERH = 0.35 % and

QBERD = 0.82 %. Additional deviations from an ideal setup are due to detection efficiency

mismatches between channels (c.f. imbalance between the matrix elements VD and VA in

Fig. 2 (a)), which need to be taken into account in full implementation of QKD55.

Next, we consider the multi-photon emission probability pm of our sub-Poissonian quan-

tum light source. This is not as straightforward as in implementations using weak coherent

pulses obeying Poissonian statistics. We estimate the upper bound pm = µ2g(2)(0)/2 accord-

ing to Ref.1. Note, that finding tighter bounds to pm could further boost the performance of

single-photon QKD in future56,57. In a similar way, recent records in the field of decoy-state
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QKD16 benefited from lower bounds in the finite-key analysis58. To determine the photon

statistics inside the quantum channel of our QKD testbed, we calculated g(2)(τ) by correlat-

ing all time-tags registered at Bobs’ four output channels as displayed in Fig. 2 (b)51. Here,

recapture processes are strongly suppressed compared to the above-band excitation shown

in Fig. 1 (c), due to the resonant p-shell excitation of the quantum emitter. We extract an

antibunching value of g(2)(0) = 0.10 ± 0.01 for this measurement by integrating the coinci-

dences over the full repetition period of 12.49 ns. This represents a significant improvement

compared to Ref.42, where a background-corrected value of g(2)(0) = 0.15 was reported for

a Stirling-based QD-SPS emitting at O-band wavelengths under above-bandgap excitation.

Other fiber-coupled sources achieved similar values (g(2)(0) = 0.09)59, but at lower tempera-

tures using liquid helium infrastructure. Limiting factors to the g(2)(0) observed in our work

are related to a finite suppression and internal reflections of the laser emission as well as

residual background contributions from other QD emission lines (cf. Fig. 1 (c)). Applying

temporal filtering as a post-process to the recorded timestamps, we estimate the contribution

of scattered laser photons and events due to QD re-excitation to the overall signal to 2.5 %.

Removing these events results in a reduction of g(2)(0) from 0.10 to 0.06, with the remaining

imperfection attributed to the residual background emission of nearby QD emission lines.

The finite laser suppression in our experiment is mainly caused by reflections and scattering

events associated with the FC/PC connectors in combination with a finite transmission of

the bandpassfilter at the laser wavelength in our all-fiber-coupled measurement configura-

tion. Straightforward improvements include the use of FC/APC connectors, a bandpassfilter

with better side-band suppression ratios, and the use of coherent excitation schemes and/or

QD-devices with improved spectral purity. With these improvements, our all-fiber bench-

top device is anticipated to become competitive or even surpassing state-of-the-art values

of g(2)(0) = 0.02760 (at 10 K) and g(2)(0) = 0.02661 (at 40 K) for deterministically and non-

deterministically fabricated O-band QD-devices, respectively, obtained in experiments using

standard bulky cryotechnology, high-NA microscope objectives, and using grating spectrom-

eters for spectral filtering. Not least, the g(2)(τ) in the present work indicates a blinking

behavior62 which can be described by the “on-off” model from Ref.63. The respective time

constants are τon = (482.3 ± 2.5) ns and τoff = (275.1 ± 1.0) ns yielding a QD “on”-state

efficiency of 57 % reducing the efficiency of our source (see also Supplementary Material,

Figure S1). This blinking effect is not a fundamental limit and can possibly be overcome
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by optimizing the QD growth or embedding QDs in charge tunable devices64. In addition,

we observe a higher photon detection rate, i.e., raw key rate, of (4.72 ± 0.13) kHz compared

to 1.15 kHz in Ref.42 due to reduced losses in the detection apparatus. From the raw key

rate of Sraw = (4.72 ± 0.13) kHz, the transmission of the Bob module ηBob = 0.3, and the

clock rate f = 80 MHz, we determine the mean photon number per pulse into the quantum

channel via µ = Srawη
−1
Bobf

−1 = 0.0002. We note here that employing our source in a full

implementation would yield a slightly lower µ due to the use of an electro-optical modulator

with typical internal losses of about −2 dB.

B. Optimization via temporal filtering
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FIG. 3. 2D temporal filtering for optimization of the secret key rate. For the optimization, a

subset of the measurement in Figure 2 (b) was used for reasonable computing times. Expected

secret key rate fraction S(∆t, tc) from Eq. (1) as a function of the temporal width ∆t and the

center tc of the acceptance time window. S(∆t, tc) is normalized to the maximum achievable secret

key rate for each map individually. For the analysis the QBER and the sifted key fraction were

considered in a two-dimensional parameter space (∆t, tc), while g(2)(0) was fixed to its unfiltered

value (cf. discussion in main text). From the parameters at 0 dB transmission losses, three different

loss scenarios (12 dB, 18 dB, 23 dB) are simulated. A blue circle marks the optimal parameter sets

resulting in a maximal secure key rate. Additionally, the evaluated optimal acceptance time window

is depicted in the time-resolved measurements in the lower panels.

Based on the parameter analysis from our QKD testbed, the secret key rate expected
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in a full implementation of QKD can be estimated. In this section, we evaluate optimal

performance regimes by applying a routine for 2D temporal filtering recently reported by our

group in Ref.51. As the quantum emitter has a relatively short lifetime (0.9 ns) compared to

the pulse repetition period (12.49 ns), we can efficiently reduce the contribution of clicks due

to detector noise by reducing the temporal acceptance window. This results in a reduction

of the QBER - ideally down to the limit of below 0.4 % caused by optical imperfections

in the worst channel. On the other hand, the applied temporal filter will also reduce the

number of bits available for key distillation. Choosing the optimal trade-off between QBER

and sifted key material, the secure key can be maximized for a given channel loss (see

Supplementary Material, Figure S2 for details). Due to the asymmetric shape of the photon

arrival time distribution, it is beneficial to vary both the center tc and the width ∆t of the

acceptance time window. Important with respect to the protocol security is, that although

we use temporal filtering in the following to maximize the secret key rate, we always make

the worst-case assumption concerning the photon statistics of our source by using the full

unfiltered g(2)(0) value. While in principle an additional performance gain is achievable

by exploiting the temporally filtered g(2)(0), this would open security loopholes without

additional extensions to the protocol implementation (see Ref.51 for details). Figure 3 depicts

the estimated asymptotic secret key rate S(∆t, tc) calculated according to Eq. (1) in heat-

maps for different loss regimes together with the resulting optimal temporal acceptance

window (cf. lower panels and circle in heat-maps) resulting in the largest possible secret

key rate. We used our experimental parameters g(2)(0) and µ as stated above. The dark

count probability pdc scales linearly with the acceptance time window. In contrast, the

reduced click rate cannot be modelled so easily due to the distribution of the arrival time

probabilities. The fraction of the signal resulting in different values of pclick was therefore

evaluated for each acceptance time window individually (c.f. Ref.51, Supplementary Note

3) by rejecting detection events outside the temporal filter. As Eq. (1) is a function of

the link loss T , we can simulate the expected key rate for different loss regimes and still

apply the temporal filtering. Accounting for the temporal resolution of our experimental

setup (convolution of the detector response and the time-tagging device) we used a lower

limit for the acceptance time window of 90 ps. Already for a back-to-back transmission (i.e.

zero channel loss) discarding some of the sifted key can lead to higher S(∆t, tc) due to the

improved signal-to-noise ratio. But not only does the 2D optimization increase S(∆t, tc), it
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allows also to extend the achievable transmission distance. This is exemplarily depicted in

the 18 dB and 23 dB case in Fig. (3). Black regions indicate acceptance time windows for

which no secret key can be exchanged. In those higher loss regimes, without applying any

temporal filtering, no secret key could be exchanged. Thus, this optimization results in an

effective range extension.
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FIG. 4. Rate-loss diagrams considering our experimental data from Fig. 3. (a) Comparison be-

tween asymptotic (Eq. (1)) and finite (Eq. (2)) key rate. The secret key rate S in full QKD-

implementations is calculated from our experimental parameters. The values without optimizations

are depicted with dashed lines, the optimized values with solid lines, respectively. (b) Comparison

of our optimized parameter set with previous QD-based QKD implementations for fiber channel.

We assume 0.31 dB/km for our source at 1321 nm, for Ref.29 0.194 dB/km at 1580.5 nm, and for

Ref.24 3.5 dB/km at 877 nm.

In practical scenarios it is not sufficient to consider only the asymptotic case, as the limited

transmission time or transferred data size limits not only the achievable rate at a given

distance but also the achievable distance itself. This becomes particular relevant for QKD

in free-space optical systems with a relative movement between transmitters and receivers

(e.g. airplanes65, satellites66–68), at which stable link-conditions cannot be maintained for a

long time. The loss budget of fiber-based connections needs to include finite key size effects

especially in regimes with high losses and therefore long transmission times. Adapting the

finite size key corrections of Ref.69 the key rate in Eq. (1) is modified:

Sfinite(N) = nA (1 − h(ẽ/A)) − nfECh(e) − ∆(n). (2)

First, one has to take into account that not all of the sifted key Ssift can be used for the

secret key but a fraction of it has to be discarded for parameter estimation. Out of the sifted
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TABLE I. Relevant parameters to calculate the secret key rates in Fig.4 (b). The parameters for

Ref.24 and Ref.29 are based on the respective published experimental data. The efficiency ηBob and

pdc are lower when applying individual filtering.

Ref.24 Ref.29 This Work

λ (nm) 877 1580.5 1321

µ 0.007 0.009 0.0002

pdc 10.5 · 10−7 3 · 10−7 5.25 · 10−7

edetector 0.025 0.023 0.010

ηBob 0.24 0.048 0.3

g(2)(0) 0.14 0.0051 0.10

events a number of m is taken for parameter estimation and the remaining n bits are used

for the key generation. Taking only a finite sample m might lead to deviations between the

estimated and the actual error rate. This is taken into consideration by

ẽ = e+
√

(ln (1/εPE) + 2 ln (m+ 1))/2m (3)

where εPE is the probability for such deviations to occur. Additional finite corrections are

subsumed as ∆(n)

∆(n) = 7n

√
1

n
log2

2

ε̃
+ 2 log2

1

εPA

+ log2

2

εEC

, (4)

with the overall security parameter ε = εEC + ε̃+ εPE + εPA including the failure probabilities

for the error correction εEC, the entropy estimation ε̃, the parameter estimation εPE, and the

privacy amplification εPA
69.

The rate-loss diagram in Fig. 4 (a) comparatively illustrates the asymptotic and finite-

size secret key rates S calculated via Eq. (1) and Eq. (2), respectively, considering our

experimentally determined parameters. Additionally, we consider each case with and without

applying optimized 2D temporal filters. To this end we maximize S for each loss individually,

by choosing optimal parameter sets as exemplary depicted in Fig. 3 (see Supplementary

Material, Fig. S3 for the optimized parameter sets). This contrasts with Ref.51, where

we evaluated rate-loss dependencies for exemplary settings of the acceptance window. For

a qualitative understanding, each curve can be divided into two regimes: the absorption

limited regime at small channel loss and the noise limited regime at large channel loss. At
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small channel loss, S follows a linear trend (in logarithmic scaling) due to the absorption in

the quantum channel. In the regime of larger losses, this trend changes to a multi-exponential

drop of S once the probability to register an event due to detector dark counts becomes

comparable to the probability to detect a signal photon (pdc ≈ psignal). Quantitatively,

we extract a maximal tolerable loss for our test-system of 13.96 dB in the non optimized

asymptotic case. However, with 2D temporal filtering individually optimized for each loss,

one does not only get a slightly higher secret key rate back-to-back but can additionally

extend the tolerable losses up to 23.19 dB. In a state-of-the-art single-mode fiber with losses

of 0.31 dB/km at 1300 nm this corresponds to a range extension of almost 30 km from 45.0 km

to 74.8 km. Taking finite key size effects into account Alice has to send for a minimum

transmission time of 18 seconds to yield a positive S in the back-to-back case. Increasing

the transmission time by one order of magnitude to 100 seconds would already allow for

6.8 dB of loss in the optimized case. With unpractical transmission times of 1 × 106 seconds

one could almost reach the asymptotic case. By comparing the two cases of rather short

and long transmission times, one can see that the range extension gained by applying 2D

temporal filtering increases with the transmission time. The implementation and discussion

of finite-size effects presented above is an important step towards practical implementations

of single-photon QKD, also compared to our previous work in Ref.51 discussing key rates

only in the asymptotic limit.

C. Comparison and Discussion

Finally, we compare the extrapolated performance of our testbed with selected previ-

ous implementations of QKD. As mentioned already in the introduction, several QKD-

experiments using QD-sources have been reported (as summarized in Ref.33). For our com-

parison, we select the QKD experiments reported in Ref.24 and Ref.29 employing QD-based

SPSs operating at 877 nm and 1580.5 nm, respectively. This choice was made to cover, to-

gether with our source, the technically most relevant wavelength ranges (1st, 2nd, and 3rd

telecom window) for fiber-based applications and due to the high secure key rates achieved

in these experiments. We assume implementations in SM fiber with losses of 0.31 dB/km

in case of our work, 0.194 dB/km for Ref.29, and 3.5 dB/km for Ref.24, corresponding to the

typical losses in optical fibers at the implementation’s specified wavelengths. For the sake of
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comparison we calculated the key rates for the asymptotic case, representing the ultimate

limit for each system. The parameters used for the comparison are summarized in Tab. I.

Figure 4 (b) displays the resulting curves in a rate-loss diagram and the corresponding rate-

distance diagram as inset. While the first proof-of-principle implementation by Waks et al.

in 2002 achieved a higher µ = 0.007 compared to our present stand-alone device, their

wavelength is not ideal for fiber based implementations. Therefore, the achievable distance

in optical fiber is strongly limited (cf. Figure 4 (b), inset), although their implementation

reaches a maximal tolerable loss of 21.6 dB. Among the three QKD experiments, our opti-

mized case achieves the highest tolerable loss of 23.19 dB, due to low dark count levels and

low intrinsic QBERs caused by our receiver module. One should note, that the latter will

increase slightly for a full implementations using our SPS, due to additional contributions

to the QBER caused by dynamic state preparation via EOMs. To date, the QKD system

reported by Takemoto et al. in Ref.29 achieves the highest possible transmission distance ex-

ceeding 100 km, due to the low fiber-loss at C-band wavelengths. Please note, that deviations

in the achievable transmission distance compared to the original references are related to the

use of slightly different rate equations or pm and a different fEC. Not least, also the previous

implementations cited here might benefit from 2D temporal filtering, which could allow for

performance improvements. While the efficiency of our all-fiber-coupled benchtop SPS is so

far not compatible with the state-of-the-art in terms of µ inside the quantum channel, we

anticipate substantially enhanced performance in the future employing the improvements

discussed in the conclusion below.

In terms of practicability and compactness, our QKD testbed, with a size of the transmit-

ter comparable to commercial laser-based QKD systems, represents a milestone compared

to previous QKD experiments using sub-Poissonian quantum light sources. In terms of the

performance, our source and any sub-Poissonian QKD experiment reported to date is not

yet competitive with WCP-based implementations. The current record for direct point-to-

point QKD at C-band wavelength reported by Boaron et al.16 achieved a tolerable loss of

71.9 dB corresponding to a communication distance of 421 km in ultra-low loss optical fiber.

For single-photon QKD, significant improvements are required in both, the efficiency µ and

g(2)(0) to become competitive or even surpass WCP-based implementations. In WCP-based

implementations obeying Poisson statistics, there is a fundamental upper limit of µ = 0.37

(cf. Ref.51 for details). For deterministic single-photon sources, µ is in principle only limited
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by technological challenges, e.g., photon-collection and fiber-coupling efficiencies. Recently

a QD-SPS with an SM fiber-coupled efficiency of 57 % and g(2)(0) = 0.021 was reported

at a wavelength of 919 nm10 and the authors claimed 80 % efficiency within reach. Still,

overcoming the limit of 37 % inside the quantum channel, including losses for qubit-state

preparation, is a challenge in practical implementation. While the efficiency of a SPS is

important in the regime of low channel losses, low multi-photon probabilities pm become the

limiting factor at high channel losses24. Therefore, it is important to improve g(2)(0) as far

as possible without reducing the efficiency µ. In contrast to sources based on spontaneous

parametric down conversion, no fundamental trade-off between low g(2)(0) values and high

efficiencies exists for QD sources. Therefore, further improvements in device technology will

enable to simultaneously achieve record low g(2)(0) values (c.f. g(2)(0) = (7.5 ± 1.6) × 10−5

in Ref.7) and record efficiencies in future QD devices. In addition, as mentioned in section

III.A, finding tighter bounds for estimating pm can result in a boost of the performance

of sub-Poissonian QKD. Important to note, is that the discussion above refers to point-to-

point QKD in a prepare-and-measure configuration. In recent entanglement-based QKD

experiments using QD-based sources, it was shown that already much lower efficiencies than

0.37 are sufficient to beat QKD implementations based on spontaneous parametric down

conversion (cf. Ref.32, Supplemental Material).

IV. SUMMARY & CONCLUSIONS

We demonstrated the first test experiments evaluating a compact and plug&play bench-

top solid state based SPS for applications in QKD. For this purpose, we developed the

most compact QD-SPS operating in the telecom O-band reported to date. The source

module housed in a 19 inch rack unit comprises a fiber-pigtailed QD integrated into a Stir-

ling cryocooler, and a fiber-based band-pass filter. On receiver side of the QKD testbed,

we employed a 4-state polarization decoder optimized for O-band wavelenghts allowing for

low intrinsic QBER. Using this testbed, we demonstrated that maximal tolerable losses of

23.19 dB are achievable in full implementations with this system, if optimization routines

are applied for a 2D temporal acceptance time window. We further investigated the impact

of finite key size effects to the performance of our testbed and compared our results with

previous implementations of QKD using QD-SPSs.
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The benchtop transmitter module developed in this work, with a size competitive to com-

mercial laser-based QKD systems, represents a milestone compared to previous QD-based

QKD experiments in terms of compactness and practicability, while offering a compara-

ble performance level. In terms of efficiency and multi-photon emission probability, the

performance is not yet sufficient to compete with state-of-the-art decoy-state QKD sys-

tems using WCPs. To boost the performance of sub-Poissonian QKD in the future, ad-

vanced fiber-coupled SPSs based on circular Bragg grating (CBG) cavities can be employed,

which show prospects for photon collection efficiencies exceeding 80 % in SM fiber-pigtailed

configuration70. Moreover, exploiting microcavities with slight ellipticities, highly polarized

SPSs can be realized9 to further reduce the losses inside the sender module. Another route

for improvements concerns the implementation of GHz clock rates, e.g., by using electrically

driven cavity-enhanced QD-SPSs11, which can be directly fiber-pigtailed using a technique

recently developed in our group39. Possible future improvements concern the integration

of lasers in the transmitter module, which are suitable for the coherent excitation of quan-

tum emitters. Two routes appear promising in this context. The first option is the use

of more compact pulsed lasers suitable for the coherent excitation of quantum emitters,

which can be achieved by combining spectrally tunable continuous-wave lasers with inten-

sity modulators71. Here, also spectrally tunable fiber-coupled QD-devices38 are interesting

and provide an additional tuning knob. The second option, offering the highest degree of

device integration, is the use of lasers integrated on-chip nearby the quantum-light emit-

ting device itself72,73 - a concept that was previously tested in installed fiber networks74.

Not least, lower operating temperatures could be achieved by advances in the development

of compact cryocoolers, enabling the generation of photons with high indistinguishability75,

paving the way for implementations of quantum communication beyond direct point-to-point

links76,77 using benchtop deterministic quantum light sources. Although this work focused

on direct point-to-point QKD, the progress achieved, and prospects discussed in this work

are important for practical implementations of advanced schemes of quantum information,

e.g., quantum repeaters2, where quantum advantages against classical light states get even

more apparent.
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SUPPLEMENTARY MATERIAL

See the supplementary material in section for additional experimental data on the blinking

behavior (Fig. S1) and the effect of temporal filtering on the signal fraction and QBER as

recorded for all four detection channels (Fig. S2). In addition, we provide the optimal

parameter sets for each individual temporal acceptance window applied for optimizing the

rate-loss dependencies in Fig. 4 (a) (Fig. S3).
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SUPPLEMENTAL MATERIAL

A. Blinking behavior
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FIG. S1. Second-order autocorrelation g(2)(τ) histogram (50 ps bin width) under pulsed resonant

p-shell excitation at 1247.9 nm. (a) Histogram from Fig. 2 (b) in the main text with the number

of integrated coincidences shown for each peak. (b) Normalized number of integrated coincidences

of the peaks in a wider temporal window revealing blinking behavior of the quantum dot. The

time constants τon = (482.3 ± 2.5) ns and τoff = (275.1 ± 1.0) ns are extracted from the model-fit

following Ref.63.
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B. Measurement data for QBER and signal fraction under temporal filtering
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FIG. S2. The effect of temporal filtering on the QBER and Fraction of the overall signal for each

polarization. From the photon arrival time distributions of Fig. 2 (a) in the main text the QBERs

for all four possible input polarizations are calculated. See Ref.51 for detailed explanations.

32



C. Parameter Optimization
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FIG. S3. Parameter sets for (a) center tc and (b) width ∆t of the 2D temporal filters optimized for

different losses underlying the asymptotic key rate in Fig. 4 (a) of the main text (data displayed by

points, lines are a guide to the eye). The value of tc reduces with decreasing ∆t, i.e. the optimal

signal to noise ratio can be achieved around the maximum of the photon arrival time distribution.

The step-like behavior results from the finite statistics of the data and the finite step size for

optimization.
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