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ABSTRACT

Intrusion detection plays a rather important role in many

applications, like asset protection and elder caring. Since we

cannot make any requirements on the intruder, a device-free

passive way of intrusion detection is much more promising

and practical. In order to achieve robust passive intrusion

detection, various techniques have been proposed, includ-

ing video-based, infra-based and sensor-based approaches,

among which dedicated device installation is often required.

In this work, we present a real-time and robust device-free

intrusion detection system, named RR-Alarm. By reusing

the existing Wi-Fi signals, RR-Alarm is able to detect hu-

man intrusion in real time, at the same time, requiring no

additional facilities installation. By utilizing the Doppler ef-

fects incurred by human motion on multiple Wi-Fi devices,

RR-Alarm is not only able to accurately detect the intrusion

without any extra human efforts but also avoids a large num-

ber of false alarms caused by the human motion from outside

the house. A long-term trial in a nursing home verifies the

effectiveness of our Wi-Fi based RR-Alarm system.

CCS CONCEPTS

• Human-centered computing → Ubiquitous and mo-

bile computing systems and tools.
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1 INTRODUCTION

Device-free intrusion detection tries to tell the existence of

the intruder in the area of interest without any device at-

tached to the intruder. It is essential to various smart home

applications such as asset protection, home security, child

and elder care. In order to achieve device-free intrusion de-

tection, various techniques have been studied and proposed.

One of themost popular methods is video-based approach [1]

that utilize cameras installed in the environment to capture

the image or video sequences for scene recognition. However,

such the approachmay raise privacy concern and is restricted

by lighting condition. Sensor-based approaches [3, 9, 10]

make use of information caused by human walking to detect

intrusion but require installation of dedicated sensors in the

environment.

In recent years, with the rapid development of wireless

technologies, the role of Wi-Fi Radio Frequency(RF) sig-

nals has been extended from that of a sole communication

medium to a non-intrusive environmental sensing tool. We

have seen a lot of emerging Wi-Fi based human sensing
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applications, ranging from fine-gained respiration monitor-

ing [12] to coarse-grained activity recognition [4, 13, 15] ,

indoor localization/tracking [6–8]. As one of the most critical

applications, intrusion detection also attracts lots of attention

because it is able to provide valuable human state informa-

tion. Multiple efforts have been made for intrusion/motion

detection leveraging channel state information (CSI) avail-

able at commodity Wi-Fi devices [5, 11, 14]. These works

detect whether a human is still or moving based on the vari-

ance or correlation of CSI amplitude or phase difference

information in the time domain. As these time-domain sig-

nal features are environment-dependent [5], once there are

environment changes(i.e., furniture movement), these meth-

ods require a significant amount of human efforts in off-line

training and calibration to relearn the difference between

static environment (i.e., the human is still) and dynamic

environment (i.e., the human is non-still). Besides the cum-

bersome learning process, it is also intrinsically challenging

for these systems to avoid false alarms caused by the human

motion from outside the house (i.e., hallway walking), which

could also result in a significant variation on CSI amplitude

and phase difference signal.

Aiming to overcome the limitations mentioned above of

previous approaches, in this work, we propose a CSI Doppler

effect based human intrusion detection system, called RR-

Alarm. By understanding indoor signal-propagation prop-

erties, RR-Alarm could not only capture the human motion

inside the house but also avoids the interference outside

the house without any human intervention. The key insight

behind it is that in an indoor environment, Wi-Fi signals

not only propagate along the direct path to the receiver but

also are re�ected by objects such as walls, furniture and the

human body. The signal at the receiver is the superposition

of signals from all paths. When a human target is moving,

the human motion will change the path length of the human

re�ected signal and then introduce a Doppler frequency shift

on the Wi-Fi signal. However, other path signals re�ected by

the static furniture and walls remain unchanged and thus

make no contribution to the Doppler frequency shift at the

receiver. By capturing this Doppler frequency shift, the hu-

man motion can be clearly detected and not affected by other

complex multi-path re�ected signals in the environment de-

spite potential environmental changes. Another important

observation is that when there is a wall blocking the re�ected

path between the human body and Wi-Fi transceivers, the

strength of Doppler frequency shift obtained from Wi-Fi

signal will be dramatically weakened. Utilizing this obser-

vation, RR-Alarm is able to eliminate the interference of

human motion outside the house and achieves a low false

alarms rate. In summary, RR-Alarm makes the following con-

tributions: 1) To the best of our knowledge, RR-Alarm is the

first Doppler effect based intrusion detection system which

Figure 1: Doppler e�ect on Wi-Fi signal.

does not require any human intervention by extracting the

environment-independent Doppler frequency shift feature

on multiple Wi-Fi devices. 2) RR-Alarm eliminates the inter-

ference of the human motion outside the house and achieves

a very low false alarm rate by utilizing the significant differ-

ence of Doppler frequency shift strength between the human

motion inside the house and outside the house. 3) RR-Alarm

evaluates its effectiveness and reliability over a long-term

trial in a nursing home.

2 METHODS

To achieve the intrusion detection goal by leveraging sur-

rounding Wi-Fi signal, RR-Alarm makes use of the funda-

mental physical phenomena called Doppler Effect. Given a

pair of Wi-Fi transmitter (TX) and receiver (RX) as shown

in Figure 1, the Wi-Fi signal can propagate from the trans-

mitter to the receiver via a direct path and paths re�ected

by human body, wall and other objects. The human motion

would change the path length of the human re�ection signal,

and thus introduce a Doppler frequency shift to the received

signal:

fDoppler =
f ∗vpath

c
(1)

Where f is the carrier frequency of the Wi-Fi signal, vpath
is the speed of path length change, and c is light speed. The

Doppler frequency shift can be re�ected in the CSI (Channel

State Information) of theWi-Fi signal. The CSI represents the

amplitude attenuation and phase change of a Wi-Fi signal in

each subcarrier, which is incurred by the signal propagation

from the transmitter to the receiver. Considering only one

signal, its CSI at time t0 is x(f , t0) = A0e
−j2π f τ0 , where A0

is the attenuation and τ0 is the propagation delay. If the

propagation path length changes at a speed of v , after a

short time period t , the path length change ∆lpath = vt

and the propagation delay change ∆τ = vt
c
. When ignoring

the attenuation change, the signal’s CSI is x(f , t0 + t) =

A0e
−j2π f (τ0+

vt

c
)
= x(f , t0)e

−j2π f vt

c . The changing frequency

of CSI represents the Doppler frequency shift of the signal.

For the multi-path propagation scenario in the real world,
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Figure 2: Doppler Velocity of still and moving cases.

Figure 3: Doppler e�ect in through wall scenario.

(a) Inside motion (b) Outside motion

Figure 4: Doppler velocity spectrum when human motion

occurs inside and outside the house

the CSI of each packet can be represented as follows:

x(f , t0 + t) =

L∑

i=1

Aie
−j2π f (τi+

vi t

c
) (2)

where L is the number of propagation paths, τi is the prop-

agation delay of the ith path signal at time t0, and vi is the

ith path’s length change speed. Based on Equation 2, we can

estimate the Doppler frequency shift introduced by the hu-

man motion with DopplerMUISC method [7]. Then based on

Equation 1, we could further estimate the path length change

speed which is also referred as Doppler velocity. When a hu-

man moves in the sensing area, he will change the re�ected

path length and introduce a non-zero Doppler velocity on

Wi-Fi signal as shown in Figure 2. So we are able to utilize

Doppler velocity to detect the human motion.

However, for the goal of intrusion detection, detecting hu-

man motion is not enough. As Wi-Fi signals transmit omini-

directionally in the space, some Wi-Fi signals will transmit

through the wall, re�ected by the human body, then finally

arrive at the receiver side as shown in Figure 3.

In this situation, the human motion outside the house(i.e.,

hallway walking) will also introduce a non-zero Doppler ve-

locity on theWi-Fi CSI which will result in a large number of

Figure 5: Sensing area of di�erent Wi-Fi devices
Table 1: Intrusion results combined from two devices

RX1 RX2 Result

0 0 Non-intrusion

0 1 Intrusion

1 0 Intrusion

1 1 Intrusion

false alarms for human intrusion detection. In order to avoid

such kinds of false alarms, we take advantage of the strength

of Doppler velocity. Figure 4 shows the Doppler velocity

spectrum when human motion occurs inside the house and

outside the house where respectively corresponding to the

cases of a direct human re�ected path and a wall-blocked

re�ected path. The brightness of Doppler velocity on spec-

trum indicates the strength of Doppler velocity. As we can

see, when there is a wall blocking the re�ected path between

human body and Wi-Fi transceivers, the strength of Doppler

velocity will be dramatically weakened. In other words, only

when the human truly enters the room, human re�ected

path would not be blocked by walls and result in an effective

Doppler velocity. Therefore, by extracting the power of the

strongest Doppler velocity on spectrum, we could further

determine whether human motion occurs outside the house

or inside the house, where only human motion within the

house means a true intrusion event. Considering that there

may exist interior walls(i.e. toilet wall in Figure 5) in a typical

house, one single device may have its limited sensing area

as shown in Figure 5. Then in order to cover the entire room,

we further combine the detection results of two Wi-Fi de-

vices deployed in different places. As shown in Table 1, once

there is one device detecting an effective Doppler velocity, it

means that an intrusion event has occurred.

3 DEMONSTRATION SET-UP

The RRAlram system requires oneWi-Fi transmitter and two

Wi-Fi receivers. We use three GIGABYTE miniPCs equipped

with off-the-shelf Intel 5300 Wi-Fi cards as the transmitter

and receiver. The deployment of these three devices in the

nursing home is shown as Figure 6.The CSI tool [2] developed

by Halperin is installed on the miniPCs to collect CSI for

each received packet. We use the 5 GHz frequency band with

a 20 MHz channel. In order to capture all Doppler frequency

shifts incurred by human motion, the sampling rate of CSI
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Figure 6: System deployment and monitoring areas division

and in the nursing home.

Figure 7: Video frame for video and CSI synchronization.

in RRAlram is set to 200 Hz. RR-Alram makes 20 times of

Doppler velocity estimation per second, and each time of

Doppler velocity estimation is calculated using CSI samples

collected within a time window of 0.3 seconds.

4 DATASET

As shown in Figure 6, we divide the monitoring area into two

parts: the inner part of the house as Area 1, and the outer

part of the house as Area 2.The dataset is organized into

five categories: 1)Silence data: No one is in any of the two

areas;2)outside-motion data: one or more people are walking

in Area 2; 3)inside-motion data: There is only one person

walking or doing daily activities in Area 1; 4)Out2In data:

with one person walking from Area2 to Area 1. 5)In2Out

data: with one person walking from Area1 to Area 2.

A web camera is deployed outside the house and shoot

towards the door to record the ground truth. In order to syn-

chronize the video with the CSI, we use a screen-recorder

to record the video stream together with the CSI timestamp

stream simultaneously. A video frame recorded by the screen-

recorder is shown as Figure 7. For each piece of CSI data,

there is a corresponding video file. The datasets and ground

truth videos are available at our Wi-Fi sensing website1.

During the long-term deployment in the nursing home, RR-

Alarm achieves a high intrusion detection rate with an accu-

racy of 99% and also holds a low false alarm rate of 0.5%.
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