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ABSTRACT 

Today, Internet is the primary medium for communication which is used by number of users across the 

Network.  At the same time, its commercial nature is causing increase vulnerability to enhance cyber 

crimes and there has been an enormous increase in the number of DDOS (distributed denial of service 

attack) attacks on the internet over the past decade.  Network resources such as network bandwidth, web 

servers and network switches are mostly the victims of DDoS attacks.  

In this paper basically summarizing different techniques of DDoS and its countermeasures by different 

methods such as Bloom Filter, Trace Back method, Independent Component Analysis and TCP Flow 

Analysis. 
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1. INTRODUCTION  
 
Secure communication has some desirable security aspects such as confidentiality, 

authentication, message integrity and non repudiation. Besides, recently more people are aware 

that availability and access control are also urgent requirements of secure communication 

because of the notorious Denial of Service (DoS) attacks that render by the illegitimate users 

into a network, host, or other piece of network infrastructure to harm them, especially it is done 

against the frequently visited websites of a number of high-profile companies or government 

websites. DDoS (Distributed Denial of Service) attack utilizes adequate puppet computers to 

create amount of data packets, the attacks become coordinated and come from multiple puppets 

at the same time thus are even devastating.  

A typical DDoS attack contains two stages, the first stage is to compromise susceptible systems 

that are accessible in the Internet and install attack tools in these compromised systems. This is 

known as turning the computers into “zombies.” In the second stage, the attacker sends an attack 

command to the “zombies” through a secure channel to launch a bandwidth attack against the 

targeted victim(s).  

The current attacks on trendy web sites like Amazon, Yahoo, e-Bay and Microsoft and their 

resultant disruption of services have uncovered the weakness of the Internet to Distributed 

Denial of Service (DDoS) attacks. It has been observed through reports that more than 85% of 
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the DoS attacks use TCP [19]. The TCP SYN flooding is the most commonly-used attack. It 

consists of a stream of spoofed TCP SYN packets directed to a listening TCP port of the victim. 

Not only the Web servers but also any systems connected to the Internet providing TCP-based 

network services, such as FTP servers or Mail servers, are susceptible to the TCP SYN flooding 

attacks. 
 

This paper is organized in such a manner that section 2. is illustrating Type of DDOS Attacks followed by 

Attack analyzing tools in section 3. In section 4 counter measures against DDOS attacks define with The 

TCP-Based DDOS Attack and Bloom Filter. In Section 5 independent component analysis has defined 

with methods and conclusion of the paper describe in section 6. 

 

2. Types of DDoS Attack 

 
Before classification of DDoS attacks, we describe a typical DDoS attack scenario. Then we 

introduce why it is so prevalent, and its intrinsic reasons why it is so easy to launch. Figure (1) 

shows a hierarchical model of a DDoS attack. DDoS attack divide into 2 types. One is 

bandwidth depletion. This method is to congest the network, massive use of the bandwidth then 

lead the network breakdown. The other type is resource depletion. Attacker depletes the key 

resources such as CPU, memory and so on. Then break the server [1]. The attack usually starts 

from numerous sources to aim at a single target. Multiple target attacks are less common; 

however, there is the possibility for attackers to launch such type of attack Spoofed, altered, or 

replayed routing information 

2.1   SYN flood attack 

Any system providing TCP-based network services is potentially subject to this attack. The 

attackers use half-open connections to cause the server exhaust its resource to keep the 

information describing all pending connections. The result would be system crash or system 

inoperative [9]. 

2.2   TCP Reset Attack 

TCP reset also utilize the characteristics of TCP protocol. By listening the TCP connections to 

the victim, the attacker sends a fake TCP RESET packet to the victim. Then it causes the victim 

to inadvertently terminate its TCP connection [2]. 

2.3   ICMP attack 

Smurf attack sends forged ICMP echo request packets to IP broadcast addresses. These attacks 

lead large amounts of ICMP echo reply packets being sent from an intermediary site to a victim, 

accordingly cause network congestion or outages [CER98]. ICMP datagram can also be used to 

start an attack via ping. Attackers use the ping Command to construct oversized ICMP datagram 

to launch the attack [6]. 

2.4   UDP storm attack 

This kind of attack can not only impair the hosts. Services, but also congest or slow down the 

prevailing network. When a connection is established between two UDP services, each of which 

produces a very huge number of packets, thus cause an attack. 
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2.5   DNS request attack 

In this attack scenario, the attack sends a large number of UDP-based DNS requests to a name 

server using a spoofed source IP address. Then the name server, acting as an intermediate party 

in the attack, responds by sending back to the spoofed IP address as the victim destination. 

Because of the amplification effect of DNS response, it can cause serious bandwidth attack [10]. 

 

 

                   

2.6   CGI request attack 

By simply sending multiple CGI request to the target server, the attacker consumes the CPU 

resource of the victim. Then the server is forced to terminate its services. 

2.7   Mail bomb attack 

A mail bomb is the sending of a enormous amount of e-mail to a specific person or system. A 

huge amount of mail may simply fill up the recipient’s disk space on the server or, in some 

cases, may be too much for a server to handle and may cause the server to stop working. This 

attack is also a kind of flood attack [3]. 

2.8   ARP storm attack 

During a DDoS attack, the ARP request volume can become very massive, and then the victim 

system can be negatively affected 
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2.9 Algorithmic complexity  attack 

It’s a class of low-bandwidth DDoS attacks that exploit algorithmic deficiencies in the worst 

case performance of algorithms used in many mainstream applications. For example, both binary 

trees and hash tables with carefully chosen input can be the attack targets to consume system 

resources greatly [3]. 

2.10 Spam Attack 

This type of attack is used for targeting the various mail services of corporate as well as public 

users. DDoS attack through spam has increased and disturbed the mail services of various 

organizations. Spam penetrate through all the filters to create DDoS attacks, which causes 

serious trouble to users and the data. But these mail services are frequent target of hackers and 

spammers.[25] 

3. TOOLS TO DO ATTACKS 

By meeting information such as Firewall, operating system, IP Address, number of open ports 

and number of alive systems in a network we can make attack with the help of tools. It can carry 

out DDOS attack [23] with the help of tool Good Bye V3.0 and to perform IP spoofing, we take 

help of TOR software with add on tor-button. With IP address we identify the target system. 

 
 

Figure 2: Write Web site and Click on start 
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It is a outlook of software (Figure 2) [23].  

It have to write down web site address (such as www.trubainstitute.ac.in) with a page (such as 

/default.asp), so your full address is www.trubainstitute.ac.in/default.asp.  

For IP spoofing we have to download TOR software with add on tor-button. First time tor 

button (at the bottom right corner) is disabled. After this we will enable that button. This time 

information of our system is (Figure 3) 

 

 

Figure 3: IP Information (Tor Disabled) 

 

 

IP address: 58.146.124.199 

ISP: Broadband Internet Service provider 

City: Bhopal 

Region: M.P 

Country: India 
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This time we enable the tor button and color will change to green. And open Vidalia control 

panel. Click on new identity button. 

 

Figure 4: IP Information (Tor Enabled) 

Now this time information of our system is (Figure 4) 

 

IP address: 208.53.142.37 

ISP: FDCsevers.net 

City: Woodstock 

Region: Illinois 

Country: United State 

 

For every time it give different information 

 

4. COUNTERMEASURES AGAINST DDOS ATTACK  

Most current DDoS attack detection and prevention schemes are deployed either at the victim 

server, at the attack source side, or between the two. In the following, we describe schemes 
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representative of each of these three deployments and describe associated problems. Victim 

server side detection of DDoS attacks has received the bulk of past research attention, doubtless 

because the main goal of researchers has been to protect the victim server.  

Wang et al. [4], detected SYN flooding attacks at leaf routers that connect end hosts to the 

Internet. They observed that the SYN-FIN packets pair each other in the normal network traffic 

and proposed a non-parameter CUSUM method to accumulate these pairs. Cheng [5] utilized the 

TTL (Time-To-Live) value in the IP header to estimate the Hop-Count of each packet. The 

spoofed packets could be distinguished from normal ones by the Hop- Count deviation. Lemon 

[6] incorporated SYN cache and cookies to prevent DDoS attacks, using cache or cookies to 

evaluate the security status of a connection before establishing the real connection with a 

protected server. 

 Hussein et al. [6] proposed a framework for classifying DoS attacks based on the header content 

and the transient ramp-up behaviour. Keromytis et al. employed the secure overlay service 

(SOS) [7, 8] to proactively prevent DDoS. SOS architecture is composed of SOAP, overlay 

nodes, beacon, secret servlet and filtered region, which makes it difficult for an attacker to target 

nodes along the path to a specific SOS-protected destination. Based on SOS, researchers from 

Columbia University continued their proactive defence research. MOVE [9] and WebSOS [10] 

are modified forms of the SOS architecture but with different emphasis. Puzzle based methods 

[11, 12] impose heavily overhead to zombies, which can mitigate attacking rate and make 

zombies exposed    to host owners. Each of these must minimize resource usage while promptly 

responding and recording the states of numerous connections. At the same time, the method 

itself must be immune to DDoS attacks. Source side mechanism for detecting and preventing of 

DDoS attacks can be difficult to deploy. Source-end deployed methods have some advantages 

but are difficult to deploy. For reasons related to performance, however, ISPs are disinclined to 

deploy source-end defences in their domains. Mirkovic and Prier [13] introduced a DDoS 

defence system at the source-end in which attacks were detected by constantly monitoring two-

way traffic flows and comparing them with normal flow models. The RFC2827 [14], for 

example, is designed to filter out spoofed packets with spoofed IP addresses at each ingress 

router and can drop a suspicious packet that does not belong to its routing domain. However, the 

fact that it may degrade routing performance makes ISPs reluctant to participate in this defence 

system. After an attack is detected, it is possible to find the attacking source using trace back 

[15] and pushback techniques.  

Traceback attempts to identify the real location of the attacker. Source IPs used during a DDoS 

attack are often forged and cannot be used to identify the real location of the attack source. Most 

traceback schemes respond to this by either marking some packets along their routing paths or 

by sending special packets [18]. By tracking these special marks, it is possible to reconstruct the 

real routing path reconstructed and locate the true source IP. After the real path of the spoofed 

packets has been identified, the pushback technique can perform advanced filtering and work at 

the last few routers before the malicious traffic reaches the target victim. 

A. The TCP-Based DDoS Attack 

Most DDoS attacks exploit TCP control packets by spoofing the three-way handshake between 

the source and the destination server [24]. In this section we analyse the behaviour of TCP 

control packets first in a normal three-way handshake and then in a spoofed three-way 

handshake. Figure 5(a) shows a normal three-way handshake. First client C sends a Syn(k) 
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request to the server S1, which replies with a packet containing both the acknowledgement Ack(k 

+ 1) and the synchronization request Syn( j ) and waits with a half-open connection in its 

memory space for the acknowledgement from the client C. Upon receiving both Ack (k + 1) and 

Syn (j) client C will finish building the connection by sending Ack (j + 1). When server S1 gets 

Ack (j + 1), it removes previously stored half-open connections in its memory space. The 

released memory space on server S1 makes it possible to handle further connection requests 

from clients and a network can run smoothly. k and j are respectively sequence numbers 

produced randomly by the server and the client during the three-way handshake. 

In the remainder of this paper, SY N means a request sent to a server S inside the TCP control 

packet during the first round of the three-way handshake protocol; ACK/SY N will indicate a 

packet containing both Ack (k + 1) and Syn (j) that is delivered back from the server S in the 

second round; and ACK will denote a control package representing Ack (j + 1) in the third round. 

During the normal three-way handshake procedure, SYN, ACK/SYN and ACK all appear at both 

the edge router Rc near the client and at the edge router Rs near the server, as shown in Fig. 5. 

Figure 5(b) shows a spoofed three-way handshake and the implementation of a DoS attack. The 

packet at the first round of a valid authentication process is a malicious one with a spoofed IP 

address. The edge router Ra in the attacker domain forwards the SYN packet with the spoofed 

address PI, the IP address of the innocent host I , to the server S2. The server S2 replies with an 

ACK/SYN packet and a half-open connection are pending. This ACK/SYN will be sent to the 

innocent host I because the server S2 regards the SY N packet from I according to the spoofed 

source IP PI. The edge router RI on the innocent host side will receive the ACK/SY N packet but 

as no previous SY N request had been forwarded by the client detector at RI, the ACK/SY N 

packet is dropped. The pending half-open connection on the server S2 is maintained for a long 

time. More accumulated half-open connections will quickly consume all the memory space 

reserved for handling TCP requests and the server S2 will deny any new requests. It is difficult 

to trace back the attackers true address because the innocent host I , whose IP is used as the 

spoofed source IP, is usually not in the same domain s the attacker, sender A. 

  

B. Bloom Filter  

The Bloom filter is first described by Burton Bloom [20] and originally used to reduce the disk 

access times to different files and other applications, e.g., spell checkers. Now it has been 
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extended to defend against DDoS attacks [17, 21, and 22]. The Bloom filter is composed of a 

vector v of m bits, initially all set to 0. We have k independent hash functions, h1, h2, and hk, 

each with a range {0 . . . m − 1}. The vector v can show the existence of an element in A. Given 

an element a � A, the bits at positions h1 (a), h2 (a). . . hk (a) in v are set to 1 . Note that a 

particular bit might be set to 1 multiple times which may cause potential false results. Given a 

query of the existence of b in A, we check the bits at positions h1 (b), h2 (b). . . hk (b). If any one 

of them is 0, then certainly b is not in the set A. Otherwise we conjecture that b is in it. 

Otherwise we presume that b is a member of that set. There is, however, a certain probability 

that the Bloom filter will give a false result, a “false positive”. The parameters k and m should be 

chosen such that the probability of a false positive is small. 

 

5. INDEPENDENT COMPONENT ANALYSISE 

Conventional tracing methods be likely to be influenced by traffic not taking part in the attack 

included in each pattern. And, it is considered that tracing accuracy decreases because the 

influence grows as the number of attack confluences increases. In this section, a method of 

resolving traffic pattern to plural independent patterns by using Independent component 

Analysis, and judging relation between each pattern and attack from analysis of the result is 

proposed. A better accuracy can be expected from the proposed method than conventional 

methods for judging the relation to the attack by comparing patterns directly. 

Independent Component Analysis 

Independent Component Analysis [22] is a method for separating observation signals formed by 

linear mixing of plural source signals to plural independent signals. Now, n independent source 

signals are shown as s = (s1, s2, Sn). And, Observed Signal x = (x1, x2, · · ·, xn) is the mixture of 

Source Signal s mixed by Mixing Matrix A = aij (i = 1, 2… n, j = 1, 2… n), as follows 

                                             x = As ………………. (1) 

Then, Independent Component Analysis presumes Mixing Matrix A and Source Signal s. In the 

case of a model like (1), the problem is to lead Separating Matrix W which makes 

Each element of ˆs independent mutually based on Observed Signal x (2). 

                                             ˆs = Wx ………………………. (2) 

In (2), ˆs is n dimension vector and a presumption value of s, and W is n * n matrix. In (2), ˆs is 

n dimension vector and a presumption value of s, and W is n * n matrix. In An ideal case, A−1 = 

W holds true. But, because A is an unknown, W and A−1 are brought close by learning during 

actual calculations. Each row vector of Mixing Matrix A obtained by ICA is mutually 

orthogonal, when observation signals are mutually independent. Then, the independence of the 

DoS attack traffic pattern and the normal pattern is examined by using this character. The 

independence between DoS attack traffic pattern and normal traffic pattern is investigated with 

simple models of DoS attack traffic patterns and normal traffic patterns., SD is a scale of the 

DoS attack traffic, SN is the mean of the amount of normal traffic, TD is the length of the DoS 

attack traffic pattern, and TA is the total length of the normal traffic pattern. From the traffic 
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pattern of TCP packets distributed by “The Internet Traffic Archive”[18], the pattern at a time 

duration TA is randomly selected, and assigned as the normal traffic pattern. To examine the 

independence between the DoS attack pattern and the normal traffic pattern of the above-

mentioned model, the angle between each row vectors of Mixing Matrix A is investigated.  TR 

(= TD/ TA), and SR (= SD/SN) are parameters. When the DoS attack traffic pattern and the 

normal traffic pattern of the abovementioned model are analysed with ICA, Mixing Matrix A 

becomes 2*2 matrixes. Each value is a mean value of 100 different pairs of the normal traffic 

pattern and the DoS attack traffic pattern it is considered that the DoS attack traffic pattern is a 

pattern with a strong independence in ICA. However, when DoS attacks occur, the pattern 

actually observed is a mixture of DoS traffic and normal traffic. Hence, if SR is small, the shape 

of the DoS attack traffic pattern of the model like the above-mentioned is not observed. Then, 

the independence of the normal traffic pattern including the DoS attack traffic pattern and the 

original normal traffic pattern is investigated. Therefore, it is considered that a large scale DoS 

attack traffic pattern has strong independence from the normal traffic pattern. Therefore, it can 

be regarded that there is a relation between DoS attack and input traffic pattens of each link, by 

evaluating the inclusion of the independent pattern, which is not included in past normal traffic 

patterns in input and output patterns. 

6. CONCLUSIONS 

Efficiency and scalability are the key requirements in design of defence against DDoS Attacks.  

In this paper illustrate study of various DDOS attack techniques and prevention techniques. All 

these method based on filtration mechanism and pattern matching based on the different normal 

or abnormal packet pattern. One great advantage of the development of DDoS attack and defence 

classifications is that effective communication and cooperation between researchers can be 

achieved so that additional weaknesses of the DDoS field can be identified DDoS attacks are not 

only a serious threat for wired networks but also for wireless infrastructures.  

On the basis of all these review, a Counter bloom filter Mechanism using the Independent 

component analysis has been proposed for the future work which will not only detect the DDOS 

traffic but also help in filtering that unwanted traffic. 
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