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Abstract

Recent natural disasters that seriously affected critical infrastructure (CI) with significant 
socio-economic losses and impact revealed the need for the development of reliable meth-
odologies for vulnerability and risk assessment. In this paper, a risk-based multi-level stress 
test method that has been recently proposed, aimed at enhancing procedures for evaluation 
of the risk of critical non-nuclear infrastructure systems against natural hazards, is speci-
fied and applied to six key representative CIs in Europe, exposed to variant hazards. The 
following CIs are considered: an oil refinery and petrochemical plant in Milazzo, Italy, a 
conceptual alpine earth-fill dam in Switzerland, the Baku–Tbilisi–Ceyhan pipeline in Tur-
key, part of the Gasunie national gas storage and distribution network in the Netherlands, 
the port infrastructure of Thessaloniki, Greece, and an industrial district in the region of 
Tuscany, Italy. The six case studies are presented following the workflow of the stress test 
framework comprised of four phases: pre-assessment phase, assessment phase, decision 
phase and report phase. First, the goals, the method, the time frame and the appropriate 
stress test level to apply are defined. Then, the stress test is performed at component and 
system levels and the outcomes are checked and compared to risk acceptance criteria. A 
stress test grade is assigned, and the global outcome is determined by employing a grading 
system. Finally, critical components and events and risk mitigation strategies are formu-
lated and reported to stakeholders and authorities.
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1 Introduction

Critical infrastructure (CI) provides essential services to society and represents the back-
bone of the economy, security and health. Recent examples from key CI have revealed 
that natural hazards can cause significant economic and social damage, severely affect the 
provided services and lead to disasters, while cascading failures of CI can cause multi-
infrastructure collapse and widespread consequences even in developed countries (Pes-
caroli and Alexander 2016). Representative paradigms from Japan can be highlighted, i.e. 
the Tohoku earthquake, tsunami and Fukushima nuclear release in 2011 (Krausmann and 
Cruz 2013) and the Hyogo-Ken Nanbu (Kobe) earthquake in 1995 that caused extended 
damage to the port and other critical infrastructure with long-term consequences (Chang 
2000). Among past events in Europe, devastating flash floods in the spring of 2010 caused 
extended dam failures in Poland (Reuters 2010), while major damage to industrial facilities 
was reported after the 2009 L’Aquila and 2012 Emilia earthquakes in Italy (Grimaz 2014).

The increase and intensity of such natural disasters over the last two decades (EMDAT 
2019), which is correlated with the ageing infrastructure and in some cases its inadequate 
design as well as to urban growth, climate change and environmental degradation, has 
increased the interest of policymakers, practitioners and researchers towards the under-
standing of infrastructure vulnerability and risk (Giannopoulos et  al. 2012; Theocharidou 
and Giannopoulos 2015; Opdyke et  al. 2017). There is a remaining need to address gaps 
in the existing knowledge to better understand and assess the vulnerability and risk of CI 
and improve their resilience against natural hazards (Argyroudis et al. 2019). In this respect, 
advanced and standardised tools for hazard and risk assessment of CI are required, such as 
the stress test tools, that include both low-probability high-consequence (LP-HC) events and 
so-called extreme events, as well as the systematic application of these new tools to whole 
classes of critical infrastructure. In particular, stress testing is the process of assessing the 
ability of a CI to maintain a certain level of functionality under unfavourable conditions. 
Stress tests consider LP-HC events, which are not always accounted for in the risk assessment 
procedures and tools, commonly adopted by public authorities or industrial stakeholders. 
They have been initially developed for the financial and nuclear sectors, for example, to check 
whether the safety and design standards applied to nuclear power plants are sufficient to cover 
unexpected extreme events (Kutkov and Tkachenko 2017). In Europe, after the accident at 
the Fukushima nuclear power plant in Japan, a comprehensive safety and risk assessment 
in the form of stress tests was performed on all nuclear plants (ENSREG 2012). Stress tests 
contribute to the improvement of prevention and preparedness of critical infrastructure, pro-
viding the roadmap for strengthening measures of the high-risk components and the improve-
ment of emergency response planning. Hence, stress tests contribute towards the resilience 
enhancement of the CI, i.e. how they can adapt to and recover from shocks.

In this context, an engineering risk-based multi-level stress test framework has recently 
been developed (Esposito et  al. 2016, 2019), aimed at enhancing the current procedures 
for evaluating the risk of critical non-nuclear infrastructure against natural hazards. The 
framework considers single or multi-hazards, probabilistic or scenario-based approaches, 
systemic analysis, interactions between components, cascading effects and an advanced 
grading system, and foresees standardised actions and results.

The main objective of this paper is to demonstrate the applicability of this methodology, 
which is summarised in Sect. 2, through six case studies of CI in Europe exposed to dif-
ferent hazards: (1) an oil refinery and petrochemical plant in Milazzo, Italy, by taking into 
account the impact of earthquakes and tsunami (Sect. 3); (2) a conceptual alpine earth-fill 



597Natural Hazards (2020) 100:595–633 

1 3

dam in Switzerland under multi-hazard effects (Sect.  4); (3) the Baku–Tbilisi–Ceyhan 
pipeline in Turkey, focusing on seismic threats at pipe-fault crossing locations (Sect. 5); 
(4) part of the Gasunie national gas storage and distribution network in the Netherlands, 
exposed to earthquake and liquefaction effects (Sect. 6); (5) the port infrastructure of Thes-
saloniki in Greece, subjected to seismic, tsunami and liquefaction hazards (Sect. 7); and (6) 
an industrial district in the region of Tuscany, Italy, exposed to seismic hazard (Sect. 8). 
These applications are representative of the following CI types: (i) single-site (case studies 
1, 2 and 5), (ii) geographically extended (case studies 3 and 4) and (iii) distributed multi-
site (case study 6). The key elements and output of the six applications are summarised in 
Sect. 9.

2  Methodology

2.1  Stress Test workflow and phases

A harmonised framework for stress testing critical non-nuclear infrastructure systems has 
been recently proposed (Esposito et al. 2019) aiming to quantify the safety and risk of indi-
vidual components as well as of the whole CI system for natural events and to compare the 
behaviour of the CI to acceptable values. The multi-level framework combines probabilis-
tic and quantitative methods to characterise both extreme and common scenarios and con-
sequences, including potential multi-hazards and systemic amplification effects (e.g. Selva 
2013, Mignan et al. 2014, 2016a, b). To manage subjectivity and uncertainty, the proposed 
framework includes a multiple-expert integration (Selva et al. 2015), in which data, models 
and methods adopted for the risk assessment and the associated uncertainty quantification 
are documented and managed by different experts. Different roles and responsibilities are 
assigned to different actors, namely the project manager (PM), technical integrator (TI), 
evaluation team (ET), pool of experts (PoE) and internal reviewers (IR). Their roles and 
interactions are illustrated in Fig. 1, along with the workflow of the framework.

The proposed framework is implemented in four main phases:
1. Pre-assessment phase (steps 1 to 3): the necessary data on the CI and hazards are col-

lected. The risk measures and acceptance criteria, the time frame, the most appropriate stress 
test level(s) and level of detail of the analysis are defined depending on potential regulatory 
and stakeholder requirements as well as available resources and data (Esposito et al. 2019).

2. Assessment phase (steps 4 to 5): the stress test at component and system levels is per-
formed following state-of-the-art methods for the hazard, vulnerability and risk analysis.

3. Decision phase (steps 6 to 8): the results of the assessment phase are compared to the 
acceptance criteria that have been defined in the pre-assessment phase. This comparison 
results in a grade that informs about the degree of the risk posed by the infrastructure, and, 
if the risk is unjustifiable or intolerable, how much the safety of the CI should be improved 
until the next periodical verification. Critical events that most likely cause the exceedance 
of a loss value of interest are identified through disaggregation and/or sensitivity analysis. 
Risk mitigation strategies and guidelines are formulated.

4. Report phase (step 9): the experts present the stress test results to authorities and 
regulators of the CI. The presentation includes the outcome of the stress test in terms of 
the grade, the critical trigger events, the guidelines for risk mitigation and level of detail 
adopted in the stress test.
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2.2  Stress test levels

Three Stress Test Levels (ST-Ls) are proposed: Level 1 (ST-L1): single-hazard component 
check (hazard-based, design-based, risk-based); Level 2 (ST-L2): single-hazard system-
wide risk assessment; and Level 3 (ST-L3): multi-hazard system-wide risk assessment. 
Each level is characterised by a different scope (component or system) and by a different 
complexity of the risk analysis. Within these three levels, potentially different implementa-
tions are possible. The quantification of epistemic uncertainty may not be performed (sub-
level a). If performed, it may be based either on the evaluations of a single expert (sub-
level b) or of multiple experts (sub-level c). In Levels ST-L2 (sub-levels a, b and c) and 
ST-L3 (sub-levels a, b and c), probabilistic risk analysis (PRA) of the entire CI (system) 
is performed. Complementary scenario-based analysis (sub-level d) may be performed for 
specific conditions, events or hazards that cannot be included into the PRA due to method-
ological gaps. It is noted that ST-L1 should be the routinely check for each CI and it might 
be deterministically (hazard or design-based) and/or probabilistically (risk-based) defined.

2.3  Penalty and grading system

The stress test can result in three outcomes: Pass, Partly Pass and Fail (Fig. 2). In particu-
lar, the CI passes the stress test if it attains grade AA or A. Grade AA corresponds to neg-
ligible risk and is expected to be the risk objective for new CI. Grade A corresponds to risk 
being as low as reasonably practicable (ALARP) (Helm 1996; Jonkman et al. 2003) and is 
expected to be the risk objective for the existing CI. The CI partly passes the stress test if 
it gains grade B, which corresponds to the existence of possibly unjustifiable risk. The CI 
fails the stress test when grade C is assigned, corresponding to the existence of intolerable 
risk. The boundaries between grades, i.e. the risk acceptance criteria, are defined by the 
project manager of the stress test based on the requirements of the regulators and societally 

Fig. 1  Workflow of the stress testing framework (Esposito et al. 2019)
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acceptable risk norms. The form of the boundaries can be expressed using point estimates, 
e.g. expected number of fatalities per year, or continuous functions, e.g. F–N curves, rep-
resenting the cumulative frequency of the risk measure per given period of time. These 
boundaries may differ between countries and industries. Further details can be found in 
Esposito et al. (2019).

The application of the stress test concepts to six CI in Europe is summarised in the fol-
lowing sections. It is noted that these applications include different ST levels based on the 
available data and resources in the framework of a research study and they should not be 
considered as formal or complete stress tests. For a more elaborate description of the case 
studies, reference is made to Pitilakis et al. (2016).

3  Application to an oil refinery and petrochemical plant in Italy

3.1  Pre‑assessment phase

Natural events may dramatically interact with industrial equipment with different inten-
sity and hazards. Structural failures may be indeed induced by seismic waves or tsunami 
waves, flooding and other combined hazard scenarios. Hence, industrial accidents may 
derive, such as fires, explosions, toxic dispersion or environmental disasters. These sce-
narios are nowadays defined as Natech (Krausmann et  al. 2011; Salzano et  al. 2013; 
Renni et al. 2010; Krausmann et al. 2016). Natech risks should be included in the indus-
trial Quantitative Risk Assessment (QRA), which is normally performed in the early-
design phase, during the licensing and land use planning procedures, and other civil 

Fig. 2  Grading system for the outcome of stress test (Esposito et al. 2019)
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protection applications. Quite typically, results are given in terms of locational risk and 
societal risks. The first is defined as the frequency per year that a hypothetical person 
will be lethally affected by the consequences of possible accidents during an activity 
involving hazardous materials, e.g. a chemical plant or transport activities. This risk 
indicator is a function of the distance between the exposed person and the activity, 
regardless of whether people are living in the area, or at the specified location. Societal 
risk is defined as the cumulative frequency of minimum casualties due to possible acci-
dents during an activity with hazardous materials.

The refinery of Milazzo is located in the north part of the island of Sicily, in Italy. It is 
an industrial complex, which transforms crude oil into a series of oil products currently 
available on the market, i.e. LPG, gasoline, jet fuel, diesel and fuel oil, and comprises sev-
eral auxiliary services. The refinery has many storage tanks containing a large variety of 
hydrocarbons, such as LPG, gasoline, gas oil, crude oil and atmospheric and vacuum resi-
dues. The capacities of the tanks vary from 100 m3 (fuel oil, gas oil, gasoline, kerosene) 
to 160,000 m3 (crude oil). All tanks are located in catch basins (bunds) with concrete sur-
faces. The LPG is stored in pressurised spheres, while all other substances are stored in 
single containment tanks. In the following, a Natech QRA for this installation, based on 
public information regarding the industrial process, has been performed based on the pro-
posed stress test framework.

3.2  Assessment phase

A probabilistic hazard analysis was performed for both tsunami and earthquake (ST-
L2)  (e.g. Lorito et  al. 2015; Selva et  al.  2016; Volpe et  al.  2019). For the tsunamis, we 
have focused only on the tsunami of seismic origin, which is the dominant component in 
most areas of the world  (Grezio et al. 2017). The impact of natural hazards on the acci-
dent or release scenarios and frequencies is given in Table 1. These frequencies have been 
calculated by taking into account the methodology described in several previous works 
(Salzano et  al. 2015; Basco and Salzano 2016). The vulnerability of the equipment has 
been assessed with respect to the intensity of the natural events by taking into account the 
construction characteristics of equipment and, more importantly, the new limit states based 
on the release of content.

3.3  Decision phase

Results obtained for the Natech QRA for the refinery of Milazzo, in terms of locational 
risk and societal risk, are presented in Fig. 3. The isorisk curves take into account the com-
bination of all natural and industrial hazards. The right part of the same figure allows the 
evaluation of the contribution of either industrial or natural events, separately, and their 
relative weights. The fact that the curves for “Industrial and Earthquake” and “Industrial, 
Earthquake and Tsunami” coincide means that tsunami adds a negligible contribution to 
the risk. The results of this study can be used for the decision phase, in terms of licensing, 
land use planning, civil protection plan (emergency plan), early design and industrial and 
environmental authorisations.



601Natural Hazards (2020) 100:595–633 

1 3

Ta
b

le
 1

 
 S

ce
na

ri
os

 a
nd

 f
re

qu
en

ci
es

 f
or

 s
ta

ti
on

ar
y 

ve
ss

el
s 

du
e 

to
 n

at
ur

al
 h

az
ar

ds

S
ce

na
ri

o
F

re
qu

en
cy

 (
–/

ye
ar

)

E
a

rt
h

q
u
a

k
e

A
tm

o
sp

h
er

ic
 v

es
se

ls
P

re
ss

u
ri

se
d
 v

es
se

ls
P

ip
el

in
es

In
st

an
ta

ne
ou

s 
re

le
as

e 
of

 th
e 

co
m

pl
et

e 
in

ve
nt

or
y

3.
70

 ×
 1

0−
3

1.
16

 ×
 1

0−
9

–

C
on

ti
nu

ou
s 

re
le

as
e 

of
 th

e 
co

m
pl

et
e 

in
ve

nt
or

y 
in

 1
0 

m
in

 a
t a

 c
on

st
an

t r
at

e 
of

 r
el

ea
se

3.
70

 ×
 1

0−
3

1.
16

 ×
 1

0−
9

–

C
on

ti
nu

ou
s 

re
le

as
e 

fr
om

 a
 h

ol
e 

w
it

h 
an

 e
ff

ec
ti

ve
 d

ia
m

et
er

 o
f 

10
 m

m
7.

33
 ×

 1
0−

2
0

–

F
ul

l b
or

e 
ru

pt
ur

e
–

–
5.

56
 ×

 1
0−

2

T
su

n
a

m
i

A
tm

o
sp

h
er

ic
 v

es
se

ls
P

re
ss

u
ri

se
d
 v

es
se

ls
P

ip
el

in
es

In
st

an
ta

ne
ou

s 
re

le
as

e 
of

 th
e 

co
m

pl
et

e 
in

ve
nt

or
y

1.
85

 ×
 1

0−
5 –3

.4
7 

×
 1

0−
4

0
–

C
on

ti
nu

ou
s 

re
le

as
e 

of
 th

e 
co

m
pl

et
e 

in
ve

nt
or

y 
in

 1
0 

m
in

 a
t a

 c
on

st
an

t r
at

e 
of

 r
el

ea
se

1.
85

 ×
 1

0−
5 –3

.4
7 

×
 1

0−
4

0
–

C
on

ti
nu

ou
s 

re
le

as
e 

fr
om

 a
 h

ol
e 

w
it

h 
an

 e
ff

ec
ti

ve
 d

ia
m

et
er

 o
f 

10
 m

m
0

0
–

F
ul

l b
or

e 
ru

pt
ur

e
–

–
0

E
a

rt
h

q
u
a

k
e 

+
 T

su
n
a

m
i

In
st

an
ta

ne
ou

s 
re

le
as

e 
of

 th
e 

co
m

pl
et

e 
in

ve
nt

or
y

3.
7 

×
 1

0−
3 –4

.0
5 

×
 1

0−
3

1.
16

 ×
 1

0−
9

–

C
on

ti
nu

ou
s 

re
le

as
e 

of
 th

e 
co

m
pl

et
e 

in
ve

nt
or

y 
in

 1
0 

m
in

 a
t a

 c
on

st
an

t r
at

e 
of

 r
el

ea
se

3.
7 

×
 1

0−
3 –4

.0
5 

×
 1

0−
3

1.
16

 ×
 1

0−
9

–

C
on

ti
nu

ou
s 

re
le

as
e 

fr
om

 a
 h

ol
e 

w
it

h 
an

 e
ff

ec
ti

ve
 d

ia
m

et
er

 o
f 

10
 m

m
7.

33
 ×

 1
0−

2
0

–

F
ul

l b
or

e 
ru

pt
ur

e
–

–
5.

56
 ×

 1
0−

2



602 Natural Hazards (2020) 100:595–633

1 3

3.4  Report phase

Naturally induced hazards can play an important role in the total risk associated with the 
presence of installations with dangerous goods. For the specific site analysed, our stress 
testing results indicate that the predicted tsunamis can only damage a limited number of 
the atmospheric storage vessels along the shoreline. Hence, the increase in the total risk 
is limited. Nonetheless, the overloading of emergency response should be considered, at 
least for the tanks along the coastline. Of more importance is the effect of an earthquake, 
which significantly increases the failure frequency of the atmospheric storage tanks. There-
fore, reinforcing the emergency response for multiple fire scenarios would be beneficial, 
together with the structural improvement of the tanks. Neither an earthquake nor a tsunami 
significantly increases the failure frequency of, and hence risk imposed by, pressurised ves-
sels (like LPG spheres). As for the considered site, the risk is largely dominated by the 
LPG tanks when failing due to industrial-related causes, whereas the impact of the natu-
ral hazards is limited. All in all, though, naturally induced hazards should be considered 
when determining the overall risk and the risks associated with natural disasters. Moreover, 
the communication among key actors (emergency responders, public authorities, industrial 
stakeholders) is deemed mandatory, according to the Seveso directive (EC 2012). In par-
ticular, the communication should be improved by re-thinking of the information to the 
population related to the industrial risks, which is still mandatory by the Seveso directive 
(EC 2012), but completely lacking for the natural-technological interaction.

4  Application to a large dam in Switzerland

Dams operate by storing water (and its potential energy) in their reservoirs and releas-
ing it when convenient. Often, that potential energy can produce massive damages if not 
controlled adequately. In the event of a failure or breach, a large amount of water travels 
downstream in the form of a dam-break wave, affecting downstream areas more seriously 
than natural floods. To fully understand the risks associated with large dams, one should, 
therefore, take into account the dam, the reservoir, the downstream areas, and the multiple 
elements and interactions that characterise what can be called the dam-reservoir system.

Fig. 3  Locational risk (left) and societal risk (right)—hazard combinations (industrial, seismic, tsunami)



603Natural Hazards (2020) 100:595–633 

1 3

Dam safety is most commonly tested using deterministic frameworks where the sys-
tem’s response is simulated and analysed in detail for a given number of limit cases (Zenz 
and Goldgruber 2013; Gunn et al. 2016). Although proven very successful, the focus of a 
deterministic approach on limit cases leaves countless possibly disastrous combinations of 
events unchecked. Furthermore, the probability of occurrence of the limit cases under test 
is not necessarily known and, therefore, even if the risk associated with the infrastructure 
can qualitatively be inferred to be small when the test succeeds, it remains unknown in 
quantitative terms. This justifies further investments on probabilistic alternatives.

The present application aimed to develop a flexible probabilistic framework that sepa-
rates the risk assessment for large dams in two sequential steps: the analysis of the dam-
reservoir system that provides information about the frequency of failures and the condi-
tions under which water is released; and the downstream areas, where the progression of 
each dam-break wave is accounted for and damages are evaluated. The modelled system 
includes a dynamical representation of the dam-reservoir system that relies on the Generic 
Multi-Risk (GenMR) framework (Mignan et  al. 2014, 2016a, b) and accounts for multi-
ple hazards, multiple elements and a large number of nonlinear influences and feedbacks 
between them. Also included in the system is a module capable of efficiently predicting 
inundation parameters for each simulated dam failure case to roughly 30 km downstream, 
where a sizable urban agglomeration is assumed to exist (Fig. 4).

A large conceptual alpine earth-fill dam was taken as a case study. The infrastructure 
is approximately 100 m high, with a reservoir capable of holding over 100,000,000 m3 of 
water. It is equipped with a spillway to cope with excessive water levels, a bottom outlet 
that allows for the control of the volume of water stored, and a hydropower system through 
which the main purpose of the dam is fulfilled, i.e. producing energy.

4.1  Pre‑assessment phase

The considered hazards included earthquakes, floods, internal erosion and electrome-
chanical malfunctions in key systems. Regarding elements, the dam and foundation, 
the bottom outlet, the hydropower system, the spillway and the reservoir were mod-
elled. The most relevant interactions considered were the damages induced on elements, 
the damage states that lead to changes in operations, the probability of internal ero-
sion events and how it is affected by reservoir levels and damage through overtopping. 
Focusing on the downstream area, the response of each building to the inundation was 

Fig. 4  Illustration of the impact of a specific dam-break wave on an urban area downstream
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also modelled resorting to fragility curves. Hazards were defined according to statistical 
distributions, and, for each case, epistemic uncertainty on the parameters of those distri-
butions was assumed. The response of each element to relevant hazards was also defined 
probabilistically, according to fragility functions. The objectives of the stress test were 
twofold: first, regarding the frequency of failures and second, the expected damages 
downstream as a direct consequence of such failures. Risk measures were, accordingly, 
the expected return period of dam failure events and the expected built volume down-
stream of the dam that would be destroyed as a result.

4.2  Assessment phase

The backbone of the assessment phase is the component level assessment (ST-L1). Here, 
as the case study is conceptual, it was admitted that all the elements of the system com-
ply to and slightly exceed regulatory requirements. The ST-L2 system-level assessment 
for a single hazard (earthquake) was undertaken in both deterministic and probabilistic 
models. In the ST-L3 system-level assessment, for multiple hazards, the full integration 
of the dam-reservoir and downstream analysis realms was made. Through the simula-
tion of 20,000,000 years of dam operation, several failures with different characteristics 
were sampled. It should be clear that the simulations are not extended 20,000,000 years 
into the future; rather, it is different possibilities for “next” year that are simulated. The 
number of simulations should be large enough to sample events of the order of mag-
nitude of the return period intended for the infrastructure. For example, in 20,000,000 
simulations, it can be expected to find, on average, 2000 events with a return period of 
10,000  years or above. For each one of these, inundations parameters were estimated 
throughout the downstream valley. Computations were performed by a machine learning 
meta-model trained based on detailed 2D hydraulic simulations of representative dam-
break events. Integrating the information from all the simulations, including aleatoric 
and epistemic uncertainty, it was possible to gain remarkable insight into the system. 
Figure 5a, for example, illustrates the return period of individual buildings collapsing or 
being washed away as a result of dam failures.

Fig. 5  Illustration of results from the study on large dams. a Return periods of individual buildings being 
collapsed or washed away following a dam failure upstream. b F–N curve based on collapsed or washed 
away built volume following a dam failure upstream
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4.3  Decision phase

With a return period of 25,000 years for failures, the conceptual dam was shown to meet the 
first of three risk objectives by having, on average, less than one failure per 10,000 years. In 
what concerns damages in the downstream area, the goal was to limit expected damages to 
the loss of one household per 100 years. In concrete terms, this was assumed to be equiva-
lent to an average built volume loss of 7.5 m3 per year due to dam failures. After integrating 
expected losses in the downstream area, however, a substantially higher value of 200 m3 of 
built volume loss per year was estimated. As a consequence, the second risk objective was 
not met. Despite this, the expected losses were deemed acceptable as the undesirably high 
value is more a product of the number of households exposed to the dam-break wave than 
on the frequency of dam failures, being therefore and to some extent beyond the influ-
ence of changes that the dam may undergo. The third objective is bound to the analysis 
of an F–N curve (Fig. 5b), in this case prepared to show the cumulative frequency of built 
volume collapsing or being washed away as a consequence of a dam break upstream. The 
threshold AA–A corresponds to a risk of 7.5 m3/year, the A–B threshold, corresponding to 
the third risk objective, to 75 m3/year, and finally B–C to 750 m3/year (roughly equivalent 
to a household per year).

4.4  Report phase

The flexibility of the GenMR framework (e.g. Mignan et al. 2014), particularly when com-
bined with machine learning methods that allow extraordinary gains in computational per-
formance, makes this inclusive and formally correct estimate of risk attainable. This is a 
highly desirable feature when performing a stress test.

From the three objectives established in this stress test, one, concerning the dam-reser-
voir system and the probability of failures taking place, was met with a failure return period 
of 25,000 years, safely above the 10,000 years mark. The second, focusing on the expected 
losses downstream was not. Quantitatively the chosen risk measure was more than 25 times 
over the objective of 7.5 m3/year of built infrastructure collapsed or washed away. The third 
objective, defined on the basis on an F–N curve, classified the risk as ALARP.

In this conceptual case, earthquakes appear to be responsible for most of the expected 
losses. They have a direct impact on the dam but can also lead to the catastrophic eleva-
tion of water in the reservoir through damages to the outlet structures. Investing in a more 
resilient bottom outlet would virtually prevent all overtopping events, being perhaps the 
most direct and cost-effective way to reduce risk. Regarding the downstream losses, pos-
sible use of the analysis results and maps is to reinforce, provide with shelters or relocate 
the buildings which are assessed as high risk. However, the risk downstream is not only 
dependent on the probability of failure of the dam-reservoir system, but also the number 
of people and infrastructure exposed at risk. Once the CI is considered safe, it may be 
more cost-effective to invest in the protection of the downstream area than on the dam itself 
(for example, providing better warning systems and escape routes). For the conceptual CI 
that was studied, some potential failures could be averted by drawing down the reservoir. 
Therefore, beyond the notions of fragility that were explored, the resilience of the dam-
reservoir system beyond the design requirements is very much defined by the capacity to 
perform a successful and timely drawdown operation. Cascade effects become important 
when the possibility of drawing down the reservoir is lost, and a substantial inflow arrives.
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Concluding, to evaluate the risk associated with the failure of a large dam it is important 
to bring together experts in different fields, relevant to the structure itself, the foundation 
and hydrology. For accurate quantification of impacts downstream, it is essential to collect 
data and knowledge on infrastructure, property and populations, including the evacuation 
in the case of a failure. Compared to other CI, the verification of the safety of large dams 
is quite developed as these infrastructures are built not to fail. Improvement of the existing 
approaches is the consideration of uncertainty, in the quantification of hazards and fragility.

5  Application to a major hydrocarbon pipeline in Turkey

The hydrocarbon pipelines usually extend over very long distances by crossing borders, 
variable geographical conditions and areas exposed to geo-hazards. As of seismic effects, 
they are prone to permanent fault displacement (PFD) hazard because fault crossings (upon 
their rupture) may cause large deformations on the hydrocarbon pipelines and impose a 
major risk for their structural integrity. When such pipelines are exposed to PFD, typical 
damage is in the form of local buckling due to axial compression and/or bending in normal 
burial depths and global (beam) buckling in shallow burial depths or in submarine pipe-
lines. The rupture of the pipe could be due to severe compressive buckling of the pipe wall 
or tensile fracture. This section implements the stress testing methodology for seismic risk 
assessment of pipeline failure due to PFD. The Baku–Tbilisi–Ceyhan (BTC) pipeline is 
used as the case study that crosses several strike-slip fault segments in the Eastern Anatolia 
Fault.

5.1  Pre‑assessment phase

The diameter and thickness of the pipes at the five main fault segments are 42 inches 
(1.0688  m) and 20.62  mm, respectively. The pipeline trench is trapezoidal-shaped and 
packed with loose-to-medium granular cohesionless backfill with minimum soil cover. The 
pipeline crosses five fault segments along Eastern and North Anatolia Fault zones with 
fault-pipe crossing angles varying between 30° and 90°. All other compiled data about the 
mechanical features of the BTC pipeline as well as fault properties important in PFD com-
putations are given in Pitilakis et al. (2016).

The risk measure in this case study is the pipeline rupture or loss of pressure integrity 
due to fault offsets. Table 2 lists the probability ranges of different risk tolerances accord-
ing to the grading system of the stress test methodology.

Eidinger and Avila (1999) propose four performance classes (life safety, key opera-
tional, other operational and disruption) to represent the severity of pipe failure at 

Table 2  The risk tolerance levels and the probabilities defined for the stress test grade

Grade AA A B C

Risk tolerance Negligible ALARP Possibly unjustifiable 
risk

Intolerable

Probability range in 2475-year 
return periods

0–2% 2–10% 10–50% 50–100%

CI performance Pass Partly pass Fail
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pipe-fault crossings. These four performance goals are set to four pipeline failure probabili-
ties (Table 2) that are defined as 1% (life safety), 2% (key operational), 10% (other opera-
tional) and 50% (disruption) against PFD underground-motions represented by 2475-year 
return period uniform hazard spectral ordinates.

The stress tests comprise three steps at the component level (ST-L1), performing haz-
ard-based (moderate accuracy), design-based (advanced accuracy) and risk-based assess-
ment (high accuracy).

5.2  Assessment phase

5.2.1  Hazard‑based assessment

The 2475-year PFDs (recommended by ALA 2001, 2005) at five pipe-fault crossings are 
computed from the Monte Carlo-based probabilistic PFD hazard (Cheng and Akkar 2017; 
third row in Table 3), and they are compared with the prescribed ALA hazard requirements 
(second row in Table  3). The comparisons indicate that out of the five pipe-fault cross-
ings, the computed 2475-year PFD hazard at #2, #3 and #4 pipe-fault crossings is larger 
than the ALA requirements (last row in Table 3). The potential impact of mega-ruptures in 
the region (Mignan et al. 2015) was not included in this analysis since the mechanism of 
mega ruptures is complicated and models to estimate the fault displacement are yet to be 
proposed.

5.2.2  Design‑based assessment

The tensile pipe strain under the 2475-year PFD is compared with the allowable tensile 
pipeline strain provided in ALA (2001). The allowable tensile pipe strain is designated 
as 3% in these design provisions. The comparisons are done for all five pipe-fault cross-
ings, and the tensile strains at these pipe-fault crossings comply with the code requirements 
(Table 4).

5.2.3  Risk‑based assessment

The annual exceedance rate of pipeline failure is compared with the suggested allow-
able pipeline failure rates in the literature. The probabilistic pipeline failure is achieved 
by integrating the probabilistic fault displacement hazard, mechanical response of pipe 
due to fault displacement and empirical pipe fragility function (Cheng and Akkar 2017). 
The aggregated effects of tensile and compressive strains developed along the pipe are 

Table 3  Hazard-based assessment: comparison of 2475-year return period PFD hazard with ALA require-
ments

Pipe-fault crossings

#1 #2 #3 #4 #5

2475-year ALA2001 (design) 1.31 m 1.18 m 1.61 m 3.84 m 0.63 m

2475-year ALA2001 (assessment) 0.73 m 2.25 m 3.91 m 4.49 m 0.44 m

Compliance (design ≥ assessment) Yes No No No Yes
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considered in the seismic pipe failure risk. The annual failure probability (Pf) for pipelines 
at fault crossings is computed for different pipe-fault crossing angles (α) by considering the 
uncertainty in α. The inaccuracy in fault-pipe crossing angle is modelled by a truncated 
normal probability with alternative standard deviations of 2.5° and 5°.

The acceptable annual pipe failure rate of 4.0 × 10−5 (Honegger and Wijewickreme 
2013) is compared with the pipe failure rates at five designated pipe-fault crossings 
(Table 5). The comparisons indicate that pipe-fault crossings #3 and #4 are critical as their 
computed failure rates are larger than the allowable annual failure rate. The listed annual 
failure rates are also used to compute the aggregated failure risk along the whole BTC 
pipeline to complete the probabilistic risk assessment. Two marginal probabilities are com-
puted: (a) perfect correlation between pipe failures at the five pipe-fault crossings (Pfc) and 
(b) independent pipe failures at the five pipe-fault crossings (Pfi). The aggregated marginal 
failure probabilities are very high, and they range between 40% and 50% (Table 6) that fall 
into grade B: possibly unjustifiable risk according to Table 2. 

5.3  Decision and report phase

The probabilistic pipe failure risk assessment yields higher probabilities of pipe failure at 
#3 and #4 pipe-fault crossings. Therefore, these pipeline segments are identified as critical 
components and it is decided to be upgraded.

The effective retrofitting of the pipeline segments at the critical crossings is to change 
the pipe-fault intersection angle. When the angles of these three pipe-fault intersections 
are changed to ~ 80°, the resulting aggregated risk probability is reduced to negligible lev-
els (Table 6). The disaggregation and sensitivity analysis of the BTC pipe failure assess-
ment bring forward the higher PFD hazard and small pipe-fault crossing angles (resulting 

Table 4  Calculated tensile strains 
at the designated fault offsets

Pipe-fault 
crossing

Crossing 
angle (°)

2475-year fault 
offset (m)

Tensile 
strain (%)

Compli-
ance 
(≤ 3%)

#1 60 0.73 0.33 Yes

#2 70 2.25 0.85 Yes

#3 30 3.91 2.18 Yes

#4 45 4.49 2.00 Yes

#5 90 0.44 0.18 Yes

Table 5  Comparisons of annual 
pipe failure exceedance rates 
with the allowable pipe failure 
rate

Pipe-fault 
crossings

σ (standard deviation): uncertainty to pipe-
fault crossing angles (α)

Compliance 
(≤ 4.0 × 10−5)

0 2.5 5

#1 3.142 × 10−6 3.183 × 10−6 3.304 × 10−6 Yes

#2 1.833 × 10−6 2.256 × 10−6 3.293 × 10−6 Yes

#3 1.967 × 10−4 1.964 × 10−4 1.955 × 10−4 No

#4 5.987 × 10−5 5.981 × 10−5 5.962 × 10−5 No

#5 1.973 × 10−5 – – Yes
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in higher tensile strain) as the main sources of large failure probabilities at the pipe-fault 
crossings #3 and #4.

6  Application to the gas storage and distribution network 
in Netherlands

This section summarises the application of the stress test methodology to part of the main 
gas distribution network of Gasunie Gas Transport Services (Gasunie-GTS). The Gron-
ingen field is a large natural gas field located in the northern Netherlands, contributing to 
approximately half of the natural gas production in the country. The gas distribution relies 
on a major gas pipeline infrastructure, with a total length of over 12,000 km of installed 
pipes. Located in an area of very low tectonic seismicity, gas extraction in the region has 
led to an increase in seismicity since the early 1990s. A sub-network (Fig. 6) is studied 
located in the induced earthquake-prone area, directly above the main gas field covering an 
area of approximately 3360 km2.

6.1  Pre‑assessment phase

Numerous seismic hazard studies dedicated to the Groningen area have been performed over 
the past several years and are still ongoing. In the current stress test, one of the earlier model 

Table 6  Aggregated failure 
probabilities of BTC pipeline 
under 2475-year PFD hazard 
before and after the risk 
mitigation strategies

Pfc (perfectly correlated 
case) (%)

Pfi (statistically 
independent case) 
(%)

Before retrofit 38.56 51.0

After retrofit 0.775 2.206

Fig. 6  Selected sub-system of the gas distribution network (right) located above main natural gas field (top 
left)



610 Natural Hazards (2020) 100:595–633

1 3

versions was adopted: the so-called Z1 model from Dost et al. (2013) for the seismic zonation 
(four zones), the Akkar et al. (2014a, b) modified ground motion model (Bommer 2013) and 
the classical Gutenberg–Richter (GR) relation (Gutenberg and Richter 1956). A maximum 
magnitude (for the stress test only) value of 6.0 was applied, and the annual event rate for 
events with M ≥ 1.5 is set to 30 events per year (Dost et al. 2013).

Serviceability ratio (SR) and connectivity loss (CL) are used as risk measures (Esposito 
et al. 2015). The serviceability ratio is directly related to the number of demand nodes in the 
network, which remain accessible from at least one source node following an earthquake. 
Connectivity loss measures the average reduction in the ability of demand nodes to receive 
flow from source nodes due to an earthquake event.

An ALARP grade of the risk measures is targeted for the existing gas transport network 
to pass the stress test (Jonkman et al. 2003). In the Netherlands, a standard for QRA exists, 
issued by the national “Committee for the Prevention of Disasters” (CPR 18E 1999). In the 
current application of the stress test methodology to the Gasunie-GTS case, no full QRA was 
performed for the 1000-km sub-network. However, values for the annual failure rates origi-
nally prescribed in CPR 18E (1999) and adjusted values nowadays used for the Gasunie net-
work are selected to define grade boundaries (Table 7).

For illustrative purposes only, indicative grading boundaries are attributed to the values 
of the performance parameter connectivity loss (CL), taken from Esposito et al. (2016). No 
actual calibrations for these bounds with respect to economic loss or fatalities exist yet for the 
sub-network at hand and the grading is indicative and provisional.

The stress test has been performed up to ST-L2 considering earthquake as a single hazard 
and conducting a full PRA using Monte Carlo simulations for the network analysis. ST-L1 
considers individual components for which also a risk-based approach is applied. As the meth-
ods in this case for ST-L1 and ST-L2 are both Monte Carlo based, ST-L1 makes use of the 
ST-L2 results.

Accuracy levels targeted are classified as advanced. In particular, the stress test is risk-
based for the network as well as for the individual components with site-specific hazard analy-
ses, structure-specific fragility functions and using outcomes of dedicated studies by, among 
others, the NAM, KNMI, TNO and Deltares as well as by an international community of 
experts (WINN_TA-NAM 2016).

6.2  Assessment phase

The ST-L2 for the evaluation of the seismic network performance consists of five major steps:

• Seismic hazard assessment of the region considering gas depletion as the source of the 
seismic activities.

• Evaluation of ground motion hazard in terms of PGA, PGV and permanent ground dis-
placement due to liquefaction.

Table 7  Definition of grading 
boundaries for the gas network

Boundary Pipe  (year−1 km−1) Station  (year−1)

AA–A 8 × 10−6 8 × 10−6

A–B 6 × 10−5 6 × 10−5

B–C 1.4 × 10−4 1.4 × 10−4
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• Seismic demand evaluation at each station and pipe section to obtain the failure using 
fragility functions.

Fig. 7  ST-L1: annual failure frequencies (per km) for the pipe sections (black lines on background indicate 
the earthquake zones)

Fig. 8  Exceedance frequencies for connectivity loss relative to (indicative) grading boundaries
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• Vulnerability analysis through the use of a connectivity algorithm to assess network 
performance.

• Probabilistic risk assessment in terms of mean network functionality and annual 
exceedance curves.

The likelihood of liquefaction given the soil conditions in the Groningen area was first 
assessed (Miraglia et al. 2015) based on the Idriss–Boulanger model (Idriss and Boulanger 
2008). Two soil profiles based on CPT tests were analysed by describing the soil prop-
erties as stochastic parameters and sampling the liquefaction response of the layers with 
earthquake events. Sampling results were then summarised in terms of fragility curves as 
a function of PGA values for the two soil profiles. Soil liquefaction can cause permanent 
soil displacements as well as floating or sinking of pipe segments due to gravity. Structural 
reliability calculations are performed for distinct pipe configurations, and probabilities of 
failure are calculated conditional on liquefied soil. For transient load effects, again struc-
tural reliability calculations are performed based on Newmark’s formulae of seismic strain 
for buried pipelines (Newmark and Rosenblueth 1971). As a result, transient load fragility 
curves were obtained as a function of PGV values. For the stations, a generic fragility func-
tion from the HAZUS methodology (NIBS 2004) was adopted.

Seismicity, network and network properties are modelled with the OOFIMS tool 
(Franchin et al. 2011) on the basis of Monte Carlo simulations. The results show a good 
performance with respect to CL (Fig.  8); the annual probability of having a connectiv-
ity loss of, for example, 50% or more is 3.6 × 10−5. For the serviceability ratio, very high 
exceedance frequencies for all values of the SR are found, with only a drop near SR reach-
ing one. Hence the results show high robustness of the network, indicating a vast redun-
dancy in possible paths between demand and source nodes. Sampled results (failure, no 
failure) per component (pipes/stations) from the ST-L2 Monte Carlo analysis of the net-
work are used to calculate ST-L1 annual failure probabilities per component (e.g. Fig-
ure 7). Pipes, as well as stations, showed satisfactory performance in terms of reliability.

6.3  Decision phase

With respect to the grading on the component level, the following results are obtained:

• Pipe sections: Most pipe sections obtain grade AA, some obtain grade A. The pipe sec-
tions pass the stress test.

• Stations: Most stations are classified with grade AA or A. Some, near or within the 
seismic zone, obtain grade B. The stations partly pass the stress test.

With respect to the network performance, Fig. 8 presents the values for the connectivity 
loss relative to the indicative grading boundaries. The network performance is shown to 
comply with grade AA and passes the stress test.

These findings are obtained despite a number of conservative assumptions made with 
respect to fragilities. Also, the seismic demand was modelled in a conservative way with, 
for example, a maximum magnitude of 6.0 and an annual rate of occurrence for ML > 1.5 
equal to 30. Reducing these assumptions to a maximum magnitude of 5.0 and/or an annual 
rate equal to 23 leads to all stations complying with grade AA or A.

With respect to components, both types (pipe sections and stations) are found to con-
tribute evenly to network performance. From these:
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• Specific pipe sections can to some extent be identified as being the weakest link in the 
network. These sections should be checked on their current actual state assessing the 
need for upgrading.

• For the stations, a rather strong assumption is made with respect to the fragility func-
tions adopted. These should be quantified in more detail and depending on the findings 
retrofitting of stations might be necessary.

In the current analysis, soil liquefaction is the dominant failure mechanism. As much 
uncertainty still exists in the liquefaction fragilities for the Groningen area, further studies 
into these fragilities and their geographical distribution are recommended.

6.4  Report phase

The stress test is performed as being initiated by the asset owner, the Gasunie Transport 
services and as such reported to the asset owner. No formal presentation of the outcome 
of the stress test to other CI authorities and/or regulators is foreseen. Reporting, in terms 
of the grade, the critical events, the guidelines for risk mitigation, and the accuracy of the 
methods adopted in the stress test are accomplished in Pitilakis et al. (2016).

Most pipe sections and stations conform to grade AA or A, except for few stations that 
reach grade B. Turning points are magnitude ML = 5 or annual rate NM>1.6 = 23 at which all 
components comply to grade AA or A and pass the stress test, see Table 8.

At the time of performing the stress test, no governing earthquake-specific design 
requirements existed in the Netherlands. The CI’s safety and resilience will be improved 
by reassessing the need for retrofitting of the critical pipe sections identified. The stress test 
also revealed the need for site-specific fragility functions for the Gasunie-GTS stations as 
well as further research into the liquefaction mechanisms for the Groningen site conditions.

7  Application to the port infrastructure of Thessaloniki in Greece

This section outlines the application of the stress test methodology to the port of Thessa-
loniki, one of the most important ports in Southeast Europe and the largest transit-trade port 
in Greece. Ground shaking, liquefaction and tsunami hazards have been considered in the 
case study. Readers are referred to Pitilakis et al. (2019) for further details on this stress test.

7.1  Pre‑assessment phase

A GIS database for the examined port facilities, i.e. waterfront structures, cargo handling 
equipment, buildings (offices, sheds, warehouses) and the electric power supply system, 

Table 8  Stress test results for 
Gasunie-GTS sub-network

Item Mmax NM>1.6 Grading Result

Pipe sections 6 30 AA, A Pass

Stations 6 30 AA, A, B Partly pass

5 30 AA, A Pass

6 23 AA, A Pass

Network CL 6 30 AA, A Pass
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has been developed. The port subsoil conditions are characterised by soft alluvial deposits, 
sometimes susceptible to liquefaction. All necessary information to perform site-specific 
ground response analyses was obtained by a comprehensive set of in situ geotechnical tests 
(e.g. drillings, sampling, SPT and CPT tests), detailed laboratory tests and measurements, 
as well as geophysical surveys (cross-hole, down-hole, array microtremor measurements) 
at the port broader area. A topobathymetric model was also produced for the tsunami simu-
lations, based on nautical and topographic maps and satellite images (Cotton et al. 2016; 
Volpe et al. 2019).

The vulnerability of the port infrastructure to the given target hazards is assessed using 
site and case specific or generic fragility functions. New seismic fragility curves have been 
developed for typical quay walls and gantry cranes subjected to ground shaking based on 
dynamic numerical analyses. Analytical tsunami fragility curves as a function of inunda-
tion depth have been developed for representative typologies of RC buildings, warehouses 
and gantry cranes (Karafagka et al. 2018; Salzano et al. 2015). For simplicity reasons, the 
waterfront structures were considered as non-vulnerable to tsunami forces. The electric 
power lines were also assumed as non-vulnerable for the three hazards.

The stress test includes a component level risk-based assessment of the key components 
(ST-L1) and probabilistic risk analysis at the system level (ST-L2). A complementary sce-
nario-based system-wide risk assessment is also conducted associated with two earthquake 
return periods. Specific risk measures and acceptance criteria have been defined related to 
the functionality of the port at the system level and the structural losses at the component 
level. Since two terminals (container, bulk cargo) were assumed herein, the system perfor-
mance is measured through the total number of containers handled (loaded and unloaded) 
per day (TCoH), in Twenty-foot Equivalent Units (TEU), and the total cargo handled 
(loaded and unloaded) per day (TCaH), in tons. Risk measures related to structural and 
economic losses of the buildings were also set for the tsunami case and the scenario-based 
assessment. Since no regulatory boundaries exist for the moment for port facilities, con-
tinuous (Fig. 9) and scalar boundaries (Table 9) were defined based on general judgment 
criteria for the probabilistic and scenario-based system-wide risk assessment, respectively.

Fig. 9  MAF of exceedance curves for the port system PIs (TCoH, TCaH) in terms of normalised perfor-
mance loss (1-PI/PImax) for the seismic (a) and tsunami (b) hazard case and the buildings in collapse state 
for the tsunami case (c)
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7.2  Assessment phase

In the component level assessment, a risk-based assessment of each component is carried 
out for earthquake and tsunami hazards to check whether the component passes or fails 
the minimum requirements for its performance. The hazard function at the location of the 
component and the fragility function of the component are convolved in risk integral in 
order to obtain the probability of exceedance of a designated limit state in a period of time. 
To check whether or not the component is safe against collapse, the target probability was 
compared with the corresponding probability of exceeding the ultimate damage state. A 
reference target probability of collapse equal to 1 × 10−5 has been pre-defined based on the 
existing practice.

In the system-level assessment, a PRA is conducted separately for earthquake and tsu-
nami hazards considering specific interdependencies between network and components. 
The objective is to evaluate the mean annual frequency (MAF) of events with the cor-
responding loss in the performance of the port operations. The analysis was based on an 
object-oriented paradigm where the system is described through a set of classes, character-
ised in terms of attributes and methods, interacting with each other (Franchin et al. 2011; 
Kakderi et  al. 2014). A Monte Carlo simulation is carried out sampling events and cor-
responding damages for the given hazards. The seismic hazard is based on the 2013 Euro-
pean Seismic Hazard Model—ESHM13 (Woessner et al. 2015; Giardini et al. 2013) and 
the modelling procedure described in Weatherill et al. (2014). The tsunami hazard analysis 
was performed considering tsunamis generated by co-seismic seafloor displacements due 
to earthquakes (e.g. Grezio et al. 2017; Davies et al. 2017; Selva et al. 2016; Volpe et al. 
2019; Lorito et al. 2015) and obtaining 253 representative scenarios based on inundation 
simulation of the Thessaloniki area (Volpe et al. 2019). The performance indicators (PIs) 
of the port system for both the container and cargo terminal were evaluated for each simu-
lation based on the damages and corresponding functionality states of each component and 
considering the interdependencies between components. The final computed PIs are nor-
malised to the value referring to normal (non-seismic) conditions  (PImax) assuming that all 
cranes are working at their full capacity 24 h per day while the performance loss is defined 
as 1-PI/PImax.

For the seismic hazard case, Fig. 9a shows the MAF of exceedance curves (“perfor-
mance curve”) for the normalised performance loss in terms of TCoH and TCaH. The 
green, blue and red continuous lines correspond to the boundaries between risk grades 

Table 9  Estimated normalised performance loss of the port system for TCaH and TCoH and comparison 
with risk acceptance criteria for the scenario-based assessment

Scenario Analysis type Performance loss 
(1 − PI/PImax)

Risk acceptance criteria Stress test outcome

TCaH TCoH AA–A A–B B–C TCaH TCoH

475 years EQL 0.67 1.00 0.10 0.30 0.50 Fail Fail

NL 0.00 0.00 Pass Pass

4975 years I EQL 1.00 1.00 0.30 0.50 0.70 Fail Fail

NL 1.00 1.00 Fail Fail

4975 years II EQL 0.67 1.00 Partly pass Fail

NL 0.00 0.00 Pass Pass
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AA (negligible), A (ALARP), B (possibly unjustifiable risk) and C (intolerable). For 
performance loss values below 40%, TCaH yields higher values of exceedance fre-
quency, while for performance loss over 40% TCoH yields higher values of exceedance 
frequency. For the tsunami hazard case, an example for one of the alternative mod-
els, i.e. the epistemic uncertainty is not considered here, is presented in Fig. 9b. The 
container terminal is not expected to experience any loss (TCoH), while the loss in 
the cargo terminal (TCaH) is very low. This is due to the non-vulnerable condition of 
waterfront structures, the high damage thresholds for the cranes, i.e. inundation values 
that are not expected in the study area, and the distance of the electric power substa-
tions from the shoreline. The annual probabilities for buildings collapses are also low 
(Fig. 9c). As an example, 10% of the total buildings in the port (~ 9 structures) will be 
completely damaged under tsunami forces with annual probability equal to 5 × 10−5.

The scenario-based risk analysis (SBRA) is performed complementary to the clas-
sical PRA approach described previously, to quantify the potential impact of the local 
site response at the port area and to reduce the corresponding uncertainties. This type 
of effects may be of major importance in port areas and by adopting specific scenarios 
is possible to model the site response more accurately than in standard PRA. Two dif-
ferent seismic scenarios were defined in collaboration with a pool of experts: the stand-
ard seismic design scenario and an extreme scenario corresponding to return periods of 
Tm = 475 years and Tm = 4975 years, respectively. For the 475-year scenario, a set of 15 
accelerograms were selected to fit the target spectrum defined based on the disaggrega-
tion of the probabilistic seismic hazard analysis results (SRM-LIFE 2007; Papaioan-
nou 2004) and the median plus 0.5 standard deviation of Akkar and Bommer (2010) 
spectrum (Pitilakis et  al. 2019). For the 4975-year scenario, the selection of ground 
motion requires special attention considering that it might be an extreme event that 
has not been recorded yet. Thus, two different approaches were considered: 4975-year 
scenario I and II (Pitilakis et al. 2019). In particular, 10 synthetic accelerograms were 
computed to fit the target spectrum (median plus one standard deviation Akkar and 
Bommer 2010, spectrum) (4975-year scenario I) and broadband ground motions were 
generated (Smerzini et  al. 2016) using 3D physics-based “source-to-site” numerical 
simulations (4975-year scenario II). 1D equivalent-linear (EQL) and nonlinear (NL) 
site response analyses including also the potential for liquefaction were carried out. 
It is observed that the EQL approach is associated with a higher number of non-func-
tional components for all considered seismic scenarios, whereas for the NL approach 
non-functional components are present only for the 4975-year scenario I (Table  9). 
This is due among other factors to the significantly higher PGA values calculated using 
the EQL approximation, which leads to higher damage probabilities and consequently 
higher performance loss. Thus, even though the vulnerability using the NL approach 
is assessed considering both ground shaking and liquefaction hazards, the estimated 
combined exceedance probabilities and the corresponding performance loss are still 
lower compared to the ones predicted by the EQL approach (Pitilakis et al. 2019). As 
also evidenced by the estimated functionality state of each component, the port system 
is non-functional both in terms of TCaH and TCoH for the 4975-year scenario I. A 
100% and 67% performance loss is estimated for the TCoH and TCaH, respectively, 
when considering the EQL approach for the 475- and 4975-year II scenarios, while the 
port is fully functional when considering the NL approach both in terms of TCaH and 
TCoH for the latter scenarios.
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7.3  Decision phase

With reference to seismic hazard for both bulk cargo and container terminals, the port 
obtains grade B, meaning that the risk is possibly unjustifiable and the CI partly passes this 
evaluation. The basis for the redefinition of risk objectives in the next stress test evaluation 
is the characteristic point of risk, which is defined as the point associated with the greatest 
risk above the ALARP region. The CI receives grade AA (negligible risk) and as expected 
in this example application passes the stress test for the tsunami hazard. Based on the pro-
posed grading system, for the case which the port obtains grade B and partly passes the 
stress test, the B–C boundary in the next stress test is reduced (i.e. B–C: 53% performance 
loss) while the other boundaries remain unchanged (Fig. 9a). The scenario-based assess-
ment showed that the CI may pass, partly pass or fail for the specific evaluation of the 
stress test (receiving grades AA, B and C, respectively) depending on the selected seismic 
scenario, the analysis approach and the considered risk measure. This level of analysis is 
complementary to the PRA and shows that a detailed modelling of local site effects is of 
major importance for the outcome of the stress test. It is also worth noting that the risk 
objectives and the time between successive stress tests should be defined by the CI author-
ity and regulator. Since regulatory requirements do not yet exist for the port infrastructure, 
the boundaries need to rely on judgments.

7.4  Report phase

For the selected target probabilities of collapse, all port components are deemed as 
unsafe towards seismic hazards at the component level assessment (ST-L1), while only a 
few cranes are characterised as safe against exceedance of the collapse limit state for the 
tsunami hazard. These results cannot be judged unconditional to the fact that subjective 
boundaries relying on expert judgments are used since regulatory requirements for port 
infrastructure do not yet exist.

For ST-L2, and for the seismic case, several electric power distribution substations 
present high failure risk and contribute to the performance loss of the port due to loss of 
power supply to the cranes. It is recommended to investigate further the response of the 
substations under seismic shaking and consider potential upgrade and/or alternative power 
sources. The systemic tsunami risk connected to direct damages from waves is not sig-
nificant. This is primarily connected to the physical position of the port (with relatively 
low tsunami hazard) and the low fragility of components to tsunami waves. However, the 
potential effects of debris collisions have not been accounted for. Therefore, a careful check 
of preparedness against tsunami should be suggested, ranging from the connection to effi-
cient tsunami warning systems as well as the definition of actions to secure ships and port 
equipment.

For the scenario-based assessment, the estimated losses are significantly depend-
ent on the analysis approach. In particular, the EQL approach is associated with higher 
losses even for the design scenario (475 years), while for the NL approach the losses to the 
cranes, waterfronts and electric power substations are expected solely for the 4975 scenario 
I. Therefore, the impact of local site effects on the stress test outcome is very important and 
should be considered in the PRA through advanced seismic site response analysis.

The risk mitigation and resilience planning for the port infrastructure include preventive, 
e.g. early warning systems for earthquakes and tsunami, retrofitting of high-risk facilities, 
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improvement of foundation soil, updating of contingency plans and training exercises, and 
reactive measures, e.g. efficient emergency and restoration plans, back-up capabilities for 
such as the use of mobile cranes or diesel generators for power supply. In this context, Gal-
busera et al. (2018) performed a resilience analysis for the port infrastructure of Thessa-
loniki, considering the fragility and importance of each component, the interdependencies, 
the recovery priorities and the buffering capabilities for given seismic scenarios. Therefore, 
stress testing can further benefit the resilience planning, while the effective communication 
between the key actors (e.g. port authority, operators, experts) is essential.

8  Application to an industrial district in Italy

The performance and consequences assessment of an industrial building stock in Northern 
Italy, and more specifically in the region of Tuscany, is presented in this case study. Only 
seismic hazard has been considered, as it is the predominant hazard to which the industrial 
building stock in Tuscany is exposed. The limited budget for a stress test of an industrial 
district (given that these facilities do not serve the same critical functions as other infra-
structure considered herein) has conditioned the level of detail and complexity of the stress 
test. Nevertheless, the simplicity of the case study allows the full probabilistic risk assess-
ment and disaggregation methodology to be fully demonstrated. Readers are referred to 
Rodrigues et al. (2018) for more details on this stress test.

8.1  Pre‑assessment phase

The exposure data of the industrial infrastructure in Tuscany have been provided by the 
Seismic Section of the Tuscany Region. The details related to 300 industrial buildings in 
the province of Arezzo were used for the case study, which included the geographical loca-
tion (represented by a pair of coordinates), year of construction, floor area, structural type, 
non-structural elements and other data useful for identifying the value of contents, type of 
business and geographical extent of the facility’s customer base (Fig. 10).

The majority of reinforced concrete pre-cast industrial buildings in the Tuscany 
region can be categorised into three classes as a function of the design code level (pre-
code or low-code, depending on whether the buildings were constructed before or after 
1996), type of structure (type 1 buildings with long saddle roof beams, and type 2 
with shorter rectangular beams and larger distances between the portals) and type of 
cladding [vertical pre-cast panels (V), horizontal panels (H) and concrete masonry 
infills (M)]. Once the building subclass has been assigned to each building in the expo-
sure model, it is then necessary to add the value of the structural components, non-
structural components, contents and business interruption (in terms of revenue per 
day). Typical construction costs for an industrial facility are used to assign the value 
of the structural and non-structural elements, estimated using the mean market prices 
of industrial/typical warehouses as a function of their location within so-called OMI 
zones Osservatorio del Mercato Immobiliare (Italian Revenue Agency 2016). The 
industrial sector in the Tuscany region is dominated by mining due to the abundance 
of underground resources, but also textiles industries, chemicals/pharmaceuticals, met-
alworking and steel, glass and ceramics, clothing and printing/publishing sectors have 
a strong presence in the region. Specific data on the contents of each industrial build-
ing were not available in the current database, and so the contents categories that are 
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commonly damaged in Italian industrial buildings have been considered to be present 
in all buildings (until more reliable information on the contents of each building is 
available), i.e. fragile stock and supplies on shelves, computer equipment, industrial 
racks and movable manufacturing equipment. The cost of the contents has been esti-
mated according to FEMA (2012), where it states that the value of the contents for 
the type of facilities considered herein can be assumed to be 44% of the total value 
of the construction. Finally, business interruption costs have been estimated using the 
HAZUS methodology (FEMA 2003).

Structural and non-structural fragility functions were derived using the analyti-
cal framework as described in Babič and Dolšek (2016). The contents fragility func-
tions were derived using a simplification of the procedure in ATC-58 (ATC 2012), as 
proposed by Porter et  al. (2012). Business interruption is defined herein as the time 
needed to repair building damage, and so median downtimes have been estimated for 
each damage state in the structural fragility functions. The downtime is currently only 
related to the structural damage as it is assumed that any non-structural damage can be 
addressed in parallel during the time required to recover from structural damage.

For the hazard model, the three source models (area sources, fault sources and dis-
tributed seismicity) of the 2013 European Seismic Hazard Model, ESHM13 (Woessner 
et  al. 2015) were used together with a ground-motion prediction tree (GMPE) logic 
tree described in Rodrigues et al. (2018).

The stress test includes a component level risk-based assessment of the key compo-
nents, i.e. the industrial buildings, (ST-L1) and a probabilistic risk analysis to assess 
the economic losses at the system level, combining structural, non-structural, and con-
tents damage as well as business interruption (ST-L2).

Fig. 10  Location of the 300 industrial facilities in the province of Arezzo. Due to the close proximity of 
some of the buildings, each point that is shown on this map could represent up to 20 buildings
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8.2  Assessment and decision phase

The annual probability of collapse for the component-based assessment only consid-
ers the structural components of the facilities (as these are the only components that 
need to be legally considered in design). This risk-based component level assessment 
has been undertaken for the 300 industrial facilities in Arezzo (see Fig. 10) using haz-
ard curves (i.e. PGA vs. annual probability of exceedance) estimated with the Open-
Quake engine (Pagani et al. 2014) using the ESHM13 (Woessner et al. 2015), amplified 
considering topography-based Vs30 estimates (USGS 2016), together with the complete 
damage structural fragility functions for each sub-class of structure (Babič and Dolšek 
2016). According to the proposed grading system, none of the structures has an annual 
probability of collapse below 1 × 10−5 (the specified A–B boundary), which means that 
all facilities are classified as “partly pass” or “fail”. More specifically, 260 facilities are 
assigned grade B (partly pass) and the other 40 facilities are assigned grade C (and thus 
fail), as they had an annual probability of collapse below 2.0 × 10−4 (the specified B–C 
boundary).

For the system level assessment (where the seismic damage to a whole industrial 
district is estimated), economic loss-based measures and objectives have been used due 
to the large losses that were experienced in Italy following the Emilia-Romagna earth-
quakes (see Krausmann et al. 2014). The economic loss has been estimated considering 
the losses due to structural damage, non-structural damage, contents damage and associ-
ated direct business interruption (due to downtime). Specific objectives for these risk 
measures have not yet been defined by stakeholders in the industrial facilities, and thus, 
hypothetical values have been considered herein for illustrative purposes of the method-
ology. The threshold for the total AAL at the A–B boundary was defined as 0.05% of the 
total exposure value and 0.10% for the B–C boundary. For the second objective, the loss 
due to business interruption at a mean annual rate of  10−4 (i.e. 1 in 10,000 years) should 
not be higher than 7 times the daily business interruption exposure (i.e. 10 million €) for 
the A–B boundary and not greater than 30 days for the B–C boundary (42 million €).

In order to calculate probabilistic seismic risk for the spatially distributed portfo-
lio of assets in Arezzo, the Probabilistic Event-Based Risk (PEBR) calculator from the 
OpenQuake-engine (Silva et al. 2014) has been employed. This calculator generates loss 
exceedance curves and risk maps for various return periods based on probabilistic seis-
mic hazard, within a Monte Carlo event-based approach.

The average annual losses (AAL) have also been calculated from the loss exceedance 
curves in Fig.  11, and these results show that the largest component of loss is given 
by business interruption. The results also indicate that the A–B system-level assess-
ment objective is not met (as the total AAL percentage is 0.052%), but the B–C level is 
instead met. Hence, the grading would be B (partly pass) for this objective. The busi-
ness interruption loss at a mean annual rate of exceedance of  10−4 is 64 million € (which 
can be translated as an average of 45 days of business interruption), and so the grading 
would be C (fail) for this objective.

In order to develop a potential risk reduction strategy, it is relevant to better under-
stand which sub-classes of the industrial facilities are contributing most for the aver-
age annual losses and to identify the type of hazard events that contribute to different 
loss levels. The disaggregation of the average annual loss, in terms of the critical com-
ponents for each loss, is given in Fig.  12. The sub-typologies that contribute most to 
the total average annual losses are: V2, i.e. pre-code type 2 portal frame with vertical 
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cladding; H1, i.e. pre-code type 1 portal frame with horizontal cladding; and V3, i.e. 
low-code type 2 portal frame with vertical cladding.

8.3  Report phase

Although each industrial building has not been assessed individually in detail according to 
current Italian/European design requirements for single buildings, the results of the compo-
nent-based assessment indicate that a significant percentage would not meet current design 
requirements. The final overall outcome of the stress test is driven by the system-level test 
and is deemed to be C (intolerable/fail), and thus, this should stimulate stakeholders to 
upgrade the existing industrial districts such that they will improve their grading in the fol-
lowing stress test cycle. The performance of these pre-cast buildings would be significantly 
improved by strengthening the weak beam–column connections. Collaborative action from 
a large number of stakeholders, represented by the owners of each industrial warehouse, 
is required to improve the grading of the stress test, and this should be encouraged and 
enforced by the regulatory authorities.
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Fig. 11  Loss exceedance curves for (left) structural and (right) business interruption losses in Arezzo

Fig. 12  Disaggregation of AAL 
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However, it is noted that the outcomes of the stress test presented herein are highly 
influenced by the assumptions made in developing the exposure model as well as the defi-
nition of the target objectives, which have been defined herein by the authors rather than 
the relevant stakeholders. Hence, further comments on the outcome of the stress test are 
not made in these conclusions, and instead, it is stressed that additional efforts are needed 
in the future to work with the owners of the industrial facilities to collect reliable content 
and annual revenue data, and to identify the most appropriate target objectives.

9  Discussion and conclusions

An engineering risk-based methodology for conducting stress tests of critical non-nuclear 
infrastructure has been applied to six CIs in Europe. Different stress test levels were 
selected according to the characteristics of the particular CI and the available resources. 
The objective was to demonstrate the efficiency of the methodology and how the proposed 
framework can be specified and implemented with regard to different types of CI, i.e. sin-
gle site, geographically extended, distributed multi-site, each one exposed to varying haz-
ards. These case studies can be used as a basis for similar types of CI, while the proposed 
framework can be adjusted and implemented in other sectors. However, risk measures and 
acceptance criteria may vary depending on the peculiarities of each CI, even if of similar 
type. For example, in the case of port facilities, a risk measure in terms of economic loss 
could be an alternative, instead of the loss in terms of cargo or container handled that is 
used in the present application. Inevitably, the heterogeneity of the different CI justifies 
the reasonable assumptions and/or simplifications made in some steps of the applications. 
In this context, the authors disavow a quantitative interpretation of the results provided, 
as these applications were not, nor should they be, considered formal stress tests in each 
particular CI. In Table 10, the key elements of the six case studies are summarised, i.e. CI 
data, hazard data, risk measures, risk acceptance criteria (component, system), stress test 
level, risk acceptance check and risk mitigation guidelines.

The stress test to the oil refinery of Milazzo showed that the earthquake impact is impor-
tant for the atmospheric storage tanks. The tsunami effect on the atmospheric storage ves-
sels along the shoreline is relatively negligible in terms of cascading effects and increase of 
the overall risk on population. Neither an earthquake nor a tsunami significantly increases 
the failure frequency of, and hence the risk imposed by, pressurised vessels. Despite this, 
the risk remains largely dominated by the LPG tanks failures due to industrial-related 
causes, whereas the impact of the natural hazards is limited. Mitigation measures include 
the enhancement of the emergency preparedness for multiple fire scenarios and the struc-
tural upgrade of tanks.

The stress test to a large dam in Switzerland exposed to multi-hazard effects, consider-
ing earthquakes, floods, internal erosion and electromechanical malfunctions in key sys-
tems, showed that the first of three risk objectives concerning the dam-reservoir system 
and the probability of failures taking place was met. The second objective, related to the 
expected losses downstream, was not met, while the third one, defined on the basis of an 
F–N curve, classified the risk as ALARP (as low as reasonably practicable). The most effi-
cient mitigation measure is to upgrade the bottom outlet of the dam to prevent all overtop-
ping events. Also, the resilience of the dam-reservoir is very much defined by the capacity 
to perform a successful and timely drawdown operation; therefore, cascade effects become 
important when the possibility of drawing down the reservoir is lost, and a substantial 
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inflow arrives. The mitigation measures for the downstream area include the reinforcement 
or relocation of the high-risk buildings, the installation of early warning systems and the 
improvement of emergency planning, e.g. shelters, escape routes.

The application to Baku–Tbilisi–Ceyhan pipeline that crosses strike-slip fault segments 
in the eastern Anatolia in Turkey indicated that two pipe-fault crossings are critical as their 
failure rates exceed the allowable rate. The risk assessment showed that risk is classified 
possibly unjustifiable. The risk mitigation guidelines were focused at the retrofitting of the 
pipelines at the critical crossings by changing the angle of the pipe-fault intersection.

The stress test to the Gasunie gas distribution network in Groningen, Netherlands, 
exposed to earthquake and liquefaction effects, showed that soil liquefaction is the domi-
nant failure mechanism. In particular, with respect to components, the pipe sections pass 
the stress test, while stations pass the stress test only partially. For the systemic risk, the 
stress test was passed. The safety and resilience of this CI will be improved by reassessing 
the need for retrofitting of the critical pipe sections identified in this study. The stress test 
also revealed the need for site-specific fragility functions for the stations and the need for 
further research into the liquefaction mechanisms for the Groningen site conditions.

The stress test to the port infrastructure of Thessaloniki exposed to seismic, tsunami and 
liquefaction hazards showed a variation in the outcomes depending on the type of analysis. 
Most of the port components do not pass the safety test against collapse for both earth-
quake and tsunami hazards in the case of a component level assessment. The systemic risk 
is possibly unjustifiable and negligible for the PRA of earthquake and tsunami hazards, 
respectively, meaning that the port partly passes or passes this evaluation of the stress test. 
The scenario-based assessment showed the importance of the modelling approach of local 
site effects in the outcome of the stress test. The proposed mitigation planning includes 
the potential upgrade of the electric power substations due to their criticality for the port 
operations and/or the installation of alternative power sources. Moreover, the resilience 
planning of the port should consider the fragility and importance of each component, inter-
dependencies, recovery priorities and buffering capabilities.

The stress test to an industrial district in Northern Italy, exposed to seismic hazard, con-
cluded that the facilities partly pass or fail to pass the component-based assessment. For 
the system level assessment, where economic loss-based measures and objectives have 
been used, the industrial district partly passes or fails to pass the test depending on the 
considered boundaries used as thresholds of loss due to business interruption. Risk mitiga-
tion can be achieved on the basis of strengthening building sub-classes that contribute most 
to the total losses, in particular, the weak beam–column connections of pre-cast buildings.

In summary, standardised actions and results are foreseen in the proposed framework, 
which are defined based on the level of stress testing and the level of detail that is applied. 
For example, if a low level of assessment results in the lack of risk acceptance, then a more 
advanced method should be used, while if a component fails the assessment, i.e. receives 
grade C, risk mitigation actions must be applied. In all six case studies, the risk objec-
tives boundaries have been set mainly based on expert judgment. However, the formulation 
of risk acceptance criteria is not a straightforward task. In practice, setting objectives and 
establishing risk measures is difficult and strongly dependent on legal, socio-economic and 
political contexts and they should be defined by the corresponding stakeholders. Neverthe-
less, when needed, the results of the stress tests have the potential to stimulate stakehold-
ers to take action to upgrade the existing infrastructure aiming to improve their grading in 
the following stress test cycle towards improving the resilience and preparedness of CI. 
Lessons learned through the six applications is the need for improvement of the exist-
ing assessment approaches considering the uncertainties in the quantification of hazard, 
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vulnerability and loss estimates as well as the need for site-specific fragility models. An 
important issue is also the collaborative action and effective communication of the key 
actors, i.e. stakeholders, experts, owners and operators of the CI and regulatory authorities.
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