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Abstract: Medical images and patient information are routinely transmitted to a remote radiologist to
assist in diagnosis. It is critical in e-healthcare systems to ensure that data are accurately transmitted.
Medical images of a person’s body can be used against them in many ways, including by transmitting
them. Copyright and intellectual property laws prohibit the unauthorized use of medical images.
Digital watermarking is used to prove the authenticity of the medical images before diagnosis. In
this paper, we proposed a hybrid watermarking scheme using the Slantlet transform, randomized-
singular value decomposition, and optimization techniques inspired by nature (Firefly algorithm).
The watermark image is encrypted using the XOR encryption technique. Extensive testing reveals
that our innovative approach outperforms the existing methods based on the NC, SSIM, and PSNR.
The SSIM and NC values of watermarked image and extracted watermark are close to or equal to 1 at
a scaling factor of 0.06, and the PSNR of the proposed scheme lies between 58 dB and 59 dB, which
shows the better performance of the scheme.

Keywords: slantlet transform; RSVD; firefly algorithm; medical image watermarking

1. Introduction

Patients, healthcare staff, businesses, and the development of a healthy society in
smart cities will all benefit from the recent rise in popularity of electronic healthcare, which
has gained a lot of support from the medical community over the past few years. With the
growth of the Internet and other related technologies, it is easy to share audio-visual content
such as music and video clips. With the expansion of computing, medical images are finding
more and more uses. Academics use medical images for several things, including patient
diagnosis and research into illness avoidance and treatment. When medical images are
used in any form, including transfer, they are vulnerable to attack by unwanted parties [1].
Copyright and intellectual property can both be effectively safeguarded through the use of
digital watermarking [2]. Diagnostic treatments such as X-ray, magnetic resonance imaging
(MRI), computed tomography (CT), and ultrasound imaging, to name a few, use digital
imaging technology in a big way and without permission. As a result, these medical images
are widely circulated within the hospital intranet as well as online [3,4].

A powerful watermarking solution should be able to handle a lot of weighty problems
and compelling requirements. Many other kinds of deficiencies can occur, such as those
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related to security, robustness, invisibility, capacity, and complexity [5]. Watermarks only
work if the thing they are put on cannot be used to find out where the watermarked
image came from. Based on this, watermarks are expected to be indecipherable to the
human senses. Robustness in the context of watermarking means being able to find
a watermark even when known attacks are happening. Ideally, a secure watermarking
system would make it impossible to detect, remove, or alter the watermark [6]. The capacity
of a material is the total quantity of data that can be hidden inside it. How challenging a
watermarking technique is depends on how easy it is to insert or extract the watermark. In
this context, using a watermarking methodology to ensure the content’s integrity, protect
it, and provide measuring tools for electronic health information can become a feasible
solution [7]. Encryption-based watermarking is also becoming more popular as a way to
make digital copies of medical content safer. Notably, the primary goal of the watermarking
algorithm is to improve performance in terms of imperceptibility, watermark capacity, and
robustness [8]. It is difficult to strike a balance between the competing demands that these
three performance metrics place on the algorithm. To solve this problem, nature-based
meta-heuristic schemes have been developed; one such scheme offers an excellent link
between invisibility and robustness in an effective manner [9,10].

Yang [11] has recently developed a novel optimization method that he has coined
the firefly algorithm. This algorithm is unique compared to others, such as the genetic
algorithm (GA) and particle swarm optimization (PSO), as well as a few nature-inspired
algorithms (NIAs). Numerous studies such as [10,12–15] have shown that the Firefly
algorithm (FA) is superior to other NIAs, which was made possible by the widespread
application of the FA across a variety of business sectors. The FA was used for the process
of picture registration by Zhang et al. [11], who demonstrated that, in comparison to
GA, PSO, and ABC, FA-based techniques offer the most accurate solution for the spatial
transformation parameters [16]. Hassanzadeh et al. [13] segmented images using FA as
an application in their research method. Based on the results of their study, an FA-based
method is not only much better than Otsu’s method but also much better than recursive
Otsu [13]. Kanimozhi and Latha [14] have implemented the FA into the procedure for
retrieving intelligent photos. The retrieval performance shows that the FA-based technique
offers superior average precision and recall compared to other methods such as PSO, GA,
support vector machine, and query point movement. This is demonstrated by the fact that
the FA-based method produces superior results and has better retrieval performance. When
it comes to the use of the FA in photo watermarking, the research that Ali and Ahn [17]
and Mishra et al. [18] have carried out can be characterized as having an exploratory tone
due to the nature of the questions it seeks to answer. Because of this, it is very important to
find out if there are any other benefits to using the FA in photo watermarking.

The above study found that several image watermarking studies used NIAs and
decomposition-based watermarking schemes have been used. Basically, these NIAs are
used during the watermark embedding process to optimize the scaling factor. We have
opted for the FA among the various available NIAs because of the number of individuals
in the population, the number of iterations in a run, and the number of runs that were kept
constant [11]. Moreover, SLT has superior smoothness and localization and can control two
zeros in discrete time, and RSVD reduces computing complexity. Singular matrix alterations
have little effect on invisibility performance, making it suitable for embedding [19]. To
secure the watermark image, XOR encryption has been used. Major contributions of the
proposed technique are as follows:

• The use of SLT and RSVD reduces the computational complexity and improves
the robustness.

• The use of XOR encryption improves the security of inserted watermark.
• The FA provides a better optimized scaling factor in the least number of populations

and iterations.



Electronics 2023, 12, 334 3 of 18

• We used the PSNR, SSIM, and NC values to design the fitness function for the FA,
which improves the quality of both the embedded watermarked image and the ex-
tracted watermark.

The proposed approach comprises several significant new advances, which may be
summarized in the following order: Section 2 provides an overview of watermarking
schemes or techniques, setting the stage for our next work and providing context for the
conversation that follows. Section 4 explains the suggested research agenda for watermark
embedding and extraction. In Section 5, we will discuss the results. Section 6 contains the
conclusion-related information.

2. Background and Motivation

Various watermarking techniques have been designed to add a watermark to patient
images and may be found in the literature. The discussion will focus on state-of-the-art
watermarking solutions that are based on optimization.

The watermarking method developed by Chaturvedi and Shukla is based on DWT,
antagonistic grasshopper optimization, and sanitization encryption [20]. The cover image
is optimized, and a method for encrypting images is utilized to transform the hidden
image into bits for it to be accessible. The encryption process is currently determining
the embedding position in the cover image. The utilization of the redistributed wavelet
transform and singular value decomposition (SVD) in the watermarking method that
was described by Ali et al. [17] makes it possible for the media data to be efficiently
transmitted over the channel. The watermarking method turns this theoretical possibility
into a practical one. After optimization, the approach embeds the sensitive data with
the cover image. The provided method optimization is carried out using a scaling factor.
Ahmadi et al. [21] utilized both PSO and singular value decomposition to create a technique
for watermarking.

Pandey et al. suggested a copy protection method that operates in the lifting wavelet-
SVD domain in their article [22]. The scrambling and optimization method is used in
this technique to make it more secure and reliable. The Firefly algorithm is at the core of
the watermarking system that Agarwal et al. have developed [18]. The system is able to
covertly embed the watermark data into the cover image. It makes use of the optimum
scaling factor. The authors describe the steps needed to make a watermarking method that
works in the invariant wavelet-SVD domain. A PSO analysis has also been done to see how
likely it is that a balance can be found between the system’s robustness and its ability to
stay out of sight. SVD is still afflicted by exorbitant prices, even though it has extensive
usage in the industry that deals with watermarking [23]. The RSVD algorithm is utilized as
the watermarking approach to cut costs without compromising on the quality of the end
product [19].

Anand et al. [19] suggested a workable solution to the issue of how to keep confi-
dential medical information hidden. As part of this method in the RDWT-RSVD domain,
confidential marks are first hidden by being embedded in the host image, and then they
are cloaked. In addition, compression is performed before encryption to overcome the
authentication problem. Furthermore, Anand and Singh [24] have created a risk-free wa-
termarking method that can be used to authenticate digital content related to medical
care. This method can be utilized to certify medical-related websites and documents. If
you use wavelet domain watermarking and then make a dual watermark, you can put an
encoded media access control (MAC) address inside the watermarked image. A scaling
factor is used by this cloud-based solution to add the final watermark to the host image.
In addition to a hybrid of the integer wavelet transform (IWT) and the Schur-RSVD, a
fuzzy inference method is used to compute the best scaling factor. This is done to keep
the level of robustness high and reduce visual distortion as much as possible at the same
time. Lastly, chaotic encryption is added to the image that has been flagged to make it safer
while it is being sent over an open network. A watermarking method of copy protection
was developed by Singh and Singh [25] in the transformation domain.
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There are different transform domains, such as the lifting wavelet transform (LWT),
the Hessenberg decomposition (HD), and the regularized singular value decomposition
(RSVD), that are utilized for the transformation of host images. The watermarking embed-
ding options and level of security are significantly constrained as a result. Watermarking
technology has made some important strides in recent years, but this is still the case. Addi-
tionally, many processes do not do a good job of balancing the strength of their individual
parts with the beauty of the things they make. This is problematic because, to maximize
efficiency, an ideal balance is required.

3. Preliminaries

This section discusses the theories used in the proposed watermarking technique.

3.1. Slantlet Transform

The Slantlet transform (SLT) gives better localization and smoothness properties. It
has the ability to control two zeros along with discrete time. To iterate, it does not use filter
banks which results in better time localization banks. A parallel structure is implemented
as a solution for the SLT of the filter bank [26]. The length of the SLT filter is much smaller
compared to discrete wavelets. The length of the SLT filter is directly proportional to i
when analyzing the signals of the SLT filter on the scale of i.

SThe LT filter bank uses θi(k), φi(k), and ψi(k) banks use filters to construct their filter
banks. The filter bank of the SLT has twice the number of channels concerning the filter
bank. Thetai(k) is the adjacent filter to the low-pass filter. Down-sampling is used in a
time-reversed manner for all filters, and the rest of the filters are done in the same way.
The parameters α0,0, α0,1, α1,0, and alpha1, 1, which are used to describe the filter φi(k), are
as follows:

θi(k) =

{
α0,0 + α0,1n f or n = 0, · · · , 2i − 1
α1,0 + α1,1(n− 2) f or n = 2i, · · · , 2i+1 − 1

(1)

8 parameters are used to describe the φi(k), and ψi(k) filters:

φi(k) =

{
β0,0 + β0,1n f or n = 0, · · · , 2i − 1
β1,0 + β1,1(n− 2) f or n = 2i, · · · , 2i+1 − 1

(2)

ψi(k) =

{
γ0,0 + γ0,1n f or n = 0, · · · , 2i − 1
γ1,0 + γ1,1(n− 2) f or n = 2i, · · · , 2i+1 − 1

(3)

3.2. Firefly Algorithm

The Firefly Algorithm (FA) was first developed by [11] at Cambridge University. This
is a new swarm intelligence optimization technique and is inspired by the flashing light of
fireflies. Two basic functions of the flashlight are to attract mating partners and to attract
potential prey. The FA is based on the assumption that the solution of an optimization
problem can be perceived as fireflies whose “brightness” is proportional to the value of its
objective function within a given problem space. In the FA, there are three idealized rules:

1. All fireflies are unisexual, so one firefly will be attracted to other fireflies regardless of
their sex.

2. Attractiveness is proportional to their brightness; thus, for any two flashing fireflies,
the less bright one will move.

3. If there are no fireflies brighter than a particular firefly, it will move randomly toward
the brighter one.

In formulating the FA there are two important issues: the variation of light intensity
and the formulation of the attractiveness. The attractiveness of a firefly is determined by its
brightness which is proportional to the encoded objective function (Algorithm 1).
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For maximization, the brightness of a firefly at a particular location x is proportional to
the objective function. However, the attractiveness β is relative, it will vary with the distance
rij, between the firefly i and firefly j. It also varies with the degree of light absorption by
the medium.

Yang in [11] used a Cartesian distance ri,j where i and j are two individual fireflies at
location xi and xj, respectively, as given by Equation (4)

rij =
∥∥xi − xj

∥∥ =

√
c

∑
k=1

(
xi,k − xj,k

)2
(4)

where xi,k is the kth component of the spatial coordinate xi of ith firefly. The attractiveness
β of a firefly is determined by using Equation (5)

β← β0e−γrij (5)

where β0 is the attractiveness at ri,j = 0 and γ is the light absorption coefficient of the
medium. The movement of a firefly i is attracted to another more brighter firefly j and is
given by Equation (6)

xi ← xi + β0e−γrij
(
xi − xj

)2
+ αui (6)

where the random walk parameter ui is evaluated by Equation (7).

ui =
(

rnd1− 1
2

)
(7)

If there are no fireflies brighter than a particular firefly i with maximum objective
value then i will move randomly according to the Equation (8).

ximax ← ximax + αuimax (8)

In this case the random walk parameter uimax is evaluated by (9)

uimax =
(

rnd2− 1
2

)
(9)

where rnd1 ≈ U(0, 1) and rnd2 ≈ U(0, 1) are random numbers obtained from uniform
distribution. The objective function f (x) (Equation (12)) influences or determines the
brightness of the firefly. The perceptual quality of an image is measured using the peak
signal-to-noise ratio (PSNR) (Equation (13)), the structural similarity index measure (SSIM)
(Equation (15)), and the normalized correlation (NC) (Equation (14)). In our case, the PSNR
is used to measure the perceptual quality of a watermarked image, whereas the SSIM
and NC are used to measure the perceptual quality of an extracted watermark. The value
α = 0.013 is used as a balancing parameter to improve perceptual quality. The output of
the fitness function is used as an input parameter (∆ = 0.02) when the embedding and
extraction process is performed.

f itness =
(PSNR× SSIM)

α
+

NC
α

(10)
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Algorithm 1: Firefly algorithm to optimize MSF.

1 Input : An o b j e c t i v e funct ion
2 Input : F i r e f l y i n i t i a l population
3 Output : Optimized value of MSF (∆)
4 BEGIN :
5 while max population s i z e
6 f o r i = 1 to length of f i r e f l y population
7 f o r j = 1 to length of f i r e f l y population
8 move jth ← ith i f jth f i r e f l y i s more a t t r a c t i v e
9 than ith

10 update o b j e c t i v e funct ion and the value of ∆
11 end f o r
12 end f o r
13 get current g loba l bes t s o l u t i o n .
14 end while
15 END

3.3. Randomized Singular Value Decomposition (RSVD)

Randomized singular value decomposition was presented by Zhang et al. [27] to
perform lossless compression, reformation, classification, and target detection with hyper-
spectral data. The mathematical definition of RSVD is given in Equation (11).

Ẑ = X̂ ˆ∑ŶT (11)

where X̂ and Ŷ are orthonormal matrices and ∑̂ is column vector of orthonormal ma-
trices. The RSVD examines approximate matrix factorization using random projections
(Equation (11)) by dividing the process into two phases. In the first step, random sampling
is used to generate a reduced matrix whose range approaches the range of Z. The final
phase involves the factorization of the reduced matrix. Using the initial stage on matrix Z,
the orthonormal column matrix Q (QTZεRl×m) is determined

Y = ZΩ (12)

where Ω is an identically distributed randomized matrix.

4. Proposed Work

In the current work, the following SLT-RSVD-based watermarking technique is em-
ployed to investigate the impact of the scaling factor on PSNR. The images are assessed for
visual quality using the PSNR given in Equation (13), the NC (Equation (15)), and the SSIM
given in Equation (16).

4.1. Watermark Entrenching Scheme

In this subsection, we discussed the watermark entrenching procedure (shown in
Figure 1). The step-wise process to entrench the watermark is given in Algorithm 2. In the
first step of the watermark embedding process, the cover image is transformed using an
SLT. The watermark image is embedded in a lower-frequency sub-band. In the second step,
the coefficients of the lower-frequency sub-band are converted into blocks of size 3× 3.
In the third step, each block undergoes the RSVD putrefaction process to obtain the U, S,
and V matrices, where U and V are unitary matrices and S is a singular matrix. In the
fourth step, the watermark bits are encrypted using the XOR encryption technique. The
watermark bits are entrenched into the singular matrix in the fifth step using an additive
quantization mechanism (given in step 9) and scaling factor ∆. The value of ∆ is obtained
using the Firefly algorithm. In the sixth step, inverse RSVD putrefaction is implied to obtain
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the blocks. Finally, in the seventh step, the inverse Slantlet transform is employed to get
the watermarked image.

Algorithm 2: The step-wise process to entrench the watermark

1 Input : h_image ( Cover/Host Image ) , w_image ( Watermark Image ) , an
encryption key ( k ) , and the optimized value of ∆ .

2 Output : Watermarked image ( h_image′′ )
3 BEGIN :
4 coef = s l t ( h_image )
5 block = getBlock ( coef , blockNumber , b lockS ize )
6 [U, S, V] = rsvd ( block )
7 encrypted = w_image

⊕
k

8 S′ = S + ∆ ∗Wi
9 block′ = irsvd ( U , S′ , V )

10 h_image′ = i s l t ( b locks )
11 h_image′′ = reshape ( h_image′ )
12 END

Figure 1. Block diagram: watermark entrenching process.

4.2. Watermark Extraction Scheme

This section describes the watermark extraction technique. Figure 2 depicts the water-
mark extraction process. In Algorithm 2, the technique for embedding the watermark is
outlined in detail. Algorithm 3 takes h′_image, the encryption key, and the multi-valued
scaling factor (MSF) as input and outputs a watermark image. In step one of the watermark
extraction process, the watermarked image is transformed using SLT to obtain the coeffi-
cients of the lower-frequency sub-band. In step two, the coefficients of the lower-frequency
sub-band are transformed into blocks of size 3× 3. Each block proceeds through the RSVD
putrefaction process in the third phase to produce U′, S′, and V′. Step four involves utiliz-
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ing the equation given in step eight to retrieve the watermark bits. Finally, in step six, the
watermark bits are deciphered to get the extracted watermark.

Algorithm 3: The step-wise process to extract the watermark

1 Input : h′_image ( Watermarked Image ) , an encryption key ( k ) , and
the optimized value of ∆ .

2 Output : W’ ( Extrac ted Watermark Image )
3 BEGIN :
4 coef = s l t ( h′_image )
5 block = getBlock ( coef , blockNumber , b lockS ize )
6 [U′, S′, V′] = rsvd ( block )

7 W ′ =

{
1, if S′ + ∆ ≤ λ

0, Otherwise
8 W ′′ = W ′

⊕
k

9 Obtain e x t r a c t e d watermark as ( W ′′ )
10 END

Figure 2. Block diagram: watermark extraction process.

4.3. Analysis of Imperceptibility Based on SSF

The effectiveness of watermarking is determined by a number of parameters, two
of which are particularly important: imperceptibility and resilience. On the other hand,
both of these ideas are incompatible. To put it another way, the robustness of anything
decreases its imperceptibility, and vice versa [28]. In this investigation, a method based on
SLT-RSVD is proposed for determining the single-valued scaling factor (SSF) to strike a
balance between the two ideas being discussed.

An SSF may be inappropriate for perturbing all of the cover image’s coefficients in the
transform domain. This is because various spectrum components may have varying levels
of tolerance for the alteration that is being generated. To integrate the watermark energy
into the cover image, they advise using an MSF rather than an SSF. They added that the
nature and intensity of the image might affect how MSFs are determined [28].
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Moreover, a crucial part of watermarking success is the scaling factor ∆, which is
used to modify the value of the second element in the first column of the S matrix during
the embedding phase. Selecting a very small scaling factor increases imperceptibility but
reduces robustness. Another possible explanation is that a higher scaling factor leads to a
higher ratio of image deterioration while watermarking [29]. Therefore, finding the best
scaling factor based on the standard deviation is important. The proposed method uses the
threshold values stored in each firefly as a scaling factor during the embedding stage.

The parameters of the proposed scheme are initially established during the optimiza-
tion stage. The population size is set to 10, and β0 and γ are in between 0 and 1. The
watermarking system’s imperceptibility and robustness are considered when establishing
numerous scaling factors. The PSNR, SSIM, and NC are used to gauge the imperceptibility
of an image. These are the most used distortion measures [30].

PSNR = 10 × log10

( 2552

MSE

)
(13)

MSE =
1

M× N

M−1

∑
x=0

N−1

∑
y=0

(C(x, y)− CW(x, y))2 (14)

where C stands for the image in its unaltered, unmodified form and CW stands for the
image in its altered, watermarked form.

NC =
∑M

x=1 ∑N
y=1 w(x,y) x w’(x, y)

∑M
x=1 ∑N

y=1 w2(x, y)
(15)

where w stands for original watermark and w′ stand for extracted watermark.

SSIM =
(2µwµw′ + C1)(2σww′ + C2)

(µ2
w + µ2

w′ + C1)(σ2
w + σ2

w′ + C1)
(16)

where σw and σ′w represent the covariance of the original watermark and the extracted
watermark, respectively, and C1 and C2 are constants. µw corresponds to the mean of the
original watermark, and µw′ corresponds to the mean of the recovered watermark.

Before assessing the effects of MSF over the robustness and imperceptibility on water-
marked images with different image processing attacks.

We studied the effects of the SF on the PSNR and SSIM to assess the robustness and
imperceptibility. In order to assess the imperceptibility of watermarked images, PSNR is
used. The plot in Figure 3 depicts the effect of the SF on the PSNR. In this plot, the scaling
factor ∆ ranges from 0.01 to 0.06. In this figure, we can observe almost straight lines in the
PSNR with respect to the SF, except for the Gaussian filter attack which largely influences
the PSNR value. Salt and pepper noise is the second most influencing attack that can be
observed in this plot. The least influencing attacks are JPEG and sharpening since the
almost straight line can be seen in the plot. Therefore, we can consequently state that the
PSNR and ∆ have an inverse relationship for the watermarked image. Furthermore, the
PSNR is constant with respect to ∆ for all attacked images.

The observed mean PSNR value from the experiment is shown in Table 1. A small
change in the PSNR can be seen in this table. With regard to SF (∆), the PSNR value is
primarily influenced by the Gaussian filter, whereas JPEG compression and sharpening
attack have the least impact.

The SSIM is used to examine the resilience of extracted watermarks. The graph in
Figure 4 illustrates the impact of ∆ on the SSIM. In this plot, the SF significantly impacts
the SSIM at a certain point in time, but afterward, the value becomes stabilized. This is true
for all attacks without any exception. Therefore, the range of SF is an adequate range for
determining MSFs based on the type and severity of the considered attack for the attacks
employed in this simulation.
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Figure 3. Effect of SF (∆) on the PSNR.

Table 1. Effect of SF (∆) on the PSNR.

SF Histogram Salt and
Pepper

Gaussian
Filter Sharpening JPEG

0.01 25.0125 27.4512 32.0125 37.2235 42.2234
0.02 26.2323 28.2356 32.0126 37.9815 42.5678
0.03 26.4512 28.2365 35.4589 38.5642 42.7787
0.04 27.3521 30.3312 35.6201 38.7886 43.1256
0.05 273528 30.3312 36.8011 39.1563 43.1187
0.06 27.6621 31.4589 36.8011 39.2563 43.8920

Figure 4. Effect of SF (∆) on the SSIM.

Table 2 presents the mean SSIM of all the X-ray images used in our simulation. In
this table, the observed SSIM values are presented with respect to the range of the SF on
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various assaults employed in our experiment. The SF has a significant and equal impact on
SSIM on all image processing assaults.

Table 2. Effect of SF (∆) on the SSIM.

SF Histogram Salt and
Pepper

Gaussian
Filter Sharpening JPEG

0.01 0.4563 0.3245 0.5501 0.4933 0.5586
0.02 0.7512 0.7789 0.7663 0.7789 0.7756
0.03 0.8809 0.8791 0.8828 0.8719 0.8856
0.04 0.9901 0.9812 0.9923 0.9956 0.9979
0.05 0.9998 0.9998 0.9996 0.9998 0.9997
0.06 1.0000 1.0000 0.9997 0.9999 1.0000

In the above study of the SSF, we found that the SF inversely affects the imperceptibility
of the cover image and directly affects the robustness of the extracted image in the given
range of the SF. The above observation shows that the objective function used to embed
the watermark has to consider the PSNR and SSIM to optimize the values of the SF.
Consequently, this objective function is applied to optimize the value of MSFs (∆) to achieve
the best results. Therefore, we used this range for the SF in all calculations. Thus, our
findings are consistent as reported in [28]. In Table 3, we used the PSNR, SSIM, and NC to
analyze the watermarked image and the SSIM and NC of extracted watermarks. The PSNR
value is between 58 dB and 59 dB, indicating that the suggested method outperformed at
MSF 0.06. The parameters NC and SSIM are close to or equal to 1 for the watermarked
image, indicating that the proposed technique has better imperceptibility. We have also
calculated the NC and SSIM of the extracted watermark, which are close to or equal to 1,
meaning the quality of extracted watermark is significant.

Table 3. Quality evaluation parameters of the watermarked image and the extracted watermark.

Evaluation Matrics (a) (b) (c) (d) (e) (f) (g)

Watermarked Image
PSNR 58.6123 58.6122 58.6122 58.6118 58.6121 58.6121
SSIM 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
NC 0.9991 0.9991 0.9992 0.9991 0.9993 0.9991

Extracted Watermark SSIM 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
NC 0.9988 0.9989 0.9987 0.9988 0.9986 0.9987

5. Results and Discussion

This section examines the anticipated work and discusses the expected outcome.
Various X-ray image types and binary watermark images were employed to evaluate the
effectiveness of the suggested approach. In the proposed layout, the selected cover medical
image dimensions are 700× 600 pixels and 64× 64 pixels for the watermark image. The
X-ray medical images employed in this experiment are accessible to the public domain (The
National Library of Medicine presents MedPix). The experimental versions of the medical
images can be seen in Figure 5a–f, and the watermark image can be seen in Figure 5g. The
information on the patient has been purposefully removed to protect their confidentiality
and safety.

Moreover, this section also offers experimental data demonstrating the performance
of the proposed technique in terms of a variety of watermarking features, including im-
perceptibility, robustness, security, and payload. Experiments were carried out on Intel(R)
Core (TM) i5-8300H CPU running at 2.30 GHz, a 64-bit processor, 8.00 GB of RAM, and the
Windows 10 operating system. As their primary instrument for conducting experiments,
we utilized MATLAB R2015b. These trials were carried out to demonstrate how efficiently
the watermarking scheme works.
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(a) (b) (c)

(d) (e) (f)

(g)
Figure 5. Watermark Images used for experiment. (a–f) The experimental versions of the medical
images, (g) the watermark image.

The PSNR and SSIM values of the watermarked images that were extracted from
the watermark are listed in Table 3. The maximum values of PSNR and SSIM that could
be calculated were 58.6123 and 1.00, respectively. This demonstrates the extreme degree
of secrecy that a watermark exhibits within an image that has been watermarked, as the
watermark is virtually undetectable. In addition to this, the process of removing the
watermark is successful in its application. This is demonstrated by the non-watermarked
versions of the images’ NC values after the watermarks have been removed. The fact that
the NC values are reasonably near to one is a strong indicator that the extraction method is
functioning appropriately.

5.1. Robustness Analysis

Additionally, we outline below a number of tests that were carried out and their
outcomes to evaluate the effectiveness of the multi-objective FA-SLT-RSVD-based water-
marking system. After using a histogram equalization image processing attack, Table 4
demonstrates the SSIM values of retrieved watermarks from all of the cover medical X-ray
pictures used in our experiment. This table makes it evident that the extracted watermark
is significantly impacted when the ∆ ranges from 0.01 to 0.03, while the range of ∆ between
0.04 and 0.06 has the least impact on the extracted watermark. Therefore, we can conclude
that our algorithm gives better results robustness.

The extracted watermark from a deformed watermarked image (shown in Figure 6) is
illustrated in Table 5 by adding noise. The salt and pepper attack is also a common image
distortion attack (shown in Figure 7). The SSIM values presented in the table below are
largely affected when the MSF is 0.01. The range of the SSIM is from 0.3235 to 0.3298, while
the range of the SSIM is from 0.7783 to 0.7799 when the MSF is 0.01 and 0.02, respectively.
It shows that the quality of the extracted watermark is much more distorted when the MSF
is low and better when MSF is high. Thus, we can say that the results gained from the
anticipated watermarking scheme described the robustness against noise attacks.



Electronics 2023, 12, 334 13 of 18

Table 4. The SSIM values of the extracted watermark after a histogram equalization attack.

Image Name

SF (a) (b) (c) (d) (e) (f)

0.01 0.4563 0.4553 0.4563 0.4534 0.4566 0.4566
0.02 0.7512 0.7512 0.7522 0.7532 0.7522 0.7512
0.03 08809 0.8811 0.8809 0.8811 0.8809 0.8809
0.04 0.9901 0.9901 0.9901 0.9901 0.9901 0.9901
0.05 0.9998 0.9998 0.9998 0.9998 0.9998 0.9998
0.06 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000

(a) SSIM = 1.0000 (b) SSIM = 1.0000 (c) SSIM = 1.0000

(d) SSIM = 1.0000 (e) SSIM = 1.0000 (f) SSIM = 1.0000

Figure 6. Extracted watermark after a histogram equalization attack.

Table 5. The SSIM values of the extracted watermark after a salt and pepper attack.

Image Name

SF (a) (b) (c) (d) (e) (f)

0.01 0.3245 0.3234 0.3242 0.3298 0.3245 0.3235
0.02 0.7789 0.7799 0.7783 0.7789 0.7799 0.7788
0.03 0.8791 0.8796 0.8789 0.8795 0.8797 0.8792
0.04 0.9812 0.9823 0.9823 0.9825 0.9823 0.9812
0.05 0.9998 0.9998 0.9998 0.9998 0.9998 0.9998
0.06 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000

(a) SSIM = 1.0000 (b) SSIM = 1.0000 (c) SSIM = 1.0000

(d) SSIM = 1.0000 (e) SSIM = 1.0000 (f) SSIM = 1.0000

Figure 7. Extracted watermark after a salt and pepper attack.

The image is distorted because of the signals in the transmission channels. The
watermark image is also interpolated to prevent attacks based on distortion or signal
processing. The term filter attack refers to a specific type of attack in the realm of image
processing. As part of our experiment, we launched a filtering attack to test how well
the proposed watermarking scheme works. The SSIM values of the extracted watermark
(shown in Figure 8) when employing a filtering attack are shown below in Table 6. The
quality of the extracted watermark can be assessed by observing the SSIM values for
different ranges of ∆. The SSIM values are least affected by the MSF.
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Table 6. The SSIM values of the extracted watermark after a Gaussian filter attack.

Image Name

SF (a) (b) (c) (d) (e) (f)

0.01 0.5501 0.5501 0.5501 0.5501 0.5501 0.5501
0.02 0.7663 0.7663 0.7663 0.7663 0.7663 0.7663
0.03 0.8828 0.8828 0.8828 0.8828 0.8828 0.8828
0.04 0.9923 0.9923 0.9923 0.9923 0.9923 0.9923
0.05 0.9996 0.9996 0.9996 0.9996 0.9996 0.9996
0.06 0.9997 0.9997 0.9997 0.9997 0.9997 0.9997

(a) SSIM = 0.9997 (b) SSIM = 0.9997 (c) SSIM = 0.9997

(d) SSIM = 0.9997 (e) SSIM = 0.9997 (f) SSIM = 0.9997

Figure 8. Extracted watermark after a Gaussian filter attack.

Patients were diagnosed online during the epidemic. Consequently, medical images
were regularly sent from one source to another via various communication routes. For all
intents and purposes, this procedure involved the compression and format conversion of
medical photographs. The quality of converted medical images is always lower than the
original. As a result, JPEG compression has emerged as a standard and indispensable tool
in image processing. Therefore, the image compression attack becomes essential to test
the robustness of our proposed watermarking system. Table 7 exhibits the SSIM values
of the extracted watermark from all six X-ray medical images after employing a JPEG
compression attack. The SSIM values for each extracted watermark range from 0.55 to 1.0
for all values of ∆. For MSFs ranging from 0.03 to 0.04, the SSIM values of the extracted
watermark are from 0.9969 to 0.9997. The SSIM values closer to 1 show that the watermark
is completely extracted from the watermark image when employing JPEG attacks (as shown
in Figure 9a–f). This shows the robustness of our watermarking system.

Table 7. The SSIM values of extracted watermark after a JPEG compression attack.

Image Name

SF (a) (b) (c) (d) (e) (f)

0.01 0.5586 0.5591 0.5587 0.5586 0.5586 0.5588
0.02 0.7756 0.7759 0.7756 0.7751 0.7756 0.7758
0.03 0.8856 0.8855 0.8857 0.8851 0.8856 0.8856
0.04 0.9979 0.9971 0.9969 0.9979 0.9969 0.9979
0.05 0.9997 0.9997 0.9997 0.9997 0.9997 0.9997
0.06 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000
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(a) SSIM = 1.0000 (b) SSIM = 1.0000 (c) SSIM = 1.0000

(d) SSIM = 1.0000 (e) SSIM = 1.0000 (f) SSIM = 1.0000

Figure 9. Extracted watermark after a JPEG compression attack.

5.2. Comparison of Proposed Scheme with Existing Schemes

We have carried out a number of experiments to evaluate the practicability of the
method that has been outlined above. To evaluate the performance of the proposed
scheme we have presented a comparison of the SSIM and NC values with existing sim-
ilar approaches presented in [7,10,31,32] of the extracted watermark without any image
processing attacks (shown in Table 8). The FA-SLT-RSVD gives a more optimal solution
considering various optimization in watermarking techniques. The proposed scheme
ensures higher imperceptibility of the extracted watermark. The SSIM values obtained by
our scheme are much better than the scheme proposed in [7]. Additionally, the NC value is
higher than all the existing schemes except [10], which shows the better performance of the
watermarking technique.

Table 8. The NC and SSIM values of the extracted watermark.

Proposed Work [7] [10] [31] [32]

SSIM 1.0000 0.9961 - - -
NC 0.9988 0.9985 0.9993 0.9869 1.0000

To evaluate the comparative performance of the technique under several image pro-
cessing attacks with existing similar approaches [7,10,31,32], a comparison table has also
been presented in Table 9. The SSIM values obtained by the proposed work under histogram
equalization attack, salt and pepper attack, Gaussian noise attack, and JPEG compression
attack are 1, 1, 0.9997, and 1, respectively, which is higher compared to other schemes.
The higher SSIM values show robustness against image distortion. The proposed scheme
achieves better performance when the NC values are compared with existing schemes. The
NC values obtained by our scheme under histogram equalization attack, salt and pepper
attack, Gaussian noise attack, and JPEG compression attack are 0.6221, 0.9879, 0.9889, and
0.9941, respectively. The NC value obtained shows good imperceptibility against all attacks
except [10,32] in a histogram equalization attack. On the basis of the above comparison and
analysis, it has been observed that our scheme performs better than existing schemes.

Table 9. Comparative analysis of the proposed scheme.

Attack
Proposed Work [7] [10] [31] [32]

SSIM NC SSIM NC SSIM NC SSIM NC SSIM NC

Histogram Equalization 1.0000 0.6221 0.9961 0.5650 - 0.7223 - - - -
Salt and Pepper 1.0000 0.9879 0.9923 0.9981 - 09251 - 0.9938 0.9260 0.9997
Gaussian Noise 0.9997 0.9889 0.9816 0.9920 - 0.5918 - 0.9738 0.9314 0.9997

JPEG Compression 1.0000 0.9941 0.9910 0.9825 - - - - 0.9314 0.9997
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6. Conclusions

The proposed watermarking scheme uses the Slantlet transform, randomized-singular
value decomposition, and nature-inspired optimization method. It successfully enhanced
the authenticity of X-ray images. A series of evaluation tests are conducted, and the
results are compared to predetermined standards to ascertain the system’s imperceptibility
and robustness. Our research demonstrates that the suggested watermarking procedure
achieves lower distortion than the most cutting-edge methods. The proposed watermarking
method produces high NC, PSNR, and SSIM values of watermarked images, making it
suitable for medical images. The SSIM and NC values of extracted watermark are close to
or equal to 1 at a scaling factor of 0.06, which shows the better performance of the scheme.
The watermark is successfully retrieved after several image processing attacks (i.e., JPEG
compression, salt and pepper noise, Gaussian filtering, or histogram equalization).

The scope of this research is limited to grayscale medical images. It is essential to
carry out operational trials prior to implementing the watermark system in a fully working
e-healthcare system. In the future, more NIAs will be employed, and our method will also
be evaluated on different medical image formats.

Author Contributions: Methodology, K.U.S.; Software, V.K.P.; Validation, A.K. and C.S.; Investiga-
tion, T.S. Data curation, A.G.; Writing—review & editing, A.G. All authors have read and agreed to
the published version of the manuscript.

Funding: This research received no external funding.

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

Abbreviations
The following abbreviations are used in this manuscript:

SVD Singular Value Decomposition
SLT Slantlet Transform
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FA Firefly Algorithm
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CT Computed Tomography
DICOM Digital Imaging and Communications in Medicine
JPEG Joint Photographic Experts Group
SSIM Structural Similarity Index Metric
PSNR Peak Signal-to-Noise Ratio
NC Normalized Correlation
NIA Nature Inspired Algirthm
MSF Multi-Valued Scaling Factor
SSF Single-Valued Scaling Factor
LWT Lifting Wavelet Transform
IWT Integer Wavelet Transform
PSO Particle Swarm Optimization
MRI Magnetic Resonance Imaging
GA Genetic Algorithm
ABC Artificial Bee Colony Algorithm
DWT Discrete Wavelet Transform
MAC Media Access Control
HD Hessenberg Decomposition
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