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Abstract: Problem statement: Video watermarking is well known as the process of embedding
copyright information in video bit streams. It had been proposed in recent years to solve the problem of
illegal manipulation and distribution of digital video. Approach: In this study, an effective, robust and
imperceptible video watermarking algorithm was proposed. This algorithm was based on a cascade of
two powerful mathematical transforms; Discrete Wavelets Transform (DWT) and Singular Value
Decomposition (SVD). Two different transform domain techniques showed high level of
complementary and different levels of robustness against the same attack will be achieved through
their combination. Results: The proposed algorithm was tested against imperceptibility and robustness
and excellent results were obtained. Conclusion: Experimental results demonstrate the robustness

achieved by combining the two transforms.
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INTRODUCTION

Digital video is becoming popular more than ever
due to the widespread of video-based applications such
as Internet video, videophones, wireless video, video
conferencing, among many others. However, a
byproduct of such popularity is the worldwide
unauthorized copying and distribution of digital video.
Digital watermarking has been proposed in recent years
to prevent illegal and malicious copying and
distribution of digital media by embedding an
unnoticeable information (called a watermark) into the
media content'"),

The watermark is usually a copyright message
identifying the ownership information of the media
object. Effective watermarking has many requirements,
the most important of which are imperceptibility and
robustness. Imperceptibility refers to perceptual
transparency and it requires that the watermarking
algorithm to embed the watermark in such a way that
the quality of the underlying video frames is not
affected. As for the robustness requirement, the
watermark must always remain in the watermarked
video frames, even if the quality of the frames is
degraded intentionally or unintentionally'.

Current video watermarking techniques can be
grouped into two major classes; spatial-domain
watermarking techniques and watermarking frequency-
domain techniques. Spatial-domain techniques embed a

watermark in the frames of a given video by modifying
its pixels directly. These techniques are easy to
implement and require few

Computational resources, however, they are not
robust against common digital si%nal processing
operations such as video compression””’. On the other
hand, transform-domain watermarking techniques
modify the coefficients of the transformed video frames
according to a pre-determined embedding scheme. The
scheme disperses the watermark in the spatial domain
of the video frame'" | hence making it very difficult to
remove the embedded watermark. Compared to spatial-
domain techniques, frequency-domain watermarking
techniques proved to be more effective with respect to
achieving the imperceptibility and robustness
requirements of digital watermarking algorithms.

In this study, we propose a blind, imperceptible
and robust video watermarking technique. The
algorithm is based on cascading two powerful
mathematical transforms; the Discrete Wavelet
Transform (DWT)[S] and the Singular Value
Decomposition (SVD)®. The two transforms are
different transform domain techniques and thus provide
different, but complementary, levels of robustness
against the same attack. More robustness is expected by
combining benefits of the two transforms. In the
proposed hybrid algorithm, the watermark bits are not
embedded directly on the wavelet coefficients, but
rather on the elements of singular values of the frames'
DWT sub-bands.
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The proposed algorithm is also 'blind' in the sense
that it does not require the original video in order to
extract the embedded watermark.

The objectives of this study were to: (i) achieve
more robustness and imperceptibility against attacks by
combining benefits of SVD and DWT methods, (ii)
achieve flexibility and effectiveness in extraction the
watermark from video frames with no need of the
original video and (iii) Compare the proposed algorithm
performance of four different videos scenes, with
different watermarks and for various video attacks.

MATERIALS AND METHODS

Mathematical materials:

The discrete wavelets transform: Wavelets are special
functions which, in a form analogous to sines and
cosines in Fourier analysis, are used as basal functions
for representing signals. For 2-D images, applying
DWT corresponds to processing the image by 2-D
filters in each dimension. The filters divide the input
image into four non-overlapping multi-resolution sub-
bands LL, LH, HL and HH. The LL sub-band
represents the coarse-scale DWT coefficients while the
LH, HL and HH sub-bands represent the fine-scale
DWT coefficients. To obtain the next coarser scale of
wavelet coefficients, the LL sub-band is further
processed until some final scale N is reached. When N
is reached, we will have 3N + 1 sub-bands consisting of
the multi-resolution sub-bands LLy and LH,, HL, and
HH, where x ranges from 1 until N. Due to its excellent
spatio-frequency localization properties, the DWT is
very suitable to identify areas in the host image where a
watermark can be embedded effectively”””. In
particular, this property allows the exploitation of the
masking effect of the human visual system such that if a
DWT coefficient is modified, only the region
corresponding to that coefficient will be modified.

Singular value decomposition: The DWT transform
attempts to decompose an image in terms of a standard
basis set. This needs not necessarily be the optimal
representation for a given image. On the other hand,
Singular Value Decomposition (SVD) is a numerical
technique for diagonalizing matrices in which the
transformed domain consists of basis states that is
optimal in some sense. The SVD of an N x N matrix A
is defined by the operation:
A=USVT (1)
where, U and V € R V*N are unitary and S € RV *Nis a
diagonal matrix. The diagonal entries of S are called the
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singular values of A and are assumed to be arranged in
decreasing order o; > o; +1. The columns of the U
matrix are called the left singular vectors while the
columns of the V matrix are called the right singular
vectors of A. Each singular value o; specifies the
luminance of an image layer while the corresponding
pair of singular vectors specifies the geometry of the
image layer'™'” | In SVD-based watermarking, an
image is treated as a matrix decomposed by SVD into
the three matrices; U, S and V 7, as shown in Fig. 1. By
virtue of the fact that slight variations in the elements of
matrix S does not affect visual perception of the quality
of the cover image, most existing SVD-based
watermarking  algorithms add the  watermark
information to the singular values of the diagonal
matrix S in such a way to meet the imperceptibility and
robustness requirements of effective digital image
watermarking algorithms.

Proposed method:

DWT-SVD video watermarking algorithm: The
proposed DWT-SVD watermarking algorithms consist
of two procedures, the first embeds the watermark into
the original video clip, while the other extracts it form
the watermarked version of the clip.

Watermark embedding procedure: The embedding
procedure is depicted in the block diagram shown in
Fig. 2.

Step 1: Divide the video clip into video scenes Vs;.

Step 2: Process the frames of each video scene using
DWT and SVD as described in steps 3-10.

U, - - UL|sy 0 0. 0]V, - Vi
U ..U, 0 , 0 0|V, A
SVD(A)=| 52 2
U, U,.Jl0 0 0 s, ||V, A
Fig. 1: The SVD operation SVD (A)=USV "
L 0.
|:| Video  Video  Framef Inverse 2-
sene frames - (YUV) level DWT
)
- ¥
D Digital copyrighl"Re\L ling O F(r]:‘ger
technologies

. Watermark I
Video scenes
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Watermarked
Watermarked video frames F'  video vxmi

Fig. 2: DWT-SVD watermark embedding procedure
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Fig. 3: Frame's 2-level DWT sub-bands

Step 3: Convert every video frame F from RGB to
YUYV color matrix format.

Step 4: Compute the 2-level DWT for the Y
(luminance) matrix in each frame F This operation
generates seven DWT sub-bands [LL,, LL,, HL,, LH,,
HH2, LH,, HH,]. Each sub-band is a matrix of DWT
coefficients at a specific resolution. Figure 3 shows the
sub-bands  produced by the 2-level DWT
decomposition.

Step 5: Apply the SVD operator on the HL, sub-band.
The SVD operator decomposes the sub-band's
coefficient matrix into three independent matrices:
HL, = Uiz Sz Varo. (2)
Step 6: Rescale the watermark image so that the size of

the watermark will match the size of the HL, sub-band
which will be used for embedding.

Step 7: Embed the binary bits of watermark Wyy; into
Shro by substituting the watermark bit W; with the LSB
(Least significant Bit) bit of Sy, (1, 1):
LSB (Sha (1, 1)) = Wy (3)
Step 8: Apply the inverse SVD operator on the
modified Syj,' matrix to get a modified coefficient
matrix HL2'. The inverse SVD operation is as follows:

HL2I= Umn, S HL2' Vhi2 B “4)
Step 9: Apply the inverse DWT on the modified

coefficient matrix HL2. This operation produces the
final watermarked Video frame F.

Step 10: Convert the video frames F from YUV to
RGB color matrix.
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Fig. 4: DWT-SVD watermark extraction procedure

Step 11: Reconstruct frames into the final watermarked
Video scene Vs;'.

Step 12: Reconstruct watermarked scenes to get the
final watermarked Video clip.

Watermark extraction procedure: The proposed
DWT-SVD algorithm is blind in the sense that it does
not need the original video in the extraction process.
Therefore, we can extract the watermark image from
the watermarked video frames from the LSBs directly
as depicted in the block diagram shown in Fig. 4 and
described in details in the steps that follow:

Step 1: Divide the watermarked Video clip V ' into
watermarked scenes Vsi'.

Step 2: Process the watermarked frames of each
watermarked video scene using DWT and SVD as
described in steps 3 ~ 6.

Step 3: Convert the video frame F from RGB color
matrix to YUV.

Step 4: Compute the 2-level DWT for the frame F- Let
the seven sub-bands produced after this process be:

[WLLl, WLLz, WHL2 . WLHz, WHHz, WLH[ ,WHH[]

Step 5: Apply the SVD operator on the wHL, sub-
band. The SVD operator decomposes the sub-band's
coefficient matrix into three independent matrices:
WHL, = Uynra Swniz Venra: (%)
Step 6: Extract the embedded watermark from the
diagonal matrix Sy, as follows:
Wy (1) =LSB(Spra (i, 1)) (6)
Step 7: Construct the image watermark Wy by
cascading all watermark bits extracted from all frames.
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Step 8: Repeat the same procedure for all video scenes. We evaluated the performance of the proposed
DWT-SVD video watermarking algorithm with respect
RESULTS to imperceptibility and robustness''”. Results are

presented and discussed in Fig. 7-11.
We evaluated the performance of our proposed

DWT-SVD video watermarking algorithm using a 1 Compression attack
colored video clip having a size of 351 frames. Each 099
. . . . - 098 4 mwatermarki
frame has a size of 240 x 352 pixels. The video clip was S
I . . . = 097 4 N Nwatermark2
partitioned into four scenes having the size of ® 0.96 - Nl [Nl | =vetemans
. = NE |RH H
101,74,102 and 75, frames, respectively. A snap shot of 38 g-gi 1 \ §§ §§ §§ mwatermarkd
each scene is shown in Fig. 5. The watermark was then 093 | NN N (Y
embedde.d in the Y component each frame of .all scenes. 0 25 33 45 5 75 & 90
A different watermark was embedded in each of Quality
the four scenes. The four watermark images are shown
in Fig. 6. Each watermark consists of 72x181 pixels. Fig. 7: Correlation values due to different rates of
frame compression
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Fig. 8: Correlation values due to frame rotations at
different angles
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Fig. 5: Snapshots of the four scenes in the video clip
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Fig. 6: The four different watermarks embedded in the Fig. 10: Correlation values due to the addition of Salt
scenes of the video clip and pepper noise
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Fig. 11: Correlation values due to video frame dropping
DISCUSSION

Imperceptibility: Imperceptibility means that the
perceived quality of the video clip should not be
distorted by the presence of the watermark. As a
measure of the quality of a watermarked video, the
Peak Signal to Noise Ratio (PSNR) is typically used. In
our study, the watermark was embedded in the video
according the procedure described. The average PSNR
for the all frames of the four watermarked scenes was
48.1308. This high PSNR value proves imperceptibility
of the proposed SVD-DWT algorithm.

Robustness: Robustness is a measure of the immunity
of the watermark against attempts to remove it or
degrade it by different types of digital signal processing
attacks. We measured the similarity between the
original watermark and the watermark extracted from
the attacked watermarked images using the correlation
factor p which is computed using Eq. 7 given:

N

W, W,
P(W’W):N':]—N 7
(2 2
i=1 i=1
Where:
N = The number of pixels in watermark
wand w = The original and extracted watermarks

respectively. The correlation factor p may
take values between 0-1

In Fig. 5-8 we show the robustness results obtained
for four standard attacks: rotation, JPEG compression,
Gaussian noise and salt and pepper noise'"”!. The high
correlation values obtained for all attacks clearly
indicate the robustness of the algorithm against
standard attacks. Results and a brief description of each
attack.

Video compression: The watermarked video frames
were compressed with different quality factors. As
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shown in Fig. 7, the correlation values indicate clearly
robustness of the algorithm against the video
compression.

Video rotation: The watermarked video frames were
rotated with different angles. As shown in Fig. 8, the
correlation values indicate clearly robustness of the
algorithm against the video frames rotation.

Gaussian noise: A Gaussian noise was added with
varying intensities to the watermarked video frames. As
shown in Fig. 9, the correlation values indicate clearly
robustness of the algorithm against the addition of
Gaussian noise.

Salt and pepper noise: A salt and pepper noise was
added with varying intensities to the watermarked video
frames. As shown in Fig. 10, the correlation values
indicate clearly robustness of the algorithm against the
addition of salt and pepper noise

Other than the standard attacks, we evaluated
robustness due to video frame dropping!*. The
attackers hope by performing such an attack that the
embedded watermark will be degraded or removed
without hindering the original video. This is due to the
fact that large amount of redundancy. Exist between
video frames and therefore video dropping should leave
the integrity of the original video intact. The results are
shown in Fig. 11. As seen, even if the attacker drops
60% of the frames, the watermark can still be extracted
with a correlation value.

CONCLUSION

In this study, we proposed a novel digital video
watermarking algorithm. The algorithm makes use of
two powerful mathematical transforms; DWT and
SVD. Both techniques were combined to exploit their
attractive features; spatio-frequency localization of the
DWT and compact capturing of semi-global features
and the geometric information of images by the
significant components of the SVD. Experimental
results demonstrated the blindness and robustness of
our proposed method as it successfully extracted the
watermark from each frame without using the original
video. The extracted watermark was exactly the same
as the embedded original watermark.
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