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ABSTRACT Mobile users are increasing exponentially to adopt ubiquitous services offered by various

sectors. This has attracted attention for a secure communication framework to access e-health data on mobile

devices. The wearable sensor device is attached to the patient’s body which monitors the blood pressure,

body temperature, serum cholesterol, glucose level, etc. In the proposed secure framework, first, the task

starts with the patient authentication, after that the sensors device linked to the patient is activated and the

sensor values of the patient are transmitted to the cloud server. The patient’s biometrics information has been

added as a parameter in addition to the user name and password. The authentication scheme is coined with

the SHA-512 algorithm that ensures integrity. To securely send the sensor information, the method follows

two kinds of encryption: Substitution-Ceaser cipher and improved Elliptical Curve Cryptography (IECC).

Whereas in improved ECC, an additional key (secret key) is generated to enhance the system’s security. In this

way, the intricacy of the two phases is augmented. The computational cost of the scheme in the proposed

framework is 4H + Ec + Dc which is less than the existing schemes. The average correlation coefficient

value is about 0.045 which is close to zero shows the strength of the algorithm. The obtained encryption and

decryption time are 1.032 µs and 1.004µs respectively. The overall performance is analyzed by comparing

the proposed improved ECC with existing Rivest–Shamir–Adleman (RSA)and ECC algorithms.

INDEX TERMS Internet of Things, wearable sensors, cloud wireless sensors, encryption, ECC, RSA.

I. INTRODUCTION

In addition to wearable monitoring systems, the Internet of

things (IoT), is a fast-growing technology that is expected

to bring a broad range of healthcare applications [1]. The

healthcare industry has adopted IoT very quickly [2], [3],

which has increased the quality of service as well as pro-

ductivity by incorporating IoT facets into medical devices,

which gave tremendous benefits to the aged, diabetic patients

and people with secure management [4]. The services to the

patients located in remote places in both normal and emer-

gencies situations can be provided with cloud-based services.

The associate editor coordinating the review of this manuscript and

approving it for publication was Ding Xu .

The mobile communication technologies like 5G has made

possible for patients and healthcare providers to provide

service with Internet of things and sensors to send blood

sugar level, ECG (Electrocardiogram), thyroid level, blood

pressure, cholesterol level. IoT based healthcare applications

can be used to capture critical health data in real-time within

a regular interval of time and IoT sensors can continuously

process large volumes of health data. The IoT is recognized

by healthcare industries as the most important technology in

the future [5]. In fact, centralized health monitoring services

focused on IoT can help the safety and ease of elderly people

who can’t access to healthcare services [6].

The introduction of IoT in the healthcare industry has led

researchers around the globe to build smart applications such
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as virtual doctors, mobile healthcare, patient recommender,

etc. [7]. Advanced monitoring devices can be used to collect

information from people regarding their health conditions,

e.g. blood pressure, glucose levels, heart rate, etc. [20], [21].

The data can be monitored and transmitted to smartphones

constantly through wearable devices sensors [8]. The sensor

nodes of ECG [9] are linked to the IoT network and backed

up by plug-and-play functionality [10]. The cloud server can

be used to store and access the historical as well as real-

time patient data [11], [12]. Any system based on sensors and

IoT pose concerns about privacy and security because mobile

devices can be targeted for malicious attack [18]. Therefore,

more research on security and privacy measures are required.

For a trustworthy IoT, the framework shall be developed

based on some light weight cryptography algorithm [19].

Security Issues-The security of the patient data should be

the top priority. The patient data must be secured by com-

plete protection, data encryption, user verification and appli-

cation security by deploying current security requirements

and validation algorithms. For cloud computing in general,

these security problems were thoroughly explored [13]–[15],

[17]. The security threats including manipulation of sensitive

cloud data of patients, patient data privacy breach and the

unauthorized use of the data are a major challenge to the

cloud-based healthcare systems. Therefore, IoT and cloud-

based healthcare systems must meet a number of security

requirement. Following are the core criteria for security and

privacy of cloud-based healthcare system [13], [14], [16].

A) Authentication: The identification of the user such as

patients, healthcare staff, and partners must be verified

using some strong mechanism of cryptographic routine.

B) Authorization: This is the second requirement after

authentication which ensures permission, resource

grants, and access priorities for users of the system.

Based on the privilege users are granted different access

levels.

C) Non-repudiation: This is a cryptographic mechanism

to ensure that the sender has really sent this message.

A digital signature, encryption and timestamps may

be used to determine authenticity of patient and non-

repudiation to ensure the patient in a healthcare system.

D) Integrity and Confidentiality: The integrity ensures

the intactness of the received message. In health-

care system, we can say that patient data has not

be altered. This can be achieved using one-way hash

functions and message digests like SHA256, SHA512,

and MD5 etc. While confidentiality ensures that only

intended receiver can read the sent message. This can

be achieved using encryption algorithms.
The structure of the paper is as follows: The related studies

to the proposed technique is discussed in section 2. The

proposedmethodology and scheme are presented in section 3.

The obtained experimental results are analyzed in section 4.

Section 5, finally concludes the paper along with future

direction.

II. RELATED WORK

Gupta et al. [18] put forward an IoT-based cloud architecture.

The presented system utilized the embedded sensors of the

equipment instead of smartphone sensors or wearable sensors

for storing the basic attributes value of health-associated

parameters. A cloud-based system comprises of cloud data

center (CDC), private cloud, the and public cloud. This archi-

tecture utilized XMLWeb services for the fast and secure

communication of data. The total response from CDC to the

local database server almost corresponds to the increased

number of users.

Rathee et al. [19] have presented a secure healthcare frame-

work that is based on blockchain methodology. Authors,

have utilized blockchain for assuring the transparency and

security of document accessibility, patient records, and the

shipment process among providers and customers. The expe-

riential analysis of the framework was gauged on the illegal

actions or communications by malicious IoT objects.

Zouka and Hosni [22] put forward a secure and compu-

tationally lightweight authentication structure which shields

health data and assures security of the communications.

The suggested structure enables doctors to monitor patients’

real-time biosignals and was fitted with an emergency res-

cue approach utilizing a machine-to-machine (M2M) patient

monitoring screen and remote health app. The findings sup-

ported the high-level results of the proposed system, since the

average access times were decreased. The structure has the

highest key generation time when the verification time and

transfer time are considered.

Tyagi et al. [23] have developed an IoT health framework

for healthcare system to assist patients in finding the best

treatment for the best costs by ensuring that the health infor-

mation can be securely stored and shared among the orga-

nization. However, in the proposed framework no specific

algorithms for authentication or privacy has been discussed.

Wen et al. [24] proposed a mechanism to access real-time

multimedia data by authorized users in wireless multimedia

sensor network. Authors have used Chinese Remainder The-

orem (CRT) for the proposed authentication system.

Li et al. [25] have raised numerous practical problems nec-

essary to satisfy security and privacy requirements in wireless

networks. The authors have analyzed the applicable secu-

rity solutions in the sensor networks and the wireless body

area network. Also, author have presented analysis on these

implementations. To achieve fine-grained access control, they

introduced an attribute-based encryption.

Al-Mahmud and Morogan [26] suggested an identity-

based digital signature scheme for access control and user

authentication. To sign and validate a message, they imple-

mented the ECC-based digital signature algorithm. The users

and sensors are registered at the base station (BS) at the

time of activation, and the group identities and access priv-

ileges are also granted by the base station. The account

deletion is done at the point of login by expiry of the user’s

access time allocated by the base station. The authenticated
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user may not receive the access requested without the right

of access. To some extent this scheme prevents denial-of-

service attacks (DoS) but registration and password change

processes is not supported for all users. The base sta-

tion has to broadcast the parameters of the application set-

tings such as the userid, groupid, and device timestamp for

a new user additive that is an additional communication

overhead.

Wang et al. [27] suggested an ECC access control scheme

allowing the Key Distribution Centre (KDC) to be intro-

duced before authentication. A user registry database of

priority rights for the specific individual is created by

KDC. Such privilege is composed of the privilege mask

for server, groupid and account control. The same access

privilege should be open to multiple users in the same

group. The ECC generates a user’s private and public key

and a certificate for the user access list, according to the

user request. Although a sensor node is authenticated, but

user is not authenticated. Consequently, mutual authentica-

tion between user and sensor are not supported in proposed

framework.

Le et al. [28] proposed an ECC-based, energy-efficient

access control system. The core idea of the work is motivated

by the scheme suggested by Wang et al. [27].

Kavitha et al. [29] have presented an improved authenti-

cation scheme using elliptic curve cryptography for health-

care application. Authors have discussed the problems and

the failures in conventional cryptographic algorithms when

applied to IoT applications. To overcome this issue authors

have purposed hyper elliptic curve based public key tech-

nique that combines Digital Signature and Elgamal encryp-

tion algorithms.

Khemissa and Tandjaoui [30] have discussedmany deploy-

ment issues in e-health application, particularly in IoT

environment. However, the main focus of the paper is authen-

tication of interconnected devices. Authors have suggested

hash message authentication and nonce for authentication

of base station and sensors. Author have claimed about the

presented scheme to be more secure against attacked and

energy efficient.

Wazid et al. [31] have presented exhaustive survey of

various authentication schemes for IoT sensors, devices, gate-

ways and users. Many challenges in the IoT environment due

to limited computational capability, memory, heterogeneity,

and mobility were discussed. Authors have also discussed

various aspect of authentication in context to cloud and big

data environment.

III. PROPOSED METHODOLOGY

In this work we have proposed a layered framework of the

cloud-based healthcare system shown as figure 1. The frame-

work has four layers connected to each other. The description

of each layer is presented as follows:

People Layer – The people layer contains the actual con-

sumers and producer of the data such as patients, doctors,

technicians, and administrators.

Device Layer – This layer contains various devices that

facilitate to access the information such as personal digital

assistant (PDSs), mobile phones, Laptops and notebooks.

Cloud Layer – This layer contains the communication

infrastructure to connect the device layer and facility layers.

Facility Layer – This layer contains the facility establish-

ment like hospitals, community health service centers and

administrators.

To provide a secure communication between people layer

and cloud layer an authentication and encryption scheme

is proposed. The proposed authentication and encryption

scheme for IoT-based medical sensor data comprises of three

stages: (a) authentication, (b) encryption, and (c) decryption.

Authentication is the first stage of the proposed system.

This stage encompasses three steps: registration, login, and

verification. First, the patient registers his or her details on

the hospital website or app. After registration, the patient

logs into the hospital’s website by utilizing a username and

password. The registered patient details are maintained in the

cloud server and the hospital database. When each patient

is registered on the website, a hash code is routinely cre-

ated utilizing the SHA-512 algorithm for confirming the

identity of the patient. During verification, the server con-

firms whether the patient utilizing the hash function is an

authenticated user or not. When the patient is authenticated,

the wearable sensor device linked to the patient is activated,

and the information from the sensor device is continuously

received by the cloud server. The sensor system information

is encrypted and transmitted to the cloud server to protect the

data from the attackers. Initially, the sensor data from the

IoT sensor device is ciphered utilizing substitution Caesar

cipher. The substitution cipher is basically an encryption

technique by which plain text is swapped with ciphertext in

cryptography. After that, the ciphered data is encrypted by

the improved elliptical curve cryptography algorithm. The

cloud server obtains the encrypted sensor data concurrently

and decrypts prior it before sending to hospital system. Sub-

sequently, cloud server sends decrypted data to the hospital

management. The figure 2 shows the sequence diagram of

proposed authentication scheme.

A. AUTHENTICATION

The initial phase of the proposed scheme is patient authen-

tication. It is an important step in giving access to approved

patients. This phase comprises of three steps: (i) registration,

(ii) login, and (iii) verification.

1) REGISTRATION

Here, the patients register demographic and biometrics

information like patient’s name, date of birth, address,

medical history and biometrics template in the hospital web-

site or app. In the simulation of the framework, patient’s fin-

gerprint has been considered asBi. After registration, the hash

code is generated based on the patients’ details utilizing the

SHA-512 algorithm.
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FIGURE 1. Proposed secure framework for IoT-based medical data.

Consider a patient P with identification Idi along with a

password Pwi. Let a trusted patient be denoted as Tp. During

registration, a Tp creates the private key Prk . The hash code

created by SHA-512 is shown as equation (1):

Hc = hf (Idi ‖ Pwi‖Bi) (1)

where Hc is the hash code that is generated and hf is a hash

function.

2) LOGIN

The patients must provide the authentication data given by the

hospital superintendent for authentication when they log into

the system. The Id1,Pw1, and B
∗
1 are joined to create a hash

code Hs1 in the login step utilizing the SHA-512 algorithm

as shown in equation (2).

Hs1 = hf (Id1 ‖ Pw1 ‖ B∗
1) (2)

In the SHA-512 algorithm, few additional bits may be added

to make the block size multiple of 1024 bits. The padding can

be simply performed by putting ‘0’ bits with leading zeros.

The first block is united with the initial vector (IV), and the

hash code is created [34]. Subsequently, following blocks are

united with hash code that was previously created [34].

Hash code, Hc is joined with the private key Prk utilizing

XOR operation, and it is encrypted to give E as shown in

equation (3):

Ec = Hc⊕Prk (3)

3) VERIFICATION

In this step, the encrypted value is decrypted to obtain a

value Dc. This is carried out by the following mathematical

operation as shown in equation (4):

Dc = E ⊕ Prk (4)
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FIGURE 2. Sequence diagram of the proposed authentication and encryption scheme.

TABLE 1. Notation.

The hash code for the IDi, PWi and B2 and of the patient

is computed again by utilizing the SHA-512 algorithm. This

value is shown as equation (5).

HS2 = h(ID2 ‖ PW2 ‖ B2) (5)

If the values of Hs2 and Hs1 are the same, then the patient is

an authorized user, and the sensor device linked to that patient

is activated. This should be noted that ID2,PW2 and B2 is

the data which is already stored at registration server. This

is the same data which was created during the registration

phase. If these values are not the same, then the patient is

an unauthorized user, and his or her access to the system is

refused.

B. DATA SECURITY

Following the activation of the IoT sensor devices, the sen-

sor information from the device is directed to the cloud

server. Security is required to move the information obtained

from the IoT sensor devices. To make sure that privacy is

guaranteed in transferring this sensor information, initially

the sensor values from the patient are ciphered utilizing
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TABLE 2. Comparable strengths of RSA and ECC [33].

substitution Caesar cipher. After that, the ciphered text is

encrypted by the IECC algorithm.

The FIPS 186-2 and ANSI X9.62 both standard presents

comparable strength of RSA and ECC algorithms in

table 2 [32]–[34] which shows that RSA key size 1024 bits

and 160 bits for ECC are equal when compare to their

strength.

1) SUBSTITUTION CAESAR CIPHER

First, the sensor values from the IoT sensor device are

ciphered utilizing simple substitution cipher. The substitu-

tion cipher is basically an encryption technique by which

plain text is swapped with ciphertext in cryptography. In the

proposed technique, plain substitution cipher is utilized. The

substitution of single letters is carried out independently.

Simple substitution can be demonstrated bywriting the alpha-

bet in a certain order to signify the substitution. This is

labeled as a substitution alphabet. The cipher alphabet might

be reversed or shifted or else scrambled in a very intricate

fashion and is then called a mixed or deranged alphabet.

After substitution cipher is performed, the ciphered text is

once more ciphered utilizing Caesar cipher. The outcome of

substitution cipher is provided to Caesar cipher. It is a sort

of substitution cipher in which every letter in the plain text

is shifted to a certain place in the alphabet. For instance,

with a shift of one, A would be swapped with B, B would

become C , and so on. In Caesar cipher, a key is used to shift

themessage. Here, the key is nothingmore than the number of

characters by which the cipher alphabet is shifted as shown in

equation (6). After performing substitution andCaesar cipher,

the ciphered information is encrypted utilizing the improved

ECC algorithm and sent to the cloud server.

e (x) ≡ (x + k) (mod26) (6)

where k is the key for shifting each letter and x is the

plaintext. The decryption function can be written as shown in

equation (7).

d (x) ≡ (x − k) (mod26) (7)

2) IMPROVED ECC ENCRYPTION

The data is encrypted by utilizing the improved ECC(IECC)

encryption technique. The improved ECC is curve based

that has specific base point derived from functions of prime

number as shown in figure 3. Additionally, the ECC algorithm

ismore intricate and harder to implement, which increases the

FIGURE 3. Elliptic curve.

probability of implementation errors, thus reducing the algo-

rithm’s security. Therefore, to enhance security, improved

ECC is proposed. In normal ECC, only two sorts of keys

are created (public and private key), whereas in improved

ECC, an additional key (secret key) is generated to enhance

the system’s security. The generated secret key is added to

the formula of encryption and subtracted from the formula

of decryption. In this way, the intricacy of the two phases

is augmented. If the intricacy of encryption and decryption

is elevated, then it is very hard to detect the original data.

It automatically enhances the security level of the data. The

mathematical illustration of the improved ECC is shown

through equation (8) to (14):

y2 = x3 + ax + b (8)

where a and b are integers. The reliability of the encryption

is based on the method employed for key generation in a

cryptographic process.

Three kinds of keys need to be generated in the proposed

system. First, a public key is generated for the encryption of

data. The second step is to make a private key for decrypt-

ing the data. Initially, the public key is generated for data

encryption. Thereafter a private key for decrypting the data

is generated. At last, secret key from the private key, public

key, and the points on elliptic curve is generated.

Consider point Bs to be a base point on the curve. Choose

a random number between 0 and n-1 to make a private key

Prk . The public key Puk is produced as shown in equation

(9) and (10):

Puk = Prk ∗ Bs (9)

Consider the equation as below:

Puk =
∏

(Prk ,Bs) (10)
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where:

Puk - public key

Prk - private key

Bs - point on elliptic curve

The secret key is generated by summing Puk , Prk , and Bs,

which is written as equation (11):

Sk =
∑

(Puk ,Prk ,Bs) (11)

Here, Sk denotes the secret key.

After the generation of the key, the values that are obtained

from the IoT devices are encrypted. The encrypted informa-

tion contains two ciphertext that are mathematically written

as equation (12) and (13).

C1 = (S1 ∗ Bs) + Sk (12)

C2 = M + (S1 ∗ Puk ) + Sk (13)

where C1 and C2 are ciphertext 1 and ciphertext 2; S1 is a

random number, which is between 1 and n-1; and M indi-

cates the original message. The original information can be

obtained from the decryption procedure.

The inverse of encryption is decryption, therefore,

the secret key generated during the decryption phase is sub-

tracted from the normal equation for decryption as shown in

equation (14).

M = ((C2 − Prk ) ∗ C1) − Sk (14)

IV. RESULTS AND DISCUSSIONS

The simulation of proposed authentication and encryption

scheme for IoT-based medical sensor data is developed using

the Java platform and NS3. For simulation of proposed sys-

tem Hungarian data set has been used for patient data, which

is freely available in public domain [48].

A. PERFORMANCE ANALYSIS(SIMULATION)

First, the performance of the improved ECC security algo-

rithm has been compared to algorithms like ECC and RSA

with respect to encryption/decryption time, and security

analysis.

1) ENCRYPTION TIME

This indicates the time utilized by the encryption algorithm

to create a ciphertext from a plain text. It is the difference

between the encryption ending and starting times and is

expressed as shown in equation (15).

i(t) = iend(t) − istart(t) (15)

where:

i(t) - Encryption time

iend(t) - Encryption ending time

istart(t) - Encryption starting time

2) DECRYPTION TIME

This is evaluated by taking the difference between the decryp-

tion ending and starting times and is expressed as shown in

equation (16).

o(t) = oend(t) − ostart(t) (16)

where:

o(t) - Decryption time

oend(t) - Decryption ending time

ostart(t) - Decryption starting time

3) CORRELATION COEFFICIENT ANALYSIS

Statistical analysis such as correlation coefficient factor

between plaintext and ciphertext is mostly deployed to ascer-

tain the relationship between the variables [44]. This coeffi-

cient indicates the degree of extent the encryption algorithm

strongly secures statistical attacks. A strong encryption algo-

rithm should have entirely different ciphertext from plain

text [45], [46]. The correlation coefficient shall be calculated

by the following equation [43]–[47]:

Corr Coef (x, y) =

∑n
i=1 (xi − µ(x))(yi − µ(y))

σ (x) σ (y)
(17)

where:

µ(x) - mean of x

µ(y) - mean of y

(x) - plaintext

(y) - ciphertext

µ (x) =
1

n

∑n

i=1
xi and µ (y) =

1

n

∑n

i=1
yi (18)

The standard deviations of x and y can be expressed as below:

σ (x) =

√

∑N

i=1
(xi − µ(x))2, and

σ (y) =

√

∑N

i=1
(yi − µ(y))2 (19)

The coefficient = 1, represent identical plaintext and cipher-

text while as correlation coefficient = 0, represents that

the ciphertext and plaintext are completely different. Thus,

strength of the encryption algorithm is indicated by smaller

values of the correlation coefficient.

B. PERFORMANCE ANALYSIS (FORMAL)

The cost of authentication phase can be expressed as Ta that

consist of hash function and comparison. The encryption cost

of substitution Ceaser cipher and IECC is represented by Ec.

Importantly, Thash is examined using SHA-512. In order to

authenticate the user, it takes 2Thash and some negligible tδ
for comparing the received Hs1 and Hs2.

The simulation defines 160-bits for all the authentication

schemes including time stamps, random numbers, one-way

hash functions, wireless access and a medical-sensor node.

The computational cost which includes one-way hash func-

tion, symmetric encryption/decryption and elliptical curve
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TABLE 3. Comparison of hash functions.

TABLE 4. Performance of authentication and encryption schemes.

point multiplication were assumed to be 0.0005, 0.0087 and

0.063075 micro seconds, respectively [39]–[42]. The pro-

posed authentication and improved ECC applies one-way

hash function hf , xor ⊕ and concatenation || operations,

substitution cipher e (x) and ECC point operation to keep

authentication and encryption secure. The cost of ⊕ and ||

is negligible, therefore, the cost of hf , symmetric encryption

and IECC is considered. The total computational cost can be

computed at user as a registration/login phase hashing cost

which is 2H while as at sensor it can be computed by adding

hashing and encryption cost, i.e. 1H+Ec.The cost at gateway

can be computed by adding the verification and decryption

cost i.e. 1H + Dc. Total computation cost can be expressed

as follows:

= 2H + (1H + Ec) + (1H + Dc)

= 4H + Ec+ Dc

= 0.14555µs

The cost in terms of bits can be computed as a function of

message structure. The first message which is the registration

can be expressed as combination of (Idi‖Pwi ‖ Bi,Hc),

the login (Idi ‖ Pwi‖B
∗
i ,Hc), and message transmission as

(C1,C2) that takes place between user(patient), gateway, and

medical sensor. The message communication overhead of

the proposed authentication and encryption scheme can be

computed as (32+ 32+ 32+ 512)+ (32+ 32+ 32+ 512)+

(32+16+16+160) = 1440 bits. The table 3 shows that the

proposed scheme has a smaller number of hash computation

as compared to existing schemes.

C. COMPARATIVE ANALYSIS

Table 5 compares the secure data transfer of IECC with

existing ECC and RSA based on encryption time and decryp-

tion time. The performance is assessed based on the number

of IoT nodes, ranging from 5 to 25. For 25 IoT nodes,

the proposed IECC takes 0.35 µs as encryption time, but the

existing ECC and RSA take 0.56 µs and 0.84 µs for encryp-

tion respectively. Similarly, for the remaining IoT nodes, the

TABLE 5. The comparison of encryption and decryption time (µs).

FIGURE 4. Comparative analysis of encryption time.

FIGURE 5. Comparative analysis of decryption time.

TABLE 6. Correlation coefficient values of proposed IECC.

proposed IECC takes less encryption time. Likewise, for

25 IoT nodes, the proposed IECC takes 1.55 µs decryption

time, but the existing security algorithms take more decryp-

tion time. Hence, it is concluded that IECC’s encryption and

decryption time is faster than other methods. This analysis is

graphically illustrated in Figure 4 and 5.
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Table 6 shows the correlation coefficient computed using

different type of message set. The results show that the pro-

posed IECC’s coefficient of correlation is around 0.045which

is close to zero.

V. CONCLUSION

In this research, a secure framework for authentication and

encryption using improved ECC in IoT-based medical sensor

data is proposed. The proposed authentication scheme com-

bines biometric parameters in addition to user credentials.

To improve the security of ECC, an additional key (secret

key) is generated to enhance the system’s security. In nor-

mal ECC, only two sorts of keys are created (public and

private key), whereas in improved ECC, an additional key

(secret key) is generated to make the system more secure.

Therefore, the intricacy of the two phases is augmented.

The scheme achieves security requirements such as low

encryption, decryption time and communication overhead.

The strength of the proposed framework is proven through

formal security analysis and simulation. The evaluation of the

proposed scheme compares with existing RSA and ECC. The

average encryption and decryption time 1.032 and 1.004 µs

respectively, which is lower than the ECC andRSA.A statisti-

cal analysis is performed to measure the relationship between

plaintext and ciphertext. The average correlation coefficient

0.045 which is demonstrate the strength of the proposed

scheme.

As a part of future work, we would like to extend this work

for implementation of proposed framework which involve

interface with the people layer, device layer, cloud layer and

facility layer such as capturing the data from the wearable

sensors and performing real-time analysis.
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