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ABSTRACT Within the literature, we have witnessed in the healthcare sector, the growing demand for
and adoption of software development in the cloud environment to cope with and fulfill current and
future demands in healthcare services. In this paper, we propose a flexible, secure, cost-effective, and
privacy-preserved cloud-based framework for the healthcare environment. We propose a secure and efficient
framework for the government EHR system, in which fine-grained access control can be afforded based
on multi-authority ciphertext-policy attribute-based encryption (CP-ABE), together with a hierarchical
structure, to enforce access control policies. The proposed framework will allow decision-makers in Saudi
Arabia to develop the healthcare sector and to benefit from the existing e-government cloud computing
platform ““Yasser,” which is responsible for delivering shared services through a highly efficient, reliable,
and safe environment. This framework aims to provide health services and facilities from the government
to citizens (G2C). Furthermore, multifactor applicant authentication has been identified and proofed in
cooperation with two trusted authorities. The security analysis and comparisons with the related frameworks
have been conducted.

INDEX TERMS Cloud computing, electronic health record, security, attribute-based encryption, ciphertext

policy, identity proofing, authentication, authorization.

I. INTRODUCTION

A common phenomenon in healthcare in most Arab countries
is the lack of optimal utilization of human and material
resources available to provide integrated healthcare to prevent
diseases and treat diseases after they occur. Statistics indicate
that Arab countries suffer from high rates of health problems,
such as diabetes, liver disease, and parasitic diseases, such as
histosomiasis and malaria. These health problems could be
prevented before they occur or their complications prevented
by early detection. This is due to a combination of factors:
planning, operational, and technical. If we were able to over-
come them, this would lead to significant progress in the level
of health care. In addition, there is a weakness and lack of
available hospital information systems, which is some of the
most advanced software that directly serves all technical and
administrative healthcare activities, ensuring that the medical
institution has full control over all its activities and resources.
The successes of these advanced systems do not depend on
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the exact selection of equipment and software for storage.
Rather, their success depends on their suitability for different
users—from healthcare providers, such as doctors, nurses,
technicians, and even administrators—where the vision and
priorities of each of these categories differ, and their infor-
mation needs vary, as do the benefits of each of these
systems.

The traditional health system (paper) has been replaced
by an electronic health information system because the tra-
ditional system has been found to be ineffective due to a
number of issues, including low storage capacity, high oper-
ating and maintenance costs, and system integration [1]. The
computerized health system was then replaced by cloud com-
puting because it relies on a more efficient infrastructure, as
well as the many benefits of cloud computing in IT, such
as cost, scalability, flexibility, and other features [2]. The
use of cloud computing in electronic health records reduces
costs in the provision of health services, maintenance costs,
networks, licensing fees, and infrastructure in general, and
this will therefore encourage developers to adopt the cloud in
healthcare [2], [3].
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The rapid shift to the cloud and its use in healthcare sys-
tems has raised concerns about crucial issues of privacy and
information security [4], [5]. The adoption of the cloud in
IT increases the focus and concern of healthcare providers
on clinical and patient-related services and reduces attention
on infrastructure management [6]. The sharing of personal
and health information across the Internet and various servers
outside the safe environment of the healthcare institution
has led to a number of problems related to privacy, security,
access, and compliance issues [7]-[10].

In the literature, there are no existing powerful
frameworks that clearly address all viable schemes and
interrelationships between cloud computing and health-
care technology [11], [12]. Improving the framework for
healthcare in cloud computing has been studied by several
researchers [13]-[15]. Further developments and solutions in
these challenges will increase the adoption of cloud health-
care and encourage healthcare providers to move forward
with cloud-based services [16].

Our contributions can be summarized as follows:

« Provides a flexible, secure, cost-effective, and privacy-
preserved G-cloud-based framework for government
healthcare services by:

o Applying, using, and modifying the most recent
encryption and decryption mechanisms suited for
cloud-based EHR systems. The proposed scheme
does not use the standard encryption system, which
is not suited to the cloud environment.

o Achieving scalability of computing resources that
can be expanded and controlled according to the
required health services. The EHR is able to support
massive data exchanges.

o Providing an effective solution for decision makers
in the government health sector to adopt cloud-

< based healthcare systems, especially in develop-
ing countries.

+ Providing a better authentication multifactor
applicant authentication in cooperation with two
trusted authorities.

Different domains of attributes are managed
by different attribute authorities, which operate
independently from each other and controlled by
the central trusted authority.

K2
0’0

« Security analysis has been conducted according to major
security requirements in cloud environments.

This paper is organized as follows. Section II presents
necessary background information and related works. The
proposed cloud-based framework is provided in Section III.
In Section IV, we provide both a security and comparison
analysis. Finally, we present the conclusion and future work
in Section V.

Il. BACKGROUND
This section review the needed background for any proposed
design based on CP-ABE for a cloud based EHR systems.
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A. ELLIPTIC CURVE CRYPTOGRAPHY
Elliptical curve cryptography (ECC) is a type of Public-Key
cryptosystem based on of elliptic curve theory. ECC security
relies on elliptic curve logarithm problem. Elliptic curves
groups for cryptography are examined with the underlying
fields of F,, (where p > 3 is a prime) and F;' (a binary
representation with 2™ elements) [26]. ECC can be used
in conjunction with most public key encryption methods,
such as RSA, El Gamal, and Diffie-Hellman. ECC can yield
a level of security with a 164-bit key that other systems
require a 1,024-bit key to achieve. Because ECC helps to
establish equivalent security with lower processing power,
it is becoming widely used on compact platforms such as
mobile applications and smart cards.

Definition 1 (Elliptic Curves): Let Fp is a finite field with
p > 3 is a prime. The elliptic curve y> = x> +ax + b over Zp
is the set of solutions (X,y) € Zp x Zp to the congruence:

o y? = x* +ax + b (mod p) where a € Z,, b € Z, are
constants such that 4a 4 27b? # 0 (mod p), together
with a special point O called the point at infinity.

« If E is an elliptic curve over a field F, then the elliptic
curve discrete logarithm to base Q € E(F) is the problem
of finding an n € Z such that P = nQ for a given P € E(F).

B. BILINEAR PAIRING

Bilinear mapping is used to construct a relationship between

two or more groups with efficient pairing operation.
Definition 2 (Bilinear Pairing): let G and Gt be a cyclic

group of order N; N is number of distinct prime orders P.

Let g is a generator of G. Then, the bilinear mapping
e:GxG — Gr has the following properties:

o Bilinear: ¥V g,heG, a, beZy, e(g?, h® )=e(g,h)?®;

« Non-Degenerate: 3g€G, such that e(g,g) has order N
in Gr;

« Computable: e is efficiently computable.

C. CLOUD-BASED EHR SCHEMES
In this section, we review the most important algorithms that
contributed to the development of cloud-based healthcare.
Goyal et al. [20] proposed a new idea in encryption
called attribute-based encryption (ABE). In the ABE scheme,
ciphertexts and users’ secret keys are associated with a set of
attributes. A user can decrypt a ciphertext if, and only if, there
is a match between its secret key and the ciphertext. ABE has
been applied and tested in many cloud-based applications.
ABE is divided into two categories: ciphertext-policy
ABE (CP-ABE) [21] and key-policy ABE (KP-ABE) [22].
In ciphertext-policy attribute-based encryption (CP-ABE),
a user’s private-key is associated with a ciphertext that
specifies an access policy over user attributes. In key-policy
attribute-based encryption (KP-ABE), the ciphertext is asso-
ciated with attributes, and users’ secret keys have access
policies embedded. The PC-ABE technique has attracted the
attention of many researchers in comparison with KP-ABE.
CP-ABE is more flexible in the field of healthcare because
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the patient can specify the policy of access depending on the
attributes of data users and can maintain the confidentiality of
data from collusion in comparison with KP-ABE [24], [25].

lll. THE PROPOSED GCLOUD-BASED FRAMEWORK

A cloud-based theoretical framework has been developed
for the improvement of electronic health services in Saudi
Arabia. The proposed framework will allow decision makers
to develop the health sector and to benefit from the services
provided by other sectors in the kingdom, such as the elec-
tronic services system called “Absher,” which is used by
the Ministry of the Interior to ensure the personal identity
of the beneficiaries [27], [28], and the e-government cloud
computing platform “Yasser,” [17] which is responsible for
delivering shared services through a highly efficient, reliable,
and safe environment.

The proposed framework uses cloud computing to develop
health services provided by the Ministry of Health to citizens.
This framework aims to provide health services and facilities
from the government to citizens (G2C) in the kingdom.
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FIGURE 1. The proposed g-cloud-based framework.

Figure 1 show the proposed cloud-based framework, which
consists of four fundamental entities. These entities interact
with one another directly and indirectly to perform their tasks
in the cloud-based EHR framework.

A. THE SYSTEM ENTITIES
The system entities are described as follows:

1) THE PATIENT
The patient is the main entity in our proposed framework. The
patient has the following main tasks:

» A new patient must apply for an authentication request
to the trusted authority to get his or her identification
number (ID), and then he or she will be able to use the
system services.

» Creates the patient history record (PHR) and stores it at
the cloud server.
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» Ensures the PHR is fully secured and protected by defin-
ing an (attribute-based) access policy that can be used for
encrypting the data before it is distributed.

2) HEALTHCARE PROVIDERS
Healthcare providers are individuals who provide healthcare
services of all kinds in an organized manner to all mem-
bers of a community. The healthcare providers could include
the following members: health practitioners and specialists,
physicians, nurses, pharmacists, surgeons, medical techni-
cians, laboratory workers, and other employees. Each of these
members must have access to some part of the patient records
for specific purposes.

Each healthcare provider must complete the following
tasks:

» Apply for an identification number (ID) from the trusted
authority to be able to access specific parts of the
patient’s record.

« Apply a request for the secret key attached with the
appropriate parameters.

» Be able to decrypt, modify, and encrypt the same docu-
ment with the same key.

3) TRUSTED AUTHORITY

The trusted authority (TU), such as the Ministry of Health
or any government sector, is responsible for the following
functions:

« Authenticate all participants who interact with the
system.

» Generate keys for healthcare providers and publish pub-
lic parameters required by cryptographic operations.

4) THE E-GOVERNMENT CLOUD-BASED EHR
The e-government cloud-based EHR is the backbone of
our proposed framework. In the Kingdom of Saudi Arabia,
the e-government program (Yesser) has been established, and
one of its initiatives and products is government cloud com-
puting [26]. This government cloud computing provides ben-
eficiaries with efficient, secure, and reliable infrastructure,
platform, and software, all as services. Thus, the Ministry of
Health can utilize this service and move forward to adopt the
EHR system in Saudi Arabia, satisfying the vision of 2030.
The proposed e-government cloud-based EHR consists of
the following cloud services:

» The first service consists of two fundamental parts:
data repository and computing resources. The first ser-
vice is responsible for storing the encrypted EHRs
that are accessible only by the authenticated healthcare
providers through an access policy based on healthcare
provider attributes.

» The second service is responsible for generating the
access policies, providing efficient keys management,
and performing other required computing processes.

» The third service is hosting the web-based portal. The
developed web-based portal should be a secure online
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website that can be accessed by the stockholders from
anywhere, with 24-hour a day access, through Internet
connection, and can be accessed by any device.

5) PATIENT AND SERVICE PROVIDERS IDENTITY PROOFING

When applicants access the portal for the first time,
i.e., patients and service providers, they must be registered
from the trusted health authority to be able to interact with
the system. Through the web portal in the e-government
cloud, the applicants can send, update, and receive health
information from the cloud’s central database with limited
access, depending on the end user’s privileges.
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FIGURE 2. Identity proofing sequence.

The following is the usual sequence completed by
the applicant for proofing his or her identity, as shown
in Figure 2:

1. The applicant requests a digital service from the
Ministry of Health (trusted health authority) through an
enrollment process.

2. The trusted health authority (THA) directs the appli-
cant’s request to the Ministry of Interior (trusted interior
authority) for identity proofing to see if he or she can
apply for the requested service.

3. The trusted interior authority (TIA) checks to see if
the applicant’s identity has not been confirmed for
other e-government services, and then he or she is
directed to go to a trusted national identity office (TNIO)
for in-person proofing (multifactor identity proofing
is checked under the highest identity assurance level
(TAL3)). Otherwise, they will receive a confirmation and
personal identification number (PIN).

4. The TNIO informs the TIO about the success and accep-
tance of the identity proofing.

5. The TIO sends the confirmation and PIN to both the
THA and the applicant for future use.
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6) THE PROPOSED ACCESS CONTROL

Figure 3 demonstrates the basic access hierarchy for cloud-
based government EHR. The hierarchy begins with the
patient uploading his or her EHR to the cloud associated
with the access policies for every service provider, according
to their domains and types. The THA encrypts the patient’s
EHR, attached with the defined policies, and distributes dif-
ferent decryption keys to the corresponding service providers.
When the healthcare service provider retrieves an encrypted
EHR, the service provider can decrypt the file if, and only
if, there is a match between the access structure of the
encrypted file and the attributes associated with his or her
decryption key.

7) DATA DISTRIBUTION

Due to the fact that the EHR database is very large and
contains several users with different access privileges, it is
not acceptable for the trusted central authority to encrypt the
EHR separately for each user. It is more efficient to encrypt
the EHR only once and distribute the encryption among many
attribute authorities (AAs), according to their functionalities.

8) ACCESS STRUCTURE OF EHRS

The proposed access structure categorizes the users of the
EHR into different domains based on their functionalities.
There are many different users in the healthcare domain, such
as primary care providers, nurses, specialists, pharmacists,
medical doctors, and doctors of osteopathic medicine, who
focus on family practice, internal medicine, or pediatrics.
Each user holds some attributes defined in attribute set S.
Only those users whose attributes satisfy the access structure
defined in the ciphertext are able to decrypt the patient’s
record successfully.

Fatient

FIGURE 3. The hierarchical multi-attribute authority CP-ABE access
structure framework.

Figure 3 illustrates the proposed hierarchical multi-
authority CP-ABE access structure framework. In our
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scheme, we adopt both the CP-ABE [21], [23] and the hier-
archical framework [18], [19]. The access control framework
is designed in a hierarchical way, which contains the govern-
ment authority (GA) and multiple attribute authorities (AAs)
from independent domains. The GA is the root of the access
structure policy.

The main advantages of using the proposed access struc-
ture is achieving lightweight key management when the
number of users is large and mitigating and reducing the
workload of the GA responsibility to encrypt the EHR, gen-
erate decryption keys, and distribute them to the authorized
users.

The proposed scheme consists of the following five
algorithms:

[1] Setup (K). The system setup algorithm takes a security
parameter, K, as input. It outputs the public key (PK)
and the master key (MK).

[2] CreateAttributeAuthority (PK, AA). This algorithm
is executed by the GA (central authority) with the
AA request as input. It outputs a functional identifier,
Ajq, for the AA with a set of attributes, Siq, and a
secret authority key, SKA;q. The Ministry of Health
categorizes the AAs according to their functionali-
ties and then assigns the attributes for users of these
functionalities.

[3] AttributeKeyGenerator (PK, SKAq, Sig). This algo-
rithm is executed by the A;jq domain authority. It takes
as input the PK and the domain authority’s secret key,
SKAjq, and the set of attributes, Sig. It outputs the
attribute secret keys for the user SKU;.

[4] Encrypt (PK, M, P, PKU). The encrypt algorithm takes
as input the PK, a message (M), an access policy (P),
and the set of public user keys (PKUs) corresponding
to all the attributes in P. It outputs the ciphertext
message CT.

[5] Decrypt (PK, CT, P, SKU;, SKA). The decrypt algo-
rithm takes as input the PK, a ciphertext message CT,
the same access P used in encryption, the secret user
key, SKUj, and the set of secret attribute keys, SKA.
The CT message will be decrypted if the attributes are
sufficient to satisfy the P; otherwise the output will
be null.

IV. ANALYSIS OF THE PROPOSED FRAMEWORK

A. SECURITY ANALYSIS

The proposed hierarchical multi-attribute authority CP-ABE
framework in the EHR cloud environment satisfies the
following security requirements:

1) DATA PRIVACY

The proposed framework protects users’ privacy. The EHR’s
privacy is satisfied when the user uploads the message
encrypted with the access policy privileges settled by the
user’s own policy and is protected by authority attribute
domains.
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2) FINE-GRAINED ACCESS CONTROL

The proposed framework is designed in a way that after
successful identity authentication, different applicants will
have different access privileges according to the attribute
key generator and the access policy used by the user. The
proposed framework is based on CP-ABE [21] and uses a
central authority with multiple authority attribute domains
that impose different access privileges for different types of
applicants in order to achieve fine-grained access control.
This means that all the attributes must be matched with the
user access policy structure to be able to access the required
information.

3) EFFICIENCY

The computational overhead completed by the government
or the central authority can be reduced greatly by assign-
ing tasks to the attribute domain authorities. The proposed
scheme enforces attribute domain authorities to generate and
distribute keys to the entities. In general, applying multiple
attribute domain authorities can efficiently distribute the com-
putational overhead over multiple domain authorities because
each authority will be not overloaded.

4) SCALABILITY

Migrating and adopting the patients’ records from the
in-house servers existing in any healthcare centers to the
cloud has many advantages in comparison with traditional
client-servers systems. Scalability is one advantage of such
migration. The cloud-based EHR system requires less IT
resources, reducing operating costs, improving accessibility
and collaboration, ensuring simpler implementation, deliver-
ing new services, and ensuring better scalability. Our pro-
posed scheme improves the scalability of the system but
limits the impressibility of the access policy because it only
supports conjunctive policy across multiple AAs.

B. COMPARISON AND PERFORMANCE ANALYSIS
Standard coding techniques that rely on the use of keys in
encryption and decryption are not well suited for use in
cloud-based applications, especially those related to health-
care systems.

Symmetric-key
» encryption. These techniques are effective in many
applications but are more complicated in healthcare
applications as they require additional mechanisms to
implement access control. This is especially true when
healthcare providers all use a shared key to encrypt
and decrypt, so if this shared key is hacked, the whole
healthcare system will be compromised.
Public-key
« encryption. These techniques are not considered to be
practical because they require an expensive infrastruc-
ture for the public key to maintain the distribution and
management of public keys.
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TABLE 1. Comparing the proposed framework with the existing schemes.

EHR .
MA-ABE PC-ABE KP-ABE Symmetric/ Proposed
Scheme ABE [20] | HABE [30] [29] P C[Z‘?]?'E [21] [22] publickey | Framework

Multiple
Authentication No No No No No No No Yes
Cloud Based Yes Yes Yes Yes Yes Yes No Yes
Fine-grained

No No No Yes Yes Yes No Yes
access control
Data privacy Yes Yes Yes Yes Yes Yes No Yes
Efficiency Average Average Average High High Average Low High
Scalability No No No Yes Yes No No Yes
Data
Confidentiality Yes Yes Yes Yes Yes Yes No Yes
col!usnon Yes Yes Yes Yes Yes Yes No Yes
resistant
Multi/Single AA Single Single Multi Single Single Single Single Multi

Goyal et al. [20] proposed a new idea in encryption called
attribute-based encryption (ABE) which generalizes the func-
tional role of identities and keys. In the ABE scheme, cipher-
texts and users’ secret keys are associated with a set of
attributes. A user can decrypt a ciphertext if, and only if,
there is a match between its secret key and the ciphertext.
The problem with the ABE-based encryption scheme is that
data encryption needs to use the public key for each licensed
user and needs to use attributes to control the user’s access to
the system. So, ABE cryptographic credentials are issued by
trusted attribute authority, which is in possession of a global
master key for key generation.

Wang et al. [30] proposed a Hierarchal attribute-based
encryption (HABE) scheme by combining the hierarchical
identity-based encryption system and the ciphertext-policy
attribute-based encryption (CP-ABE) system., and then mak-
ing a performance-expressivity tradeoff, finally applying
proxy re-encryption and lazy re-encryption to their scheme.

Bethencourt et al. [21] Ciphertext-policy attribute-based
encryption (CP-ABE), as one of the most promising encryp-
tion systems in this field, allows the encryption of data by
specifying an access control policy over attributes, so that
only users with a set of attributes satisfying this policy can
decrypt the corresponding data.

Li et al. [22] proposed an expressive decentralizing
KP-ABE scheme. The ciphertext size does not rely on the
number of attribute used in ciphertext. User’s keys are
attached with access structures and ciphertext is associated
with attributes. A user is able to decrypt, if ciphertext’s
attributes is the authorized set of the access structure.

Li et al [29] enhanced a Multi-authority Attribute
base encryption (MA-ABE) scheme to handle efficient
and on-demand user revocation, and prove its security.
The proposed MA-ABE scheme utilized ABE to encrypt and
access not only the patient data but also various users from
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public domain with different professional roles, qualifica-
tions and affiliations.

Alshehri et al. [25] proposed a cloud-based EHR system,
which consists of the cloud-based data storage and computing
resources, healthcare providers, and attribute authority (AA).
In this scheme, one single AA is responsible for key manage-
ment, including generation, distribution, and revocation in the
EHR system. The proposed scheme considered a CP-ABE
scheme and organized EHR to the labeled hierarchical data
structure to provide flexibility, scalability, and fine-grained
access control.

Comparing various security requirements of the proposed
framework with existing frameworks is shown in Table 1.

Our proposed framework is based on CP-ABE which is
more secure and more efficient in comparison with other
existing frameworks. It uses multiple authority attribute
domains that impose different access privileges for different
types of applicants in order to achieve fine-grained access
control. This means that all the attributes must be matched
with the user access policy structure to be able to access
the required information. It is uses multi-factor authentica-
tion and controlled by the government trusted authority. The
proposed scheme is suited for G-based cloud EHR systems
and gets advantages from the facilities and the infrastructure
provided by the government. We believe that our framework
contribute in using a modified version of the PC-ABE scheme
with multi-attribute and multi-factor proofing authentication.

V. CONCLUSION AND FUTURE WORKS

In this paper, we proposed a secure cloud-based EHR frame-
work that guarantees the security and privacy of medical data
stored in the cloud, relying on hierarchical multi-authority
CP-ABE to enforce access control policies. The proposed
framework provides a high level of integration, interoper-
ability, and sharing of EHRs among healthcare providers,
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patients, and practitioners. In the framework, the attribute
domain authority manages a different attribute domain and
operates independently. In addition, no computational over-
head is completed by the government authority, and multi-
factor applicant authentication have been identified and
proofed.

The proposed scheme can be adopted by any government
that has a cloud computing infrastructure and provides treat-
ment services to the majority of citizen patients. Future work
includes implementing and evaluating the proposed scheme
in a real-world environment.
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