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1  Introduction
Over recent years, integrated circuit (IC) operations have become more vulnerable to 
malicious attack than ever before as an effect of globalization on IC design and manu-
facturing services, and it is seen as an issue of immediate concern to develop techniques 
to detect maliciously inserted circuits. Currently, malicious circuits, more often referred 
to as hardware Trojans, can be inserted into a wide variety of commercially available 
chips or even devices, e.g., digital signal processors, microprocessors, network proces-
sors, microcontrollers, application-specific integrated circuits (ASICs), and many more. 
As a consequence, circuits may work in a way that is unexpected, and, more importantly, 
confidential information may be leaked accordingly. For this sake, as can be found in the 
literature, a continuous effort has been made to address the issue of hardware Trojan 
detection.

As many know, chip area, operation speed and power dissipation are the major con-
cerns in IC design. In the early stage, chip area is the first priority concern for chip 
design. Subsequently, operation speed improvement turns into the most important issue, 
and, in recent times, the issue of power dissipation reduction draws the most attention 
due to power saving requirement particularly in Today’s mobile devices. Low cost solu-
tions must be found for IC designers, device manufacturers and wafer plants, due to the 
highly competitive market nowadays. One of the solutions is to reduce the cost using the 
intellectual property (IP) in the design and the manufacturing stages. Yet, there is a risk 
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that the designed circuit can be maliciously altered during a manufacturing process and 
work in an unintended way, giving rise to a security concern. Malicious circuit altera-
tions may cause threats to the operations of household appliances, public transportation 
systems and financial infrastructures, or even put weapon systems in danger.

There are 3 stages involved in the development of ICs. Stage 1 is the design stage in 
which IPs, circuit models, design tools and designers are involved. Stage 2 is the fabrica-
tion stage involving masks, wafer and packaging plants. Stage 3 is the test stage. As many 
know, chip designers employ reliable computer-aided design (CAD) tools in the design 
stage of ASICs. Nonetheless, IPs, circuit models and standard components are seen as 
unreliable in the design, packaging and test stages. The fabrication stage is even unre-
liable, since hardware Trojans can be inserted into chips during a fabrication process. 
However, the fabrication and the test stages are exceptionally believed to be reliable in 
case they are done in semiconductor manufacturing companies or state-run institutes.

As explicitly stated in [1–3], there are mainly two approaches, i.e., IC certified protec-
tion and hardware Trojan detection, to ensure that chips are designed and manufactured 
in a trustworthy way. The former refers to a certified protection against malicious altera-
tion of designed circuits, and is definitely a high-cost scheme since all the manufacturing 
processes must be certified. More importantly, IC manufacturing has been globalized in 
an attempt to keep the manufacturing cost down, making the scheme even impractica-
ble. Hence, the latter has been developed as a “low-cost” alternative to the former, and 
is investigated herein. As its name indicates, hardware Trojan detection is a technique 
to see whether there is any inserted hardware Trojan to win clients’ trust. Performance 
comparison between an originally designed circuit and a circuit under is conducted as 
a post-manufacturing detection. In recent times, the latter has been acknowledged as 
the mainstream detection technique against hardware Trojans, and a continuous effort 
has been made to improve the detection effectiveness against a wide variety of hardware 
Trojans.

There is a volume of publications on the precautionary measures against malicious cir-
cuit insertion and attack [4–7]. This paper presents a ring oscillator-based detection cir-
cuit, consisting of an odd number of inverters and working with an originally designed 
circuit. The detection circuit is configured in such a way that there is a frequency shift 
in the detection circuit once a hardware Trojan exists. In this paper, a combined use of a 
ring oscillator-based detection circuit and a path tracking algorithm is found to improve 
the wire and net coverages, meaning that the detection scope can be maximized.

This work is presented as five sections. Section 1 is the introduction, Sect. 2 describes 
hardware Trojan taxonomy and basics of Trojan detection. Section 3 gives configuration 
and characteristics of ring oscillators, and a detailed discussion on the presented path 
tracking algorithm for hardware Trojan detection and even protection against activation 
of malicious circuits. Section 4 presents simulation results, and Sect. 5 concludes this 
paper and suggests a future work.

2 � Related works
This section firstly describes the taxonomy of hardware Trojans, then the various detec-
tion techniques for hardware Trojans.
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2.1 � Taxonomy of hardware Trojans

2.1.1 � Modules

As indicated in [8–11], there are mainly two modules involved in hardware Trojans, that 
is, a trigger module and a payload module. The former can be triggered either internally 
or externally, and can remain no trigger. The latter works in the following ways: when the 
module is triggered, (1) messages are transmitted to hardware Trojan makers, (2) circuit 
operations are maliciously altered, and (3) the chip is sabotaged.

2.1.2 � Types of hardware Trojans

Hardware Trojans can be classified according to the types of involved trigger and pay-
load modules [12, 13]. There are two types of trigger modules, namely digital and ana-
logue types. The digital module is further sorted into combinational and sequential types 
[14]. In the combinational case [12], a hardware Trojan is triggered on the condition that 
A = 0 and B = 0, and there is an error in node C of the payload module, as illustrated 
in Fig. 1a. In the sequential case, a hardware Trojan is also known as a time bomb and 
is triggered using a specific sequence or periodical signals. As reported in [8, 12, 15], 
sequential type can be further categorized into synchronous, asynchronous, mixed and 
rare sequential types. As in the trigger modules, payload modules can be further divided 
into digital and analogue types. In the digital case, logic operations, or memory con-
tents, can be maliciously altered using the nodes in the payload module, while, in the 
analogue case, circuit performance, e.g., efficiency, power dissipation, noise tolerance, 
etc., can be degraded, using malicious alteration of parameters, say, extra path delay due 
to the introduction of a load capacitance, as illustrated in Fig. 1b.

2.2 � Hardware Trojan detection solutions

Hardware Trojan detection techniques [12] are discussed here. A wide variety of detec-
tion techniques had been proposed, since there is no single one technique that can suc-
cessfully detect all types of hardware Trojans.

2.2.1 � Types of hardware Trojan detection approaches

Hardware Trojan detection approaches are mainly classified into non-destructive and 
destructive approaches, as illustrated in Fig. 2, and are detailed as follows.

1.	 Destructive detection: Metal layers are removed using chemical mechanical polish-
ing (CMP) process, and then circuits are viewed using a scanning electron micro-
scope (SEM).

Analog 
Payload

Q1

Q2
Q3

Gnd
Payload

CA
B

Trigger

C
X
X

XX

(a) (b)

modif ied

Fig. 1  Illustrations of hardware Trojans, a combinational case, b analogue case. Two examples of hardware 
Trojan. One is a combinational case, the other is an analogue case
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2.	 Nondestructive detection: It is further classified into invasive and non-invasive detec-
tions. The latter is done using a logic comparison between an originally designed IC 
and a one under test, and is further categorized into run-time and test-time detec-
tions. Test-time detections do not cause extra hardware cost, while a major disad-
vantage is that an originally designed IC is required for comparison purposes, and 
are further classified into logic test and side channel detections. In the former, signals 
are applied to the inputs of an IC under test, and then watch whether there is any 
unmatched output signal. If yes, the IC under test is very likely to have a hardware 
Trojan inside. In the latter, it is to investigate the changes of electric parameters due 
to inserted Trojans, e.g., transient current, power dissipation and path delay, as pre-
sented in [16]. Tables 1 and 2 give the advantages and disadvantages of logic test and 
side channel detections.

3.	 Design of hardware trust: It is an alternative way for hardware Trojan detection, and 
is done using built-in detection circuits of original designed ICs.

Trojan Detection
Approaches

Non
Destructive Destructive

Invasive Non
Invasive

Run-Time Test-TimePreventive Assistive

Logic
Test

Side
Channel

Fig. 2  A family tree of Trojan detection approaches. Hardware Trojan detection approaches can be mainly 
classified into non-destructive and destructive approaches

Table 1  Features of logic test detections

Logic test detections

Advantages Good detection performance for small-scale Trojans

High resistance against noise in manufacturing

Disadvantages High complexity in the production of detection information

Poor applicability to large-scale Trojan detections
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2.2.2 � Hardware Trojan detections

According to the way Trojans are detected, side channel detections can be categorized 
into power-based [1, 3] and timing-based detections. The power-based detection is such 
a great detection technique that even non-trigger hardware Trojans can be detected. As 
presented in [1], hardware Trojans detection was done by a combined use of power dis-
sipation and charge/discharge approaches. In contrast, transient power supply signals 
were adopted to test whether there existed any hardware Trojan [3] as a way to reduce 
leak current and influence on fabrication parameters. As put forward in [17], the tim-
ing-based detection is a technique that mainly measured the path delay between regis-
ters, and an IC under test is diagnosed as having Trojans if the path delay is found to be 
longer than a threshold.

Design for hardware trust is an alternative way of hardware Trojan detection. As 
referred to in [4], ring oscillators, consisting of an odd number of inverters, are intro-
duced into an IC under test. Trojan is detected once there is a frequency change in a ring 
oscillator. Illustrated in Fig. 3 is an illustration of ring oscillators.

A transient-effect ring oscillator (TERO) is proposed in [30] and added to the original 
circuit for detection of hardware Trojan. The TERO is a non-destructive approach [31] and 
more sensitive to the changes of frequency, so it is efficient relative to conventional ring 
oscillators. Based on measuring the time delay, ring oscillators are inserted into a scan chain 
for hardware Trojan detection. Therefore, the design-for-testability (DFT)-based methods 
[32] are applied to find the inserted Trojans and an optimal trade-off between area over-
head and security strength. As indicated in [33], the ring oscillators are also adopted to 
detect Trojan. This approach can avoid the effect of process variations and find the location 
of Trojan. For 3D integrated circuits, a 3D ring oscillator is presented in [34] to detect the 

Table 2  Features of side channel detections

Side channel detections

Advantages Good detection performance for large-scale Trojan

Low complexity in the production of detection information

Disadvantages High susceptibility to noise in manufacturing

Poor applicability to small-scale Trojan detections
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Fig. 3  A ring oscillator-based detection circuit. A ring oscillator is used to detect hardware Trojans once there 
is a frequency change
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existence of Trojan by using delay measurements. At the same time, this approach can also 
be used to detect the additional delay due to process variations.

As a design for hardware trust, this work involves a combined use of the detection tech-
nique and the presented path tracking algorithm to form a ring oscillator-based detection 
circuit. In this manner, a Trojan can be detected before being triggered.

3 � Proposed method
A ring oscillator-based detection circuit is employed herein to see whether there exists any 
hardware Trojans, and a path tracking algorithm and a multiplexer are presented as well. 
The detection performance is tested on the ISCAS85 c17 benchmark.

3.1 � A combination of a ring oscillator

This work aims to present an effective hardware Trojan detection technique and to improve 
the wire and the net coverages using a combination of a ring oscillator, a 2-to-1 multiplexer 
and a path tracking algorithm. Illustrated in Fig. 4 is a ring oscillator in the ISCAS85 c17 
benchmark.

A 2-to-1 multiplexer precedes a ring oscillator so as to choose a specific path for detec-
tion. With a 2-to-1 multiplexer as a controlled switch, a circuit under test can work in a way 
as expected, or ring oscillator can operate to detect hardware Trojans.

3.2 � An alternative way for hardware Trojan detection

A hardware Trojan can be detected once there is a frequency shift in a ring oscillator. How-
ever, the frequency shift is susceptible to the way that the hardware Trojan is inserted.

Hardware Trojans are categorized according to the way they are inserted. An origi-
nal detection circuit is illustrated in Fig. 5, where PATH represents a chosen path and D 
denotes an added circuit for Trojan detection with the frequency

where N represents the number of inverters, and D represents the delay of a single 
inverter.

(1)F =
1

2× N × D

NAND1

NAND2

NAND3

NAND4

NAND5

NAND6

y0

y1

x1

x3

x2

x6

x7

0
1

Fig. 4  A combination of the ISCAS85 c17 benchmark and a ring oscillator. A hardware Trojan detection 
example is illustrated for the ISCAS85 c17 benchmark circuit
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Hardware Trojans can be inserted at any position in a circuit. As categorized in Fig. 6a 
to 6d, it is important to understand the various ways that the Trojans are inserted. There-
fore, a short circuit path is added to the original circuit to represent a frequency change 
in a ring oscillator. Based on the original detection circuit, Trojan detections are classi-
fied into two types according to the added path configuration. A path is on a single route 
in Type 1, while a path is across multiple routes in Type 2, and both types are illustrated 
as follows.

Path is on a single route, and Type 1 is further categorized into three modes below.
As illustrated in Fig. 6a, a path is inserted between the input and PATH. Taking into 

account the added path, the frequency of the detection circuit is modified as

where Dip, Dp and Dd represent the delay between the input and PATH, the delay of 
PATH and the delay of the added inverters, respectively.

As illustrated in Fig. 6b, a path is inserted between the output and PATH. Taking into 
account the added path, the frequency of the detection circuit is now modified as

where Dop, Dp and Dd represent the delay between the output and PATH, the delay of 
PATH and the delay of the added inverters, respectively.

Mode 3 is further classified into five cases, and the frequency is now modified as

where Dex, Dp and Dd represent the delay of the added path, the delay of PATH and the 
delay of the added inverters for detection.

As illustrated in Fig. 6c, a path is added inside PATH in case 1, is added outside PATH 
in case 2, is added within the detection circuit in case 3, is added between the detection 
circuit and input/output in case 4, and is added inside the detection circuit and PATH in 
case 5.

Not as in Type 1, a path is added between PATHs. As illustrated in Fig. 6d, Type 2 is 
further categorized into 8 cases, that is, a path is added between input 1 and input 2 in 
case 1, is added between output 1 and output 2 in case 2, is added between input 1 and 
output 2 in case 3, is added between PATH 1 and PATH 2 in case 4, is added between 
input 1 and PATH 2 in case 5, is added between output 1 and PATH 2 in case 6, is added 

(2)F =
1

2× (Dip + Dp + Dd)

(3)F =
1

2× (Dop + Dp + Dd)

(4)F =
1

2× (Dex + Dp + Dd)

PATH

D

input output

Fig. 5  An original detection circuit. A Trojan detection circuit is added to a chosen path to detect hardware 
Trojans
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between the detection circuits D1 and D2 in case 7, and is added between D1 and PATH 
2 in case 8.

As explicitly stated previously, paths are added across PATHs, meaning that it is rather 
difficult to analyze the frequency of Type 2 cases. Besides, added paths in either type are 
found to demonstrate a strong effect on the frequency.

3.3 � Detection circuits for series and parallel configurations

Detection circuits are categorized into two types according to the way they are config-
ured, i.e., series, parallel and mixed configurations, and are detailed in turn as follows. 
Illustrated in Fig. 7 is the configuration of an original detection circuit.

a Mode 1 Trojan path

b Mode 2 Trojan path

c Mode 3 Trojan path

Case 1

Case 2

Case 3

Case 4

Case 4

Case 5

d Type 2 detection cases

Case 1 Case 3

Case 2 Case 4

Case 5 Case 7

Case 6 Case 8

Fig. 6  a Mode 1 Trojan path, b Mode 2 Trojan path, c Mode 3 Trojan path, d Type 2 detection cases. Based 
on the original detection circuit, Trojan detections are classified into two types according to the added path 
configuration. A path is on a single route in Type 1, while a path is across multiple routes in Type 2. Path is on 
a single route, and Type 1 is further categorized into three modes
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Firstly illustrated is the series configuration, and is then the parallel configuration 
which is further categorized into two cases. A mixed configuration is finally described.

Series configuration is illustrated in Fig. 8, and all the PATHs are connected in series. 
A loop is formed by a detection circuit D1 and the PATHs so as to detect a hardware 
Trojan.

Parallel configuration is further classified into two types according to the configuration 
of added paths. A path is added to a single PATH in Type 1 configuration, while is added 
between PATHs in Type 2 configuration.

It is assumed that a hardware Trojan is inserted into a single PATH, and a detection 
circuit is built across each PATH accordingly, as illustrated in Fig. 9a. However, Fig. 9a 
can be simplified into Fig. 9b, due to the fact that there is a frequency change once a 
hardware Trojan is inserted into an arbitrary PATH.

As illustrated in Fig.  10a, a hardware Trojan is inserted into a path, shown in blue, 
between PATHs. In this context, there is no way that the inserted Trojan can be detected 
using the configuration in Fig. 10a, but instead can be detected using the configuration 
in Fig. 10b where a detection circuit Dex, shown in red, is inserted into the blue path.

PATH1

D1

input1 output1

Fig. 7  A single detection circuit. Detection circuits are categorized into two types according to the way they 
are configured, i.e., series, parallel and mixed configurations

PATH1

D1

input1 PATH1 PATH1 output1

Fig. 8  A series detection circuit. All the PATHs are connected in series and a loop is formed by a detection 
circuit D1 to detect a hardware Trojan

PATH1

D1

PATH2input1 output1

PATH3

D1

D1

PATH1

DAll

PATH2input1 output1

PATH3

(a) (b)
Fig. 9  Type 1 configuration, a a complicated detection circuit, b a simplified version of (a). In Type 1 parallel 
configuration, a path is added to a single PATH. A hardware Trojan is inserted into a single PATH, and a 
detection circuit is built across each PATH accordingly. Figure 9b is a simplified version of Fig. 9a 
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The mixed configuration is finally illustrated in Fig. 11, where a mixture of the above-
stated series and parallel configurations is employed for hardware Trojan detection.

3.4 � Algorithm

In a large-scale integrated circuit, there are tens of thousands of paths. Therefore, path 
selection is seen as critical for the circuit detection performance optimization.

3.4.1 � A brief flowchart

As illustrated in Fig. 12, a Verilog file is first read for getting the configuration informa-
tion of a circuit. Subsequently, matrices are built for path search using the Verilog file, 
and path match is performed to locate the optimal path and then to assign the input 
nodes to the chosen path. The above steps comprise the path tracking algorithm herein, 
while the rest is referred to as the multiplexer match algorithm aiming to improve the 
coverage in an attempt to reach a 100% detection.

As illustrated in Fig. 13, a Verilog file contains the information on each gate and its 
inputs. A total of 2 matrices are created using the Verilog file.

The first of the two matrices clearly specifies the configuration between nodes, accord-
ing to which path tracking is performed until all the edges are detected. A logic 0 and 
a logic 1 represent the existence and non-existence of interconnection between nodes, 
respectively. The second matrix clearly specifies the configuration between nodes and 
inputs, due to which path match can be performed efficiently. A logic 0 and a logic 1 in 

PATH1

PATH2input1 output1

PATH3

DAll

PATH1

PATH2input1

PATH3

Dex
output1

(a) (b)
Fig. 10  Type 2 configuration, a a parallel detection circuit, b a modified version of (a). In Type 2 parallel 
configuration, a path is added between PATHs. A hardware Trojan is inserted into a path, shown in blue, 
between PATHs. Figure 10b is a modified version of Fig. 10a 

PATH1

PATH2input1

PATH3

Dex

PATH4

PATH5

PATH6

Dex

PATH7

PATH8

PATH9

Dex
output1

DAll

Fig. 11  A combination of parallel and series detection circuits. The mixed configuration is a mixture of series 
and parallel configurations to detect hardware Trojans
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this matrix represent the same things as in the first matrix. The “path search” step, illus-
trated in Fig. 12, involves the first matrix.

3.4.2 � Path tracking algorithm

Path tracking is performed as a prerequisite of the “path match” step, and is illustrated as 
follows.

Start

Read File

Create Matrices

Path Search

Path Matches

End

MUX Matches

Fig. 12  Brief flowchart of a path tracking algorithm. A Verilog file is first read to build matrices of a circuit 
configuration. Subsequently, a path tracking and multiplexer match algorithms are presented to improve the 
detection coverage

Input N1,N2,N3,N6,N7;

NAND2_1   (N10, N1, N3);
NAND2_2  (N11, N3, N6);
NAND2_3   (N16, N2, N11);
NAND2_4   (N19, N11, N7);
NAND2_5  (N22, N10, N16);

 NAND2_6  (N23, N16, N19);

Fig. 13  Contents of a Verilog file. A Verilog file contains the circuit interconnection information



Page 12 of 21Huang et al. J Wireless Com Network         (2022) 2022:81 

Line 5 in algorithm  1 performs the intersection of a prebuilt matrix containing the 
information on the node connections and sought paths, as illustrated in Fig. 14, and then 
locates the path with the greatest number of intersections.

Line 7 indicates the number of edge traversals using the first matrix, as listed in 
Table 3.

Path

1

2

3

4

5

6

7

1

2

2

2

3

3

4

5

3

3

4

5

6

6

5

6

6

Edge

1

2

3

4

5

6

1

2

2

3

3

4

5

3

4

5

6

6

Inter-
section

1

2

2

2

1

1

1

1

2

3

4

5

6

7

Fig. 14  Intersection of all the paths and the edges. This figure presents the information for the node 
connections and sought paths
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Subsequently, lines 15–21 perform the intersection of the node configurations and 
path, as illustrated in Fig. 14. Paths with the intersection containing the largest num-
ber of elements are chosen, as illustrated in Table 4.

Path tracking is optimized using Table 4, and is described as follows. Path with the 
least number of edge traversals is chosen for optimization, since it is likely to have an 
inadequate number of inputs. In this case, path 4 is chosen for the reason that merely 
edges 3 and 6 are traversed.

Line 22 assigns the chosen paths to an input using the second matrix, as shown in 
Table 5.

As illustrated in Table  4, node 2 is the first node in path 4, and a corresponding 
gate is chosen. In this case, two inputs are available for choice, either of which can be 
taken to form a path and a ring oscillator-based detection circuit accordingly.

Lines 23–25 delete part of the chosen inputs, edges and paths, constituting a detec-
tion circuit, to avoid repetition, meaning that an input is unlikely to be assigned to 
two different paths. For instance, deletion of path 4 and input 6 gives Tables 6, 7 and 
8.

The path tracking algorithm terminates once the following conditions, i.e., those 
listed on line 9, are fulfilled.

Condition 1  All the edges are traversed, while a number of inputs may not get involved.

Table 3  Number of edge traversals

Edge Path Number

1 1→5 1

2 2→3 2

3 2→4 1

4 3→5 2

5 3→6 2

6 4→6 2

Table 4  Chosen paths

Path Intersection

2 2 2→3→5

3 2 2→3→6

4 2 2→4→6

Table 5  Connections between inputs and nodes

Input Gate

1 1

2 3

3 1, 2

6 2

7 4
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Condition 2  Contrary to condition 1, all the inputs are involved, while not all the edges 
are traversed.

Condition 3  Part of the edges cannot be traversed, using the remaining inputs.

Condition 1 is detailed as follows. It is that all the edges are covered by the paths, 
meaning that a hardware Trojan detection may not involve all the inputs. Condition 1 
is further classified into two cases. In the first case, a Trojan is maliciously inserted right 
at the input of a circuit, and the introduction of a ring oscillator requires a multiplexer, 
leading to a rise in the cost. In contrast with the first case, there is no point to handle the 
second case.

Condition 2 is due to the shortage of inputs. It is that the inputs are all involved, while 
not all the edges are traversed, meaning that the path match can be performed by no 
means anymore. There are solutions to the hardware limitation, e.g., use of alternative 
multiplexers, while the issue is not addressed herein.

Condition 3, as opposed to condition 2, frequently occurs in large scale circuits, and is 
simply due to a shortage of edges.

The above steps are illustrated as a flowchart in Fig.  15, where path match mecha-
nism is highlighted gray. To begin with, paths are chosen from those given in the “path 

Table 6  Influence of deleting path 4

Path Intersection

1 1→5 1

2 2→3→5 2

3 2→3→6 2

4 2→4→6 0

5 3→5 1

6 3→6 1

7 4→6 0

Table 7  Influence of deleting edge 3 and 6

Edge Path Number

1 1→5 1

2 2→3 2

4 3→5 2

5 3→6 2

Table 8  Influence of deleting input 6

Input Gate

1 1

2 3

3 1, 2

7 4
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search” step, and the output of the final step is determined as the path for building a ring 
oscillator.

3.4.3 � Multiplexer match algorithm

An algorithm, designated as the multiplexer match algorithm and listed below, is devel-
oped to improve the coverage, since a 100% coverage cannot be reached by a single use 
of the above-stated path tracking algorithm, and the use of a multiplexer is found to be a 
key factor in the determination of the coverage.

Star t

Read Fi le

Create Matr ices

Path Search

End

Assign the chosen 
paths to an input

Delete the chosen 
paths and input s

Al l the edges  are traversed

Sel ect the intersecti ons 
with the l arges t number

Sel ect the l east number  
of edge traversal s

Al l the i nputs are involved

Par t of the edges cannot be traversed, 
usi ng the remai ning i nputs

Yes

Path Matches

No

No

Yes

Yes

Fig. 15  A flowchart of the path matches. A path match mechanism is terminated if the three listed 
conditions are satisfied
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Line 29 gives the value of N as a function of the number of paths involving an input, 
and line 30 specifies the required multiplexer. For instance, an 8-to-1 multiplexer is 
required in the case of UIN = 7.

4 � Experimental results
Computer simulations are conducted and performance is then validated using the 
ISCAS85 benchmark. The simulation results are presented as parts 1–4. Part 1 is the 
simulation results by the single use of the path tracking algorithm, part 2 is those by a 
combined use of the path tracking and the multiplexer match algorithms, part 3 is a per-
formance comparison between parts 1 and 2, and finally part 4 gives the number and the 
types of the multiplexers employed and a delay comparison among benchmarks. Each 
case involves two quantities, the first of which is the wire coverage, defined as

where the numerator and the denominator represent the number of the internal wires 
detected and the total number of the internal wires, respectively. The second is the net 
coverage, defined as

where the numerator and the denominator denote the number of the detected internal 
and input wires and the number of the internal and the input wires, respectively.

4.1 � Single use of the path tracking algorithm

The path tracking algorithm aims to improve the wire coverage, while merely employing 
a 2-to-1 multiplexer. Comparisons on the wire and net coverages among benchmarks 
are, respectively, illustrated in Figs. 16 and 17.

4.2 � Combined use of the path tracking and the multiplexer match algorithms

This combination aims to improve the wire and net coverages through a proper 
choice of multiplexers according to the number of paths involving an input. As in the 

(5)Wire Coverage =
# of internal wires detected

# of internal wires

(6)Net Coverage =
#of internal wires detected+ #of input wires detected

#of internal wires+ #of input wires

0%

20%

40%

60%

80%

100%

120%
Wire coverage

Wire coverage

Fig. 16  Wire coverage comparison of the single algorithm among benchmarks. The path tracking algorithm 
aims to improve the wire coverage, while merely employing a 2-to-1 multiplexer. Comparisons for the wire 
coverage among benchmarks are illustrated in this Figure
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previous case, comparisons on the wire and net coverages among benchmarks are, 
respectively, illustrated in Figs. 18 and 19.

4.3 � Performance comparison between both algorithms

Performance is compared between both algorithms in terms of the wire and the net 
coverages.

0%

20%

40%

60%

80%

100%
Net coverage

Net coverage

Fig. 17  Net coverage comparison of the single algorithm among benchmarks. The path tracking algorithm 
aims to improve the net coverage, while merely employs a 2-to-1 multiplexer. Comparisons for the net 
coverage among benchmarks are illustrated in this Figure
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20%

40%

60%

80%

100%

120%
Wire coverage

Wire coverage

Fig. 18  Wire coverage comparison of the combined algorithms among benchmarks. A combined use of the 
path tracking and the multiplexer match algorithms improve the wire coverage through a proper choice of 
multiplexers
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80%

100%

120%
Net coverage

Net coverage

Fig. 19  Net coverage comparison of the combined algorithms among benchmarks. A combined use of the 
path tracking and the multiplexer match algorithms improve the net coverage through a proper choice of 
multiplexers
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4.3.1 � Wire coverage comparison

As illustrated in Fig. 20, a 100% wire coverage cannot be reached in a large-scale bench-
mark by a single use of the path tracking algorithm, while can be achieved in each bench-
mark by a combined use of the path tracking and multiplexer match algorithms.

4.3.2 � Net coverage comparison

As illustrated in Fig. 21, a 100% net coverage cannot be reached in a large-scale bench-
mark by a single use of the path tracking algorithm, while can be achieved in each 
benchmark by a combined use of the path tracking and multiplexer match algorithms.

4.4 � The number of multiplexers required and delay comparison among benchmarks

4.4.1 � The number of multiplexers required between two coverages

By using a combination of the path tracking and multiplexer match algorithms, 
comparisons of the number of multiplexers required between the wire and net cov-
erages are, respectively, illustrated in Figs.  22 and 23. It is clear that the number of 

Fig. 20  Wire coverage comparison between both algorithms. By a combined use of the path tracking and 
multiplexer match algorithms, a 100% wire coverage can be reached in a large-scale benchmark

Fig. 21  Net coverage comparison between both algorithms. By a combined use of the path tracking and 
multiplexer match algorithms, a 100% net coverage can be reached in a large-scale benchmark
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multiplexers required for the net coverage is increased significantly, particularly a 
2-to-1 multiplexer.

4.4.2 � Delay comparison

To validate the performance of proposed algorithms, the delay is compared between 
two coverages. We assume that each multiplexer has one unit delay for simplicity. This 
approach makes this method can migrate to each different logic and process technology 
very easily such as static, dynamic and domino logics. The delay comparison between 
the wire and the net coverages is listed in Table 9 for each benchmark circuit.

5 � Conclusions
This paper presents a ring oscillator-based technique to improve the wire and the net cov-
erage. A circuit under test is divided into a great number of blocks, into each of which a 
ring oscillator introduced as a way to detect hardware Trojans. Furthermore, a path track-
ing algorithm is presented herein to optimize the path assignment. Accordingly, simulation 

Fig. 22  Comparison of the number of multiplexers required among benchmarks for the wire coverage. By 
using a combination of the path tracking and multiplexer match algorithms, comparison of the number of 
multiplexers required for the wire coverage is illustrated in this Figure

Fig. 23  Comparison of the number of multiplexers required among benchmarks for the net coverage. By 
using a combination of the path tracking and multiplexer match algorithms, comparison of the number of 
multiplexers required for the net coverage is illustrated in this Figure
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results indicate a well-assigned path and a high coverage. The number of inputs is known to 
dominate the number of detection circuits, meaning that a proper choice of the number of 
inputs can improve the Trojan detection performance.
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