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ABSTRACT The emergence of the 5G network has brought broad prospects for the massive terminal access

and ubiquitous Internet of Things (IoTs). Potential attacking opportunities triggered by this progress are

severely impacting the security fortress of current networks, especially in the edge access part. However,

due to the unitary protection and inferior isolation, available security schemes are incapable of effectively

eliminating these hidden perils. Motivated by these facts, we propose a Multi-dimensional Fine-grained

Control (MFC) framework to strengthen safety and reliability in Radio Access Networks (RANs). First,

we comprehensively survey and summarize the existing security schemes to grasp respective effects and

limitations. Second, the MFC framework is established to describe the model structure and implementation

processes. An identifier mapping mechanism is designed to achieve network isolation. We perform the

security analysis of MFC by theoretically comparing diversified policies. Third, an integrated set of the

authentication prototype system is created with wireless environment parameters settings. Specific verifica-

tion scenarios are illustrated. Finally, we test the performances of the MFC framework. Validation results

demonstrate that the proposed scheme can accomplish reliable security control at the access side. Comparing

to multiple schemes, the performances, in terms of time and concurrency, are optimized. Therefore, the MFC

framework is feasible for applications in 5G or IoT.

INDEX TERMS Edge access control, multi-dimensional authentication, unique user identifier, bidirectional

control.

I. INTRODUCTION

As the 5G network continues to mature, various technolo-

gies, such as Multi-access Edge Computing (MEC), Content

Delivery Network (CDN), virtual reality, and multimedia,

have been developed rapidly. The network is also continu-

ally showing the characteristics of diverse users, heteroge-

neous structures, sophisticated services, and massive data.

However, network security is facing daunting challenges and

tribulations brought by the development of the IT industry,

which also provides an opportunity for attackers. According

to the Cyber Attack Trends: 2019 MID-YEAR Report [1],

multiple cyber threats have grown in the first half of this

year, including supply chain attacks, email spoofing attacks,

cloud attacks, and mobile attacks. In terms of data breaches,

the hacking forum Collection ♯1 leaked 770 million email
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addresses and 21 million passwords. The developers of the

Facebook third-party app leaked 500 million user records.

The AMCA leaks affected 20 million patients, and there

are countless such cases. Also, the Radware released the

latest ‘‘2018-2019 Global Application and Network Secu-

rity Report,’’ [2] saying that the initial cost of cyberattacks

increased by 52% per year, 93% of respondents have been

hacked in the past 12 months, and one-third of companies

are attacked every week by cyber attacks. Faced with such a

severe network environment, we urgently need to optimize

the network system to ensure the security of privacy and

property.

As the first valve of network security, the network access

side forms a connecting link between the preceding and

following in data transmission, and attackers directly threaten

it. Therefore, it is critical to quickly detect and block threats

at the edge of the network, keeping malicious data out of

the core of the network. However, the original design of the
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Internet was mainly for data service transmission [3]. It is a

scale-free network with a power-law structure. This design

makes the Internet vulnerable to malicious attacks and secu-

rity loopholes emerge one after another. Besides, to ensure the

integrity, availability, confidentiality, and privacy of network

data, a large number of researchers have proposed a variety

of solutions [4], i.e., 1) Encryption/decryption techniques,

including various digital signatures [5], public key encryp-

tion [6], [7], digital watermarking techniques [8]. 2) Access

control technologies, including firewall technology, Discre-

tionary Access Control (DAC), Mandatory Access Control

(MAC) [9], Role-Based Access Control (RBAC) [10], [11],

Attribute-Based Access Control (ABAC) [12], etc. 3) Secu-

rity monitoring technology, including intrusion detection and

prevention systems [13], [14], biometrics [15], honeypot

technology [16], information filtering, and more. Although

technologies are emerging in an endless stream, they are

generally limited by the following deficiencies.

(1) Single protection measures: The rapid development of

novel technologies inevitably leads to tremendous changes in

the network, e.g., service types, users groups, and network

scope. At present, most of the studies intently focus on a

certain aspect of security, which is challenging to cope with

the complex and changing network environment. Security

challenges should be addressed frommultiple perspectives as

much as possible.

(2) Inferior network isolation: Due to the limitations of

resource and location binding, control and data binding, and

user-network binding on the original design of the Internet,

it is difficult for existing networks to adapt to dynamic and

complex security requirements. In particular, the edge net-

work is poorly isolated from the core network, which puts

much pressure on the core network.

(3) Lack of source and destination two-way control:

At present, most access control measures only judge the data

source, and do not adequately consider the data type and

destination address. This process easily exposes network vul-

nerabilities and increases insecurity. The bilateral control not

only ensures the legitimacy of the source but also guarantees

the validity of the destination address.

(4) Lack of user uniqueness and level control: The design

of the Internet assumes the trust of the terminal node as a

precondition. The terminal node can access the network as

long as the correct IP address is configured, which lacks

the effective user access control mechanism. Most current

solutions cannot locate the user’s access location and unique

identifier, which is challenging for administrators to track

users’ behaviours dynamically.

Motivated by the above considerations, we propose a

Multi-dimensional Fine-grained Control (MFC) framework

for Radio Access Networks (RANs). The framework intro-

duces the User Type Approval (UTA) network access device

with fingerprint unlocking function. This device embeds

a unique Access IDentifier (AID) which is allocated for

users based on fine-grained attributes, and each AID cor-

responds to a user level. Also, we devise a bidirectional

control mechanism of source and destination at the edge side.

An identifier mapping mechanism is proposed for network

identifier transformation to realize the isolation mechanism

of the edge side and core network. The authentication server

registers and assigns different-level UTA devices for uses,

according to their User Information (UI). The system imple-

ments the user’s authentication function by controlling the

user’s AID authority, fingerprint characteristics, and access

rights. We first investigate the existing security solutions

and analyze them separately from three aspects. Based on

their questions, we introduce the basic framework of the

proposed framework, including fundamental ideas, system

models, workflow, and security analysis. To further prove

the effectiveness of the scheme, we design a prototype sys-

tem, then give the system structure and deployment. Finally,

the superiority of our program is verified. In this paper, our

main contributions can be summarized as follows.

• We propose a high-security multi-dimensional fine-

grained identifier authentication framework, which

integrates a variety of security measures and has the

characteristics of fine-grained control of user identifier,

resistance to security attacks. Also, the framework guar-

antees that users are unique and legitimate, realizes the

separation of access and core network, meets dynamic

monitoring needs, and optimizes authentication delay.

• A source and destination bidirectional control mecha-

nism is proposed and incorporated into the framework,

which ensures both source availability and destination

validity.

• We build a prototype system for the proposed scheme,

which breaks the currently rigescent network, modifies

the authentication process, and isolates the access side

from the network side, aiming to ensure the internal

security of the network. On this basis, we verify the

proposed solution.

• We carry out sufficient theoretical analysis and sys-

tematic verification. The final results prove that the

proposed scheme can achieve unified access control

management for access users, optimize authentication

delay compared with other authentication schemes, and

support the high concurrency performance, which lays a

solid foundation for further researches.

The rest of this paper is organized as follows: In Second II,

we introduce existing researches from three aspects and

analyze their advantages and disadvantages. In Second III,

we present an overview of the proposed solution, including

basic ideas, system model, and workflow. Also, we conduct a

security analysis of various schemes. In Second IV, we estab-

lish a prototype system and describe the system configura-

tion, structure, and deployment. In Second V, the verification

results are provided. Finally, we conclude and give a future

perspective in Second VI.

II. RELATED WORK

With the continuous development of information networks,

cyberattacks are changing with each passing day, and have
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evolved from small-scale attacks to large-scale, distributed,

and diverse means. For various security threats, network

protection technologies have gradually evolved from pas-

sive methods to active monitoring. There are already a

large number of security studies [17], [18], and they mainly

involve three aspects, namely encryption/decryption technol-

ogy, access control technology, and security monitoring and

surveillance technology.

A. ENCRYPTION/DECRYPTION TECHNOLOGY

This technology secretly exchanges stored or transmitted

information for data confidentiality and is mainly classified

into file encryption, password encryption, and transmission

encryption.

Currently, searchable encryption schemes are for server

access. Due to the user’s unrestricted searchability,

Yin et al. [19] proposed an encryption search scheme based

on attribute control, which can determine whether there is

search permission according to user attributes and achieve

fine-grained access control. However, the authors only gave

the performance results, and the functional characteristics

were lacking. Also based on attribute policies, the paper [20]

designed an updateable attribute-based encryption scheme by

adding a fixed identifier to the encryption key. The difference

is that this method was used for traceability and revocability.

Unlike the paper [20], Huang et al. [21] presented a deniable

authentication encryption scheme for privacy protection by

making it impossible for the receiver to provide message

proof. The authors considered some awkward conversations

over the internet, including doctor-patient medical conversa-

tions or lawyer-criminal discussions.

Similarly, the paper [22] proposed an improved mixed

authentication scheme to protect the privacy of patients in the

modern health-care area. This method combined a password,

smart card, and biometric feature to ensure network security

in many ways. However, the scheme lacked an evaluation

of validation time. A multi-level encoding and encrypted-

hash-based digital signature were presented in [23], aiming to

resist the destruction of intellectual property in the consumer

electronics system. This scheme achieved stronger robustness

and less storage hardware. For authenticating big data and

software scenarios, the digital signature generation process is

time-consuming. Therefore, Chen et al. [24] devised a lattice-

based incremental signature scheme which could produce

signatures quickly. However, there is not much concern about

improving safety.

Although encryption/decryption technologies can protect

user data from eavesdropping and tampering, it only focuses

on service data without the ability to identify abnormal user

behaviours. For the zombie host, a single encryption method

appears powerless.

B. ACCESS CONTROL TECHNOLOGY

Access control technologies set the user’s access restrictions

at the network access side. Based on the predefined feature

rules, it limits the request for resource access. It is mainly

divided into identity information verification and firewall

technology.

In terms of the attribute-based control, the authors [25]

proposed a hierarchical access control method by modify-

ing the hierarchical attribute-based encryption and structure.

This method ensured data confidentiality and user legiti-

macy in the mobile cloud computing system. In [26], a dis-

tributed attribute-based access control system was presented,

which provided a distributed policy management to allow

users to set up policies for the Internet of Things (IoT)

devices. This method ensured confidentiality and prevented

network attacks at the edge of networks. Also, in IoT net-

works, Ding et al. [27] proposed a new access control scheme

by using Blockchain technology. Attributes of users were

recorded to avoid single node failure and data tampering.

In [10] and [28], they all considered cloud storage security.

The former tended to introduce the concept of a trusted sys-

tem based on Role-Based Access Control (RBAC) to improve

network security. While the latter tended to solve the prob-

lem of access collaboration. An attribute-based collaborative

access control scheme was proposed to coordinate the access

of users with different attributes and guarantee the legitimacy

of users.

Similar to [10], an RBAC-based access control scheme

was devised in [11], which combined smart contracts

and Blockchain technology to realize a challenge-response

authentication protocol. This platform achieved secure, flex-

ible, and adaptive access for users. In [29], the authors pro-

posed a novel cryptographic authentication scheme, named

CCA2-PV-R-LU-MA-ABE in fog computing. The creation

of private keys depended on the geographical locations and

functions of nodes. Besides, the attributes of nodes can be

denoted by any strings, and only valid ciphertext can be

stored or transmitted. Lin et al. [30] presented a local authen-

tication access control scheme, which enabled authorized

users to secure access to M2M devices. In this scheme,

the M2M devices can locally verify the rights and privi-

leges of users. Also, they can transfer heavy computation

to the user equipment. To reduce computation overhead

and delay in Information-Centric Networking (ICN) authen-

tication, a secure, efficient, and accountable edge access

control scheme was designed by adopting group signature

and hash chain techniques [31]. This framework not only

reduced overhead but also provided service accountability.

In [32], the authors considered not only a single authenti-

cation method, but a two-factor scheme, including password

and smart card. On this basis, a card reader verification

process is added to the authentication scheme to prevent smart

cards from being attacked.

For access control technologies, whether role-based or

attribute-based, the purpose of these schemes is to con-

trol the initiator of service requests to access a particular

type of service. But there is little valid identification

of the destination end, which increases network redun-

dancy and lacks judgment on the validity of access

data.
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C. SECURITY MONITORING AND

SURVEILLANCE TECHNOLOGY

This technology monitors the network data stream in real-

time through hardware or software, then compares it with

the characteristics of the abnormal data labelled by the sys-

tem. Once an attack is detected, it responds according to the

actions defined by the rule.

The emergence of machine learning technologies undoubt-

edly promotes the development of network surveillance.

In [33] and [34], both of them adopted deep learning algo-

rithms to detect network traffic. One was applied in SDN

networks, and the other was deployed in the 5G network.

The purpose of them was to ensure network reliability and

optimize resource consumption. Reshan et al. [35] ensured

communication security between Body Area Network (BAN)

devices by combining biological traits and time-varying

physiological signal characteristics. These devices contained

a large amount of user’s private information, and they authen-

ticate to each other by multiple biometric and physiological

features to discover anomalies.

A self-healing neuro-fuzzy anomaly detection approach

was proposed to achieve the detection, recovery, and removal

of horizontal anomalies in social networks [36]. This scheme

was implemented on multiple paradigms and datasets with

high detection accuracy and abnormal filtering rate. To reduce

the false alarm rate of the detection system, Meng et al. [37]

designed a hierarchical framework to mine high-threat alerts

from a large number of alarm logs, to provide available infor-

mation for the management system to modify the judgment

policy. In [38], the authors developed a dynamic distributed

honeypot and combined it with the Blockchain platform,

to discover attacks and resist anti-honeypot technology in

time. This scheme achieved high reliability, high security, and

low response time.

For security monitoring technologies, the validity of data

and tagged features is critical to safety protection. However,

this technique is limited by samples and unknown attacks,

and there are cases of missed and false positives. Besides, for

the existing complex network environment, a single security

monitoring strategy has been challenging to meet the high-

security needs.

Therefore, through the analysis and sorting of the present

works, we find that most of the schemes are faced with

such problems as a single technology, difficult positioning of

users, poor isolation between edges and core. It is difficult

to deal with the network environment with diverse subjects

and objects [39], diversified control basis and complex and

changeable control strategies. Faced with a large number of

security threats, how to effectively maintain the security of

the network has become a crucial problem to be solved.

III. MFC FRAMEWORK

Given the shortcomings of existing security solutions, we pro-

pose a novel authentication framework that optimizes the

authentication delay, resists security attacks and provides

user-level services. The framework realizes the separation of

FIGURE 1. The module components of MFC.

the access network from the core network. It assigns a level

to the user, which facilitates the user’s fine-grained manage-

ment and on-demand services. Also, it introduces the unique

user identifier in the protocol design for authentication and

exploits user password information. In the implementation

path, a smart access device UTA is added, and fingerprint

identification is required. Besides, we design a two-way data

verification mechanism on the edge node. In this section,

we first introduce the MFC model and describe the module

components. Second, the framework’s workflow is given in

detail. Finally, we conduct a security analysis.

A. MFC MODEL

In the MFC framework, there are mainly five modules related

to the proposed framework, namely UTA device, IDentifier

Mapping Server (IDMS), access terminal, Identifier Authen-

tication Server (IAS) and IDentity Switch Router (IDSR),

as shown in Figure 1.

1) UTA MODULE

TheUTAmodule is a user accessmedium,which is composed

of hardware, firmware, driver, and upper-layer software.

Also, it includes a fingerprint unlocking function. The digital

certificate and AID identifier are stored in the encrypted UTA

device for identity authentication.

2) ACCESS TERMINAL

It is a device for users to access a network, including login

and registration interfaces. There are a variety of terminal

categories, including fixed and mobile devices. However,

the standard modules include UTA interface, configuration

management interface module, and user interface.

3) IDMS MODULE

IDMS module is used to store mapping entries from the

access side to the core network segment, including IP address,

AID, Router IDentifier (RID), and rights. The AID is used

to locate the user on the access side, while the RID is used

to dynamically transmit the user information in the core
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FIGURE 2. The system topology of MFC.

network to achieve separation of the access and core parts.

User information is hard to be leaked in the core network.

4) IDSR MODULE

IDSRmodule is located at the boundary between the core net-

work and the access network. In addition to the basic forward-

ing function, IDSR not only implements pre-authentication

of the system but also provides mapping service functions,

that is, AID to RID conversion. Besides, the proposed bidi-

rectional control mechanism is deployed here.

5) IAS MODULE

It is one of the core parts of the MFC framework, which is

used to store information items of legitimate users, including

registered User Information (UI), AID information corre-

sponding to UTA, and user rights.

The above five modules are the leading network element

entities of the framework, where the terminal is located on

the user access side, and the IAS and IDMS are located

on the network space side. The IDSR is a handover point

between the user space and the network space and implements

a separate mapping between the AID and RID. The specific

topology is shown in Figure 2. After users access the network,

the MFC can control the rights and behaviours of users to

ensure the security and reliability of the network operation.

B. IMPLEMENTATION PROCESS

TheMFC framework contains two processes: pre-registration

and authentication at the time of use. That is, if a user wants

to access the network and obtain services, he must register

individual information in the management system. Then the

user is assigned the appropriate level and given a UTA device

with a unique identifier. When the user accesses the network,

the network authenticates the user according to the infor-

mation registered by the user in advance, thereby achieving

reasonable control of the user rights. The implementation

process is shown in Figure 3.

1) USER REGISTRATION AND UTA ACQUISITION

MFC framework allows different user groups and various

types of devices to access the network. However, before users

enter the network, they need to register and provide the fine-

grained attributes of the user, such as the user’s name, gen-

der, position, address, and telephone number. In this paper,

we abstract these basic properties to Ai, then all attributes of

the user are represented as:

P ⊆ {Ai : 1 ≤ i ≤ n} (1)

In the IAS server, in addition to the individual attributes P

for user registration, there is also authentication information

(username, password, certificatepwd, etc.), which is collec-

tively referred to as UI. In the formula (1), i is the ith attribute

value, and n represents the number of attributes. The function

Ii (Ai) is defined as the formatting function of the ith attribute,

which satisfies:

I (A) =

n∑

i=1

Ii (Ai) (2)

In the MFC framework, the AID identifier containing user

levels is generated based on user attributes. According to

equations (1) and (2), it can be expressed as:

AID = I (P) =

m∑

i=1

Ii (pi) (3)

where pi ∈ P, 1 ≤ m ≤ n, and m stands for the number of

abstract attributes. After the user registers this information in

the system, the authentication server assigns the UTA device

containing AID to the user and determine the user level. The

stored information can be expressed as:

Inforeg = (UI ,AID, userlevel) (4)

After completing the above application process, the user

can get access to the network device and attempt to complete

the subsequent authentication process. The specific applica-

tion process is shown in Figure 4.

2) USER AUTHENTICATION PROCESS

To establish a mutual-trust network environment between the

user and the network, the user and the network must also

complete the following authentication process. Otherwise,

both parties suppose that the other party is false or abnormal,

and cannot conduct any subsequent data communication.

Step 1: After the UTA device is inserted into a termi-

nal and the fingerprint unlocks successfully, the user ter-

minal initiates a request Rauthque to the network, where

the authentication packet field includes: Rauthque =

{IP|username|pwd |AID|certificatepwd |challenge| . . .}.

Step 2: After receiving the data packet Rauthque, the IDSR

first determines the service type, and if the data is a man-

agement data (DHCP and authentication data), it passes by

default. Otherwise, the data is service data. The IDSR deter-

mines whether the source IP and AID information are local.

If not, access users are illegal. Then a redirect is performed for

authentication. 3. If it exists, check if the destination address

exists in the IDMS. If the destination address is valid, perform

identifier mapping, and enter the core network.
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FIGURE 3. The implementation process of MFC.

FIGURE 4. The user registration process of MFC.

Step 3: If the data is a management data, the data is sent

directly to the IAS.

Step 4: After receiving the data packet Rauthque, the IAS

checks whether the user name, password, certification pass-

word, and AID information are consistent with the informa-

tion in IAS. If the user is valid, the IAS returns the data packet

Fauthque = {IP|AID|response|userlevel| . . .} to the IDSR as

the authentication result, otherwise, discards the data.

Step 5: After the IDSR receives the message, it checks the

authentication result. If the user is legal, it assigns the corre-

sponding RID information and caches the mapping entry in

the IDSR. The cache entry includes: {IP|AID|RID|userlevel}.

Besides, the AID and IP information passed through the

authentication are cached in the local authentication table.

Finally, the IDSR returns the data to the client.

Step 6: After the user receives the result, business commu-

nication can be conducted.

3) BUSINESS COMMUNICATION PROCESS

In Step 2 above, when the data is judged as a business

data, and the access user is legal, the mapping search of

IDMS can be carried out. After the mapping from AID

to RID is executed, normal user communication can be

realized.

Once the above process is completed, the network achieves

the communication of the business. The pseudocode of the

whole process is illustrated in Figure 5. In the MFC frame-

work, the related cache information andmapping information

disappears when the user unplugs his UTA from the device.

Thus, cached information can be dynamically updated and

maintained.

C. SECURITY ANALYSIS

In this section, we analyze the security features of the frame-

work from three aspects.
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FIGURE 5. The pseudocode of the whole process.

1) SECURE CONTROLLABLE ACCESS CAPABILITY

The proposed framework involves multiple-dimensional pro-

tection measures such as using unique identification authen-

tication, access device usage, biometrics, and a bidirectional

control mechanism. It realizes the unique confirmation of the

access user, traceability of user location, and hierarchical con-

trol. The user implements access control through individual

identity authentication to achieve the user’s authorized access

by comparing the identifier, biometric features, and user-

name. At the same time, in the design of MFC framework,

when there is a network authentication terminal, the terminal

needs to send an authentication parameter information, while

when the terminal authenticates the network, the network

needs to answer the challenge. The setting of these two

processes ensures mutual trust between the two parties, thus

achieving secure and controllable access.

2) ENDOGENOUS SECURITY AND ATTACK DEFENSE

The proposed framework adopts the idea of user information

and location separation. The user on the access side routes

through the unique AID identifier. When accessing the core

network, the IDSR mapping relationship is adopted, i.e., the

AID-RID conversion process. In the core network, the data

packet is routed through the RID identifier. The attacker can

only learn the user data location and cannot obtain the individ-

ual information. Besides, data can be routed on-demand in the

core network, according to different levels of users. The idea

that the user is separated from the network and forwards data

based on the route identifier prevents attackers from learning

the internal information of the network, and it is difficult to

attack the core network, thereby realizing the functions of

endogenous security and attack defence.

3) DIFFERENTIATED-SERVICE SECURITY CAPABILITY

In the user authentication process, the system assigns an AID

identifier to the user according to the UI information. The

AID information covers the user level, and the AID and the

RID implement a mapping relationship. In the core network,

different link resources can be allocated according to the

RID information. This paper only covers the isolation of the

network domain and does not involve the identifier routing

control system of the core network. However, the dynamic

update forwarding in the future can realize the dynamic trans-

mission of data and the flexible control of the data. Finally,

low-priority data is transmitted according to the default route,

and high-priority nodes are inserted into the queue. Besides,

the system can control different-level users access to ser-

vices, which realizes the function of differentiated-service

capability.

Through the above analysis, we compare our scheme with

other schemes, and the comparison results are summarized

in Table 1. As shown in the table, our scheme provides

a more comprehensive security measure, comparing our

scheme from multiple dimensions. Therefore, the proposed

scheme is superior to other schemes in terms of safety func-

tion comparison.

IV. PROTOTYPE SYSTEM ESTABLISHMENT

To verify the validity of the proposed framework, we build a

prototype system in the wireless access scenario. Both the C

and Java programming are involved in modifying kernel code

and protocol primitives [45]. In this section, we describe the

system composition, deployment environment, and verifica-

tion scenarios.

A. SYSTEM COMPOSITION

The prototype system of the MFC framework is shown

in Figure 6, which consists of hardware devices and soft-

ware protocols. The hardware equipment mainly includes

five General Switch Routers (GSR) in the core network, four

IDSRs for the access network, two control center servers, four

user terminals, four UTA access devices, and four AP access

nodes. In this prototype system, we use mobile laptops as

access terminals.

The hardware device of IDSRs in the prototype system

uses a universal dual-board card, in which one board is used

to implement identifier conversion and forwarding. The pro-

posed framework is compatible with existing IPv4/6 proto-

cols, while the other board is responsible for access control.

The software running environment of terminals isWindows7/

Linux, and the setting of other devices is Linux. The specific

list is shown in Table 2.
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TABLE 1. The performance comparisons of various schemes.

TABLE 2. The node list of prototype system.

FIGURE 6. The topology of the prototype system.

B. DEPLOYMENT ENVIRONMENT

The MFC prototype system satisfies the requirements of

access-core isolation and controllability. Besides, the actual

deployment environment is based on the combination of vir-

tual software and physical devices. The platform software is

installed on the servers by using the virtualization software

VMware ESXi 6.7, andmanagement software of data centers,

i.e., vSphere Center Server 6.7 is installed on an Inspur

server. The specific equipment deployment and environment

are shown in Table 3.

C. VERIFICATION SCENARIOS

The verification scenario mainly involves performance tests

of the MFC framework, including the following aspects:

1) Unified access control and management for registered

users: This experiment is to verify whether the essential

functions of the proposed framework are complete and

comprehensive, whether it supports the registration and

authentication of legitimate users and shields illegal

users from the core network.

2) Support user concurrent access authentication: This

experiment is to verify whether the authentication

framework can provide regular access services in the

case of high user concurrency, so as not to cause the

system failure. Besides, we need to verify the impact

of different user concurrency on authentication delay.

3) Average delay test of user authentication: This exper-

iment is to confirm that the time complexity of the

MFC framework is low enough and to achieve lower

latency performance in large user concurrency and

mobile authentication. In addition, we verify the sys-

tem’s authentication delay performance under different

system parameters.

V. IMPLEMENTATION & EXPERIMENTAL RESULTS

In this section, we test performances of the MFC framework

based on the prototype system and verify the impact of var-

ious parameters, such as the number of user concurrency,

the length of the AID, and the number of registered users on

the time cost. We compare different parameter configurations

and three network structures, i.e., IPv4, IPv6 and IDenti-

fier Network (i.e., ID Network). We implement the basic

authentication process over the IPv4 and IPv6 networks and

then compared them with the proposed complete identifier
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TABLE 3. The deployment environment of the MFC framework.

FIGURE 7. The influence of AID length on authentication.

authentication framework including AID and RID informa-

tion. Finally, we compare various types of security solutions.

During the authentication process, the system involves

three necessary system parameter settings: maximum request

time, cleanup delay, and the maximum number of requests.

The maximum request time specifies the maximum time to

process a request packet, the cleanup delay specifies the wait

time before a reply returns to the agent data, and the maxi-

mum number of requests specifies the maximum number of

requests the server can record. In the following comparisons,

we set three cases (Case 1: 10, 2, 256. Case 2: 50, 5, 1000.

Case 3: 120, 10, 10000) and test the verification time over-

head with the change of parameters in three cases.

A. THE IMPACT OF AID LENGTH ON AUTHENTICATION

The AID identifies the user’s uniqueness and serves as one

of the authentication information. Its length affects our time

overhead. In Figure 7 (a), we set three cases. The time

overhead becomes larger as the length of the AID increases

in all three cases. When the length is between 1-4 bytes,

the change is slightly relieved, and when the length exceeds

4 bytes, the time loss of Case 3 suddenly increases. When

the length exceeds 16 bytes, the growth rate of the other

two cases also begins to accelerate. Overall, the time cost of

Case 3 is slightly more severe than in the other two cases.

When the length reaches 128 bytes, the time cost is close

to one-half second. Although a longer AID enhances system

security, it increases the time cost.

Based on the parameters of Case 1, Figure 7 (b) illustrates

the effect of AID length on different networks. We give the

authentication delays under the IPv4, IPv6, and ID networks,

respectively. We can see from the figure that the ID network

has a lower authentication delay and is optimized by 28.2%

and 44% respectively compared with the other two cases.

Starting from 16 bytes, the change of authentication delay

in the IPv4 and IPv6 networks is growing faster, and the

authentication under the ID network is still flat. According

to the results, the proposed framework effectively optimizes

the time cost.
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FIGURE 8. The influence of user concurrency on authentication.

FIGURE 9. The influence of registered users on authentication.

B. THE IMPACT OF USER CONCURRENCY

ON AUTHENTICATION

The number of user concurrency affects network congestion

and tests the processing capacity of IAS, which inevitably

leads to the situation where authentication fails. In the context

of the background flow, Figure 8 (a) illustrates the authenti-

cation success rate for different system configurations. As the

number of concurrent users increases, the value of three cases

fluctuates but remains above 90 per cent. Before the value of

concurrent users reaches 300, the success rate in Case 1 is

superior to other cases. When the number of users exceeds

300, the authentication success rate of all three configurations

begins to show a downward trend. Also, we calculate the

average value of the three cases, i.e., 0.9898, 0.9897, and

0.9941. Overall, Case 2 is slightly better than the other two

configurations.

In Figure 8 (b), we compare the authentication success

rate of the three networks as the number of user concurrency

changes. As the number of simultaneous requests increases,

the gap between the three networks narrows, and the ID

network with the red line is superior to the other two sce-

narios. The overall value of them is relatively stable, and the

average authentication success rate for three protocol network

architectures was 98.4%, 96.9% and 95.2%, respectively. The

network using the identifier mapping mechanism is more

suitable for security networks.

C. THE IMPACT OF REGISTERED USER

NUMBER ON AUTHENTICATION

The number of registered users in IAS affects the speed

at which authentication information is searched, which has

an essential impact on the authentication efficiency of the

system. Figure 9 (a) illustrates the effect of the number of

registered users on the authentication delay. When the num-

ber is between 100 and 600, the growth rate of the three

cases is relatively stable. When the number exceeds 600,

the increase rate of the three cases is accelerated. In particular,

the time loss of Case 1 is gradually deteriorated, and when

the number of users reaches 800, the value exceeds Case 2.

Overall, Case 1 is still optimal.

As shown in Figure 9 (b), we give the effects of registered

users on three networks. On the whole, the time cost of the

three architectures slowly grows, and there is no significant

difference. In addition, the time cost of the ID network frame-

work is reduced by 38.4% and 46.7%, respectively, compared

to the other two structures.
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FIGURE 10. Time of various schemes.

D. TIME COMPARISON OF VARIOUS SCHEMES

In addition to the above internal tests, we compared the

time cost of different security schemes based on the results

of Paper [46]. In Figure 10, we present a comparison of

the delays for five security schemes as the number of users

increases. From the figure, we can see that the PDDTP

scheme has the largest authentication delay, and our proposed

scheme delay is similar to the SEAKA scheme. Even before

the number of users reached 700, the SEAKA solution was

superior to the framework we proposed. Since the increase

rate of the proposed scheme is less than that of SEAKA,

the proposed scheme is optimal when the number is higher

than 700. The final result gives that our proposed scheme is

better than 97.3%, 94.4%, 80%, and 33.3% respectively than

the other four schemes.

VI. CONCLUSION

Network openness and security are mutually contradictory.

As the 5G era has driven the development of relevant tech-

nologies, it has also brought potential threats to network

security. Especially, massive device access places enormous

pressures on the network user side. As we discussed in this

paper, it is critical to fleetly detect, eliminate attacks and keep

malicious data out of the core network at the edge of net-

works. Therefore, we proposed the MFC framework, which

satisfies the security criteria of 1) network and userspace

isolation; 2) user unique identification; 3) biometric feature;

4) hardware access device; 5) user fine-grained attribute

control; and 6) bidirectional control. First, we investigated

the existing security schemes, including encryption, access

control, and security monitoring technologies, then compre-

hensively discussed respective effects and limitations. Sec-

ond, the model structure and implementation process of MFC

were introduced, which includes the generation of AID iden-

tifier and the definition of protocol fields. A novel identifier

mapping mechanism from the user side to the core network

(i.e., the conversion between AIDs and RIDs) was designed

to realize network isolation. To illustrate the functions of

MFC, we performed theoretical comparisons among diver-

sified schemes. Third, the MFC prototype system with the

wireless deployment environment was established to test the

superiority of this framework. The system kernel was modi-

fied in depth to support the functions of MFC. Finally, exper-

imental results validated the advantages of MFC, in terms of

low latency and high concurrencies.

Attack and defence can be treated as a game process.

Nowadays, 5G is facing many unknown security challenges.

In the future, we will further optimize the authentication

framework to resist unpredictable attacks via adopting the

‘‘service classification’’. In the core network, for instance,

it is non-privileged for low-level users to access the high-

level services. Therefore, the reduction of threats in the core

networks is expected.
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