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Abstract 

Personalized healthcare systems deliver e-health services to fulfill the medical and assistive needs of the aging 

population. Internet of Things (IoT) is a significant advancement in the Big Data era, which supports many real-time 

engineering applications through enhanced services. Analytics over data streams from IoT has become a source of 

user data for the healthcare systems to discover new information, predict early detection, and makes decision over 

the critical situation for the improvement of the quality of life. In this paper, we have made a detailed study on the 

recent emerging technologies in the personalized healthcare systems with the focus towards cloud computing, fog 

computing, Big Data analytics, IoT and mobile based applications. We have analyzed the challenges in designing a 

better healthcare system to make early detection and diagnosis of diseases and discussed the possible solutions while 

providing e-health services in secure manner. This paper poses a light on the rapidly growing needs of the better 

healthcare systems in real-time and provides possible future work guidelines.
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Introduction
Healthcare sector is one of the largest sectors in the 

developing world with the annual increase in revenue 

and employment [1]. In early days, diagnosis of rare dis-

eases can only be detected by a complete physical and 

analytical analysis made within the hospital premises. 

Nowadays, a smartwatch can help us to diagnose any 

irregularity with our Health. For example, the irregu-

lar heartbeat of an elder people. In case of an epidemic 

disease such as Ebola, technology plays a major role 

in controlling the rapid spread of this incurable dis-

ease by informing the people to take appropriate steps. 

�e patients should not consume medicine without the 

presence of doctors advised by disease control and pre-

vention (CDC) [2]. In contrast, recent technological 

advancement brings the preliminary diagnostics to the 

patient’s doorstep. Due to advancement in technology, 

healthcare services are shifting from hospital-centric 

care to personalized individual-centric services [3, 4]. For 

example, several clinical procedures such as blood test-

ing, diabetic monitoring, pressure monitoring can be 

done at a remote location in a real-time manner. Due to 

the advancement in telecommunication and data services 

like Data as a Service (DaaS) in the developing countries 

provides remote monitoring healthcare system feasible 

and serviceable. With the rapid development of the new 

telecommunication services, wearable IoT sensors, cloud 

computing, fog computing, and mobile computing pro-

vide real-time monitoring of users, diagnosis, communi-

cation with doctors and prescribe medicines and deliver 

at doorsteps are applicable in the better way.

Internet of �ings (IoT) expands the independence of 

humans to interact, contribute and collaborate on things. 

IoT gradually developed heterogeneous technologies 

with sophisticated protocols and algorithms. It plays 

important in global communication among millions of 

devices with wired/wireless sensors, electronic appli-

ances like Television, Refrigerator, etc., connected to the 

Internet [5]. �en it plays an amazing role in many fields 

such as Agriculture [6, 7], healthcare [8, 9], entertain-

ments [10], automobiles [11], sports [12], home [13, 14], 

industrial appliances [15], business [16], etc. �e reasons 
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for the rapid development of the IoT are high accuracy, 

low cost, and reduce time by predicting the future in a 

better way. �e IoT gadget like sensors and actuators 

were embedded into physical devices such as home appli-

ances, vehicles, and smart industrial machines to moni-

tor and exchange data using wireless networks with the 

help of Bluetooth, Zigbee, IEEE 802.11 (WI-FI), WiMAX, 

etc. �e sensors are implantable in the body or wearable 

that senses the physiological states like blood pressure, 

heart rate, body temperature, pressure rate, electrocar-

diogram (ECG), electroencephalogram (EEG) [17]. Mon-

itoring ailing people are more comfortable for people 

who had elders, children alone in the home. �e sensor 

connected to the users, frequently monitor the user 24/7 

and provides alerts on user’s changing health condition 

to the family, doctors, and emergency services. �e grow-

ing needs of better technologies for addressing real-time 

issues in processing larger data without compromising 

security and privacy requires significant attention from 

the global research community.

Big Data analytics [18–21] emerged as the good solu-

tion for the process of abundant data and improves 

decision-making characterized by 6 V’s: volume, variety, 

velocity, veracity, validity, and volatility. �e main charac-

teristic is volume, that refers to a quantity of information 

being used and analyzed to obtain the desired result. It 

raises a flood of data from various sources includes sen-

sors, scanners, mobile phones, digitizers, video, email, 

social networks, and the internet. Variety refers to the 

type of data stored, analyzed and processed. �e type of 

data may be text, images, videos, sound, geometrics, and 

the combination of each type. Veracity refers to the accu-

racy of data is good enough for Big Data. Big Data also 

presents a challenge to store, process and assist the data 

effectively [22]. To overcome the problems of Big Data, 

cloud computing [23, 24] emerges as a fundamental sup-

port to store and process the resources data, accessed 

from any location through the internet. Accessing 

resources stored in the cloud categorized into the public 

cloud, private cloud, and hybrid cloud. �e resources of 

the public cloud can be accessed, shared and processed 

by third-parties. A private cloud allows the resources 

accessed by the organization. A hybrid cloud combines 

both public and private clouds, often used to supple-

ment internal data with public orchestration. Software 

as a Service (SaaS), Infrastructure as a Service (IaaS), 

Platform as a Service (PaaS) is the cloud services or 

resources available to users on demand via the internet. 

As the data increases day-by-day, the vast amount of data 

have to be collected, analyzed, managed, and stored, in 

the cloud which increases the complexity of cloud-based 

services. To address this issue, we introduce fog comput-

ing [25–28] at the edge of the cloud for pre-processing 

of generated data. Fog improve the efficiency by reduc-

ing the data transfer to the cloud transform from physi-

cal devices. Fog enables a secure data transaction within 

millions of devices connected, ensures high scalability 

and even distribution of data. Big Data analytics is a volu-

minous data mining approach which requires both cloud 

globalization and fog localization.

Among many self-tracking devices, a smartphone 

[29, 30] is a user-friendly device that provides real-time 

remote healthcare system connected with users and clini-

cal staff. Globally, development and the utilization of the 

smartphones have enhanced the performance of health-

care applications by providing efficient services to users. 

It monitors both active data and daily behavioral activi-

ties from embedded mobile sensors [31]. It has a pocket-

sized display with wireless network communication and 

battery power to process the hardware–software system. 

Smartphone health monitoring application involves a 

remote healthcare system improved with the advance-

ment of mobile, communication networks, sensing, and 

embedded devices. �e mobile-based application devel-

opment has paved the possible way for directly accessing 

and analyzing the patient’s information from the sensors 

connected with users. Mobile healthcare applications 

provide faster delivery of information with reduced cost, 

unlimited Internet-based services, and have efficient bat-

tery backup.

�e main objectives of this survey are multifarious:

  • Examine the role of cloud computing depicts the 

healthcare system with general architecture.

  • Illustrating a high-level comparison between cloud 

and fog computing and providing secure privacy of 

patients with fog computing.

  • Augmentation of the IoT healthcare application with 

IoT-based healthcare monitoring architecture.

  • A focus on healthcare monitoring system in Big Data 

era.

  • Interactive healthcare applications are reviewed with 

a smartphone.

  • Providing the pros and cons of the healthcare system 

took for the survey.

  • Exploring current challenges in the personalized 

healthcare system.

  • Discussion on a promising solution for the real-time 

healthcare monitoring problems.

�e remainder of this article is organized as follow. 

“Role of cloud computing in healthcare systems” section 

review the role of cloud computing in the healthcare sys-

tem. “Securing privacy of patients with fog computing” 

section describes the security privacy of patients with 

fog computing. “Enhancement of healthcare applications 
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using Internet of �ings” section review the healthcare 

application using the IoT. “Development of healthcare 

sector in the Big Data era” section evaluates the health-

care sector in the Big Data era. “Interactive healthcare 

applications with smartphones” section assess an interac-

tive healthcare application using smartphones. “Current 

challenges in the personalized healthcare” and “Dis-

cussions on the promising solutions for the real-time 

problems” sections discuss the current challenges and 

real-time solutions for the personalized healthcare sys-

tem. Finally, “Conclusions” section provides our conclud-

ing remarks.

Role of cloud computing in healthcare systems
In the real world, the lack of healthcare and support sys-

tem to the senior population is still an existing challenge. 

To overcome the challenge, Pham et al. [32] delivered a 

real-time smart home healthcare service for elders stay-

ing alone. �e healthcare service adopts Software-as-

a-Service (SaaS) cloud architecture with four layers: the 

service presentation layer, cloud engine layer, the data 

processing layer, and the cloud storage layer. Non-inva-

sive sensors used to collect physiological, motion and 

audio signals of the users. Contextual information [33, 

34] is collected such as the user’s activities and location 

details through the optitrack camera system. MYSQL is 

a relational database to store structured data like user 

information and NoSQL is used to store sensor data. 

Based on these collected data, the users are monitored 

continuously. For instance, a user’s physiological signals 

are generally considered as contextual information for 

prediction and analysis of the state. In a scenario of vig-

orous running a fast heart rhythm is expected from the 

user whereas, an abnormal heart rhythm from the user 

in an immobile state triggers the alarm. �e authors also 

developed a robot assistant which track the dehydration 

level of the user. In this system, the water content level of 

the user is frequently checked by the robot to instruct the 

user to drink water during dehydration. Gradient boost-

ing decision tree algorithm is used in robots to recognize 

the body activities. Robot assistant is a case study imple-

mentation of the cloud-based smart home environment 

(CoSHE). Non-invasive sensors are used to monitor the 

entire home, so the energy consumption is too high.

�e role of cloud computing in healthcare is described 

in Fig.  1. �e IoT devices and sensors acquired user 

health data information and relayed to the cloud with the 

help of a wireless communication network. �e moni-

tored information is stored in the cloud repository, and 

the data are preprocessed to extract, analyze, and to 

determine a diagnosis based on the knowledge base in 

which medical books, references, and advice are prede-

fined for diagnosis. Based on the user health state, the 

alert message is generated to doctors, ambulance, and 

caregivers. �e system helps to diagnosis at the initial 

stage, so we provide better health care by taking early 

Fig. 1 Cloud computing architecture related to healthcare



Page 4 of 20Jagadeeswari et al. Health Inf Sci Syst (2018) 6:14

precautions. Table  1 describes the methodology used, 

approaches, sensors, advantage and disadvantage of the 

cloud-based healthcare system.

To predict the feasible disease in the users, Verma and 

Sood [35] designed a framework to generate an alert 

message. Using condition-based methodology, the cloud-

centric diagnostic system is proposed to forecast the pos-

sible diseases in the user. Medical devices and sensors are 

used to monitor the frequent changes in health param-

eters of the users based on time interval. �e monitored 

information collected and passed to the local processing 

unit, it may be a smartphone or portable devices. �e 

data are analyzed in the cloud and generate a User Diag-

nosis Result (UDR) which consist of user’s profile infor-

mation, possible disease, severity, and the probability of 

occurrence of diseases. �e probability is calculated by 

diagnoses of user-sensor data, context-specific informa-

tion, and doctor’s report. �e security is provided by 

the Trusted �ird Party (TTP) entity by encrypting user 

password with the private key. Finally, UDR result is gen-

erated by three conditions: scale-based, pattern-based 

and frequency-based conditions. Examine the probabil-

ity occurrence of diseases, the user divided into the safe 

and unsafe state. �e alert generation algorithm tests the 

user’s state, and the messages are sent to doctors, car-

egivers and ambulance in need of emergency assistance. 

�e authors conduct experiments by deploying the smart 

student diagnosis system where students are monitored 

through sensors. �e results are analyzed based on com-

paring it with a decision tree, k-nearest neighbor, naïve 

Bayes, support vector machine. Decision tree acquires 

superior performance compared to other algorithms.

�e cloud-based system designed a framework [36] to 

prevent and control the Zika virus. In this system, the 

user registers their personal information in the mobile 

application, and a unique id is generated for each user. 

Users enter into the application using their respective 

unique id and enter ‘Y’ or ‘N’ for the symptoms in the 

form of attributes. Based on the user symptoms-response 

for the health-related attributes in mobile phones, the 

user is classified into infected or uninfected using a Naïve 

Bayesian Network algorithm. �e wireless mosquito sen-

sors are used to track the mosquito dense site location, 

dense mosquito site, breeding site location, temperature, 

and humidity. �e tracked information used to plot in 

Google map using Geographic Positioning system (GPS) 

about mosquito dense and infected user location areas. 

Using Google map, the uninfected users’ can re-route 

their path to safeguard them. �e risky location informa-

tion is sent to the government, healthcare department 

to take adequate measures and prevent the spreading 

of the virus. �e system yields high precision regarding 

identifying the risky location with the help of the Global 

Positioning System. �e system is estimated by 2 million 

users dataset in Amazon EC2 cloud afford high accuracy 

in the diagnosis of Zika virus and GPS risk assessment.

H1N1 is an air-borne disease spread easily, affect 

large population and need superfluous amount to diag-

nose [39]. Sandhu et al. [37] reviewed the widespread of 

the H1N1 virus and proposed a cloud-based system to 

monitor and control the virus. With the help of mobile 

phones or web browser, the user’s response data is col-

lected and sent to the cloud where the decision making 

is effective. �e symptoms are classified into primary, 

secondary, tertiary and high-risk conditions. Based on 

user’s symptoms-response, infected and uninfected 

peoples are classified. Infected users are continuously 

monitored until they get rid of the H1N1 disease. Infor-

mation and suggestion box of the system component is 

used to collect all information about users, doctors, hos-

pitals and send up-to-date information and suggestion 

about the H1N1 disease to the user via SMS or e-mails. 

�e doctors are allowed to upload only the patient’s 

details, treatment process not personal information of 

the patients’. An Outbreak Role Index (ORI) is used to 

determine the probability of the user to spread or receive 

the virus. Social network analysis generates the graph 

for the infected user, and it is useful to the uninfected 

users about regional exposure. �e system implemented 

in AmazonEC2 and performance of classification results 

with high accuracy.

�e IoT devices, sensors, and cloud computing jointly 

present a real-time healthcare infrastructure to widely 

increasing disabled and older adults. Hossain and 

Muhammed [38] designed a framework for continu-

ously monitoring of disabled and/or elder people through 

sensors. �e advancement of cloud computing creates 

a platform to gather a tremendous amount of informa-

tion tracked by the sensors and accessed by anyone at 

any time everywhere. �e IoT devices and sensors used 

to track electrocardiogram (ECG) continuously, and the 

information needs privacy, so ECG signals are enhanced 

before processing. �e gathered patient’s information 

is stored in MYSQL before moving to the cloud and 

accessed by healthcare units. Watermarking and signal 

enhancement are used to secure the data on the client 

side. �e information is watermarked on the client side 

and sent to the cloud for feature extraction and classifica-

tion. Again reconstruction, watermark extraction in cli-

ent side. So the specific user information is shared only 

with desired healthcare services, and quality is improved. 

However, the system accuracy is untested.
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Securing privacy of patients with fog computing
IoT generates a vast amount of data to be processed in 

real-time and delay is caused due to the transfer of data 

between cloud computing and end-user. To diminish 

the delay, Verma and Sood [40] proposed a fog assisted 

remote monitoring healthcare services and real-time 

alert generation. �e system architecture consists of 

three layers: device layer where the IoT devices and med-

ical sensors collect information about the user, fog layer 

analyze the patient’s information using classification 

rules, and cloud layer notifies warning alerts to the family 

members. �e intermediate fog layer is more suitable for 

real-time analysis of sensors data with low latency and 

high quality of service. Two types of communication are 

engaged between fog and cloud layer: conventional com-

munication updates the cloud with patients information 

and smart communication retrieve the queried patients 

history information from the cloud. �e patients address 

their health-related information on their mobile phones, 

and the unique patients identification code is generated 

for each patient. �en event classification classifies the 

patients into normal and abnormal through Bayesian 

Belief Network (BBN) based on patients information. �e 

Degree of Impact (DOI) is the probability of event calcu-

lated based on health, environment, and behavior related 

attributes of the patients. When DOI exceed the level, 

then fog layer sent a signal to cloud for further analysis. 

In the cloud, again the patients classified into the safe and 

unsafe state. �e temporal health index is calculated for 

unsafe state patients, and the real-time alert message is 

generated to responder and hospitals. �e proposed sys-

tem validated by 67 patients monitored at smart homes 

in the AmazonEC2 cloud and yields a better result. Effec-

tive decision making and real-time alert generation are 

achieved in fog assisted IoT enabled system.

In the developing countries, the diagnostic test for chi-

kungunya is not easily accessible and reasonable. Sood 

and Mahajan [41] designed a framework for fog assisted 

healthcare system in diagnosing and preventing the chi-

kungunya virus. Early diagnosis of chikungunya is too 

hard for healthcare services. To solve this, the authors 

proposed an effective early diagnosis at home or remote 

areas to minimize the mortality rate. �e users are con-

tinuously monitored and the data are collected in the 

cloud. �e authors designed a fog assisted cloud-based 

healthcare system in which fog is introduced between the 

mobile and cloud to analyze the real-time data at the edge 

of the network. �e data are processed in fog and finally 

stored in the cloud. �e author classifies the user’s into 

five different categories: infected, uninfected, exposed, 

susceptible, and exposed based on the symptoms track 

by wearable sensors embedded in the user. �e user’s 

infection is categorized based on their symptoms using a 

J48 decision tree. Compared to other classification algo-

rithm J48 results with high accuracy and reduce response 

time. Temporal network analysis is used to differenti-

ate the risky infected location, safeguard the uninfected 

user, stay away from the infected user and generate an 

alert message to the government agencies in the direction 

of taking immediate control steps. For diagnosing chi-

kungunya, the system provides better performance and 

active distribution of messages in the healthcare system.

Fog is also known as edge computing, which is the 

extension of cloud computing created by Cisco. �e exe-

cution part of fog computing in healthcare monitoring 

system is depicted in Fig. 2. �e fog is an intermediatory 

between the end user and cloud to reduce the latency and 

improve the quality of service. Fog analyze the real-time 

sensitive data at the edge computing instead of send-

ing a huge amount of data to the cloud. IoT devices like 

smartwatch and smart dress track user information and 

transmitting sensing information continuously to fog 

using wireless protocols such as Bluetooth, Wi-Fi, etc. 

Fog layer generally communicates with several protocols 

and have multiple interfaces to provide effective response 

[42]. �e data are analyzed, notified, processed, classified 

into infected and uninfected users using an algorithm, 

and the real-time decision is made in fog, and finally, 

data are stored in the cloud. From the cloud, the mes-

sage generated to doctors, hospitals and family members. 

�e Table 2 illustrates the pros and cons of the fog-based 

healthcare system.

Sareen et al. [43] proposed a secure system to predict 

and prevent the Zika virus with the integration of IoT 

sensors, cloud computing, fog computing and mobile 

phones. �e system reduces the communication cost and 

latency time by switched the fog computing in between 

the cloud and end user. Mobile phone and sensors are 

front-end section connected to back-end cloud via mid-

dle section fog computing. �e user registers their name 

and personal information in the mobile-based applica-

tion. For each registered user, the unique reference num-

ber is automatically generated. �e users communicate 

with doctors, healthcare agencies, public authorities, 

hospitals by providing their reference number. �e fuzzy 

K-nearest neighbor algorithm is used to classify the users 

into infected and uninfected based on their symptoms. 

Preventive measures are provided to the users who are 

diagnosed as uninfected. �e user’s locations are auto-

matically tracked through Geographic positioning sys-

tem in mobile phones. Along with that, mosquito sensors 

discover the breeding sites in risky areas and the sensed 

information are used to plot the infected users in Google 

map and message sent to uninfected users about the risky 

location to safeguard them. �e details of risky location 

are sent to the government to take preventive and control 
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measures. �e system is implemented in Amazon EC2 

cloud and provide the efficient result of high accuracy for 

94.5% of million users in the early diagnosis of Zika virus 

outbreak.

Sensors or actuators are connected to many physi-

cal devices to gather a huge amount of information. Not 

only in the medical field, sensors also play a vital role in 

transportation, security, business, and manufacturing. 

Traditional cloud computing is a centralized distribu-

tion, so the system moves from cloud to fog computing to 

conserve network bandwidth, address a security concern, 

operating reliability, access more data and process it effi-

ciently. In the cloud, the data are collected, stored, ana-

lyzed, processed to make a decision and notified wherein 

fog; the data are analyzed, notified, processed and finally 

stored in the cloud. For real-time interactive services, 

fog provides better performance compared to the cloud. 

Nandyala and Kim [44] proposed a C2F architecture for 

U-healthcare monitoring for smart homes and hospitals. 

�rough sensors, users are monitored in homes and hos-

pitals. �e data are analyzed, and the message is sent to 

doctors indeed for an emergency. However, the real-time 

smart homes and hospitals system yet to be deployed and 

its accuracy remains untested.

�e feature of electrocardiogram (ECG) [46, 47] is 

extracted as a study of healthcare IoT. Many cardiac dis-

eases are diagnosed using ECG, and the patients should 

be monitored 24/7 continuously. �e huge amount of 

data have been transmitted over the network, so the 

possibility of occurring error also high. �e single error 

like bit error, packet dropping, and transmission latency 

lead to increase mortality. To overcome the issue; Gia 

et  al. [45] proposed the fog layer between the gateway 

and remote cloud server to improve the quality of service, 

reduce the transmitted data and save network bandwidth. 

�e ECG feature extraction template contains ECG pre-

processing, wavelet transformation, and ECG feature 

extraction. �ey have exploited a light-weight transform 

mechanism to extract heart rate, P wave, and R wave. �e 

extracted patients information is sent to the doctors to 

take immediate treatment in case of an emergency. Geo-

graphical location of the user is determined by tracking 

device, and immediate actions are taken by caretakers. 

However, electrooculography [48], electromyography 

[49], electroencephalography [50], electrocardiogram are 

important to diagnose human abnormalities, yet ECG 

extraction only proposed. Currently, real-time remote 

monitoring of EEG to record the electrical activity of the 

brain is proposed yet not implemented.

Enhancement of healthcare applications using 
Internet of Things
�e students while working on radio frequency iden-

tification (RFID) at MIT in late 2000, announced the 

word “IoT” [51, 52]. Healthcare monitoring architecture 

using IoT depicts in Fig.  3. IoT devices integrated with 

the sensors like wearable IoT sensors, climatic sensors, 

temperature sensors, etc., to track users physiological 

Fig. 2 Fog computing-based healthcare monitoring architecture
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information, atmospheric information, and temperature. 

Physiological information such as body temperature, 

diabetes, blood pressure, heart rate monitored by the 

body sensor and biosensor. For instance, smartwatch 

determines the body temperature, oximeter, accelerom-

eter, and track GPS location. Sensors embedded in cloth-

ing track ECG, EMG, pressure rate of the patients. �e 

observed data transferred to the cloud through networks 

for storage and message is conveyed to clients, i.e., doc-

tor’s mobile phone/PDA, family members, and hospitals. 

Table  3 mentioned below represent the methodology, 

algorithm, advantage, and disadvantage of the IoT ena-

bled healthcare system.

Traditionally ICU patients are monitored by the nurse 

24/7 alternatively. Still, it is a challenging task because 

Small mistake or error also lead to patients’ death. Praja-

pati et al. [53] proposed a real-time IoT-based system to 

monitor the ICU patients continuously. Bedside patient 

monitor is used to screen the invasive and noninvasive 

blood pressure, temperature, capnography, ECG, FAST-

spO2, respiration, conventional diagnostic, BIS and 

cardiac output. Bedside patient monitor continuously 

transmits the heart rate, oxygen level, blood pressure, 

pressure in the brain of the patients through intercon-

nection networks to the server. �e probe can be inserted 

into the brain to measure the intracranial pressure. Here, 

mobile phones or personal digital assistant (PDA) is used 

to communicate with doctors. �e real-time system 

analyzes the patient’s data, track the parameters until 

crosses its boundary immediately notification is sent 

to the Emergency Care Unit and appropriate doctors. 

�e system provides patients’ information to the con-

cerned doctors to take precautionary steps. �e authors 

designed architecture to monitor the ICU patient, mini-

mize the possibility of human errors and improve fast 

communication.

�e rapid increase of diseases, insufficient health advi-

sors, need for continuous monitoring of discharged, elder 

people lead to the necessity for Technology-Enabled 

Care (TEC). Baali et al. [54] designed power-aware wear-

able devices connected with the IoT for the real-time 

healthcare system and revised the state of signal pro-

cessing, power management, communication, and com-

puting architecture for IoT sensors. Wearable sensors 

play a vital role in TEC to measure and monitor ECG, 

blood pressure, heart rate, the oxygen level of patients 

without affecting their regular activities. �e sensors 

directly connected to web-based services to transfer 

messages through wi-fi or 4G network. Biopotential sig-

nal processing includes ECG, EEG, cardiovascular dis-

eases (CVD), Electroencephalography require a Holter 

monitor to screen 24/7 patients continuously with the 

help of different types of electrodes. �rough electrodes 

in sensor provide low power consumption and excel-

lent user-friendly wearable devices. Biopotential elec-

trodes skin-interface categorized into dry, wet, insulated 

and non-contact electrodes altering ionic current in the 

body into the electronic current. Blood pressure (BP) 

sensor used to monitor the hypertension of the patients 

by wearing an inflatable bag around the arm. Ambula-

tory BP is frequently monitored lead bruise under the 

cuff. Oxygen level measurement calculates the cardi-

orespiratory health grade based on blood oxygenation in 

real-time. Inertial sensors are used to track the human 

physical activities. In real-time sensors monitor, collect 

the information, analyzed, processed (filtering, segmen-

tation, compressed) and features are extracted before 

transmitting to the cloud or any database.

�e concept of IoT is emerging in smart transpor-

tation, smart education, smart cities, smart business 

and smart manufacturing. Smart health bridge the gap 

between electronic health and electronic-governance in 

Fig. 3 IoT-based healthcare monitoring architecture
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smart cities to monitor the patients real-time. Rani et al. 

[55] implemented the concept of smart health with the 

advancement of the IoT. �e wearable devices and IoT 

sensors used to monitor the user’s activities, and the 

data are processed at the edge of the network to reduce 

the cost and latency time. In traditional health system 

patients visit doctors directly for the illness and routine 

checkup. In E-health the patients and doctors commu-

nicate with the help of information and communication 

technologies. In the Telehealth system, the patients are 

monitored in the remote care through telecommunica-

tion technology. �e smart health is the extension of 

E-health and Telehealth, where real-time sensors monitor 

the patients, diagnose and alert message sent to doctors 

immediately with efficient decision making, fast commu-

nication, and fast delivery of data. �e authors designed 

the architecture of smart health in which patients regis-

ter through mobile phones and get a unique id number. 

Using their id number, they update their symptoms fre-

quently. Mosquito sensors are used to find the breeding 

sites and map that into google for uninfected users, the 

government via GPS.

In the personal healthcare system, sensors are denoted 

as Application DedicatedNode-Application Entity (ADN-

AE) that monitor and gathered the surrounding data and 

communicated to the Middle Node-Common Service 

Entity (MN-CSE). Woo et  al. [56] proposed a reliable 

oneM2 M based IoT system for real-time monitoring Per-

sonal Healthcare Devices (PHD). MN-CSE is the efficient 

communicator between AND-AE and Infrastructure 

Node-Common Service Entity (IN-CSE). �e OneM2 M 

protocol is used for communication and doctors can 

access the PHD biomedical data. �e workflow of the 

system is depicted as a communication message flow 

between PHD and the gateway. System failures occur due 

to power shortage, hardware malfunction, software bugs, 

or environmental hazards. �e fault-tolerant algorithm is 

used to recover the data from system failure. Here, fault-

tolerance purposed with daisy chain where all gateways 

are connected in a chain to store backup copies of pre-

vious gateway ADNs. At the same time, two gateways 

(server) fault can be recovered.

In developing countries, diagnosis solution is not eas-

ily affordable and accessible. Sood and Mahajan [57] 

designed a system architecture consists of three layers: 

a wearable IoT sensor layer, the fog layer, and the cloud 

layer. Wearable IoT sensor layer collects data from the 

location sensor, health sensor, meteorological sensor, 

environment sensor and drug sensor. �e health data, 

location data, meteorological data, environment data, 

and medicinal data are collected and moved to the fog 

layer. Fog is the intermediate layer between IoT sensors 

and cloud to process and analyze all the tracked data in 

real-time. �e data further preprocessed and stored in 

the cloud layer. �e fuzzy C-means algorithm is used to 

classify the users into infected and uninfected based on 

their symptoms. In the fog layer, once the user is diag-

nosed, then an alert message is sent to the users mobile 

whether they are infected or not. If they are infected, the 

sensors monitor them frequently and alert message pass 

to doctors and hospitals. In the cloud layer, social net-

work analysis [58–60] (SNA) graph is generated for the 

infected users and mosquito breeding sites. �e system 

uses information fragmentation and key sharing mecha-

nism to avoid unlicensed access to data and provide 

security. �e system experiments with different clas-

sification algorithms like Naïve Bayes, fuzzy C-means, 

fuzzy K-nearest neighbor, and neural network. �e fuzzy 

C-means produce high accuracy compared to other clas-

sification algorithms.

Development of healthcare sector in the Big Data 
era
Big Data analytics [61] in healthcare have been used to 

predict diseases, cure epidemic diseases, avoid preventa-

ble deaths and improves the quality of life. �e role of Big 

Data architecture in healthcare is depicted in Fig. 4. �e 

system collects the wearable IoT sensor data, climatic 

data, temperature data, environmental data, location data 

and medical data in different forms such as structured, 

unstructured, and semi-structured data. �en the data 

are integrated and visualized in cloud computing. �e 

data are pre-processing in-database analytics by extract-

ing, cleaning, statistical analysis, and the decisions are 

forward to doctors, remote users, and ambulance. Table 4 

represents the merits and demerits of the Big Data in the 

healthcare system.

Wearable sensor devices continuously monitor the 

users and gather a large amount of structured and 

unstructured data called Big Data. From huge data, use-

ful information is segregated for decision making is a 

tough process. Cloud computing used to store and man-

age the data on the remote server hosted on the internet 

cause more latency. To reduce the latency and improve 

the efficiency fog layer is introduced before the cloud to 

gather, analyze and process the data. Finally, the data are 

stored in the cloud to take a fast decision in real-time. IoT 

devices connected to a network to collect and exchange 

large data, i.e., Big Data. It is difficult to store, manage, 

analyze the meaningful information in the Big Data 

related to healthcare. Manogaran et  al. [62] proposed a 

new architecture for IoT devices to store and process the 

sensor data (Big Data) for healthcare applications. �e 

authors designed the Meta Fog-Redirection (MF-R) with 

Grouping and choosing (GC) architecture for IoT and 

Big Data ecosystem and to protect and prevent the Big 
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Data from trespassers. IoT devices collect the user’s heart 

rate, respiratory rate, body temperature, blood pressure, 

sugar rate through sensors and move to fog for further 

processing. During an emergency, the alert message sent 

to doctors through fog computing. In the cloud platform, 

Apache Pig and Apache HBase are used to store the Big 

Data.

For real-time remote monitoring, handling Big Data is 

the important challenge in healthcare decision making. 

Patients prioritization in telemedicine is an issue in Big 

Data analytics. Kalid et  al. [63] connect the patient pri-

oritization and real-time remote monitoring of health-

care services through Big Data six ‘Vs.’.Telemedicine for 

chronic diseases (heart disease, blood pressure, diabetic) 

needs continuous remote monitoring of patients through 

sensors. Sensors gather user’s information in real-time 

and telemedicine provide healthcare services via doctors. 

Increasing patients leads to the increase in the problem 

of scalability, i.e., Priority overhead whom to serve first. 

To provide sufficient telemedicine services, they check 

the population aging and disaster into account. Patients 

prioritization occurs in three areas: surgery, transplanta-

tion, and surgical room. To solve, triage is used to decide 

the order of patients based on the severity.

In the emerging world, the IoT and Big Data analytics 

play a vital role in the smart healthcare system. Firouzi 

et al. [64] reviewed the advanced healthcare system with 

the application of wearable devices and sensors and the 

need for Big Data to inform these devices. �e health-

care IoT system had three components: (i) body sensor 

area network used to record the patient’s behavior data 

and environmental information such as temperature, 

humidity, date, time via body-wear sensors or implanted 

sensors. (ii) Internet-connected smart gateway, i.e., fog 

layer or local access network performs data preprocess-

ing, protocol conversion, data filtering and mining and 

local notification to the patients. (iii) Cloud and Big Data 

support layer to store the all sensor information, ana-

lyzed, predict the decision and generate a message to the 

caregivers in need of an emergency.

Electronic Health Records (EHR) have the volatile 

growth of medical and health data need to a massive 

analysis of data based on Big Data analytics. First, the 

hospital dataset for outpatients are collected and more 

doctors are needed to treat them. Hu et al. [65] designed 

the Simultaneously Aided Diagnostic Model (SADM) 

to increase the working efficiency of outpatient doctors 

and decrease their working strength. �e functions of 

the designed model are data acquisition, data storage, 

data preprocessing, feature extraction, machine learning, 

performance testing and finally instantaneous aided diag-

nosis to reference indices for the doctors. Data acquisi-

tion gathers outpatients’ medication records, treatment 

schemes, treatment expenses, treatment process results, 

inspection results and image information. Machine 

learning trains the data with past medical dataset using 

Support Vector Machine and Neural Network algorithm 

to classify the hyperlipidemia.

In the today’s emerging medical world, Big Data ana-

lytics role is to process a large volume and variety of 

data and store it as an efficient way to extract, update 

and delete the data easily. �e data are stored in a multi-

dimensional matrix called tensor based on concept hier-

archy of attributes in the abstraction level. Sandhu et al. 

[66] proposed a tensor- and GrC- based data mining 

approach to address the three challenges like abstraction, 

Fig. 4 Big Data architecture related to healthcare
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heterogeneity, and privacy. Granularity Computing (GrC) 

is an art of solving computing problems at the different 

level of granularity and extracting relevant information 

by removing irrelevant details from the available data-

set. �e proposed framework divided into three phases 

for effectively mining healthcare data. Data matrix is the 

first phase in which raw text data, medical data, audio, 

videos are stored in Health data Tensor (HdTr). In the 

second phase, using concept hierarchy, the data matrix 

is spanned over the different level of granularity. �e 

third phase, the granules are used for query process-

ing and final result formation. �e performance evalu-

ation is tested by experimenting with tensor-based data 

representation results in fast computation and lower 

cost compared to PARAFAC2 and CANDELINC. �e 

diabetic dataset is converted to tensor format using ten-

sor toolbox available in MATLAB [67] for the proposed 

application.

Interactive healthcare applications 
with smartphones
�e smartphone is the most popular communicating 

device grown rapidly and emerge as a convenient tool 

in healthcare application in terms of sensing, smartness, 

and connectivity. Interactive healthcare application using 

a smartphone is depicted in Fig. 5. �e smartphone with 

sensors tracked the patient’s body temperature, blood 

pressure, skin temperature, accelerometer, moisture, 

climatic factors, etc., with the help of Bluetooth/WiFi, 

3G/4G network. �e information is stored in cloud com-

puting and delivered to doctor’s and family members 

mobile phones through SMS or emails with the help of 

network connectivity. �e advantages of using mobile 

in healthcare application are real-time communication, 

increasing diagnosis accuracy by monitoring continu-

ously, seamless flow of patients’ information, and direct 

patients’ record management. As shown below, Table  5 

depicts the interactive usage of the smartphone in a 

healthcare application.

In both developed and developing countries, the num-

ber of greying population is increased with chronic 

diseases like diabetes, hypertension, heart disease, 

cholesterol, etc., and need continuous monitoring to 

diagnose at an early stage. Leu et  al. [68] proposed the 

smartphone-based real-time monitoring of physiologi-

cal data through Wireless body sensors. Sensors 24/7 

continuously monitor the patients connected to the 

smartphones by which users carry wherever they go 

and always close to the sensor. �e authors designed a 

Mobile Physiological Sensor System (MoPSS) which col-

lects users physiological information like blood pressure, 

ECG, heart rate, temperature, blood glucose and oxygen 

saturation data from the smart shirt wearable by the user. 

�e smart shirt allows us to collect the real-time physi-

ological data which is then uploaded to the health cloud 

after displaying on a smartphone. �e smart shirt wear-

able patients feel comfortable and move easily. �e sys-

tem provides real-time feedback and alert be generated 

directly, so the caregivers take care of the patients at the 

early stage. Real-time transmission of data is possible 

with the help of wireless protocols like Bluetooth, WiFi, 

ZigBee, GPRS, and 3G/4G. �e Medium Access Protocol 

Fig. 5 Mobile healthcare architecture
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(MAC) protocol is used to reduce the power consump-

tion, latency and packet loss rate.

�e new emerging trend of smartphone healthcare 

application along with cellular communication networks 

and wireless sensors is a tremendous improvement in 

technology. Esposito et  al. [69] proposed an ontology-

based model for personal health monitoring. Here, the 

biomedical and non-invasive sensors attached to the 

patients collected periodic information about their move-

ments, vital signs and sent to mobile phones. �e infor-

mation is stored and verified with personalized medical 

rules already deployed in mobile phones. �e informa-

tion is moved to caregivers frequently, and severity infor-

mation is conveyed to the doctors through SMS or email. 

�e authors presented four-tier architectural layers in 

which low layer information only known by next layer: (i) 

Sensing tier collects biomedical information and store it 

in mobile phones. (ii) Perceptual tier extracts vital signs 

and contextual information. (iii) Reasoning tier detects 

possible anomalies by incorporating specific rules. (iv) 

Actuating tier communicates with doctors regarding 

emergency by sending email or text messages. High-level 

ontology and low-level ontology for data shared with the 

components is described, and the system is implemented 

in Java and released to run on Android Operating System 

(AOS). �e proposed architecture has been employed 

to monitor cardiac arrhythmias by Amiigo bracelet 

in a real-time application. However, the model needs 

improvement in the continuous monitoring because the 

life of the battery reduced fastly as per the usage of the 

smartphone.

Electrocardiogram (ECG) plays a vital role to meas-

ure the electrical activities of the heartbeat over a period 

by placing electrodes on the skin surface. It is the best 

method to diagnose the blockage of blood flow in the 

heart muscle, i.e., Acute Myocardial Infraction patients. 

Traditionally it takes more time to admit the patients in 

the emergency ward and to diagnose the heart attack. 

Later, PC is connected to the intranet of the hospital to 

verify the ECG. In PC, doctors have to download and 

install the Picture Archiving and Communication Sys-

tem (PACS) image browser to check the patients ECG. 

All those methods take additional time to diagnose 

and result in the increase of mortality rate. Zhang et al. 

[70] proposed a cloud-based Electrocardiogram sys-

tem attached to a smartphone to browse the patients 

ECG pattern on the mobile screen. Cloud computing 

and mobile environment jointly emerge and paid a way 

to the healthcare system in early detection. �e authors 

designed the architecture describe the workflow of 

cloud-based electrocardiogram system in which com-

prises six subsystems. In medical operation subsystem, 

the ECG report is sent to ECG server in the form of a 

graph. �e main system had the details of patients such 

as name, age, gender, reference number, medical record, 

shift table of cardiologists, and ECG graph to C-ECGS. 

�e SMS deliver the ECG graph to the consultant cardi-

ologist for further reference during an emergency. As a 

result, mobile saves the treasured time, reduces mortality 

and allows doctors to diagnose remotely.

�e image-based diagnosis process like MRI and CI 

need to interpret image interact with the dedicated work-

stations. Each workstation had highly trained technical 

users like medical physicist and radiologist to examine 

the images connected with the picture archiving and 

communication system. �e results may be random and 

take a long time to diagnose. To overcome this problem, 

Venson et al. [71] proposed an image assessment through 

mobile devices with speed, complexity, and power to 

examine the real-time interpretation of radiology exams. 

A smartphone recently had a huge variety of radiology-

related application for image interpretation. �e authors 

designed the experiment to study the diagnostic con-

cordance between mobile and workstations to diagnose 

the image. In most cases, mobile diagnose results are 

same as the full-featured workstation. However, lack of 

some tools in the mobile viewer to diagnose image-based 

assessment.

Chronic illness like diabetes, heart diseases, strokes, 

asthma, are growing rapidly needs the availability of 

healthcare resources. Kao et  al. [72] developed an 

Android-based self-management application for home-

based healthcare services. �e application described the 

telecare technology which allows patients to consult with 

doctors as an online service. �e system examined with 

various methodologies like telecare service model devel-

opment, design science perspective, system architecture 

and software development, requirement modeling and 

implementation. �e telecare architecture connects the 

home box with blood pressure gauge and Android OS 

smartphone to monitor the vital sign and inform clinical 

staffs and remote patients.

Current challenges in the personalized healthcare
In the healthcare applications, data privacy and security 

are the main issues as it transfers over the unsecured 

channel. �e patient’s medical data consists of personal 

information, health conditions, diagnostic reports, and 

its related treatments are sensitive. Hackers can modify 

the health-related information which results in misdiag-

nosis, or inaccurate assessment of diseases leads to inap-

propriate treatment and thus increases mortality rate. 

�e transmission of medical information monitored 

through IoT devices is susceptible to security issues. Data 

security is considered as an essential factor for healthcare 

applications as it transmits user’s sensitive information. 
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At the hardware level, the security issues are found in 

terms of compatibility due to the requirements of each 

component such as the operating system, storage space 

and network architecture. At the software level, the secu-

rity issue arises due to the nature of software used, as 

some of the software supports all programming language 

while other supports only specific software. For secure 

communication between IoT devices, SSL/TLS protocol 

is widely used. Cryptographic techniques can be used to 

provide secure communication and require more energy 

and processing power which are not feasible for wireless 

sensors and computing devices used in healthcare appli-

cations. Developing algorithms and schemes to protect 

the health-related information from unauthorized users 

is a challenging issue. Schematic errors in the stage of 

design and implementation also result in security risks.

Healthcare system faces many challenges due to sen-

ior population and increase of chronic diseases in vari-

ous countries. In the healthcare system, another issue is 

a shortage of nursing facility and high QoS with low cost. 

Today we are wasting more time in hospitals by physically 

measuring biometric status and transfer the data between 

systems to store and access later. Manual entry of data 

have bit error, and difficult to access various types of data 

like records, image data. IoT devices and biosensors used 

in healthcare applications monitor blood pressure, body 

temperature, heart rate, glucose level continuously. By 

wearing sensors uninterruptedly may cause skin rashes 

and also consumes more power. For example, continu-

ously nursing Ambulatory BP monitor the patients over 

24/7 at regular interval might cause bruises beneath the 

cuff, disturbance in their sleep and painful at high BP. 

Another challenge is a data processing at sensors due to 

resource constraints like the high cost of energy. Biopo-

tential signal processing such as ECG, EEG, monitoring 

through sensors reduces the human error still need a low 

power consumption user-friendly sensor devices.

Big Data carries an overflow of real-world health-

related data in a structured and unstructured form for 

monitoring patients 24/7. �e evolution of technologies 

shifted the traditional mode of accessing data to six V’s. 

Storage challenge is postured by volume, velocity, and 

variety of Big Data analytics. �e traditional storage sys-

tem is difficult to achieve in Big Data analytics; so cloud 

storage system like Amazon S2, Amazon EC2, Elastic 

Block Store provides a solution to the Big Data analytics 

by offers unlimited storage system with fault tolerance. 

Along with storage, another challenge is transferring Big 

Data to cloud service with reduced cost and increased 

speed. Here; the main issues are storage, retrieval of 

information and additionally extracting meaningful pat-

terns using various algorithms. In the cloud, most works 

rely on Amazon Elastic Compute Cloud (Amazon EC2) 

to provide resizable compute capacity in the cloud. �e 

cloud platform is not utilized efficiently to meet the rap-

idly growing needs for Big Data analytics and healthcare 

information. Alternative platforms like openCloud, own-

cloud, Dropbox, were deployed for effective experimental 

evaluation.

�e major challenges while using smartphone-based 

healthcare application are inadequate to predict the 

diseases, low quality of data deliverance, performance 

analysis, data storage and privacy prevention. Utilizing 

smartphone supported self-monitoring sensors are cost-

effective and require a personalized treatment plan for a 

patient who is suffering from a specific illness. �ough 

smartphone-based healthcare applications provide a 

great opportunity to improve the health, senior citizens 

cannot rely on smartphones all the time as they are not 

aware of technology and unable to use them effectively.

Discussions on the promising solutions for the 
real-time problems
IoT devices and sensors make users life more comfortable 

and provide a feasible solution to healthcare applications 

such as monitoring blood pressure, heart rate, diabe-

tes, home care, vital sign monitoring like ECG, EEG. To 

visualize the usage of wearable devices in the healthcare 

system of older adults is a better understanding of the 

changes in their health conditions and promote their 

health management by themselves. �rough wearable 

devices, the elders are eager to obtain the health advice 

to improve their living standards healthily [73]. �e suc-

cess of the healthcare system depends on security as well. 

Security in healthcare application using IoT devices, 

sensors, and actuators has been emerging research and 

worth for studying. In healthcare, patient’s health data 

moved with the help of wireless network like Bluetooth, 

ZigBee, Wi-Fi, WiMAX, UMTS (Universal Mobile Tel-

ecommunication System), so malicious users must not 

be miscalculated. Since wireless network communication 

is not interned, malicious threats even pose important 

risks to the patients. In real-time healthcare applica-

tions, we want to provide strong security and privacy in 

the application design, deployment and implementa-

tion, i.e., include at the starting point of application. IoT 

sensor data related to healthcare requires authentica-

tion mechanism established at the server end to prevent 

improper access by the third-party user. Dynamic net-

work topologies can adapt quickly to secure handover 

mechanism from one network to another network in the 

case of patients wearing sensors moves independently. 

To achieve high throughput for IoT health monitor-

ing and efficient sensing, both communication cost and 

computation should be cost-effective. Healthcare moni-

toring application calculates synchronization time for 
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end-to-end delay of packets. In real-time analysis, time 

synchronization delay between sensors and base station 

can be eliminated with the help of 4G technologies in the 

developing countries. Time synchronization is impor-

tant in case of tracking the location of the patients who 

wear sensors for data collection, data aggregation, data 

routing, sensing and patient tracking. Healthcare appli-

cation using sensors and mobile discover security as a 

special issues needs:(a)Elliptic curve cryptography: Cur-

rent studies exposed that IoT sensors and devices may be 

practical with public key cryptography compared to the 

private key cryptography in terms of high cost and time 

complexity. Healthcare application with patients’ infor-

mation should be authenticated with public keys will be 

highly required. (b) Homomorphism: Homomorphic 

encryption [74] will make sensitive data transfer between 

users and cloud computing perfectly secure. Fully homo-

morphic encryption assists arbitrary computation with 

any Boolean gate allow to compute every computation 

(addition and multiplication) on the encrypted data. 

Partial Homomorphic Encryption allows certain com-

puting computation (addition or multiplication) on the 

encrypted data. To resolve streaming patients’ health-

care information and to provide security, homomorphic 

encryption will address in a better way. (c)Secret key 

cryptography: Also called symmetric key cryptography 

which is superior and easy to implement compared to 

public key cryptography regarding cost and time com-

plexity. However, the problem in secret key cryptography 

occurs fault in the distribution of keys, i.e., a copy of the 

secret key should be shared at each end without any loss. 

�erefore, healthcare application needs to design a flexi-

ble and efficient key distribution protocol. (d)Secure Data 

Delivery: Special attention is essential for sensor network 

to route the data to the patient’s mobility in multi-way 

without a loss for wireless healthcare applications. (e) 

Security and Quality-of-Service (QoS): Using IoT devices 

and sensor, not only security is the main concern. Jointly 

provide QoS with security to the users become health-

care application effective and more supportive of the 

people. (f ) On-demand authentication: Healthcare appli-

cation require specific authentication for the ubiquitous 

healthcare system gathers physiological, personal and 

environmental information by context-aware approaches 

for authenticating a particular patient.

Examining well-organized ways to utilize mobile-

Big Data come with better services in the IoT domain 

especially in smart healthcare services. Mobile-Big 

Data analytics was explored with a distributed frame-

work on various parallel spark workers with the 

iteration of MapReduce (Hadoop) task. Integrating con-

textual information [75] along with IoT sensor data help 

to understand the environment’s situation for quick data 

analytics and reasoning in a healthcare application. We 

cannot characterize the patient’s health only with the 

help of physiological status. For example, Blood pressure 

of a human is measured using various IoT devices and 

sensors. By using contextual information like whether 

the person is running or idle can be integrated along 

with this sensor to get the exact seriousness of the situa-

tion. If the contextual information says that the person is 

running, then it is natural that the person will have high 

blood pressure, and there is no need to take any action. 

At the same time if the contextual information says that 

the person is idle and still the person has high blood 

pressure, then there is a need for an action to be taken 

immediately. �e deployment of IoT Big Data analytics of 

healthcare application requires new protocols for online 

provisioning of cloud or fog on the new steam data.

Conclusions
Healthcare system has developed with the advance of 

smart IoT devices and sensors, cloud computing, fog 

computing and smartphones. Healthcare application 

developed for patient-centric prediction, prevention, 

diagnosis, and treatment. �e wireless communica-

tion technologies have been advanced rapidly and avail-

able everywhere to handle the healthcare complications 

remotely. Healthcare ecosystem is evolved as an innova-

tion in Big Data era with efficient decision making and 

support for a new lifestyle. Smartphone-based health-

care application can provide accurate and fast diagnos-

tic prediction with controlling capability to address the 

challenges like high cost, storage and demands of pro-

fessionals to attain directly. Wearable devices like smart-

watches, smartphones, smart shirt, smart bracelets, 

smart clips, headbands, and smart clothing detect user’s 

heart rate, body temperature, blood pressure and other 

activities. �is survey investigates the systematic over-

view of the smart healthcare system and alert genera-

tion in the field of cloud computing, edge computing, Big 

Data analytics, IoT and mobile based applications with 

unique architectures. Exploring the pros and cons of each 

paper in the survey with different methodology and algo-

rithm used. Healthcare applications and difficulties in 

real-time tracking using IoT devices have been discussed 

in detail. A security protocol for IoT healthcare moni-

toring devices needs further improvement by providing 

secure communication between devices and server, for 

protecting the individual privacy as well as to prevent 

data misuse or hack by an unauthorized entity. Monitor-

ing patient health in real time is boon for medical field 

as a whole but to make the whole set-up work requires 

a robust telecommunication network and efficient use of 
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limited wavelength available. Nowadays all sensing data 

will deliver users health data on their mobile phones to 

monitor their health behavior and vital signs. �erefore, 

a health monitoring device that not only transfers data 

at a fast rate but also requires less load on the currently 

available infrastructure is the need of the hour. Diseases 

are diagnosed in their early stages by remotely check-

ing patients health condition in real time. �e exact and 

being accurate medicine, i.e., being precision will be the 

future of the healthcare system. As a future work, we 

intend to improve the functioning of the existing health-

care system securely by applying homomorphic encryp-

tion, as well as developing and assessing an algorithm of 

an enhanced scheme in a real-world healthcare environ-

ment. We also plan to study the possibilities of homo-

morphism security mechanism to build secure healthcare 

application for the upcoming future generation.
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