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Background

• VICS, Virtual Industrial Control System testbed

• The Swedish part of a collaboration project involving

• Funding: Swedish Civil Contingencies Agency (MSB) and 
Department of Homeland Security (DHS) 

• Execution: Swedish Defence Research Agency (FOI) and Idaho 
National Laboratory (INL)

• Pilot study can downloaded from (in English):

• http://foi.se/rapport?rNo=FOI-R--4073--SE
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Test environment at FOI

www.foi.se/crate

• Swedish national center for security in industrial

information and control systems (NCS3)

• Cyber Range And Training Environment (CRATE)
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Surely, someone else must have done

this before?

• RQ1: Which ICS testbeds have been proposed for 

scientific research?

• RQ2: Which research objectives do current ICS testbeds

support?

• RQ3: How are ICS components implemented in current

ICS testbeds?

• RQ4: How do existing ICS testbeds manage

requirements?

http://foi.se/rapport?rNo=FOI-R--4073--SE



Systematic literature review

• Articles published in Scopus between January 2010 and 

the December 2014

Explorative 
searches

1335 hits 
for chosen 
keywords

123 
overlapping

reads

Cohen’s
Kappa of 

0.88

1212 
singular 
reads

40 relevant 
articles



RQ1



RQ2: Testbed objectives



RQ3: Testbed implementation choices

NIST 800-82, Guide to Industrial Control Systems (ICS) Security



RQ4: Testbed requirements (fidelity)

• Few metrics presented

• Modbus traffic (e.g., byte throughput, error count and packet size)

• Execution time of testbed to the required execution time of physical 
processes

• Data collection only discussed by a single paper



• Clearly state the objectives of the testbed and relate 

these objectives to the configuration of the testbed

• Employ virtualization or emulation in front of simulation 

and hardware approaches

• Provide empirical results describing how the testbed 

fulfills its stated requirements

Future work (for academia)



• Involve ICS developers and opererators

• Identify testbed requirements

• Design metrics for measuring fulfillment of requirements

• Develop and adapt tools and methods for capturing the 
configurations of operational ICS systems

• Develop and adapt tools and methods for simulating, 
virtualizing and emulating ICS components and 
configurations

• Develop and adapt tools and methods for vulnerability
discovery in ICS systems

Future work (for us)


