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A Survey of Social-Based Routing in Delay
Tolerant Networks: Positive and Negative Social
Effects
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Abstract— Delay tolerant networks (DTNs) may lack continuous
network connectivity. Routing in DTNs is thus challenging since
it must handle network partitioning, long delays, and dynamic
topology in such networks. In recent years, social-based ap-
proaches, which attempt to exploit social behaviors of DTN nodes
to make better routing decision, have drawn tremendous interests
in DTN routing design. In this article, we summarize the social
properties in DTNs, and provide a survey of recent social-based
DTN routing approaches. To improve routing performance, these
methods either take advantages of positive social characteristics
such as community and friendship to assist packet forwarding
or consider negative social characteristics such as selfishness. We
conclude by discussing some open issues and challenges in social-
based approaches regarding the design of DTN routing protocols.

Index Terms—DTN routing; Social-based approaches; Social
graphs; Social network analysis; Delay tolerant networks.

I. INTRODUCTION

ELAY or disruption tolerant networks (DTNs) [1]-[3]

have recently drawn much attention from networking
researchers due to the wide applications of these networks
in challenging environments, such as space communications,
military operations, and mobile sensor networks. Intermittent
connectivity in DTNs results in the lack of instantaneous end-
to-end paths, large transmission delay and unstable network
topology. These characteristics make the classical ad hoc
routing protocols [4]-[6] not being applicable for DTNs, since
these protocols rely on establishment of a complete end-to-end
route from the source to the destination.

Many routing schemes [7]-[20] have been proposed for
DTNs. Most of these DTN routing protocols belong to
three categories: message-ferry-based, opportunity-based and
prediction-based. In message-ferry-based methods [8]-[11],
systems usually employ extra mobile nodes as ferries for
message delivery. The trajectory of these ferries is controlled
to improve delivery performance with store-and-carry. How-
ever, controlling these nodes leads to extra cost and overhead.
In opportunity-based schemes [3], [12], [13], nodes forward
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messages randomly hop by hop with the expectation of
eventual delivery, but with no guarantees. Generally, messages
are exchanged only when two nodes meet at the same place,
and multiple copies of the same message are flooded in the
network to increase the chance of delivery. Some DTN routing
protocols [14]-[19] make relay selection by estimating metrics
relative to successful delivery, such as delivery probability
or expected delay based on a history of observations. Most
of these protocols focus on whether two nodes will have a
contact and when such contact happens if they do contact. Liu
and Wu [20] also proposed a forwarding method based on a
probabilistic forwarding metric, which is derived by modeling
each forwarding as an optimal stopping rule problem.

All of the current DTN routing methods share a similar
paradigm, the “store and forward” fashion. If there is no
connection available at a particular time, a DTN node can
store and carry the data until it encounters other nodes. When
the node has such a forwarding opportunity, all encountered
nodes could be the candidates to relay the data. Thus, relay-
ing selection and forwarding decision need to be made by
the current node based on certain routing strategy. Various
DTN routing approaches adopt different strategies based on
different metrics. Example of such metrics include estimated
delivery probability to the destination node, network resources
available (including bandwidth, storage, and energy), esti-
mated delay, and current network congestion level. However,
the unpredictable mobility and restricted resource in DTNs
significantly obstruct us from designing an ideal forwarding
mechanism.

Lately, the consideration of social characteristics provides
a new angle of view in the design of DTN routing protocols.
In most of the DTN applications (e.g. vehicular networks
[21], [22], mobile social networks [23]-[27], disease epidemic
spread monitoring and pocket switched networks (PSNs) [28]),
a multitude of mobile devices are used and carried by people,
whose behaviors are better described by social models. This
opens new possibilities of social-based DTN routing, in which
the knowledge of social characteristics are used to make
better forwarding decision in DTN routing. Notice that social
relations and behaviors among mobile users are usually long-
term characteristics and less volatile than node mobility. Based
on this observation and taking the recent advances in social
network analysis, several social-based DTN routing methods
[29]-[34] have been proposed recently to exploit various social
characteristics in DTNs (such as community and centrality)
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to assist the relay selections. Hereafter, we call these social
characteristics positive social characteristics since correctly
using them can improve the DTN routing performance.
Meanwhile, there is the other side of the story. Since mobile
nodes in DTNs are owned and controlled by rational entities,
such as people or organizations, these nodes usually behave
selfishly, i.e., attempt to maximize their own utilities and
conserve their limited resources during the operation. Carrying
and forwarding packets for others in DTN routing consumes
their own energy and other resources, and thus selfish nodes
may be reluctant to serve as relays for others. Since routing
is an inherently cooperative activity, routing operation can
be critically impaired by selfish behaviors. Motivated by this
observation, several social-based DTN routing protocols [35]-
[40] have been proposed to take users’ selfish behaviors
into consideration by either punishing misbehaving nodes or
stimulating cooperations among nodes. We call such a social
characteristic of selfishness negative social characteristic.

In this article, we survey the utilizations of both positive
and negative social characteristics in the design of social-based
DTN routing protocols. The rest of the paper is organized as
follows. Section II reviews recent advances in social network
analysis, and Section III introduces several social properties
related to DTNs routing. Detailed social-based DTN routing
protocols, considering positive and negative social character-
istics, are reviewed and analyzed in Section IV and Section V
respectively. Section VI concludes this article with a summary
of all methods aforementioned and a discussion of potential
future work.

II. SOCIAL NETWORK ANALYSIS

Social network analysis (SNA) [41], [42] has attracted a
significant attention in many research areas such as anthro-
pology, biology, communication studies, economics, informa-
tion science, computer science and engineering. SNA mainly
focuses on studying relationships among social entities and
the patterns and implications of these relationships. With the
increasing popularity of online social networks and new infor-
mation technologies (such as mobile computing, E-commerce,
distributed systems, and smart sensing), SNA becomes a more
powerful tool to study the relationships and ties among users,
and thus may guide the design of new policies, protocols, or
applications for different information systems. In this section,
we briefly review some recent advances in SNA and its
applications in information systems, with a focus on four
major aspects: community detection, information propagation,
recommendation system, and security and privacy. Some of
these advances will become the basis of social-based ap-
proaches for DTN routing.

Community detection and the study of social structures
are among the most fundamental problems in social network
analysis. In recent years, it has been well studied regarding
how to effectively and accurately discovering communities
and clusters in social networks. Here, we review some of the
proposed methods for these problems. Girvan and Newman
[43] introduced a community detection method which uses
centrality indices to find community boundaries. By removing
the edges with high edge betweenness (a type of centrality

measures), it separates the communities from one another.
In [44], Newman proposed a modularity-based community
detecting algorithm which uses the metric of quality function
“modularity”. Modularity is defined as a benefit function that
measures the quality of a particular division of a network
into communities. The community structure for a network
can be found by searching for network divisions that have
positive and preferably large values of modularity. Blondel e/
al. [45] proposed a greedy community detection algorithm,
which consists of two phases. The first phase looks for small
communities by optimizing modularity locally and the second
phase aggregates nodes of the same community and builds a
new network whose nodes are these identified communities.
The two steps are repeated iteratively until a maximum of
modularity is attained. Other types of methods of finding com-
munity structures include minimum-cut method, hierarchical
clustering, clique-based methods, and so on. More detailed
review on these methods could be found in [46]. With the
increasing availability of large social network data (especially
online social network data), much such recent research focuses
on how to detect communities more efficiently in large-scale
social networks. Satuluri er al. [47] proposed a method to
sparsify a graph to enable faster graph clustering. This method
ranks the edges using a simple similarity-based heuristic and
selects the top few edges to be retained in the sparsified graph
so that the edges that are likely to be part of the same cluster
are retained. Xu et al. [48] introduced several methods to
identify online communities with similar sentiments in online
social networks, which aim to help companies with market
segmentation and design of marketing strategies. In [49],
Liu and Murata studied community detection in heterogenous
systems, and their method is competent for not only one-to-
one correspondence but also many-to-many correspondences.
Nguyen et al. [50] studied how to detect the overlapping
community structures in a dynamic network, with a focus
on the adaptive update of community structures for mobile
applications. There are also several recent studies on how
to evaluate the communities. Leskovec et al. [51] compared
several community detection methods by treating community
quality as a function of size. Mitzlaff et al. [52] presented
an approach for the evaluation of communities using implicit
information. Almeida er al. [53] studied five major quality
metrics for graph clustering and proved that all of them have
strong biases.

Information propagation in social networks is another key
topic in social network analysis. Information propagation has
been used in epidemiology to help understand how patterns
of human contact aid or inhibit the spread of diseases such
as HIV in a population. Such a study is very relevant to data
dissemination or data forwarding in communication networks
(such as routing packets in delay tolerant networks). Since
we will cover details on social-based DTN routing in later
sections, here we just sample a few recent studies of informa-
tion propagation in general (online) social networks. Lind et
al. [54] studied a simple model of information propagation
in social networks, by introducing the concepts of spread
factor (the average maximal fraction of neighbors of a given
node that interchange information among each other) and
spreading time (i.e. the time needed for the information to
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reach such a fraction of nodes). They applied this model to
real empirical networks and compared spreading dynamics
with different types of networks. They found that the number
of neighboring connections strongly influences the probability
of being gossiped. Yildiz et al. [55] considered the problem
of asymmetric information diffusion with gossiping protocols
in both static and dynamic networks. They derived conditions
under which the network converges to the desired result within
limit, and provided policies that offers a trade-off between
accuracy and increased mixing speed for the dynamic asym-
metric diffusion problem. In [56], [57], Tang et al. proposed
new temporal distance metrics to quantify and compare the
speed of information diffusion with the consideration of the
evolution of a network from a local and global view. Lee et
al. [58] proposed a method to find influentials by considering
link structure and the temporal order of information adoption
in Twitter. In [59], Zhao et al. used communication motifs
and maximum-flow communication motifs as the tools to char-
acterize the patterns of information propagation in two real-
life social networks (networks from cellular call record and
Facebook wall-post history). They concluded that the patterns
of information propagation within both social networks are
stable overtime, but these patterns are different and sensitive to
the cost of communication in synchronous and asynchronous
social networks. The speed and the amount of information
propagated through a network are correlated and dependent on
individual profiles. In [60], Bakshy et al. studied the content
propagation via user-to-user content transfer history in a time-
evolving social network (Second Life). They found that the
social network plays a significant role in the propagation of
content. Additionally, adoption rate increases as the number
of adopting friends increases, but this effect varies with the
connectivity of a particular user. They also found that sharing
among friends occurs faster than sharing among strangers
and some individuals play a more active role in distributing
content than others. Kuhlman ez al. [61] studied the problem
of inhibiting diffusion of complex contagions such as rumors,
undesirable fads and mob behavior in social networks by
removing a small number of critical nodes from the network.
They showed that finding minimum number of such nodes
is NP-hard, and proposed efficient heuristics for such tasks.
All of the studies above confirm that social structures and
properties indeed strongly influence information propagation.
These observations inspire the development of social-aware
routing protocols for different communication networks as
well.

Online social networks are emerging as useful resources
which provide enriched social related information, such as
social relationships, patterns, and interests of users, for dif-
ferent applications. Via social network analysis, various social
properties can be extracted from online social networks and
applied to diverse applications. Such examples include on-
line recommendation systems [62]-[66] (which recommend
contents or products based on user’s social property and
relationship) and search engines [67], [68] (which match
online content with user’s social interests). In [64], Tyler et al.
studied user behaviors of an online review website for market
analysis. By using user behavior information, such information
as the category of a new product as well as which users will

follow the produce can be more accurately predicted. Tian et
al. [66] introduced a graph predication-based recommendation
strategy, link revival, that suggests users re-connect with their
old friends. Their method selects proper candidates based
on the prediction of their future behaviors and the resulted
connections improve social network connectivity. In [62], [63],
Phelan et al. proposed a recommendation system Buzzer,
which uses a content-based approach to rank RSS news by
mining trending terms from public or private Twitter timelines.
In [65], Lopes et al. presented an approach to recommend
collaborations on the context of academic social networks.
Zhao et al. [67] studied ranking algorithms for microblogs
(namely Twitter) and their search algorithm takes six social
network properties into consideration. These social properties
measure users’ social influences in Twitter. Choudhury ez al.
[68] also studied topic-based content exploration in Twitter.
They proposed a greedy iterative clustering algorithm to select
a set of items on a given topic that matches a specified
level of diversity. In order to identify the ’best’ or ’right’
set of items, they align the characteristics of information
space including specific content or social attributes and the
information diversity of the results set, with measurements of
human information processing.

Finally, security and privacy issues are essential for social
network applications. Recently, there have been many new
research studies in this area, such as anti-spam [69], [70] in
social media and access control [71] and privacy preservation
[72]-[74] in (online) social networks. Here we list a few exam-
ples. Grier et al. [69] studied the characterization of spams on
Twitter and found that Twitter is a highly successful platform
for coercing users to visit spam pages. Without spam filtering,
they found that blacklists are too slow at identifying new
threats in Twitter. Vanetti et al. [70] then proposed a content-
based message filtering for online social networks, which
allows a user to customize the filtering criteria with a machine
learning based soft classifier automatically labeling messages.
In [71], Hu and Ahn proposed a multiparty authorization con-
trol model which enables collaborative management of shared
data in online social networks. Liu and Terzi [74] considered
the privacy issue in online social networks from an individual
user’s viewpoint. They calculated the privacy score of a user,
which indicates the user’s privacy risk, based on his or her
participation in the network. Fang and Lefevre [73] proposed a
template for the design of a social networking privacy wizard.
The wizard is built based on an active learning paradigm
which iteratively asks the user to assign privacy ’label’ to
selected friends, and uses this input to construct a classifier.
The classifier can be used to automatically assign privileges to
the rest of the user’s friends. Narayanan and Shmatikov [72]
presented a framework for analyzing privacy and anonymity
in social networks and developed a re-identification algorithm
for anonymized social networks.

III. SOCIAL PROPERTIES IN DTNS

In this section, we introduce some social properties related
to DTNs routing. They can be categorized into positive
properties which benefit the relay selection (e.g. community,
centrality, similarity and friendship) and negative properties
which hurt the network performance (e.g. selfishness). Many
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of these social properties have been recently studied in social
network analysis.

A. Social Graph and Contact Graph

The most popular way, to study the social relations among
people and extract their social properties, is building a social
graph (also called social network). A social graph is a global
mapping of everybody and how they are related. Such a graph
is an abstract graph where vertices represent individual people
and edges describe social ties between individual people.
Social ties can be expressed in many forms. For example,
different types of social ties may describe different social
relationships among people such as friends, family members,
and co-workers. Social graphs have been widely used in many
applications, such as analysis of online social networks [75] or
terrorist networks [76]. With a social graph, a variety of social
metrics (e.g., communality, centrality, and similarity) can be
easily calculated or estimated, and these metrics can be then
used by social-based approaches. Therefore, it is crucial to
obtain social graphs for social-based approaches.

A social graph is an intuitive source for many social metrics
such as community and friendship. Unfortunately it is not
always available (due to either privacy or security reasons)
or hard to be obtained via disclosed social data. However,
with new networking technology, we can study relationships
among people by observing their interactions and interests
over wireless networks. Building a contact graph is a common
way to study the interactions among people in a network and
thus analyze their relationships and estimate the social met-
rics among them. In DTNs, each possible packet forwarding
happens when two mobile nodes are in contact (i.e., within
transmission range of each other). By recording contacts seen
in the past, a contact graph can be generated where each
vertex denotes a mobile node (device or person who carries the
device) and each edge represents one or more past meetings
between two nodes. An edge in this contact graph conveys
the information that two nodes encountered each other in
the past. Thus the existence of an edge intends to have
predictive capacity for future contacts. A contact graph can be
constructed separately for each single time slot in the past, or it
can be constructed to record the encounters in a specific period
of time by assigning a set of parameters to each edge to record
the time, the frequency and the duration of these encounters.
From the observation that people with close relationships such
as friends, family members, etc. tend to meet more often, more
regular and with longer duration, we can extract DTN nodes’
relationships from the recorded contact graph, estimate their
social metrics, and use sucn information to choose relays with
higher probabilities of successful forwarding.

How to detect people’s relationships and create the relative
social graph from the recorded contact graph may affect esti-
mation accuracy and the efficiency of social-based approaches.
Most of the current social-based DTN routing algorithms [28],
[30], [31] directly treat the aggregated contact graph (merging
the contact graphs of several time slots into one graph) as
the social graph of all entities in the network, and uses this
graph to generate social metrics for forwarding selection. This
strategy is based on the observation that although the contact

Fig. 1. Tllustration of community structures in a contact/social graph. Three
colors represent three community structures.

graph reflects the encounter history while the social graph
reflects the social relations among people, the aggregated
contact graph (the sum of contact graph over time) and the
social graph are statistically similar. However, Hossmann et
al. [77], [78] showed that the performance of these algorithms
heavily depends on the way the graph is constructed out of
observed contacts (i.e., contact aggregation) and proposed a
method to select an appropriate aggregation period for contact
aggregation. After building the aggregated contact graph,
different social metrics can be obtained. For example, Hui, et
al. [79]-[82] proposed serval community detection approaches
(simple, k-clique, modularity, etc.) with great potential to
detect both static and temporal communities. Bulut ez al. [34]
introduced a method of detecting the quality of friendship
by calculating the social pressure metric (SPM) from contact
graphs.

B. Community

Community is an important concept in ecology and sociol-
ogy [83]-[85]. In ecology, a community is an assemblage of
two or more populations of different species occupying the
same geographical area. In sociology, community is usually
defined as a group of interacting people living in a common
location. Community ecologists and sociologists study the
interactions between species/people in communities at many
spatial and temporal scales [44], [83]-[86]. It has been shown
that a member of a given community is more likely to
interact with another member of the same community than
with a randomly chosen member of the population [86].
Therefore, communities naturally reflect social relationship
among people.

Since wireless devices are usually carried by people, it is
natural to extend the concept of social community into DTNs
to explore interactions among wireless devices. It is believed
that devices within the same community have higher chances
to encounter each other. Figure 1 illustrates an example of
three community structures in a social/contact graph. There-
fore, the knowledge of community structures could help a rout-
ing protocol to choose better forwarding relays for particular
destinations, and hence improve the chance of delivery. Many
proposed community detection algorithms [50], [79]-[82] are
available for identifying social communities from the contact
graph of DTNs.
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Fig. 2. Tllustration of three centrality measures over a simple graph.

C. Centrality

In graph theory and network analysis, centrality is a quan-
titative measure of the topological importance of a vertex
within the graph. A central node, typically, has a stronger
capability of connecting other nodes in the graph. In a social
graph, the centrality of a node describes the social importance
of its represented person in the social network. In DTN,
the sociological centrality metrics [87] can also be used for
relay selections (nodes with high centralities are always good
candidates of relay nodes).

There are several ways to define centrality in a graph. Three
common centrality measures are degree centrality, between-
ness centrality, and closeness centrality [88]-[90]. Degree
centrality is the simplest centrality measure which is defined
as the number of links (i.e., direct contacts) incident upon a
given node. For example, in Figure 2, the degree centrality
of node a is 3 while those of the other nodes are 1. A node
with a high degree centrality is a popular node with a large
number of possible contacts, and thus it is a good candidate
of a message forwarder for others (i.e., a hub for information
exchange among its neighborhood). Betweenness centrality
measures the number of shortest paths passing via certain
given node. For example, the betweenness centrality of node
a in Figure 2 is 6, since every shortest path passes through
it. But for the other nodes, their betweenness centralities are
3. Nodes that occur on many shortest paths between other
nodes have higher betweenness than those that do not. A node
with high betweenness centrality can control or facilitate many
connections between other nodes, thus it is ideal for a bridge
node during message exchange. The closeness centrality of a
node is defined as a the inverse of its average shortest distance
to all other nodes in the graph. If a node is near to the centre
of the graph, it has higher closeness centrality and is good for
quickly spreading messages over the network. For the example
in Figure 2, the closeness centrality of node a is 1 since its
average shortest distance to all others is 1. For any of the
other nodes, the closeness centrality is 0.6 since their average

5

shortest distance is 3

D. Similarity

Similarity [30] is a measurement of the degree of separation.
It can be measured by the number of common neighbors
between individuals in social networks. Sociologists have long
known that there is a higher probability of two people being
acquainted if they have one or more other acquaintances in
common. In a network, the probability of two nodes being
connected by a link is higher when they have a common
neighbor. When the neighbors of nodes are unlikely to be
in contact with each other, diffusion can be expected to take

longer than when the similarity is high (with more common
neighbors). In addition, there are other ways to define the
similarity beyond common neighbors, such as similarity on
user interests [91] and similarity on user locations [92].

E. Friendship

Friendship is another concept in sociology which describes
close personal relationships. In DTNs, friendship can be
defined between a pair of nodes. On the one hand, to be
considered as friends of each other, two nodes need to have
long-lasting and regular contacts. On the other hand, friends
usually share more common interests as in real world. In
sociology, it has been shown that individuals often befriend
others who have similar interests, perform similar actions
and frequently meet with each other [93]. This observation
is called homophily phenomenon. Therefore, the friendship
in DTNs can be roughly determined by using either contact
history between two nodes [34] or common interests/contents
claimed by two nodes [33].

F. Selfishness

Selfishness has been well-studied in sociology and eco-
nomics [94], and has recently been considered in design
of computer networks [95]-[103]. In DTN, selfishness can
describe the selfish behaviors of DTN nodes controlled by ra-
tional entities. Selfish nodes can behave selfishly at individual
level and aim to only maximize their own utilities without
considering system-wide criteria. They can also behave self-
ishly in a social sense and are willing to forward packets for
nodes with whom they have social ties but not the others. A
selfish DTN node may drop others’ messages and excessively
replicate its own messages to increase its own delivery rate
while significantly degrading other users’ performance or even
cause starvation [104].

IV. TAKING ADVANTAGE OF POSITIVE SOCIAL
CHARACTERISTICS IN DTN ROUTING

In this section, we review several social-based DTN routing
methods that take advantage of positive social characteristics
in DTN networks.

A. Label Routing

Hui and Crowcroft [29] introduced a routing method (called
as label routing hereafter) based on community labels in
Pocket Switched Networks (PSNs). A PSN [28] is a type
of DTN where mobile devices are carried by people and
communicate with each other when people meet. To reduce
the amount of traffic created by forwarding messages in PSNs,
the proposed routing method uses a labeling strategy to select
forwarding relay. Since people in the same community are
likely to meet regularly, they are appropriate forwarders for
messages destined to the members of their community. In
their solution, Hui and Crowcroft assumed that each node has
a small label telling others about its affiliation/group (i.e., its
social community), just like name badges used in a conference.
Based on the labels, label routing chooses to forward messages
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to destinations directly or to next-hop nodes which belong to
the same group (label) with the destinations.

Label routing takes the advantage of the knowledge of social
community. It assumes that people from the same community
tends to meet more often than people from different commu-
nities and hence can be good forwarders to relay messages
destined to the other members in the same community (with
the same label). Label routing requires very little information
about each individual (only its group/affiliation). This is easy
to implement in PSN applications, by tapping a mobile device
and writing down the affiliation of the owner. In other words,
the community (or group) information relies on user inputs
in label routing. However, user-defined communities may not
always reflect the position/contact relationship among nodes.
For example, two DTN nodes in the same community may
be physically far away and could never meet with each other.
In this scenario, using one node to be the forwarder for the
other may not be a good choice. In addition, in label routing,
the message forwarding from the source to the destination is
purely via the members within the same community of the
destination. This may significantly increase the delay or even
fail to deliver the message. For instance, message delivery
will fail when the source does not meet any member from the
destination’s community, even though there are possible relay
nodes from other communities.

B. SimBet Routing

Daly and Haahr [30] proposed a social-based routing proto-
col (called SimBet routing hereafter) which uses betweenness
centrality and similarity metrics to identify some “bridge”
nodes (with high values of these metrics) in networks. To
avoid exchanging information of the entire network topology,
they only estimated the betweenness centrality Bet,, for each
node n in its local neighborhood. For similarity metric, they
considered the similarity Sim,(d), the number of common
neighbors, of the current node n with the destination node
d. Both of the social metrics are maintained and updated
dynamically in DTNs. Therefore, the proposed SimBet routing
makes forwarding decision by considering not only the pre-
estimated betweenness centrality metric but also the locally
determined social similarity. Nodes with high betweenness
centralities are those nodes who can act as bridges in their
neighborhood, while nodes with high similarities with the
destination are more likely to find a common neighbor with
the destination which can act as the forwarder.

In SimBet routing, when a DTN node n meets another DTN
node m and holds a message with destination d, n calculates
its relative betweenness utility and similarity utility to node
m:

) ) Simy,(d)
t n = . ,
Simutil Simy, (d) + Simp(d)
Bet,,
B il -
etUtil Bet, 1 Bet..

Then node n can compute its SimBet utility, which is a
weighted combination of betweenness utility and similarity
utility:

SimBetUtil,(d) = aSimUtil,(d) + (1 — o) BetUtil,,.

Fig. 3. Tllustration of problems of the SimBet routing.

Here, « is an tunable parameter which can adjust the relative
importance of the two utilities. For the message with d as its
destination, if SimBetUtil,,(d) > SimBetUtil,(d), node n
forwards the message to node m. Otherwise, it continues to
hold the message. Via possible multi-hop relays, the message
may eventually reach d.

In summary, SimBet routing uses two social metrics (cen-
trality and similarity) to estimate or predict the probability that
potential relay nodes may meet the destination. It is obvious
that both metrics are effective at identifying suitable relays
in different scenarios respectively. Take an example graph,
as shown in Figure 3, where a few low-degree bridges (i.e.,
a, b and c) connect two well-connected components C; and
Cs. Assume that node u wants to send a message to node
v. When node u encounters node a, it compares its SimBet
utility with that of node a’s. Both u and a have zero similarity
to v, but u’s global betweenness centrality is less than a’s
since a sits on more of the shortest paths. Thus, u will
transfer the message to a based on SimBet routing. In this
case, centrality metric helps to pick the better relay node. On
the contrary, if node a wants to send a message to v and
it encounters node b, similarity metric will play a role since
the global betweenness centralities of a and b are the same.
Therefore, a has a smaller similarity (zero common neighbor)
to v than b has (one common neighbor with v). Therefore,
combining multiple social metrics may make the social-based
protocol more effective in broad situations. However, due to
the uncertainty of future encounters and underlying social
graph, it is still possible that the node with high SimBet utility
fails to delivery the message to the destination.

To avoid global information exchanges, SimBet routing
provides a distributed method to calculate social metrics
locally, which is desirable in a DTN environment. However,
estimating centrality based solely on local information may
lead to inaccurate “bridge” identification. For instance, in the
example shown in Figure 3, it is assumed that v wants to
send a message to v. When u encounters node a, based on
the two-hop information, u’s local betweenness Bet,, is much
larger than a’s Bet,. Since both u and a have zero similarities
to v, the overall SimBetUtil,(v) > SimBetUtil,(v). Then,
node u will not pass this message to node a, and thus miss the
opportunity to delivery the message. Nonetheless, considering
global betweenness, each of the nodes of a, b and c has highest
betweenness in the entire network (since they form the only
path connecting components C; and C5), and can then be
correctly identified. A possible way to increase the chance
of correct “bridge” identification is using larger neighborhood
information, although this may increase communication cost.
Similarly, to increase the chance of delivery, multiple relay
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— Global-based Bubble
Local-based Bubble
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S
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Fig. 4. An illustration of the Bubble Rap Forwarding from source s to
destination d: blue and red arrows show the bubble-up operations based on
global centrality in global community and local centrality in d’s community
Cy, respectively.

nodes could be used. The trade-off is always between delivery
performance and communication cost.

C. Bubble Rap Forwarding

The forwarding strategy, Bubble Rap Forwarding, proposed
by Hui et al. [31] also relied on two social characteristics
(community and centrality). They assumed that each node be-
longs to at least one community and its node centrality (either
betweenness or degree centrality) in the community describes
the popularity of the node within this community. Each node
has a global centrality across the whole network (or called
global community), and a local centrality within its local
community. A node may also belong to multiple communities
and hence have multiple local centralities. Taking advantages
of these social characteristics, Bubble Rap Forwarding basi-
cally includes two phases: a bubble-up phase based on global
centrality and a bubble-up phase based on local centrality. In
both phases, the bubble-up forwarding strategy is utilized to
forward messages to nodes which are more popular than the
current node (i.e., with higher centrality). When a node s has a
message with destination of d, it first bubbles the message up
based on the global centrality, until the message reaches a node
which is in the same local community C, as the destination
d. This procedure is shown as blue arrows in Figure 4. After
the message reaches d’s community at node u, Bubble Rap
Forwarding switches to the second phase which uses members
of Cy as relays. This forwarding strategy continues to bubble
up the message through the local community based on local
centrality until the destination is reached. This later procedure
is shown as red arrows in Figure 4. In order to reduce cost,
it is also required that whenever a message is delivered to the
community, the original carrier delete this message from its
buffer to prevent further dissemination.

Bubble Rap Forwarding uses the concept of community in
addition to node centrality to help with the forwarding deci-
sion. The introduction of local centrality inside a community
is more beneficial than local centrality around local neighbor-
hood (i.e., k-hop) [30]. The bubble-up operations allow fast
transfer of a message towards the destination or its community.

However, such a strategy may fail when the destination be-
longs only to the communities whose members are all with low
global centrality values. In this case, the bubble-up process in
the first phase of Bubble Rap Forwarding cannot find the relay
node which is in the same local community as the destination
node. A possible solution for this problem to have a timeout
timer for bubble-up process and exchange to other backup
strategy for data delivery after timeout. In [31], the authors
used a flat community (not hierarchical) to demonstrate the
efficiency of Bubble Rap Forwarding. However, they did not
provide details about how to handle hierarchical communities
where the destination d may belong to multiple overlapping
communities. In that scenario, they may face problems in
the second phase of Bubble Rap Forwarding. For example, if
the current encountering node u shares multiple communities
with d, a problem arises regarding which one of d’s local
communities should be chosen to bubble-up. A simple solution
to this problem is picking the local community with which d
have highest centrality. This solution also matches the spirit of
Bubble Rap Forwarding which keeps looking for nodes with
high centralities.

D. Social Based Multicasting

All of the social based routing methods discussed above are
unicast routing protocols for DTNs. Social based approaches
can be applied to multicast routing protocols for DTNs as
well. Recently, Gao et al. have [32] proposed a set of mul-
ticast routing methods which use both centrality metric and
community for relay selection.

Instead of using traditional centrality metrics such as be-
tweenness, Gao et al. introduced a new metric (called cumu-
lative contact probability) based on the Poisson modeling of
social networks. Betweenness is purely defined based on the
topology of the contact graph, and may not be sufficient to
represent the probabilities for a node to contact others. Thus,
a weighted social network model is used to differentiate the
contact frequencies of different node pairs. In such model, the
contact process of each node pair (z, j) is formulated as a
Possion process with an average contact rate of A; ;. Then the
cumulative contact probability of node ¢ can be defined as

Here, NN is the total number of nodes in the network, and 1" is
the total time period. In other words, C; indicates the average
probability that node ¢ meets a random node within time 7.
This centrality metric (or its variation) is used in the proposed
multicast methods to select a relay node with higher centrality.

In [32], two multicast problems are considered: single-
data multicast and multiple-data multicast, whose goals are to
deliver a data item or a set of data items to a set of destinations
within the time constraint 7". The additional optimization
objective is to minimize the number of relays used to achieve
the average delivery ratio p.

For single-data multicast, the authors assumed the des-
tinations are uniformly distributed, and thus they tried to
ensure that all nodes are contacted by the data source or
its selected relays within 7. Based on cumulative contact
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probabilities (i.e., centrality) of nodes, a minimal number of
relay nodes are selected among the contacted neighbors of
data source to guarantee the average delivery ratio is larger
than p. This selection problem can be solved as a unified
knapsack problem. The centrality metric is also refined for
the case where the data source does not meet its contacted
neighbors.

For multi-data multicast, the authors proposed a
community-based approach which only requires nodes
to maintain the probabilities of forwarding each data item to
other nodes in the same community. When the destinations are
in other communities, data forwarding is conduced through
some gateway nodes which belong to multiple communities.
The data source selects relays among its contacted neighbors
based on the local centrality metric, and places appropriate
data items on each relay. They used a two-stages relay
selection schemes, where both data item selection and relay
selection are modeled as knapsack problems. Their method
can ensure that the average delivery probability is larger than
D.

In summary, the solutions proposed in [32] provide new
multicast strategies for DTNs based on the new centrality
metric and community concept. The cumulative contact prob-
ability based on the Poisson modeling of social networks
represents more accurate measurement of the probabilities for
a node to contact other nodes. But this new model increases
computational complexity as well. The authors addressed the
optimization problem to minimize the number of relay nodes
while satisfying the required delivery ratio and time constraint.

E. Homophily Based Data Diffusion

Zhang et al. [33] proposed a data diffusion scheme based
on the “homophily” phenomenon in social networks. Here,
data diffusion aims to deliver data to all nodes in DTNs. In
DTNs, data may not be completely delivered from one node
to another during a contact between them, since the contact
time is too short to transmit the data or the buffer available at
the receiving node is insufficient to hold the data. Therefore,
in the design of data diffusion protocol, not only the contact
probability between nodes but also the data propagation orders
(which data should be propagated first) affect the diffusion
speed and data access delay.

To choose an appropriate relay node to diffuse and an ap-
propriate data item to buffer, Zhang et al. introduced a method
using the friendship among nodes and the “homophily” phe-
nomenon. The “homophily” phenomenon describes the trend
in real word that friends usually share more common interests
than strangers. By applying the same idea from “homophily”
phenomenon, their proposed data diffusion strategy diffuses
the most similar data items between friends, and diffuses the
most different data items between strangers. If a node meets a
new contact who is a friend, it first diffuses the most similar
data items of their common interests to its friend first until
the contact time is over. If the new contact is a stranger, it
starts from the data item most different from their common
interest. By theoretical analysis, Zhang et al. showed that this
data diffusion scheme achieves better diffusion speed and data
access delay than the other three possible schemes (including

diffusing the most similar data to any encounter, diffusing
the most different data to any encounter, and diffusing the
most different data between friends and the most similar data
between strangers).

This proposed method provides a new angle to social-
based approaches. It considers the need of managing data
propagation orders which is an important aspect of design
issues in DTN routing. With the same amount of communi-
cation opportunity and duration, more useful information can
be transmitted under this proposed method. In addition, the
proposed method is not conflicted with other DTN routing
protocols. It can be used together with other DTN routing
protocols to make better relay decisions with efficient data
propagation orders. In the proposed method, social friendship
is the only metric used to predict the encounter’s needs of
information and friendship is defined by users. However, user
defined friendship is not always available in DTNs. Therefore,
it is another challenging direction need to be further explored
regarding how to efficiently detect the friendship in dynamic
DTNs .

F. Friendship Based Routing

Bulut et al. [34] also used friendship to aid the delivery
of packets in DTNs. They introduced a new metric, social
pressures metric (SPM), to accurately detect the quality of
friendship. Different from [33], where friendship is defined by
users based on their social relationships, this approach consid-
ered friends as nodes which contact to each other frequently
and have long-lasting and regular contacts. Therefore, the
social pressures metric between nodes ¢ and j can be estimated
from the encounter histories of these nodes (recorded by the

T

nodes) as: SPM; ; M, where f(t) denotes the
remaining time to the first encounter of these nodes after time
t and T is the total time period. SPM describes the average
forwarding delay if node ¢ has a message destined to j at
each time unit. Then, the link quality w; ; between each pair
of nodes, (i,7), is defined as w;; = S%Mj The authors
assumed that the bigger value of w; ; represents the closer
friendship between ¢ and j. Using the value of w; ;, each
node can construct its friendship community for each period
T as a set of nodes whose link quality with itself is larger
than a threshold. When a node ¢, having a message destined
to d, meets with node j, it forwards the message to j if and
only if (1) j and d are in the same friendship community (in
the current period) and (2) j is a stronger friend of d than .

In summary, this friendship based routing method uses
the node contact information in each period to calculate the
friendship metric (i.e., SPM), and constructs the friendship
community. These social metrics can indeed help with making
smarter forwarding decisions. However, the calculation of
these metrics needs the whole contact information during
each period, which may not be realistic in most DTNs. To
obtain f(¢) in the current period, node i needs to know the
time of its first encounter to node j after time ¢ in this
period, which is an event in future. Therefore, either the
values in contact history from previous periods are used for
this calculation at the current period or the estimated future
contacts in this period are available for this calculation. This
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is clearly a drawback of this proposed method. In addition,
this friendship based routing uses a similar forwarding scheme
to label routing [29], which may lead to the same problem.
If the source node fails to meet with any node in the same
friendship community with the destination node, the delivery
fails. Therefore, more felicitous forwarding strategies should
be studied for this friendship based routing.

Although the friendship based method [34] and homophily
based method [33] both use friendship metrics for delivery
data in DTNs, they are designed for different purposes. In
[33] the friendship measurement is used to select which data
items to diffuse, while in [34] the friendship metric is used to
detect communities and select which relay nodes to forward.
Therefore, different social metrics or various calculation meth-
ods need to be designed for specific design purposes. There
is no universal solution for all applications.

G. Other Social-based Routings

Besides the social-based DTN routing strategies reviewed
above, there are also a few recent social-based approaches
which define their own social-related metrics to improve either
the scalability or accuracy of routing. We briefly review them
in this subsection.

In [91] Mei et al. took advantage of the observation,
that people with similar interests tend to meet more often,
to propose a social-aware and stateless routing (SANE) for
pocket switched networks. This routing strategy represents
the interest profile of an individual w as an k-dimensional
vector [,. To express the interest similarity between two
individuals u and v, the cosine similarity is defined as,
oIy, I,) = cos(LI,1,) = m In SANE, a message
should be forwarded to individuals whose interest profiles
closely resemble that of the destination. They assume that the
interest profile of a message m is the interest profile of its
destination. Thus, a message m will be relayed to a node u
only if the cosine similarity of the interest profile between
message m and node wu is higher than a given threshold p.
One of the advantages of this method is that each node only
needs to maintain the interest profile without extra storage.
The cost of maintaining and updating this social metric is
also relevantly easy. These advantages improve the scalability
of this routing method.

Gao and Cao [105] proposed a user-centric data dissem-
ination approach which considers both social centrality and
user interests simultaneously. Different from the concept of
centrality used in [30]-[32], this approach creates its own
concept of centrality, which indicates the expected number
of interesters (nodes interested in the data item held by 7)
that node ¢ can encounter during the remaining time T} — ¢
of data dissemination. Here, 7T} is the time constraint of the
data item and ¢ is the current time. Then their relay selection
makes sure that a new relay always has better capability
of disseminating data to interesters than the existing relays
based on this newly defined time-varying centrality. They
consider both local centrality (centrality defined over one-hop
neighborhood) and multi-hop centrality (which takes multi-
hop opportunistic connection into consideration). With multi-
hop centrality, more forwarding chances are considered, and

this strategy may thus lead to more accurate estimation of
forwarding probability.

In [106], Fabbri and Verdone proposed a sociability-based
DTN routing, which is based on the idea that nodes with
high degrees of sociability (frequently encountering many
different nodes) are good forwarding candidates. They defined
the sociability indicator metric to evaluate the forwarding
ability of a node. This metric quantifies the social behavior
of a node by counting its encounters with all the other nodes
in the network over a period 7" and is therefore a time-varying
parameter. The routing strategy forwards packets to the most
sociable nodes only. It is worth to notice that the strategy also
considers both first hop-based sociability and kth hop-based
sociability. For kth hop-based sociability, the highly sociable
neighbors are considered during the calculation of a user’s
sociability.

From these new social-aware approaches, we can see that
the design of social-based DTN routing tends to be more
sophisticated. It not only directly uses social concepts from
social networks but also considers its own reality in a DTN
environment.

V. DEALING WITH NEGATIVE SOCIAL CHARACTERISTICS
IN DTN ROUTING

In DTNs, most nodes are controlled by rational users or
organizations, the selfish behaviors of these entities, which
attempt to maximize their utilities and conserve their resources
can significantly impact the network performance. Upendra
et.al. [35] demonstrated that network performance incurs
serious degradation when selfish behaviors exist in DTNs.
They compared the performance of fully cooperative DTNs
with selfish DTNs via simulations with synthetic and real
mobility traces, and their simulation results showed that the
presence of selfish users can degrade the total delivered traffic
to less than 20 percentage of what can be delivered under full
cooperation. Motivated by this observation, the selfishness of
DTN nodes have been considered in some of recent DTN
routing solutions [35]-[40]. Most of these solutions focus
on developing appropriate incentive mechanisms to stimulate
individually selfish nodes to forward messages for all other
nodes.

Incentive mechanisms [95]-[103] have been well-studied
in traditional wireless ad hoc networks. However, limited
resources and unreliable communications make it more chal-
lenging to design incentive mechanisms for DTNs than those
for traditional wireless networks. In DTNs, the common
assumption of an end-to-end path between the source and the
destination no longer holds, and the delivery paths used by
DTN routing cannot be predetermined. Thus, selfish actions
are extremely difficult to detect. Even worse, large transmis-
sion delay makes the feedback information become useless.
For these reasons, traditional incentive mechanisms do not
work in DTNs naturally.

Existing incentive mechanisms for DTN routing can be
categorized into three categories: reputation based, tit-for-
tat based and credit (victual currency) based. In reputation
based schemes, forwarding services are provided to nodes
depending on their reputation records. When a node provides



396 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 15, NO. 1, FIRST QUARTER 2013

services for other nodes, it gains good reputation. Nodes with
good reputations can receive services from other nodes. On
the contrary, misbehaving nodes get bad reputations and will
be denied participation in the network. The fear of detection
and punishment motivates nodes to cooperate. In tit-for-tat
based schemes, every node forwards as many messages for
a neighbor as the neighbor forwards for it. In this way, a
node autonomously lowers services to a neighbor if it detects
that the neighbor is misbehaving. The credit based schemes
introduce some form of credit or virtual currency to regulate
the packet-forwarding relationships among different nodes.
Nodes earn virtual currency by forwarding packets for others.
These credits can be used to obtain forwarding service from
any node in the network. For every forwarding request, the
virtual bank charges the sender an extra amount of virtual
currency, and the intermediate nodes redeem their rewards
at the bank after successful delivery. In the remaining of
this section, we review some incentive-based DTN routing
protocols to handle selfish DTN nodes.

A. Give2Get

Mei et.al. [36] proposed a reputation-based incentive
scheme (Give2Get) for DTN routing, which can detect mis-
behaving nodes and remove them from DTN routing. They
proved that their proposed scheme achieves a Nash equilibria,
that is, no rational node has any incentive to deviate, i.e,
selfish node cannot find a better choice other than truthfully
following the protocol. They provided two versions of their
proposed scheme for epidemic forwarding (where messages
are forwarded to firstly encountered nodes) or delegation
forwarding (where messages are forwarded to nodes with
higher forwarding qualities) respectively. The basic ideas of
both versions are the same: (1) hiding the content of the
message (including its source and destination) to the candidate
relay before the relay agrees to serve; and (2) requiring proof
of relay after the selected relay agrees to serve and receive the
encrypted message. Here, a proof of relay is just an encrypted
message sent from the relay to the sender. The sender can
show this message to the source node later to prove it has
forwarded the message.

Here, we only use epidemic forwarding as the example to
explain their proposed Give2Get scheme. The nodes generate
the messages hide sender information to every possible relay
except for the destination (by using destination’s public key).
Once a message m is generated, the sender s tries to find two
other nodes and relay the message to them. When s encounters
a node wu, it first negotiates a symmetric key with u, then
every communication after this point is encrypted with this
key. Node s asks node w if it has already handled a message
m by sending u the hash H(m) of m. Node u would not
lie because it does not know the content of m (including its
destination), i.e., whether the destination is itself. If u lies, it
may reject a message destined to itself. If u accepts the relay
request, s encrypts the message with a random key & and send
it to u. Then u sends a proof of relay to s. Finally, s sends the
key k to u. After u gets message m, u follows the same steps
as s did. It is required to collect two proofs of relay before a
timeout A; and hold the message until A, if it cannot collect

two proofs within [0, A;]. During [A1, As], node s can test
node wu, if it meets u again, by requesting u to show either
two proofs of relay or a proof of still having the message in its
memory. Otherwise, s will broadcast a proof of misbehavior to
the whole network that, in turn, will remove node « from the
network unless u can prove that s is wrong. Node u can stop
looking for relays only when two proofs are collected or Ay
expires, and discard the message after As. The timeout A,
and A, should be carefully chosen to achieve high success
forwarding rate and positive probability of that node s will
meet node u again before As expires.

The Give2Get algorithm uses encryption techniques to avoid
that selfish nodes lie to elude their duties or forge proof of
relay to obtain good reputations. The Nash equilibria of the
proposed scheme makes sure that no rational node has any
incentive to deviate. It is worth to notice that the choices of the
timeouts A; and A, could significantly affect the protocol’s
performance. The longer A; is, the higher success rate could
be achieved. However, as A and Ay —/\; increase, the buffer
of nodes will be occupied for a longer time and the packet loss
ratio will increase as well. Therefore, the choice of timeout
could significantly depend on application requirements and
the underlying network mobility. In [36], the authors provide
discussions on the choice of timeout over their datasets.

B. Tit-For-TaT

Shevade et al. in [35] proposed the use of pair-wise tit-for-
tat (TFT) as a simple and robust incentive mechanism for
DTN routing. This incentive-aware routing protocol allows
selfish nodes to maximize their own performances without any
significant degradation of system-wide performance. Rather
than attempting to detect misbehavior, it focuses on detecting
good behaviors by using TFT.

Differing from traditional TFT, the method in [35] incor-
porates generosity and contrition. Generosity enables boot-
strapping and absorbs transient asymmetries, while contrition
prevents mistakes from causing endless retaliation. Bootstrap-
ping happens when two nodes meet for the first time. Since no
packets have ever been successfully relayed by both nodes, the
basic TFT prevents the start of any relay. Generosity allows a
node to send € number of packets more than it has earned. This
can absorb up to € amount of traffic imbalance and stimulate
the beginning of cooperative. However, this also allows selfish
nodes to do ¢ less work than others. While generosity absorbs
small amount of traffic imbalance, any imbalance exceeding
€ could lead to lengthy retaliation between two neighbors.
Therefore, contrition is introduced in their solution to prevent
mistakes from causing endless retaliation and provide a way
to return to stability after perturbation, by refraining a node
from reacting to a valid retaliation to its own mistake.

The proposed TFT-based algorithm is easy to be imple-
mented in DTN, since the verification of relaying only ex-
changes between neighboring nodes. However, the generosity
in this new TFT-based method may be exploited by selfish
nodes. These nodes may reject to provide generosity to their
neighbors while enjoy others’ generosity. Therefore, this TFT-
based algorithm cannot fully avoid selfish behaviors.
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C. SMART and MobiCent

In this subsection, we review two recent credit-based incen-
tive schemes in DTNs: SMART [37], [38] and MobiCent [39].
Notice that credit-based incentive schemes have been well-
studied in traditional wireless networks [100]-[103]. Some of
them could be extended to DTNs, but limited resources and
the lack of instantaneous end-to-end paths make these schemes
not as efficient as in traditional wireless networks. Therefore,
here we only focus on reviewing two DTN schemes. SMART
(Secure multilayer credit-based incentive) scheme [37], [38]
uses credits to provide incentives to selfish nodes. This scheme
allows the credits to be transferred/distributed by the current
intermediate nodes without the involvement of the sender.
Such scheme adopts a novel layer concatenation technique
to withstand cheating actions of selfish nodes. MobiCent [39]
assumes that each mobile device is capable of operating in
two modes: a long-range low-bandwidth radio (e.g., cellular
interface) to maintain an always-on connection, and a short-
range high-bandwidth link (e.g., Wi-Fi) to opportunistically
exchange a large amount of data with peers in its vicinity.
MobiCent provides an credit-based algorithmic mechanism
design approach to address selfish attacks.

In SMART [37], [38], a virtual electronic currency, a
layered coin, is defined to stimulate the cooperation among
nodes. Such a coin is composed of multiple layers, and each
layer is generated by the source/destination or an intermediate
node. The first layer (i.e., the base layer) is generated by the
source to indicate the payment rate (credit value), remunera-
tion conditions, the class-of-service (CoS) requirement, and
other reward policies. It implies that the forwarding node
agrees to provide forwarding service under the predefined
CoS requirement and will be rewarded according to the
reward policy in the future. During the subsequent propagation
process, each intermediate node generates a new layer (i.e., the
endorsed layer) based on the previous layers by appending
a non-forgeable digital signature. With these endorsed lay-
ers, it is easy to track the propagation path and determine
each intermediate node by checking the signature of each
endorsed layer. In the rewarding and charging phase, if the
provided forwarding service satisfies remuneration conditions
defined in the predefined reward policy, each forwarding node
along one or multiple path(s) will share the credit defined in
this coin depending on different data-forwarding algorithms
(single-copy/multi-copy forwarding) and the actual forwarding
results (bundle delivered along one or multiple paths). A layer
concatenation technique is presented in [37], [38] to ensure
the security of layered coins. This technique concatenates
different layers with each other by injecting the generator
information of the next layer into the previous layer. How-
ever, the computation and transmission overhead of SMART
may be unaffordable in some DTN applications. Even two
optimization techniques are proposed to improve the overall
efficiency, their overheads are still considerable.

MobiCent [39] is another credit-based incentive DTN sys-
tem with its focus on truthful mechanism design for selfish
DTNs. This mechanism not only encourages cooperation
among nodes but also addresses two types of attack, edge
insertion attack and edge hiding attack, from selfish nodes.

In edge insertion attacks, a node v can create a sybil v’
such that it can be rewarded twice. For edge insertion at-
tack, MobiCent designs a new incentive-compatible payment
algorithm (multiplicative decreasing reward, MDR) where
the relay’s reward decreases with the path length and the
client’s payment increases with the path length. Under the
MDR payment algorithm, both relays and client have no
incentive to launch edge insertion attack. In edge hiding
attacks, node v can hold the package instead of forwarding it to
other relays. For edge hiding attack, MobiCent designs new
payment set selection algorithms to determine an incentive-
compatible relay set by examining a sufficient subset of paths
ever revealed before deadline. With the proposed selection
algorithms, relays and client have no incentives to launch edge
insertion attack or edge hiding attack. In summary, MobiCent
carefully designs the payment and rewarding algorithms to set
the client’s payment and the relays’ rewards so that whatever
the nodes do (edge insertion or hiding) they cannot gain more
credits than they act truthfully. Therefore, nodes will always
forward packets without adding phantom links, and never
waste contact opportunities unless the reward is inadequate
or it is the decision of the underlying routing protocol. One
weakness of MobiCent is its requirement of always-on long-
range connection. In many DTN applications, such centralized
connection does not exist.

D. SSAR

In all of the methods above, a selfish node is considered as
having the same level of selfishness to every other node. This
selfishness can be called individual selfishness. However, in a
more realistic scenario, a selfish node may have different levels
of selfishness to different groups of nodes. In [104], Hui et al.
found that in PSNs each node tends to help with forwarding
more for people inside their community and less for people
in other communities. This kind of selfish behaveiors is called
social selfishness to distinguish with individual selfishness.
In [40], Li er al. considered social selfishness in DTNs by
allowing a user to define different willingness (i.e., level of
selfishness) to other users. The authors proposed a Social
Selfishness Aware Routing (SSAR), which enforces users’
social selfishness in routing meanwhile maintains accept-
able routing performance. With the consideration of social
selfishness, SSAR allocates resources such as buffers and
bandwidths based on packet priority which is related to the
social relationship among nodes (i.e., willingness defined by
nodes themselves). To maintain routing performance, SSAR
quantifies a relay’s willingness to evaluate its forwarding
capability and thus reduces packet dropping rate. Furthermore,
SSAR formulates the forwarding process as a multiple knap-
sack problem with assignment restrictions and uses a greedy
algorithm to select the forwarding packet set.

VI. CONCLUSION

In this article, we discuss different social characteristics
of DTN nodes and survey current social-based routing pro-
tocols which use these social characteristics to assist packet
forwarding in DTNs. Table I summarizes the social charac-
teristics used by these routing protocols. To improve routing
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TABLE 1
COMPARISONS OF SOCIAL-BASED DTN ROUTING PROTOCOLS

Routing Protocols / Social Characteristics | Community
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Friendship Based Routing [34]
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SANE [91]

Gao and Cao [105]
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Fabbri and Verdone [106]

<J<

Give2Get [36]

TFT [35]

SMART [37], [38]

MobiCent [39]

<<

SSAR [40]

performance in DTNs, these methods either take advantages
of positive social characteristics (such as community and
friendship) to make a smarter selection of relay node or
use incentive mechanisms to stimulate individual nodes with
negative social characteristics (such as selfishness).

From the analysis and comparison of these methods, we
can conclude that social-based approaches are more promising
than pure opportunity-based routing protocols for DTNs since
these social-based approaches take advantages of relatively
stable characteristics (social properties) efficiently to predict
and deal with the dynamics of DTNs. Nonetheless, none
of these approaches can guarantee the perfect routing per-
formance (such as delivery guarantee or minimum delay).
The prediction always has certain probability to fail in some
cases. To provide more accurate prediction, multiple social
metrics could be applied together (e.g., SimBet [30] combines
centrality and similarity as their social-based routing metric).
One step further, combining these social-based metrics with
traditional opportunity-based metrics [107], [108] or other
factors (such as location profile [92], [109] or mobility pattern
[110], [111]) may also improve the performance in differ-
ent settings. Our experiences show that combining multiple
metrics may provide opportunities to improve the overall
performance. However, such improvement is not guaranteed.
On the contrary, inappropriate combination of multiple routing
metrics may hurt the performance under certain circumstances.
For example, in a very sparse DTN, it may significantly reduce
the number of relay candidates and consequently lead to poor
performance by enforcing the advance in multiple metrics.
Therefore, It is an interesting research challenge regarding
how to smartly take the advantage from multiple metrics.
In addition, multiple forwarding strategies (e.g., combining
social-based and opportunity-based approaches as in Give2Get
[36]) may further improve the performance in broader situ-
ations. However, combining too many forwarding strategies
may make the routing procedure too complex. Meanwhile,
there is always a trade-off between performance and complex-
ity in the protocol design. For example, SimBet [30] considers
estimating centrality only based on local information, but it
may miss identifying certain bridge nodes. Several methods
[105], [106] also consider estimating their social metrics based
on multi-hop relays to improve their predictions. However,

increasing the number of hops will cause larger overhead.
Last, the performance of a routing protocol in DTNs depends
heavily on the mobility model, environment, node density,
social structure, and many other facts. Therefore, a universal
routing solution for all DTN application scenarios is extremely
hard. In other words, for certain DTN applications, we need to
design specific routing protocols and mobility/social models
to fulfill the requirements.

Even though social-based routing in DTNs has lately re-
ceived much attention in the wireless network community as
a relatively new area, there are still quite a few challenges
left. First, most of the current social-based approaches use
only simple definitions of one or two social characteristics
(such as k-clique for community, node degree for centrality,
contact frequency for friendship). Thus, it is interesting to
see whether there are other more realistic and accurate social
characteristics which can be used to further improve perfor-
mance of DTN routing (even if it would be more complex).
Second, social-based approaches significantly rely on accurate
modelling of the social characteristics used by them. However,
due to the lack of continuous connectivity and time-varying
topology, it is hard to accurately estimate certain social
characteristics without global or future information even with
simple definitions. Therefore, it is another challenging task as
to how to model and extract accurate social characteristics
in dynamic DTNs. Last, there are not many social-based
solutions which consider both positive and negative social
characteristics together. It is a potential direction worthy for
investigation in the future. For example, it could be more
harmful for a node with higher social importance (with higher
centrality or similarity) than a node with lower importance to
be selfish. Considering positive social metrics together with
negative ones, different approaches can be applied to avoid
selfish behaviors from nodes with different social roles.

In this article, we mainly focus on social-based DTN routing
protocols. But there are also other interesting directions within
DTNs in which social studies may be used for protocol design,
such as privacy protection [112], cooperative caching [113],
[114], and content based sharing [115]. We believe that social-
based approaches will be applied to wider research topics in
communication networks far beyond DTN routing protocols.
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