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Abstract—Digital marketplaces were created recently to
accelerate the delivery of applications and services to customers.
Their appealing feature is to activate and dynamize the demand,
supply, and development of digital goods, applications, or
services. By being an intermediary between producer and con-
sumer, the primary business model for a marketplace is to charge
the producer with a commission on the amount paid by the con-
sumer. However, most of the time, the commission is dictated
by the marketplace facilitator itself and creates an imbalance
in value distribution, where producer and consumer sides suf-
fer monetarily. In order to eliminate the need for a centralized
entity between the producer and consumer, a blockchain-based
decentralized digital marketplace concept was introduced. It
provides marketplace actors with the tools to perform busi-
ness transactions in a trusted manner and without the need
for an intermediary. In this work, we provide a survey on
Telecommunication Services Marketplaces (TSMs) which employ
blockchain technology as the main trust enabling entity in order
to avoid any intermediaries. We provide an overview of scientific
and industrial proposals on the blockchain-based online digital
marketplaces at large, and TSMs in particular. We consider in
this study the notion of telecommunication services as any service
enabling the capability for information transfer and, increas-
ingly, information processing provided to a group of users by a
telecommunications system. We discuss the main standardization
activities around the concepts of TSMs and provide particular
use-cases for the TSM business transactions such as SLA set-
tlement. Also, we provide insights into the main foundational
services provided by the TSM, as well as a survey of the scien-
tific and industrial proposals for such services. Finally, a prospect
for future developments is given.

Index Terms—Digital marketplace, telecommunication services
marketplace, blockchain technology, communication service
provider, distributed ledger technology.
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I. INTRODUCTION

D IGITAL services and network computing constitute inte-
gral parts of today’s and future telecommunication infras-

tructures [1], [2]. The services may range from operating
high-performance hardware, dedicated computation for AI,
Big Data services and extended to vertically integrated applica-
tions [3]. Digital services marketplaces were lately introduced
as distribution platforms and permitted a booming economy on
digital goods, e.g., Apple’s gleaming App Store.1

Marketplaces are appealing mechanisms to deliver digital
goods, incl. services. The developers (producers) can take
advantage of bundling effects of a marketplace, e.g., indexing,
cataloging, or storing goods, deploying software, or advertising
on the marketplace. The platforms allow the developers to
supply their digital products through a trusted intermediary
(marketplace) without having to take care of legal implications
of business transactions, e.g., billing. Customers, in turn, can

1https://www.apple.com/app-store/
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express their demand and may take advantage of the amount of
supply and of the simplicity to locate goods and services on a
marketplace [4]. Marketplaces in telecommunication systems
may also be winning for today’s network operators, denoted here
as CSPs (Communication Service Providers). The platforms
can bring additional revenues and innovations beyond simply
accelerating the connectivity. The marketplace may expose
services and engage developers to implement applications using
these services [5], e.g., games or AI model training.

The major business model of marketplaces is to charge
the producer a commission on the amount paid by a cus-
tomer. This commission is eventually used to maintain and
operate the marketplace and its infrastructure. Digital ser-
vice marketplaces have often a centralized architecture and act
as trust, assurance, and governance providers for the market
participants and their transactions. This centralization allows
for efficient cataloging or easy billing. In addition, it per-
mits an uncomplicated implementation of the required trust
mechanisms. The centralization, however, opens up negative
effects. It permits the operators of marketplaces to combine
the security requirements of the participants with their pric-
ing ambitions, which in turn is likely to create asymmetry in
value generation [6]. Moreover, centralized architectures suf-
fer disproportionately when unauthorized access is gained. In
such an architecture, an attacker, if gained unauthorized access,
can compromise a large number of identities and eventually
all identities. Hence, a distributed marketplace architecture is
preferred when these platforms should have less controlled
business models avoiding monopolies or when they should be
more robust to attacks.

An appealing way to eliminate a centralized entity between
the producer and consumer is to provide the marketplace actors
with the set of tools to perform the business transaction in a
distributed and trusted manner. Such a task may be achieved
by the blockchain technology [7], which is an implementa-
tion of Distributed Ledger Technology (DLT). DLT provides
system participants with distributed storage and brings bene-
fits such as data provenance, accountability, and transparency
to distributed systems. Moreover, DLT allows to reduce or
completely eliminate the need for a trusted third-party [8],
e.g., the marketplace, from the business transaction process,
and bring balance to value distribution inside digital market-
places. Although blockchain technology is still in its infancy,
it has enabled a significant number of application scenarios in
today’s digital marketplaces, which we discuss in this work.

In addition, the process of business transaction execution,
i.e., the business settlement, has gained importance as it
enables to reach the final business agreement. Today’s CSPs
enjoy their independence and build their network infrastruc-
tures with the centralized operation and governance [9]. In
order to execute inter-CSP business transactions, e.g., for
allowing mobile customers to roam across different operators
infrastructure and to pay for the usage, a third-party has to be
involved, which acts as a trust provider towards non-trusting
CSPs participating in business relations. Another use-case is
the business transaction between customer and CSP. In this
case, the signing of a Service Level Agreement (SLA) [10]
may take place where the CSP commits to provide a customer

with a certain level of quality of service (QoS) [11] for infras-
tructure and telecommunication services. Having a third-party
in the middle results currently in parts of the process being
executed manually which can be complex, expensive, and
time-consuming [9]. The application of DLTs in inter-CSP and
customer-CSP business transactions may allow the automation
of transaction processes. In this way, the need for any manual
human efforts can be eliminated almost totally as the DLT acts
as a trust-enabling entity which under agreed rules, defined in
smart contracts, does not need a trusted third-party to take
care of parts of the transaction. In the case of SLA signing,
the conditions on agreed QoS can be recorded on the dis-
tributed ledger [12], as well as intermediate measurements of
service quality. In this way, the DLT as a trusted distributed
storage enables all parties to agree on the recorded data and
to settle in the case of SLA violation.

In this work, we describe, analyze and discuss the con-
cept of a distributed Telecommunication Services Marketplace
(TSM) which employs blockchain technology as the main trust
enabling entity and which integrates multiple services offered
by different CSPs. We outline the capabilities of distributed
TSMs that provide a common set of processes that CSPs can
trust and rely on. In addition, we provide a survey on scien-
tific and industrial proposals on the blockchain-based digital
marketplaces at large and blockchain-based TSMs in partic-
ular. We discuss major standardization activities around the
concepts of blockchain-based TSMs and provide use-cases for
TSM business transaction functions. Furthermore, we provide
insights into the main services provided by blockchain-based
TSM, as well as a survey of the scientific and industrial
proposals for such services. Finally, a prospect for future
developments is given.

The remainder of the paper is structured as follows. In
Section II the methodology of this survey is described along
with the discussion of related survey collections on digital
marketplaces at large and proposals on TSMs in particu-
lar. Section III describes the technologies and background
of blockchains and digital marketplaces. Furthermore, in this
section, we discuss the a) scientific and industrial proposals
for blockchain-based marketplaces, b ) the benefits of using
blockchains in digital marketplaces, and c) we describe a
generic structure of blockchain-based TSMs. Section IV dis-
cusses the main services provided by blockchain-based TSMs
and surveys on scientific and industrial proposals for them.
Section V discussed the prospects for future work in an area
of blockchain-based TSM. Finally, Section VI draws conclu-
sions on the blockchain-based digital marketplaces at large and
TSMs in particular.

II. RELATED LITERATURE OVERVIEW

The overview of the related literature is an integral part
of the survey since it outlines prior contributions on the
topic of interest. As a consequence, a correct information
retrieval methodology is required to ensure complete survey-
ing and inclusiveness. The related literature and its retrieval
methodology are discussed next.
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Fig. 1. Number of related publications per publication year.

A. Information Retrieval Methodology

We present a comprehensive survey on the work which
has been done in the area of blockchain-enabled TSMs. This
should clarify the view of the TSM as a concept and give an
overview of the main building blocks that TSM’s architecture
comprise.

The survey information was retrieved using database search
in combination with snowballing method [13]. The sources
of information are bibliographic databases Scopus,2 Web of
Science,3 IEEE Xplore,4 ACM Digital Library,5 and Google
Scholar.6 To create the search strings a number of keywords
were used: telecommunication, marketplace, blockchain, ser-
vice, identity management, assurance, governance, business
settlement. Also, multiple variations of these words were con-
structed such as plural forms and different word combinations.

The search string that was used for TSM survey search in all
bibliographic sources is: blockchain AND telecommunication
AND marketplace AND service AND survey; (where certain
parts of search string were excluded to increase the variety of
search results). The main search criteria for related publica-
tions is the presence of discussion on blockchain technology
and its applicability in the context of telecommunication
services marketplaces. According to the search we conducted,
there are no surveys at this point that target specifically TSMs
based on blockchains. As a consequence, our search was
extended to works that discuss the advantages and disad-
vantages of blockchain applicability in the context of digital
marketplaces at large. In addition, the works which investi-
gate digital marketplaces’ core blockchain-based services were
included as well. Fig. 1 presents a number of found related
publications per publication year.

2https://www.scopus.com
3https://clarivate.com/Webofsciencegroup/solutions/Web-of-science
4https://ieeexplore.ieee.org
5https://dl.acm.org/
6https://scholar.google.com

B. Related Work

Despite no surveys that match the topics were found, a num-
ber of scientific proposals were found which discuss the idea
of TSM. We highlight next the major contributions for decen-
tralized marketplaces in the context of telecommunication
services.

The work presented in [14] has shown a high degree of
relevance for our own survey as its authors propose to use
blockchain technology for the creation of a decentralized
marketplace for telecommunication services. The proposed
marketplace allows the entities collaborating within it to
conduct business transactions without a need for a trusted
third-party. Specifically, the authors describe the use-case
of network infrastructure resource sharing, which nowadays
involves trusted third-party and is a multi-step time-consuming
process. Authors claim that blockchain technology can help
to automate this process, enabling fast and efficient network
resource sharing. Additionally, authors of [15] propose a
blockchain-based system to manage SLAs between small
cell providers (SCP) and mobile network operators (MNO).
According to the authors, using blockchain smart contracts
enhances the process of SCPs participation in the cellular mar-
ket, as they can offer their capacity to MNOs in an automated
and cost-efficient manner. These works have a high degree of
relevance for this survey as they describe telecommunication
network use-cases specifically and aim to enhance business
settlement mechanisms between different CSPs.

C. Related Surveys

Considering that no surveys on specifically telecommuni-
cation marketplaces were found, we decided to incorporate
surveys that explore the possibility of blockchain-based digital
marketplaces at large.

The references provided next do not necessarily concen-
trate on a discussion of blockchain-based digital marketplaces.
However, they provide some interesting insights on the con-
cept of the marketplace and the advantages and disadvan-
tages of blockchain incorporation. In [16] authors discuss the
blockchain application in a context of Smart Cities [17], where
different aspects of citizens’ life can be improved with the
decentralized nature of blockchain. In terms of marketplaces,
the authors discuss an application of blockchain in the con-
text of Smart Grids and peer-to-peer energy trading. They
assert that blockchain technology can enhance users’ inde-
pendence in an energy trading market, and allows to reduce
the need for a trusted third-party presence in today’s trading
process. Authors of [6], through a case-study approach, pro-
vide a comprehensive description of digital marketplaces at
large and provide an insight into the benefits of blockchain
technology incorporation. According to them, the decentral-
ized nature of blockchain technology can enable new forms
of collaboration in digital marketplaces, as well as transform
the existing process of business settlement. In [18] authors
survey the research proposals on blockchain incorporation in
the area of Internet of Things (IoT) [19], exploring the idea of
blockchain-based IoT data marketplaces. In such marketplaces,
blockchain technology acts as an enabler of data assurance,



TKACHUK et al.: SURVEY ON BLOCKCHAIN-BASED TELECOMMUNICATION SERVICES MARKETPLACES 231

while IoT device’s data is traded within a decentralized market
in a trusted and secure manner. The author of [20] discusses
the application of blockchain technology in the area of IoT
data exchange in decentralized environments. In this work,
the author explores the legal aspect of blockchain technology
and its compliance with existing regulations in the area of
information technology, and digital marketplaces in particular.
In contrast to previous works, the author warns that the use
of blockchain technology may harm the privacy of IoT device
users, instead of enhancing it. In [21] authors conduct a com-
prehensive survey on the scientific and industrial proposals in
network infrastructure resource sharing techniques. However,
the authors provide very little insight into blockchain incorpo-
ration for the performance of resource sharing and the creation
of market platforms.

Considering the information provided in the above surveys,
the blockchain application in the area of digital marketplaces
has gained traction and has been rather well defined. We aim to
extend the application of blockchain technology to the TSM,
by describing the needs of such a marketplace according to
recent proposals and standardization activities. In addition,
we describe a framework to enable CSPs to collaborate and
conduct the business transaction execution.

III. BLOCKCHAINS AND DIGITAL MARKETPLACES

It is important to provide an overview of technologies that
are central to our survey. The discussion of the blockchain
establishes a common understanding of this technology and
helps to comprehend its features. In order to put blockchain
into the context of telecommunication services, the applica-
bility in the inter-communication service provider (inter-CSP)
transactions is also discussed. Next, digital marketplaces are
discussed at large, to establish a common understanding of
this concept and the details behind it, with the survey of
the proposals in blockchain-based digital marketplaces, to
map the academic and industrial developments in this area.
Finally, the definition of TSM and its core services is pro-
vided, to explain the concept and put it into the context of
main application use-cases.

A. Blockchain Technology

Distributed Ledger Technology (DLT) has gained attention
due to its decentralized nature and trust-enabling capabilities.
DLT provides distributed data storage. It acts as a decentral-
ized database where data is transmitted in a P2P network,
thus, it does not have a central governing authority and all
the security concerns that come with it, c. f., [22]. Information
in the ledger is replicated on every node in the P2P network,
which prevents data loss. In addition, due to the immutable
nature of the ledger, it is extremely difficult to alter transaction
history. DLT provides a lot of benefits, such as provenance,
accountability, and transparency for all the data which is
stored on a distributed ledger [16]. Blockchain is one possi-
ble implementation of DLT. It bundles the pieces of data into
blocks, where each block contains a reference to the previous
one, thus, forming a chain of data blocks. Another struc-
ture that is used to implement DLT is Direct Acyclic Graph

(DAG) [23]. In DAG-based DLTs, the newly added transac-
tion can reference multiple previously added ones. IOTA [24]
is the representative of DAG-based distributed ledger imple-
mentations. Further in this work, we survey proposals that
utilize both blockchain-based and DAG-based DLTs in the
context of digital marketplaces. However, in this section
we discuss blockchain technology exclusively. The reason-
ing is that majority of academic proposals use the blockchain
implementation of DLT, and only a few use DAG-based DLT.

The architecture of the blockchain depends on two things:
1) whether the access for reading the information stored on
blockchain is public or private, and 2) whether the right to
write to the ledger and participate in consensus protocol exe-
cution is permissioned or permissionless. There are three main
blockchain architectures [16], [25]:

1) Public Permissionless Blockchain: In this architecture,
everyone is allowed to become a part of the network and
participate in the consensus process. Every node carries a
copy of the shared ledger. The transactions are visible for all
blockchain nodes, but participants retain a certain degree of
anonymity, which may be subject to privacy issues [26]. The
Bitcoin [7] is the first and well-known blockchain technology
implementation that utilizes public permissionless architecture.
It is also the first cryptocurrency and was launched in 2009
after being introduced by Satoshi Nakamoto in 2008. It is
mainly used as a decentralized financial system, where token
exchanges emulate banking transactions. Next, Ethereum [27]
is another representative of public permissionless architecture.
It is believed to be an evolutionary step of Bitcoin since it
aimed to solve some of Bitcoin issues such as flexibility of
on-chain code execution.

2) Private Permissioned Blockchain: Here it is the gov-
erning node (or set of nodes) that decides whether a new
participant can enter the blockchain network. Moreover, after
the new node has gained access to read the ledger, the gov-
erning node decides whether it is allowed to participate in
consensus. The decision on the ability to participate in con-
sensus for the existing members can also be reviewed by
the governing node during the operation of the blockchain
network. The main idea of private permissioned blockchain
architecture is to fully control the access to different aspects
of blockchain network operation. The governing node can
be also represented by a regulatory authority which issues
private blockchain participation licenses and helps to sign busi-
ness agreements between participating stakeholders to carry
out consensus process [28]. Hyperledger Fabric [29], which
is developed by the Linux Foundation, is a representative
of a private permissioned blockchain system. In Hyperledger
Fabric, the nodes are divided into three types based on the
task they are performing: endorsement, ordering, or valida-
tion. Endorsing nodes take a transaction proposal, execute it
and return a transaction proposal response. Responses from
multiple endorsers are then bundled together and then passed
to the ordering nodes. These nodes take newly endorsed trans-
actions and agree on the order in which these transactions are
stored in the ledger. Finally, validation nodes receive the block
that was newly added to the blockchain and check the valid-
ity of the transactions in that block. They check that each
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Fig. 2. Blockchain infrastructure model [16].

transaction has received all the endorsements it needed based
on the configured policy and that it is not conflicting with
a previous transaction. Invalid transactions are kept in the
blockchain but do not modify its state.

3) Public Permissioned Blockchain: This blockchain archi-
tecture allows initially non-trusting organizations to establish
a trust bridge over a public yet permissioned system. In public
permissioned blockchain architecture, everyone is allowed to
join the blockchain network, thus obtaining the right to read
and verify the state of the ledger, as well as propose new trans-
actions. However, only authorized nodes have the possibility
to participate in the consensus process. This type of architec-
ture also presents a possibility for only a specific group of
nodes to write new blocks to the ledger. It creates an opportu-
nity for the creation of consortium-governed ledgers, where a
number of companies share blockchain’s governance, mainte-
nance, and orchestration. This type of architecture was made
popular by the Sovrin Foundation [30] in their blockchain-
based identity management system implementation which is
discussed in Section IV-A.

B. Blockchain Infrastructure Model

In order to provide a rather familiar structuring of
blockchain infrastructure, we provide a model derived
from [16]. The entire blockchain infrastructure is divided into
six layers which are shown in Fig. 2. The layering approach is
used as a way to divide the infrastructure into a set of blocks
with the underlying components on the inside presented as
technologies and processes used in blockchain operation. Here,
we discuss each infrastructure layer and its components.

Data Layer: The first layer in the blockchain infrastructure
model is the data layer. It presents a fundamental set of tech-
nologies that lay at the core of blockchain. The blockchain
has received its name due to the resemblance of a chain,

Fig. 3. Blockchain block structure [16].

where instead of metal rings the blocks of structured data are
interconnected in a sequence. This data is structured chrono-
logically and is immutable, i.e., it is highly challenging to
alter on-chain data. A blockchain with a detailed structure of
a block [31] is shown in Fig. 3. The block body is used to
store hashes of transactions that are verified and embedded in
the block. These hashes are built as a Merkle Tree [32] and
represented in the block header as a Merkle Root Tree com-
ponent. The Merkle tree comprises a binary tree constructed
of hashes of transactions that are stored in a block body and
positioned at the beginning of the tree structure, e.g., Tx1.
When the hash of the transaction is computed, e.g., H1, it is
being added with the neighboring hash up until the moment
when the top of the tree is reached. Since every computed
hash is saved in a block, the Merkle tree can be later used for
rapid and secure verification of the transactions included into
the block [16]. The block header plays a key role in chain
establishment since it contains the hash of the previous block
in a sequence, which is called a parent block. The first block
in a sequence is called genesis block and it does not have
a parent block. The block header contains some additional
metadata information such as the block owner’s signature and
timestamp of the block creation.

Network Layer: The network layer topology in permission-
less blockchains is built and functions similarly to a P2P
network [33]. The P2P network ensures no privileged par-
ticipants partake in the life-cycle of blockchain events. The
main events of the blockchain network are the dissemination,
i.e., forwarding, and verification of the transactions accord-
ing to the network layer protocols. A distinct feature of the
blockchain network layer is that it ensures that only veri-
fied transactions are transmitted in the distributed network
and stored in the local node’s ledger. First, the dissemination
mechanism utilizes the distributed nature of the P2P network
and broadcasts transactions to neighboring nodes. Second, the
verification mechanism ensures that only valid transactions
continue to be forwarded by verifying transactions according
to blockchain specifications. The verification itself is based on
asymmetric cryptography where each node maintains a pub-
lic and private key pair [34]. When a transaction is created,
it is signed by the private key of the creator node, and then
broadcasted to neighboring nodes. Meanwhile, neighbors use
the public key of the creator node, to verify the transaction’s
signature [16]. If a transaction is valid, it is forwarded to other
neighboring nodes. Otherwise, if the transaction is marked as
invalid, forwarding is stopped, and the transaction is discarded.



TKACHUK et al.: SURVEY ON BLOCKCHAIN-BASED TELECOMMUNICATION SERVICES MARKETPLACES 233

In contrast, the blockchains with permissioned architecture
are not necessarily a P2P network. Permissioned architecture
frequently incorporates multiple interconnected blockchains
and in some use-cases the peers from different organizations
do not really communicate with each other. For instance, in
Hyperledger Fabric the blocks distribution is reliant on the
ordering node for providing blocks to the leader peer from
each organization. The leader peer is then responsible for
redistribution of the ordered blocks to the rest of the peers.

Consensus Layer: In centralized systems, the consensus is
an inherent feature of the system, since all components are
orchestrated by a centralized trust enabling entity. In contrast
to centralized systems, where all the nodes are governed by the
central silo which represents the root of trust, the blockchain
network deliberately avoids centralized authorities, making
the system decentralized. With this, a mechanism that allows
establishing consensus between all nodes is needed to ensure
secure and correct decentralized blockchain network operation.

At the present time, a number of consensus algorithms
are used in blockchain systems. The Bitcoin blockchain uses
Proof of Work (PoW) [7] consensus protocol where nodes in
the blockchain network continuously execute hash calculations
until the computed hash is less than a given target value. The
first node to generate a correct hash obtains the ability to write
the next block to the blockchain. The Proof of Stake (PoS) [35]
consensus protocol was made popular by the Ethereum cryp-
tocurrency and was developed as an alternative to PoW. In
PoW, in order to generate a valid hash value, the entire network
competes, thus, by design, consuming large amounts of elec-
tricity. PoS is designed to be energy efficient and gives the
opportunity to add new blocks to the ledger to the nodes which
hold the largest amounts of cryptocurrency. Moreover, for each
block, the actual node is selected with a certain degree of ran-
domness. A Delegated Proof of Stake (DPoS) [36] consensus
protocol was designed as an evolution of PoS. DPoS makes the
blockchain network more democratic and gives every node an
opportunity to decide what is being written to the blockchain.
The downside of DPoS is that still the votes of the nodes which
have the most cryptocurrency, weigh the most. A Practical
Byzantine Fault Tolerance (PBFT) [37], [38] consensus proto-
col is designed to tolerate Byzantine faults in a system where
the data is being replicated. For a deeper discussion on consen-
sus mechanisms in blockchain systems, the reader is referred
to a survey on consensus protocols [39].

Incentive Layer: The incentive layer combines the mech-
anisms to issue and allocate portions of cryptocurrency to
nodes that participate in the data verification process. The
cryptocurrency, e.g., Bitcoin or Ether, works as an incentiviz-
ing factor for blockchain network participants, as far as when
awarded, it can be spent in the network, or exchanged to fiat
currencies. In Bitcoin cryptocurrency, which is built as per-
missionless blockchain, the incentive issuing mechanism is
called “mining.” Comparison to the mining process comes
from the fact that in order to get some precious metal or
stone it has to be “mined” from the earth. The process of
mining involves the nodes in the blockchain network spend-
ing their computational power to verify the next hash in a
sequence of blockchain to take part in the PoW consensus. The

more computational power the node has, the bigger incentive
is allocated. In Bitcoin cryptocurrency, miners can unite into
mining pools, where large computational “farms” are used to
mine large amounts of cryptocurrency. According to alloca-
tion mechanism, economic incentives are provided to the node
which generated a new block. When computational efforts are
registered by the blockchain network, the generator node gets
a portion of cryptocurrency allocated to its crypto-wallet. The
incentive layer represents the attractiveness of the blockchain
network, as far as the more rewarding incentive is for the
miners, the more nodes are attracted to join the network and
contribute to the general pool. Also, diversification of the min-
ers allows for a more secure blockchain, thus, reducing the
possibility for a 51% attack [40], where more than 50% of the
miners are malicious and can perform consensus faster than
honest miners. This allows malicious miners to control the
blockchain network and to double-spend the cryptocurrency.

Contract Layer: The contract layer of the blockchain infras-
tructure model introduces the way to embed executable code
into the transaction. The primary way to execute on-chain
code was introduced in Bitcoin cryptocurrency as a script
which is embedded into a block. A script is stored on the
immutable ledger in an individual block and is based on a
limited programming language that states the conditions to
validate a transaction, and acts as a termination guarantee in
case of transaction conditions are not met. A script has a limi-
tation, namely, it does not have the possibility to execute more
complex transaction scenarios. A smart contract is consid-
ered to be an evolution of a script. It was first introduced
in Ethereum blockchain as the way to make cryptocurrency
transactions more flexible and complex. It is based on a pro-
gramming language that is Turing complete and allows shifting
from static transactions to the execution of code. A smart con-
tract allows bringing a certain degree of programmability to
the blockchain, thus, introducing the ability to describe cryp-
tocurrency exchange scenarios of different complexity. In the
context of business transactions, a smart contract is used to
describe the conditions under which involved actors are col-
laborating. When all conditions of a business transaction are
agreed upon, they are embedded into a smart contract and
signed by collaborating actors. Next, the smart contract is veri-
fied by the blockchain network and written to the ledger [41].
Depending on the platform there might be an explicit sig-
nature by the involved parties. In some cases, the code of
the smart contract is freely auditable, and just usage of the
smart contract is equivalent to accepting the way it is writ-
ten. When the conditions of the smart contract are met, it
executes the code embedded inside of it, while acting as a
guarantee of exactly what code is being executed as well as
on what data it is operating. As a result of this, the smart
contracts allow to automate complex business transaction sce-
narios, making them more error-resistant and time-efficient.
Finally, as far as smart contracts can be executed by any mem-
ber of the blockchain network to verify the validity of the data
it is operating, this contributes to the transparency and trust
establishment between smart contract actors. For a deeper dis-
cussion on smart contracts, the reader is referred to empirical
studies of blockchain smart contracts at [41] and [42].
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Application Layer: The top layer in the blockchain infras-
tructure model is the application layer. It aims to intro-
duce different application scenarios for blockchain technol-
ogy. The main application scenario discussed in this work
is the Telecommunication Services Marketplaces, but there
are multiple others such as Smart Energy Grid, IoT, Cloud
Infrastructures, Self-Sovereign Identity, etc. [43]. The main
aim of these applications is to enhance different aspects of
business and social life such as enhancement of business set-
tlement and augmentation of digital sovereignty. Nowadays,
when the best application conditions of blockchain technology
are yet to be found, we see that this topic is being researched
by multiple academic communities as well as adopted by
multiple companies in the industry sector. The sheer volume of
academic works on blockchain technology generated in recent
years gives an idea of the interest in the topic.

C. Reasoning for Blockchain Usage by CSPs

Existing operational frameworks of CSP are built on the
premise that the entire telecommunication services chain
belongs to one CSP. The interoperability of such operational
frameworks is not always considered, as well as the system is
centralized and governed by the owner company. Furthermore,
existing operational frameworks are slow to adapt to the needs
of next-generation Internet, as integration of new technologies
with the legacy systems is challenging and time-consuming.
Transaction execution between two or more CSPs involves
manual operation processes which can be complex, expen-
sive, and time-consuming. As these processes involve human
intervention, they are a subject of multiple issues: manual
errors, long payment cycles, and exposure to fraud. In this
way, accountability and trust of the operational framework are
jeopardized which may lead to consistent revenue losses [9].

With the creation of a unified framework to operate telecom-
munication service chains, the development of next-generation
network services will be accelerated. This will also ensure the
interoperability and integration ability of new services with
legacy systems. Furthermore, an automated approach to han-
dle inter-CSP transaction execution will enable real-time and
trusted settlement between two or more CSPs [9].

The DLT is highly applicable to inter-CSP business set-
tlement transactions. It allows automation of inter-CSPs
processes, thus eliminating the need for any manual human
efforts. In this case, the DLT acts as a trust-enabling entity
which under agreed rules, defined in smart contracts, does
not need a trusted third-party to take care of parts of the
transaction. While all inter-CSP transactions are recorded in
the DLT’s storage (every CSP can verify transactions or
smart contract data at any time) the data stored on DLT is
immutable and the storage itself is distributed. Private per-
missioned blockchain architecture has the highest applicability
in the use-case of CSP business settlement transactions. The
ledger where trusted parties authenticate and are authorized
to verify the business agreement recorded in a smart contract
at any time, enables trusted, secure, and automated business
settlement for two or more CSPs [44].

Fig. 4. Timeline of application and cloud marketplaces development [46].

Automation of inter-CSP business settlement processes ben-
efits the business revenue growth, decreases the duration of
transaction execution, and reduces the costs spent per business
contract settlement [9], [44], [45].

A general risk from blockchain-based marketplaces for
CSPs is that these platforms open the system for collaboration
and may impact their functional integrity (incl. privacy viola-
tions) and business model. However, if trusted collaboration is
enabled then the advantages of expanding a system by includ-
ing additional stakeholders (developers) and new functionality
leading to increased revenue, may outweigh the disadvantages
of marketplace platforms, which are integrity checking and
sharing revenues. Sharing revenue, however, may spark the
discussion on how profits are taxed now in such a context. We
believe that this discussion is important but would deviate too
much the paper from its main objective to provide an under-
standing of the techniques to implement blockchain-based
marketplaces.

D. Centralized Digital Marketplaces

Before we survey the blockchain-based digital marketplaces,
we discuss centralized marketplaces that are being used nowa-
days. Today’s marketplaces pose a number of challenges in
terms operations and fairness towards users. These challenges
are discussed next.

Digital marketplaces are a common and widely accepted
concept for the formation of business opportunities. They are
open platforms where IT companies or individual developers
can offer their products for purchase. The timeline of appli-
cation and cloud marketplace development initially described
in [46] is depicted in Fig. 4. In general, digital marketplaces
are defined to meet the requirements of the concepts of sup-
ply and demand [4]. The popularization of smartphones, for
example, created a demand for apps, which led the main
mobile phones vendors to deploy their marketplaces as a way
to supply applications to end-users.

The marketplace allows products to be supplied to cus-
tomers with increased speed and stimulates the popularity and
expansion of the software. Having fulfilled the supply and
demand capabilities of the marketplace, the business relations
inside of the marketplace must be regulated. This is done
through the licensing approach [47] when the relation of the
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Fig. 5. Application marketplace with on-premise application delivery model.

consumer and supplier is defined in a document, i.e., license,
which is signed by involved parties. The licensing approach
enables the marketplace to execute business operations, make
the process transparent and legally correct. The supply concept
also provides a payment [48] for a software product, which is
charged by the marketplace on behalf of the supplier. It acts
as a foundation of the business settlement, i.e., business trans-
action execution, between the consumer and the supplier. In
a marketplace with a centralized architecture, being the mid-
dleman in software distribution gives the ability to dictate the
billing rules and payment distribution the majority of the time.

Digital marketplaces operate as a provider of specific
foundation services to allow an optimal operation for their cus-
tomers. Starting with the identity management system [49], a
marketplace acts as a provider of digital identity which authen-
ticates customers in a system and authorizes the execution of
an allowed set of actions. Moreover, acting as an assurance
provider [50] towards the customers, the marketplace provides
a certain degree of confidence in the services and platforms
which are provided by it. As a main distributing entity, it has
to provide a certain degree of trust [51] to make customers
feel confident about payment transactions. For a system to be
properly operated the governance over the marketplace has to
be maintained by one or a number of trusted parties.

Another major part of the marketplace concept is how the
software products are delivered to the customers, i.e., executed,
fulfilling their computational purpose. In today’s marketplaces
there are two main types of software delivery: 1) On-premise,
when the software is executed on customers hardware infras-
tructure, and 2) In-cloud, when cloud hardware resources are
used. These two software delivery models will be discussed
next.

On-Premise Delivery Model: The widely known Application
Marketplaces (AM) [52] such as Apple App Store and Google
Play have gained their popularity by providing numerous
applications for their respective iOS and Android operating
systems (OS) [53]. These OSs are installed on a wide variety of
personal devices, which nowadays carry a substantial amount
of computing power. The AMs define rather strict distribution
rules for the applications they provide. The applications for
some of the operating systems can officially be provided only
through the respective marketplace. Moreover, the application
itself is allowed to be executed only within a certain operating
system. This limits the developers of the applications in terms
of the number of different marketplaces where they can dis-
tribute their products. Also, developers are limited in the tools
that they can use to develop their applications since every oper-
ating system acts as an execution environment for a certain

Fig. 6. Cloud service marketplace with in-cloud service delivery model.

runtime. On the other side, when the marketplace is bound
to a specific OS, it also can act as an assurance provider,
who guarantees the proper execution of the application. For
example, applications on the Apple App Store go through a
multi-step verification process before becoming available for
the customers. Also, the AMs are built around a centralized
server which acts as a trust provider between the customers
and application developers. Being in the middle, the market-
place has the opportunity to dictate the rules on billing, e.g.,
taking a percentage of the profits as the main distributor.

The on-premise delivery model is intrinsic for AMs due to
their consumer-oriented approach. The structure of this deliv-
ery model is shown in Fig. 5. In the on-premise model, the
applications are delivered as software packages with the aim
to perform a range of tasks. The specifics are in the behavior
of software that is being distributed - it works as a stand-
alone program, and not as a part of a Service Function Chain
(SFC) [54], which can be defined as a sequence of software
components that build the service chain and interact with each
other to reach a common goal. Therefore, AMs are aimed to
fulfill the demands of a single consumer, and the software dis-
tributed by it is not intentionally designed to be a part of SFC.
Although the end-devices with mobile operating systems can
become a part of SFC, it is not the aim of the products which
are mainly distributed by the AM.

In-Cloud Delivery Model: The major public cloud infras-
tructure providers, such as Amazon Web Services and Microsoft
Azure, have recently introduced a new type of digital market-
places: Cloud Services Marketplaces (CSM) [55], [56]. The
cloud services are not bounded to specific software require-
ments, on a contrary, they are designed to be software- and
OS-agnostic. The only limitation is that the cloud service has
to be executed within the hardware infrastructure of the cloud
provider. Much like the AM, the CSM is also built with a
centralized server representing the trust provider. Also, while
all services are executed inside of the cloud infrastructure, the
CSM provider acts as an assurance provider towards the cus-
tomers. Unlike the AM, CSM is designed to distribute services
that can become a part of the SFC. SFCs can be executed
simultaneously - forming a grid of services, or in a sequence
- forming a service pipeline.

The in-cloud delivery model is intrinsic for the CSMs due
to their service-oriented approach. The structure of this deliv-
ery model is shown in Fig. 6. In the case of CSMs, the
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services play a key role in forming the SFC. Within SFC, it is
important to fulfill minimum hardware requirements for some
specific service, e.g., Trusted Platform Module (TPM) or spe-
cific CPU architecture, which cloud infrastructure can provide.
SFCs can be used in application development as an execu-
tion environment for application builds generation in version
control systems. Also, SFCs can execute so-called Artificial
Intelligence (AI) pipelines which are used in a collaborative
form of AI engineering [57]. An important feature of the
in-cloud delivery model is that it introduces the ability for
multiple stakeholders to interconnect their services deployed
within the same cloud infrastructure provider. This opens the
opportunity for a new type of collaboration when a busi-
ness settlement is performed between multiple stakeholders.
However, these stakeholders still need to rely on a trusted
third-party, i.e., cloud provider, which acts as a trust provider
towards the business settlement execution.

Today’s cloud providers are limited in providing business
settlement interfaces for inter-cloud multi-stakeholder oper-
ations due to a number of reasons. To begin with, cloud
infrastructure providers do not use a unified API standard
for the provisioning of different cloud service models such
as IaaS, PaaS, and SaaS. Next, identity management systems
are built with a centralized model which makes multi-cloud
provisioning challenging, as every cloud infrastructure uses a
separate identity. The interoperability of services provided in
CSM is not considered outside of the boundaries of a spe-
cific cloud provider. In addition, the assurance provided by
CSM is centralized within one cloud provider, which makes
it challenging for every CSM involved in SFC construction to
guarantee reliability and stability of its execution. Lastly, the
existing monitoring frameworks are mostly designed to work
with a specific cloud provider which makes the multi-cloud
system maintenance costly and time-consuming. The authors
of [58] provide an insight on this issue and propose a way to
enable a multi-cloud provisioning system.

E. Blockchain-Based Digital Marketplaces

In recent years, to address the disadvantages of centralized
marketplaces, the concept of a decentralized marketplace has
been introduced. Coupled with the widespread application of
blockchain technology, it resulted in a number of scientific pro-
posals exploring blockchain-based digital marketplaces. These
proposals are listed in chronological order in Table I along
with their application area and are discussed in more detail in
the remainder of this paper. Additionally, a number of indus-
trial proposals on blockchain-based marketplaces are presented
in Table II.

1) Smart Energy Grid: The application of blockchain in
the area of Smart Grid [84] and peer-to-peer (P2P) energy
trading has gained traction in recent years. Blockchain technol-
ogy reduces distributed energy prosumers’ dependence on the
energy supplier during trading process and enables P2P energy
trading using smart contracts as a tool for trade settlement.
In [59], authors investigate a possibility of blockchain-based
marketplace creation for P2P energy trading to bring flexibility
and transparency to all actors involved in the energy market.

In the proposed model, a blockchain holds the amount of
electricity produced and allows regulating the electricity prices
based on the prosumer generation rate. Authors of [60] propose
a decentralized blockchain-based platform for energy trading.
With blockchain technology, authors are able to reduce the need
for a trusted intermediary in a trading process. The main aims
of the platform are to make the usage of the energy generated
by households more efficient and reduce electricity bills.

Both aforementioned proposals can be summarized in two
main reasons to apply blockchain in the context of P2P energy
trading. First, it is the reduction of the need for a third
party, e.g., a marketplace, in an electricity trading process.
Eventually, the third party cannot be eliminated entirely since
the electricity prices are regulated by the government, which
in turn places a restriction on the maximum price that energy
can be sold for [85]. However, blockchain technology enables
P2P trading between marketplace customers, where different
trading concepts can be applied and enhanced, e.g., auction
bidding or fixed price selling. Second, the ledger as a data stor-
age provides statistical information which helps marketplace
maintainers to dynamically adjust electricity prices during the
day. This enables making trading more efficient in relation to
energy consumption and production rates and possibly allows
to reduce electricity bills for households.

2) Internet of Things (IoT): In the area of IoT, blockchain
technology enables new opportunities in the creation of decen-
tralized data marketplaces. The IoT devices generate and
exchange large amounts of data, which poses challenges in
terms of privacy, data assurance, and scalability. However, the
ability to trade the IoT data in a decentralized and demo-
cratic way creates an opportunity for IoT device owners to
monetize their data and opens new business opportunities for
IoT device manufacturers. In [61] authors explore the benefits
of the blockchain technology incorporation into decentralized
IoT data marketplaces. They present a test implementation
of such a decentralized blockchain-based marketplace, where
IoT data can be posted for further purchase. As result, the
authors present such challenges for decentralized marketplace
advancement as compliance with regulatory documents, e.g.,
General Data Protection Regulation (GDPR) [86], identity
management and trust establishment. Authors of [62] discuss
the issue of central point of failure in centralized IoT market-
places where devices rely on the availability of the marketplace
to use remote services and storage. To address this issue
authors propose the concept of the distributed blockchain-
based marketplace. This enables the distribution of servers
and storage resources, increasing the marketplace’s availabil-
ity and robustness. In addition, authors evaluate their test
implementation in an experimental testbed which shows the
transparency and operational ability of distributed market-
place, without the need for a trusted centralized entity. In [63],
authors present a framework for decentralized blockchain-
based IoT data marketplace. According to the authors, the
novelty of their framework is the ability to consider such fac-
tors as data’s location and supplier availability, which gives
the buyer better data context. This opens the opportunities
for the data collection tasks ordering, where suppliers fulfill
the locational and contextual needs of data buyers. Authors
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TABLE I
ACADEMIC PROPOSALS TAXONOMY ON BLOCKCHAIN-BASED MARKETPLACES

of [64] propose a framework for a decentralized IoT data
marketplace. According to the authors, the novelty of their
proposal is that in addition to storing access control policy

on the blockchain, it also makes access control decisions.
This contributes to auditability of the marketplace and brings
transparency to the marketplace participants. In addition, the
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TABLE II
INDUSTRIAL PROPOSALS TAXONOMY ON BLOCKCHAIN-BASED MARKETPLACES

authors also provide a possibility to settle the financial trans-
actions on the blockchain by utilizing its on-chain currency.
In [65] authors present a model for a blockchain-based decen-
tralized IoT data trading marketplace. In their marketplace,
authors enable the users to perform the full chain of trading
operations, from the initial advertisement of the data to the
final business settlement with payments delivered and legal
contract signed. Authors claim, that usage of the blockchain
smart-contracts enables initially non-trusted parties to conduct
business settlements without third-party involvement provid-
ing a trade-off between transaction costs and data loss risks.
Authors of [66] propose a blockchain-based decentralized mar-
ketplace for IoT data trading. In addition, the developers of
Machine Learning (ML) solutions can collaborate within such
a marketplace while using the IoT data for ML model train-
ing. According to the authors, usage of blockchain increases
transparency and regulates access to the data traded within
the marketplace. In [67] authors describe a DLT-based mar-
ketplace for IoT sensor data trading. The interesting part of
the proposal is that authors use IOTA [24] distributed ledger
as a data storage solution, while the overall marketplace is
designed to be blockchain agnostic. Authors of [68] present
a decentralized DLT-based marketplace designed to operate
in the context of smart cities. According to the authors, their
marketplace enables IoT devices data stream trading without
the need of a trusted intermediary. Authors claim that IOTA’s
distributed ledger is IoT-tailored with emphasis on system’s
scalability and trust. In [69] authors propose a blockchain-
based marketplace for IoT data trading. This particular model
of the marketplace allows to search and trade IoT data based
on the geographical location of the device. According to the
authors, with blockchain technology, they are able to mitigate
such issues as accountability and correctness of geographical
data and provide a platform that allows buyers to create more
location targeted IoT data searches. Authors of [70] propose a
blockchain-based marketplace with the ability to trace applica-
tion installation on edge IoT devices. According to authors, the
blockchain technology brings transparency and accountability
into application trading and installation processes. In addition,

authors also employ Augmented Reality (AR) [87], in order
to enhance user experience during the application installation.
In [71] authors propose a blockchain-based marketplace model
where machines perform full chains of tasks to supply man-
ufacturers with needed parts. While all trading decisions are
recorded on the ledger, machines execute selection and order-
ing of the parts with a final trading settlement recorded in
smart contracts.

All aforementioned IoT data marketplaces proposals share
a number of common goals that they pursue when applying
blockchain technology. First, data privacy has to be preserved
according to legal regulations. For example, European GDPR
poses rather strict regulations on the rights of users to rectify or
remove the data from the storage of specific service, e.g., mar-
ketplace. Thus, due to the immutability of the blockchain, any
confidential data has to be stored off-chain with ledger storing
only hashed references to real data locations. Second, due to
the trust-enabling capabilities of the blockchain, it allows to
eliminate the need for a trusted third-party and makes the data
trading process more transparent and fair. The trade agreement
conditions can be embedded into the smart contract and the
contract itself can be executed automatically. It contributes to
the value distribution balance since there is a possibility to
reduce the price of smart contract execution in comparison
to the involvement of third-party. Third, blockchain allows to
securely store data access control policies which can be auto-
matically enforced during and after trade settlement. Finally,
the on-chain currency, i.e., token or cryptocurrency, enables
automated payment release to the seller according to contract
conditions.

3) E-Commerce: Blockchain technology has found an
application in the area of e-commerce [88], [89] as well.
It allows making marketplaces more democratic while act-
ing as an instrument for distributed control over the users
and merchants operating within the e-commerce platform.
In [72] authors lay the foundation for e-commerce market-
places based on Ethereum blockchain [27]. The common
problems of today’s marketplaces are in the lack of distributed
instruments within the marketplace to make the trading process
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transparent and efficient. Today’s marketplaces, being central-
ized systems, may block merchants at will, being the only
entity to decide on such action, and fully control the process
of the financial settlement between the customer and merchant
while taking a portion of the payment to itself. According
to authors, the blockchain technology helps to mitigate these
issues by making the marketplace decentralized, thus, remov-
ing a middleman in the financial settlement process, providing
an ability for merchants to fully control the transaction process
and conduct an audit of the data on an immutable ledger mak-
ing the process transparent and secure. Authors of [73] present
a blockchain-based marketplace for art trading. According to
the authors, along with bringing such benefits of blockchain
technology as transparency and data assurance of financial
transactions, this platform also allows tracing the art assets
owner and location history. Authors claim that their market-
place model is the first to address the task of art assets trading.
In [74] authors approach the model of e-marketplace from the
direction of the customer. They propose a blockchain-based
e-commerce marketplace where customers make their orders
and submit them to the platform. In turn, the suppliers make
their bids on the order and compete with each other to fulfill
it. The auction takes place on the blockchain which brings
transparency and trust into the bidding process.

The e-commerce blockchain application contains a lot of
similar goals which were described in the context of Smart
Grids and IoT. However, the distinct feature of e-commerce
blockchain-based marketplaces is the ability to provide fair-
ness towards customers and merchants who operate within it.
Since the data stored on a permissionless blockchain is open,
all dispute resolution can be done in a transparent and fair
way. Moreover, this distributes the merchants’ or customers’
blocking decision-making process, thus, removing authorita-
tive control present in centralized e-commerce marketplaces.
Also, the distributed blockchain storage permits indexation of
products catalog, which makes search requests execution rapid
and fair. Finally, the usage of blockchain in the bidding process
makes it more transparent and tamper-proof.

4) Cloud Services: Blockchain technology is incorporated
into Cloud Services [55] deployment as well. The blockchain
allows to establish trust between different actors within the
cloud infrastructure, thus, enabling trusted collaboration in
multi-step computation tasks, e.g., ML pipelines execution
training [57]. In addition, blockchain technology helps to
bring transparency into the processes of cloud storage account-
ing and data assurance within a cloud infrastructure. In [75]
authors present a blockchain-based decentralized marketplace
where different actors can collaborate in the AI engineering
process. The main asset that drives the AI applications devel-
opment is the data on which the ML model is trained. With
blockchain, authors make sure that data owners retain the own-
ership and privacy of the data while providing developers the
means to access data for model training. The training algo-
rithms are executed in the cloud infrastructure, where usage
of permissioned blockchain allows to preserve the ownership
and privacy of the data on the distributed computing resources.
Authors of [76] present a model for a blockchain-based decen-
tralized marketplace for online content. This model provides

a tool-set to conduct data management and trading within
the marketplace, without a need for a trusted intermediary.
According to the authors, the novelty of the presented model
is in a new content naming approach, which allows global
indexing, thus, providing a mechanism for fast and transpar-
ent content search. In [77] authors present a decentralized
blockchain-based marketplace for online content. The plat-
form acts as an indexer, storing content listings and providing
a mechanism to search and trade the content. In addition, the
marketplace allows automatic payment to creators in case the
content is bought. Blockchain technology allows performing
the trading settlement without a trusted third party and enables
transparent and fair content distribution within the market-
place. Authors of [78] present a blockchain-based marketplace
model for Virtual Network Functions (VNFs) [96] hosting. The
owners of VNFs do not necessarily have sufficient resources
to host their function. Thus, it creates a demand for the plat-
form where these resources could be found. The proposed
marketplace allows VNF owners to submit their order, indi-
cating what are the requirements towards the resources that
are needed to run VNF. Infrastructure owners in turn, com-
pete to fulfill the order by placing their bids, indicating the
cost of VNF hosting. According to the authors, blockchain
technology allows making such a marketplace easy to audit
and eliminates the need for a trusted third-party. Also, such
a marketplace brings together VNF developers and infrastruc-
ture providers, thus promoting the development and usage of
VNFs. In [79] authors propose a blockchain-based brokering
mechanism that is used to allocate and manage network slicing
in a 5G network. Authors introduce a slice broker as a new
entity to help construct network slices from the resources sup-
plied by different network providers. According to the authors,
blockchain technology brings enhanced security and privacy
features without a negative impact on the performance of
the slice broker. Authors of [80] describe a Blockchain-based
trUsted VNF packagE Repository (BUNKER). According
to the authors, a blockchain-based BUNKER allows veri-
fying VNF package integrity without the involvement of a
trusted third party. Moreover, the rights and obligations of
VNF package acquisition can be described in the Ethereum
Smart Contract, which eliminates the need for a trusted third
party and allows to automate the final settlement process.
In addition, blockchain technology incorporation makes the
VNF repository tamper-proof, and brings such benefits as
transparency, data provenance, and accountability. In [81]
authors describe a blockchain-based catalog ProtectDDoS,
where vendors of distributed denial of service (DDoS) protec-
tion software can post and sell their products. Moreover, the
users of ProtectDDoS can receive recommendations on the
type of protection according to their requirements. Authors
also use Ethereum smart contracts in order to maintain the
integrity of the data about available DDoS protections. Finally,
the authors implement their concept and demonstrate that con-
fidentiality and integrity features are maintained for all parties
collaborating within the ProtectDDoS system. In [82] authors
propose a blockchain-based marketplace model for AI API
access selling. The proposed marketplace, allows data owners
to expose their cloud-hosted APIs in a secure way, allowing AI
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engineers to use ML models through the respective API. The
novelty of this approach is that ML model exposure though
API is distributed over several cloud infrastructures to secure
the data from both cloud infrastructure providers and AI devel-
opers. Blockchain technology allows the distribution of API
over multiple providers removing the need for a trusted cen-
tralized entity and making the system transparent and easy
to audit. Authors of [83] present a model of a decentral-
ized blockchain-based marketplace for Fog/Edge computing
resources trading. Authors claim, that existing blockchain mar-
ketplaces while having decentralized components still partly
rely on a number of centralized services. With their proposal,
the authors show that the use solely of blockchain technol-
ogy allows building a fully decentralized system while proving
necessary functionality for marketplace operation.

In the context of cloud services, the application of
blockchain technology has a number of common goals with the
area of IoT such as data privacy and ownership preservation.
However, within blockchain-based cloud services market-
places, it is the infrastructure that is being the object of trade
with the aim to host cloud-based services in it. Blockchain
technology allows distributing the execution of the cloud-based
service over several infrastructures, thus, protecting the data
and services privacy and ownership. It can be also traced as
a pattern, that the main goal of blockchain technology in all
aforementioned application areas is the elimination of trusted
third-party in the trading settlement process. In cloud services,
blockchain smart contracts allow trading cloud infrastructure
resources, as well as cloud-hosted data and services without an
intermediary, allowing automation of settlement process and
making it more transparent, time-efficient, and error-proof.

5) Industrial Proposals: There has been a number of
industrial proposals and initiatives to apply blockchain tech-
nology to digital marketplaces. The majority of the proposals
aim to implement a solution that will become a foundation
for blockchain-based marketplaces mainly in areas of cloud
services and IoT. In [90] author details the implementation of
a prototype of decentralized marketplace using Hyperledger
Fabric [29]. According to the author, smart contracts, while
being the important technology for a marketplace implemen-
tation, are only a fraction of the functionality needed to build a
functioning decentralized marketplace. The author claims that
in private permissioned blockchain, in order for the partici-
pants to trust marketplace’s operations each participant has to
maintain at least one blockchain network node which hosts the
ledger and smart contracts. Otherwise, there is no possibility to
verify the validity of data operated by the smart contract, and
trusted relationship on the blockchain can not be established.
In addition, the author details requirements for decentralized
marketplace implementation along with argumentation towards
the design decisions made. Authors of [91] describe a decen-
tralized marketplace called Wibson. The marketplace acts as
a stage where the data is exchanged for tokens. The distinct
feature of Wibson marketplace is that it uses an additional
entity, called a notary, in the transaction settlement process.
The notary is the data authenticity verification authority and
acts as an intermediary in the transaction process. When the
notary verifies the data, an encrypted copy of it is sent to the

buyer. Further, after the funds are released to the seller, the
data decryption key is sent back to the buyer. According to the
authors, usage of blockchain technology and the introduction
of the notary makes the data trading process fair, transparent,
and secure. In [92] the author describes a decentralized mar-
ketplace infrastructure provider, called XBR. The main author’s
argument is that nowadays the data is collected and stored in
a centralized manner, which limits the opportunities for poten-
tial buyers, i.e., developers, to find and purchase the necessary
data. Thus, the main aim of XRB is to develop the infrastruc-
ture which allows rapid, secure, and on-demand decentralized
marketplace deployment. According to the author, deployed
marketplaces are designed to perform trading operations with
the help of blockchain smart contracts and provide a needed
level of data privacy and security in a given data context.
The author of [24] describes the main principles of new dis-
tributed ledger called IOTA. It uses a new data structure based
on DAG called Tangle. In IOTA, transactions do not have fees,
thus, eliminating the need for the mining process. The DAG
itself is structured in a manner different to the blockchain,
thus, there no blocks or resulting blockchain. According to the
author, IOTA solves such challenges of the public blockchain
networks as scalability and privacy. Thus, as the main applica-
tion area for the IOTA ledger is IoT, it enables high throughput
of transactions as well as preserving data privacy within the
IoT data marketplace. In [93] the authors introduce decentral-
ized marketplace called DataBroker DAO. The main aim of
the marketplace, according to the authors, is two-fold. Firstly,
it aims to provide a transparent and secure way for IoT data
owners to sell their data. Secondly, it aims to implement a
decentralized marketplace where data consumers can easily
find and buy required IoT data. According to the authors,
such a marketplace enables new data usage scenarios and
business opportunities such as smart city initiatives and gov-
ernmental services enhancement. Authors of [94] describe a
blockchain-based decentralized network called Datum. Datum
allows secure storage of the data on the blockchain. For the
purpose of data monetization, the DAT smart token is used
as a currency in trading operations. The distinct feature of the
Datum network is that it records data sharing rules established
by the owner in a smart contract, and automatically enforces
them during the trade process. Data sharing rules determine
groups of entities, with whom data can be traded and access
shared. In [95] authors present blockchain-based decentralized
marketplace platform called Weeve. The main aim of the plat-
form is to enable the deployment of transparent, secure, and
scalable marketplaces for IoT data trading. The distinct fea-
ture of Weeve platform is that all IoT data is testified, i.e.,
before being traded, data properties and validity are verified
by the marketplace. According to the authors, with their plat-
form they want to transform IoT data trading into Economy
of Things, where data is traded transparently, fairly, and with
reasonable pricing.

As can be seen from both academic and industrial proposals,
there is a number of common goals that all aforementioned
areas share in the context of blockchain-based marketplaces.
However, each application area requires some specific service,
e.g., dynamic energy price regulation, or system characteristic,



TKACHUK et al.: SURVEY ON BLOCKCHAIN-BASED TELECOMMUNICATION SERVICES MARKETPLACES 241

Fig. 7. Telecommunication Service Marketplace.

e.g., GDPR compliance, which poses additional requirements
to the blockchain system in terms of architecture, privacy-
preserving capabilities, and trust.

F. Telecommunication Service Marketplaces

The applications and services in centralized AM and
CSM typically do not span over several different govern-
ing entities. Thus, they do not introduce issues to build
trust and automate business processes, since they are con-
trolled in a centralized manner by one entity that acts as
a trusted intermediary. However, in decentralized systems,
where multiple non-trusting actors collaborate, a trust-enabling
mechanism is needed for business settlement automation.
The blockchain-based marketplace proposals discussed in
Section III-E describe multiple application possibilities for
blockchain technology, allowing us to reduce or completely
eliminate the need for a trusted intermediary. In this work,
we aim to extend the blockchain-based marketplace concept
to Telecommunication Services Marketplace (TSM) that inte-
grates multiple services offered by different CSPs. A structure
of TSM is shown in Fig. 7. The idea behind the TSM is
to make sure that there is a common set of processes that
all actors who collaborate within the marketplace can rely
on to establish their business relationship, without the need
of a trusted third-party. In order to provide these processes,
the following core services of the TSM must be established:
Identity Management, Assurance, Governance and Business
Settlement [97]. The core services provide fundamental func-
tionality for TSM operation and give users the ability to
conduct business transactions in an automated manner. Due to
telecommunication services being governed by different CSP
it is essential to establish trust between CSPs within TSM
to make automation of business transactions possible. In this
case, automation and trust are achieved with the incorpora-
tion of the DLT into the core services of the TSM. With the
distributed and immutable storage of DLT, every TSM partic-
ipant can hold a synchronized copy of the ledger, and execute
business transactions with blockchain smart contracts. With
all core services established, a range of telecommunication

services chains, i.e., wholesale voice settlement, data on
demand or mobile roaming, can be decomposed into sepa-
rate services, and provided within the TSM for CSPs. In turn,
TSM is built to provide interoperability of core services with
existing systems, e.g., blockchain-based self-sovereign identity
management systems. In this way, we can maximize the inclu-
siveness of the TSM and conduct standardization activities to
provide a unified way for companies to connect to TSM. For
demonstration purposes we describe the next use-cases where
such business settlement is involved.

SLA Settlement Use-Case Scenario: You are an innova-
tive Virtual Reality (VR) [98] service developer. You have
developed a new VR service that allows the users of your
service to perform conference calls where they can see their
conversation partners in full height and the figures of people
can have premodeled face of a real person visible in VR [3],
[99]. As a demonstration of the capabilities of your VR ser-
vice, you have organized an event with 40 participants that
takes place in two different physical locations. The partici-
pants will be brought together in a VR where they will have a
possibility to break the barrier of distance by appearing near
each other in the digital world. The VR services, especially
on such a large scale, transfer multiple gigabytes of data per
second since different types of information are transmitted
live: video, audio, location in a digital meeting, rendered face
mimics, etc. For your event, you need an underlying network
infrastructure that supports the communication requirements
of the event. From a financial standpoint, you have no reason
to buy all the network hardware, hence, you need to find an
alternative. Such network infrastructure is owned by the local
network provider, i.e., CSP, which has the capacity to arrange
the transmission of such high volumes of data per second, but
none of the conventional billing plans covers the necessary
network capacity. Ordinarily, you would need to go to the CSP
and arrange the allocation of the network infrastructure before-
hand. In such a case, the business settlement of the transaction
would require the signing of an SLA involving a trusted third
party, and possible additional costs and preparation time for
the CSP if this is the first time that such a business transac-
tion takes place. In contrast to manually executed, expensive
and time-consuming [9] business settlement, i.e., signing of
SLA, described above, TSM allows you, as a VR developer,
to find and rent the needed network infrastructure via the mar-
ketplace. The CSP is a supplier of infrastructure registered in
the marketplace. The rental procedure of the required network
infrastructure would be settled without involving a trusted
third party, but via smart contract execution on the underlying
blockchain P2P network. A ledger provides a distributed root
of trust which is a key component of the automated business
settlement. The governance of the system is distributed over
the decentralized network of blockchain nodes who partici-
pate in the marketplace’s maintenance. The assurance of QoS
of the supplied services or the infrastructure is recorded in the
smart contracts as an SLA and works as an obligation of the
supplier towards the consumer [14].

Inter-CSP Settlement Use-Case Scenario: You are a small
cell provider (SCP) that has entered a cellular market. As you
just begin to establish yourself on the market, you have a
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limited network infrastructure as your customer base is still
growing and revenue has not been generated yet. For your
brand to grow, the coverage area and data plans have to be
attractive for the customers to be competitive in the market.
Since your investments are limited, the resources of your own
network infrastructure may not be sufficient to meet the stan-
dards set by your competitors. Thus, you need to reach out to
a large MNO, which has extended cellular network coverage,
to rent additional network infrastructure on a long- or short-
term basis. In this way, you can obtain the ability to grow
as a cellular network brand by expanding over the areas of
interest of your potential customers and generate new revenue
by the increased customer base [15]. According to the cur-
rent process of business settlement, you as an SCP need to
contact every MNO available in your area and conduct nego-
tiations on the terms and conditions of the agreement. The
current process of such an inter-CSP transaction contains a
portion of manually executed parts, which can be expensive
and time-consuming. Also, the need for human intervention in
the process may lead to manual errors and exposure to fraud.
The TSM would enable you to review the network infras-
tructure options proposed by all the MNOs that are available
in the area in a rich Web and application interface, with the
blockchain technology allowing you to automate the final set-
tlement. The terms and conditions can be recorded in a smart
contract providing legal context, with the blockchain bringing
data assurance and trust into the business settlement process
without a need for third-party involvement.

The described use-cases are aimed to demonstrate the
telecommunication industry blockchain applicability in situ-
ations where a trust-enabling technology is needed to enable
process automation. With it, the creation of TSM would pro-
vide a platform for such processes to execute, in addition to the
definition of the place where interested customers and CSPs
can meet to enable new business opportunities.

G. Standardization Activities

Recently, a number of standardization activities have been
conducted in the area of TSMs. These activities are aimed to
present a set of well defined interfaces and processes which
will help relevant parties in the industry to enable new business

opportunities and collaboration models. Table III provides a
summary of standardization activities included in this paper.

CBAN: Communication Business Automation Network
(CBAN)7 was launched by the ITW Global Leaders Forum
(“GLF”) and it is targeted to develop a platform which
provides a set of core services to accelerate business settle-
ment between different CSPs. The main premise to start this
standardization activity is that nowadays business settlement
process involves a mix of automated and manual activities.
Manual activities are the results of involvement of a trusted
third-party which acts as a trust anchor on behalf of par-
ticipants of business settlement process. As far as manual
activities involve human intervention, they are a subject of
multiple issues: manual errors, long payment cycles, and expo-
sure to fraud. The introduction of standardized framework for
business settlement will make this process automated, real-
time and trusted between two or more CSPs. The development
of new telecommunication services will be also accelerated
making them interoperable, while increasing integration ability
of new services with legacy systems [9].

In order to achieve settlement automation, CBAN employs
the DLT. By standardizing DLT technologies which are used
for core services CBAN makes the platform inclusive and
interoperable. Also, due to DLT’s distributed nature, it enables
the possibility to avoid trusted third-party, thus, opening an
opportunities to a full automation of business settlement
process. Additionally, CBAN defines a TSM reference archi-
tecture [97], where minimum functionality and core services
for the TSM are described.

CBAN initiative plays a number of roles in development
of new unified approach to business settlement. First, CBAN
governs the adoption of technological standards in order to
guarantee interoperability between all participants of CBAN
network. Second, CBAN governs the network of participants
by maintaining participants registry. Lastly, CBAN coordinates
all developments of new architectures and services within the
CBAN network.

ETSI ISG PDL: The European Telecommunications
Standards Institute (ETSI)8 is an independent organization

7https://www.cban.net/
8https://www.etsi.org/
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which performs standardization activities in the area of com-
munications. In their recent document [100], exploring the
global trend, ETSI have made a taxonomy of activities which
have been done in the area of Permissioned Distributed Ledger
(PDL). The document contains both standardization activities
and research proposals. The main aim of the document is to
identify applicable solutions, and provide enhancements and
recommendations on the way forward.

GSMA: Global System for Mobile Communications (GSMA
or GSM Association)9 is an organization which represents
mobile operators on a worldwide arena. In their report [45],
they have analyzed the opportunities which may be enabled
by the blockchain technology in the area of business set-
tlement for Mobile Operators. In this scenario, according to
GSMA, smart contracts can be used to record the agreements
between operators, while using cryptocurrencies for business
settlement. The governance over a blockchain network is
achieved by managing the network and smart contracts defi-
nition together, with the requirement that all parties agree on
the contract revision. Also, since call data records (CDRs) are
digital, they can be recorded on the ledger. Due to ledger’s
distributed nature, different operators connected to blockchain
network can verify all CDRs in a trustworthy manner.

TM Forum: TeleManagement (TM) Forum is an association
for CSPs in the telecommunication industry sector. With the
recent initiative called TM Forum Catalyst their aim is to build
a federated CSPs marketplace. The main premise of the initia-
tive is that CSPs nowadays need a mechanism to share their
network infrastructure flexibly and securely in an automated
way [44]. With the rise of 5G and an increasing number of IoT
devices, such a mechanism can enable new ways for revenue
generation and stimulate business growth. Thus, TM Forum
employs DLT to define such a federated CSPs marketplace.
DLT acts as a main trust-enabling technology, which enables
transaction execution and value exchange between different
actors within the marketplace. The business settlement agree-
ment can be recorded in the smart contract and the settlement

9https://www.gsma.com/

process itself can be automated and executed in real-time.
In addition, DLT provides an audit infrastructure in the form
of distributed immutable data storage providing a transparent
way for all involved parties to verify any data operated by the
smart contracts. Consequentially, the number of disputes can
be reduced, due to the transparency and trustfulness of such a
blockchain-based marketplace [101].

In [44], TM Forum specifies the high level architecture
design as well as roles which are needed for minimum viable
ecosystem establishment. Also, they define the value dis-
tribution mechanisms along with assurance and governance
services description. Further, they describe APIs required for
marketplace operation. Finally, they identify a number of chal-
lenges in federated CSPs marketplace implementation that TM
Forum Catalyst initiative will explore in future.

IV. BLOCKCHAIN IN TELECOMMUNICATION SERVICES

MARKETPLACES

Having introduced the concept of the TSMs in Section III-F,
here we survey and elaborate the concepts and core services
that comprise TSM. A basic set of necessary functionality for
the TSM was outlined by CBAN [97]. It comprises the four
core service Identity Management, Assurance, Governance and
Business Settlement. We focus on this group of functions
since it represents an agreed amount of functionality by the
current telecommunication industry (operators and manufac-
turers). In addition, Table IV provides a condensed view of
the advantages of using TSM core services in the context of
a decentralized blockchain-based marketplace as compared to
their use in a centralized marketplace. The emphasis is on char-
acteristics that lead to more democratic and robust services.
The aim of the table is to provide an underlying basis such
that the details of core services can be quickly understood.
These core services are discussed in detail next.

A. Identity Management Service

The discussion on the identity management (IdM) service
models is built in a way that shows the development and evo-
lution of IdM systems derived from [26]. The evolution of
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IdM models in the history of computing systems and services
development helps to realize the problems that each new IdM
model solved or introduced. Also, it helps to avoid identified
problems in newly designed IdM models. Finally, a number
of scientific and industrial proposals on blockchain-based IdM
models are discussed, c.f. Table V.

IdM service combines all needed operations which are
required to create and use a digital identity within a computing
system. Digital identity is a requirement for any system where
the target is to exchange data in a secure and accountable
way. Traditionally, with the developments of network services
architectures, the first IdM models were designed around the
concept of centralized systems. In such a system, one central-
ized trust authority is set up to provide identity services for
all users within a single service domain [102]. Since there is
only one entity that provides identity services, it is usually
protected by perimeter-based defenses, e.g., firewalls, IDS,
and IPS. However, this implies that there is a central point
of failure in the centralized IdM model with only one target
to penetrate which frequently results in breaches and digital
identity theft. In addition, the disadvantage of the centralized
IdM model is that while identity can be used within a single
domain, it cannot be reused in the context of another central-
ized IdM system. The further development of IdM to federated

models enables the use of cross-domain identity. The IdMs
which implement a federated model are called Single Sign-
On (SSO) systems [103]. In the SSO model, the users are not
bound to a single domain anymore, thus, the IdM system pro-
vides the ability to use the same identity to log-in to different
services. The disadvantage of the federated model is that in a
process of authentication, the user is still redirected to a home
identity provider [26].

As an evolution of federated IdM, user-centric IdM systems
allow users to use their identity across different domains without
being bound to a home identity provider. In this case, a user
takes control over personal identity data, and the home identity
provider asks permission to release identity data to different
IdM services for authentication. A Stork IdM initiative [104]
applied this IdM model in the context of the European Union
(EU) where users can authenticate in governmental services of
different countries with the same identity. Although user-centric
IdM is an advancement towards more flexible and usable identity
management, it still has a number of disadvantages. Despite
user-centric identity being used across different domains, it is
still stored on a server-side, i.e., in centralized storage, and
performs server-side authentication [26].

In contrast to previously described approaches, IdM
systems based on a Self-Sovereign Identity (SSI) [118]
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Fig. 8. Identity management models development.

are aimed to enable users’ full control of their identity
data. During online authentication, users can determine the
amount of identity data released to authorizing party with-
out a need for a centralized entity that stores identity data
and which is placed in the middle between the user and
the service. Users transitioning from the role of data sub-
ject to the data controller and manage their identity data
directly determining ways in which data is being pro-
cessed. The detailed path towards the Self-Sovereign Identity
Management model was described by Allen in [119], where
ten core principles of SSI are defined: Existence, Control,
Access, Transparency, Persistence, Portability, Interoperability,
Consent, Minimalization, and Protection. The progression of
the IdM models from centralized to SSI is depicted in Fig. 8.

Nowadays, SSI is moving from a conceptual model to
implementation in industrial solutions with the help of
blockchain technology. In [120], the author describes the main
advantages and disadvantages of blockchain incorporation in
the implementation of the SSI. Additionally, the author pro-
vides a description of the SSI model where blockchain is used
as a central technology. According to the author, the novelty
of the paper is in bringing multiple opinions on the advantages
and disadvantages of the SSI model from both academic and
industrial representatives, where a road ahead is defined in the
development of SSI. Authors of [105] propose an SSI frame-
work based on the Ethereum blockchain, named EverSSDI. It
uses smart contracts saved on the ledger, which merge differ-
ent user identities under one unique identifier. With it, authors
try to solve the identity information fragmentation problem
by integrating into the proposed framework the Hierarchical
Deterministic protocol [121]. This protocol allows the cre-
ation of cryptographical keys in a hierarchical structure, i.e., to
derive child keys from a parent key. According to the authors,
the implementation solution allowed to demonstrate that the
system allows the users to become single owners of their iden-
tity. In [106] authors identify and discuss critical components
of the SSI system such as keys, identifiers, and credentials.
Also, the authors provide an SSI-centred system view and
guidelines for efficient usage of design patterns for data secu-
rity and system scalability improvement. Finally, the authors
present their platform’s architecture and evaluate their pro-
posal denoted as design pattern as a service (DPaaS). In [108]
authors propose a scheme for a dynamic digital identity main-
tained with the help of blockchain technology. The proposed
scheme makes use of biometric information in combination
with other identity information that is being recorded on the
blockchain with the consideration that it may evolve over time,
i.e., being dynamic. According to the authors, building a chain
of dynamic identities recorded on the blockchain allows veri-
fying previous identity operations up to the initial identity, i.e.,
the origin. In [109] authors propose a mutual authentication

scheme for IoT nodes in Wireless Sensor Networks (WSN).
Authors propose the usage of a hybrid blockchain network
where cluster head nodes authenticate themselves on a global
public blockchain and lower level IoT nodes are authenticated
on a local private blockchain. According to the authors, the
advantage of such a system is the control of local areas in
the IoT network by enforcing private blockchain participation
restrictions. In [110] authors employ a Hyperledger Indy [111]
to their proposed identity management framework based on
principles of SSI. With their proposal authors aim to address
the privacy requirements described in the GDPR. In [112]
authors employ the blockchain technology and SSI princi-
ples to propose a novel decentralized authentication method
called Horcrux. According to the authors, the advantage of
their protocol is in relying on the Decentralized identifiers
(DIDs) [122], [123], which enable a decentralized identity
implementation and remove the single point of compromise in
the identity verification. In [113] authors provide a key recov-
ery solution that is based on SSI concepts and blockchain
technology. According to the authors, the solution can recover
decentralized keys and uses Shamir’s secret sharing scheme
and Hyperledger Indy as a blockchain solution. In [114]
authors employ DIDs, IOTA’s Tangle DLT, and SSI principles
to introduce a novel approach for IoT devices IdM. According
to the authors, having analyzed the scalability and performance
of blockchain-based DLTs, they came to the conclusion that it
is not the best option to choose in the context of IoT IdM. With
these considerations, authors employed IOTA’s Tangle DLT
which is DAG-based and fundamentally focuses on IoT, and,
according to authors, shows better scalability and performance.
In [115] authors discuss Hyperledger Indy based IdM system
which employs SSI principles. In their study authors eval-
uate the IdM system’s security against such security risks
as sensitive data leaks and man-in-the-middle (MITM) [124]
attack. Based on the evaluation, the authors propose to mitigate
MITM attacks by encryption of DIDs before sending them to
a verifier, to ensure the confidentiality of the data. Also, in
terms of sensitive data leaks, the authors propose a sensitivity
score model based on DID’s attributes to evaluate the risks of
sharing a particular portion of personal data.

From the industry side, a number of solutions have been
presented in recent years. uPort [116] is an industrial open-
source IdM system that targets both individual users and
organizations to provide them with a blockchain-based self-
sovereign identity. Identity itself is implemented as an Ethereum
smart contract that serves as a digital identifier. An interesting
characteristic of the uPort IdM systems is the ability to per-
form the identity operations both on- and off-chain. Authors
of [125] provide an assessment of the advantages and limita-
tions of uPort’s efficiency and architecture. Also, the authors
implement a Decentralized Application (DApp) [126], [127]
based on the uPort IdM system to evaluate its operational
capabilities, scalability, and efficiency. Lastly, the authors dis-
cuss the advantages and disadvantages of the uPort IdM based
on the evaluation. uPort was compared to another emerging
industrial IdM system called Sovrin [30]. The Sovrin was
introduced by Sovrin Foundation as an IdM system that transi-
tions the responsibility for identity information from traditional
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centralized identity to the identity holder and allows individuals
to make decisions on how their personal data is processed and
disclosed. According to the Sovrin Foundation, this transforms
the interaction between identity holder and verifier, enhancing
the user’s control over the use of their personal information.
For a more detailed read on blockchain-based IdM systems
that employ SSI principles, the reader is referred to [128].

Blockchain technology is not only applied to IdM systems
that follow the SSI model. In [117] authors build a user-centric
decentralized IdM which is based on smart contract technol-
ogy. According to the authors, such IdM allows users to take
full control over their identity and make decisions on which
third-parties can obtain access to their identity information.
In order to preserve identity anonymity authors support an
attribute-based authentication scheme, additionally supporting
an attribute reputation model, which, according to authors, pre-
serves the user’s identity trustworthiness in a decentralized
system. For a more detailed read on blockchain-based identity
systems, the reader is referred to [49].

Lessons Learned: Blockchain technology opens opportu-
nities for IdM systems enhancement. It allows the con-
ceptual model of SSI to be implemented with help of
DLT and blockchain smart contracts. Blockchain-based SSI
systems enhance user sovereignty and allow making the iden-
tity management process decentralized and secure. Further,
blockchain-based SSI allows combining different types of
identities, e.g., biometrics, identity attributes, and DIDs, allow-
ing users to not be bounded to a single authentication tech-
nique. Also, distributed ledger allows making the user identity
dynamic, enabling it to evolve over time while still having
access to older identities which preserves identity operations
accountability. Moreover, these IdM systems allow to com-
pletely eliminate the use of centralized storages of identity
information, thus, protecting from a single point of fail-
ure, breaches, and identity theft, associated with centralized
approaches, and allowing user’s full control over personal
information.

In the context of TSMs, blockchain-based SSI enables the
inclusiveness of the marketplace, giving the ability for will-
ing CSPs to seamlessly connect to TSMs’ infrastructure and
conduct business settlement within it. Digital identity can be
applicable over different blockchain networks which would
allow seamless and fast integration of blockchain-based IdM
systems of an interested CSP into a TSM. However, it is impor-
tant that blockchain-based IdM systems, whether they follow
SSI principles or not, are implemented according to a unified
standard which would make IdM systems interoperable and
easy to integrate.

B. Assurance Service

The assurance service, i.e., data assurance, in any computa-
tional system, especially where financial operations take place,
is essential to establish a trusted relationship between multiple
parties. Data provenance is one of the key factors in data
assurance, which is defined as information about data’s ori-
gin, modifications, and storage. In centralized systems, trusted
storage of information is present, which acts as an assurance

guarantee towards collaborating parties. All operations take
place on a centralized server where the data is processed, ver-
ified, saved, and accounted for. Thus, the system has the ability
to assure the data provenance, under the condition that collabo-
rating parties trust a central authority. With the introduction of
decentralized environments and cloud-native service develop-
ment methodology [129], it has become possible to distribute
the processing of the data over several microservices, each
performing a certain type of data manipulation, e.g., encryp-
tion, anonymization, and storage. In the case of the entire
system being managed by one operator, the assurance level
still can be maintained since one governing authority is used.
However, when the data assurance has to be ensured among
several initially non-trusted parties, a number of challenges
emerge in ensuring the data provenance and validity in today’s
decentralized environments [130].

Blockchain technology with its distributed immutable stor-
age may help to solve the issue of providing data assurance
in decentralized systems. The immutability of the distributed
ledger serves as an assurance that stored data has not been
changed and has the original ancestry. The transaction val-
idation and consensus protocols prevent anybody on the
blockchain network from flooding the ledger with unveri-
fied information, which ensures data validity and provenance.
Furthermore, on-premise data auditing is possible for all col-
laborating parties, due to the ledger’s distributed nature, i.e.,
each party holds a copy of the entire history of blockchain.
With the introduction of private blockchain architectures,
stakeholders can control who enters the blockchain network,
thus, preventing outside adversaries from tampering with the
blockchain. Finally, having data assurance established, opens
new opportunities for digital assets management in a trusted
decentralized blockchain-based environment [3].

Several research efforts have investigated the ability of
blockchain technology to enhance data assurance in distributed
systems. The question of data provenance becomes more and
more important for customers, amplified by the use of supply
chains that make it increasingly more challenging to know
the exact source from where the product came from. In [131]
authors present a blockchain-based framework that increases
products’ provenance knowledge. In their work, authors con-
clude that with the blockchain incorporation overall system
data assurance is increased with a reduction of the risks of
failing to obtain original products provenance. In [132] authors
propose a framework that collects the information about the
interaction of supply chain participants and shares it among
them. According to the authors, their system helps to monitor
the product provenance and bring transparency to supply chain
participants and end customers.

The issue of data assurance is present as well in every
field where any kind of personal data is flowing. In [133]
authors discuss data assurance related to Big Data [134] and
Healthcare [135]. Data assurance and security are discussed
in general, and how the incorporation of blockchain technol-
ogy can improve the system characteristics in both areas. In
the discussion, the authors claim that Big Data users can ben-
efit from the immutability of the blockchain as it puts the
power to ensure data provenance into users’ hands. Also,
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smart contracts can be the provenance guarantee of the data
resources present on the blockchain. In Healthcare, the storage
of the patients’ medical data has to meet strict confidential-
ity requirements. In [133], authors discuss another proposal
from [136], where storing of patients’ data on the blockchain
is described. According to the authors, this would benefit data
assurance in comparison to the usage of cloud infrastructure
for the same task. However, direct storage of personal data on
the blockchain brings a number of challenges due to ledger
immutability and GDPR restrictions. With these considera-
tions, authors of [137] develop a framework for personal and
confidential data sharing with respect to GDPR regulations. In
the GDPR, the roles and responsibilities of the data controller
and data processor are strictly defined and any violations
may be subject to punishment. While blockchain immutabil-
ity brings benefits to the data provenance, GDPR requires the
system to give users the possibility to modify or remove per-
sonal data. This is why the authors propose to record the data
access actions of the data controller in the smart contracts
on the blockchain, while the data itself is stored and pro-
cessed off-chain. In this way, the data processing contracts are
recorded on the blockchain along with the location of the data
itself. This enables data access withdrawal from the controller
in case of any violations and makes data removal possible,
while the provenance of the contracts is guaranteed by the
immutable ledger.

In the area of cloud infrastructures, data assurance is being
enhanced with blockchain technology as well. In [138] authors
propose a hybrid system whereby a cloud server along with
the blockchain is used for the assurance of data provenance in
drone communication. The direct communication channel is
established between the drone and the cloud server, where for
each record stored in the cloud a blockchain receipt is gener-
ated for communication data assurance and enhanced auditing.
The authors of [139] propose to use a dedicated blockchain to
store the provenance data of the objects stored in the cloud.
The system called ProvChain collects and verifies the prove-
nance data and securely stores it on the blockchain. According
to the authors, usage of a dedicated blockchain makes the
provenance data tamper-proof, reliable, and enhances data
accountability. In [140] authors propose a similar system,
where they employ cloud storage, InterPlanetary File System
(IPFS) [141] and Ethereum blockchain. While the data is being
saved in cloud storage, the data provenance assuring records
are saved in the IPFS. While being saved in IPFS, a hash
is being generated from every provenance record and saved
on the Ethereum blockchain. With the implementation of the
system, the authors also show the performance and scalabil-
ity analysis results, along with the simulation of a provenance
data modification attempt. The authors of [142] went a step
further and proposed a system that automatically compensates
the party whose rights were violated. In case of any SLA dis-
agreement from the side of the cloud infrastructure provider,
the Ethereum-based system automatically repays the agreed
amount of compensation.

Lessons Learned: Data assurance is of high importance in
decentralized computing systems where non-trusting parties
collaborate with each other. In particular, data provenance and

validity are the main assurance characteristics that define the
overall level of trust in the assurance service of the system.
Current centralized systems provide data assurance as a cen-
tral silo of trust, but still are vulnerable due to being a single
point of failure. In decentralized systems, we can benefit from
blockchain incorporation by exploiting its immutable storage
as well as smart contracts programmability and flexibility.
However, we need to take into consideration private data reg-
ulations if personal data is being processed in the system.
For example, the immutability of the blockchain, while being
beneficial for accounting, collides with GDPR’s requirements
for the user to have the right to remove or modify the per-
sonal data, stored in the system. As can be seen from the
surveyed proposals, it is manageable with hybrid solutions,
where blockchain stores only a hashed reference to real data.

From a TSM perspective, a blockchain-based assurance ser-
vice allows formerly non-trusting parties to meet on the TSM’s
platform and conduct business settlement in a trusted manner.
In this way, the data assurance, i.e., provenance, and validity
are ensured by the distributed immutable ledger. Moreover,
new opportunities are opened for TSM participants in business
operations accounting and computational assets management.

C. Governance Service

Without an established governance service, the system’s
stability and operational ability may be compromised. The
governance service denotes an entity or a consortium, i.e.,
number of entities, which performs an orchestration of the
system, i.e., makes decisions on how the system is operated
and maintained. In addition, the governor of the system makes
the decisions on system architectural and functional changes,
performs standardization activities, and decides which existing
industry standards should be adopted [9].

In centralized systems, governance is concentrated within
one entity. All decisions are made within the central entity’s
boundaries, and any discussions with the system’s users have
a recommendatory character, as the final decision is up to cen-
tral authority [143]. While the centralized governance allows
the taking of fast decisions, as no multi-stakeholder discus-
sions have to be held, it may be inefficient in the adoption of
new technologies, be slow in the transformation of its internal
systems to meet requirements of next-generation Internet, and
become a platform for the creation of a monopoly. With the
shift towards decentralized systems, the governance becomes
distributed over several entities with equal decision-making
power. From a business perspective, every party presents
its own interests which may collide with the interests of
other governing bodies. Ultimately, it leads to the decision-
making process becoming more time-consuming since all
governing bodies have to come to a verbal and legal con-
sensus, but contributes to the system’s democratization and
trust enhancement, and may be beneficial for the information
technology industry’s positive transformations. Blockchain
technology incorporation has introduced new opportunities in
decentralized systems governance development.

From a technical perspective, depending on the architecture
of the blockchain, a pool of governing entities may be open or
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restricted. The Bitcoin cryptocurrency, which has public per-
missionless architecture, originally was designed to be an open
system with unprecedented democracy where the blockchain
is governed by all nodes participating in the transaction ver-
ification, i.e., mining, process [7]. In practice, due to PoW
consensus protocol, the governance of the system is performed
by less than 10 nodes which maintain the majority of the hash
rate produced in the network [144]. Considering such a con-
sequence of PoW protocol operation, this started a number
of initiatives that resulted in private blockchain architectures.
The Hyperledger Fabric is designed as a permissioned system
and enforces so-called private governance, which restricts the
number of consensus participating nodes, thus, leaving the
governance power within this group. The private blockchain
governance is suitable for organizational deployment since
it has better privacy-preserving characteristics and is better
suited to address business needs [145].

From a legal perspective, the governance over blockchain-
based decentralized systems depends on the architecture of
the blockchain as well. In a permissioned blockchain, it is
done by the consortium of organizations that operate and
maintain the computational system, whereas in the permis-
sionless blockchain it is all or a certain portion of the mining
community. In [146] authors propose a theoretical frame-
work to describe governance in the blockchain networks. The
framework consists of six governance dimensions and three
governance layers. They divide the whole governance process
into the actions which happen on-chain and off-chain, thus,
splitting technical and legal perspectives. The introduced gov-
ernance dimensions are aimed to describe different aspects
of blockchain operation and how they should be dealt with
on different governance layers. Authors of [147] examine the
history of decisions made by governing entities in Bitcoin
and Dash [148] cryptocurrencies from both legal and tech-
nical points of view. In Bitcoin, the implemented governance
mechanism is called Bitcoin Improvement Process (BIP) [149].
It requires 95% of the nodes to agree on the change before
it is applied. In order to address the rapidly growing Bitcoin
network, the Bitcoin Core team proposed to increase the block
size [150], to future-proof the cryptocurrency. This proposal
resulted in a clash of interests between the miners and the
Core team. Miners, being mostly interested in the amount of
cryptocurrency they are generating, didn’t want to reduce the
amount of incentive they are receiving with increased block
size. In conclusion, it took three years of negotiations to
make the final decision and resolve pending issues. In con-
trast, Dash cryptocurrency uses Decentralized Governance By
Blockchain (DGBB) [151] mechanism which defines a certain
group of nodes called Masternodes which perform governance
of the system. The proposal submitted by Evan Duffield to
increase the Dash block size to 2MB [152] was accepted by
the majority of the Masternodes in 24 hours. Authors of [153]
propose a new governance model for the prevention of high-
level governance issues. The model is based on a combination
of PoW and PoS consensus protocols and targets to secure
the governance of blockchain systems from the authoritative
control and re-centralization of decision power. In addition,
according to authors, their model enhances the environment

of Decentralized Autonomous Organizations (DAO) [154] cre-
ation by transitioning part of governance power into the
creators’ hands. The DAO is the new type of organization,
which has the governance rules specified on the blockchain
network.

Having discussed the governance of the blockchain
networks themselves, research proposals where blockchain
technology is used to enhance decentralized systems gov-
ernance are discussed next. Authors of [155] propose a
blockchain-based technical solution that enables governance
of decentralized micro-clouds. According to the authors, the
main reasoning behind this proposal is the lack of the gov-
ernance layer in the decentralized micro-cloud environments.
With the incorporation of the blockchain system, authors were
able to build a trusted and decentralized governance layer.
In [156] authors propose a governance framework to enhance
transparency and trust in software delivery where the software
is developed by multiple distributed teams. The framework
allows to control and enforce the Software Development Life
Cycle (SDLC) [157] process compliance with decentralized
governance of development steps in SDLC. Authors of [158]
present a blockchain-based academic governance system with
increased transparency and trust towards the process of verifi-
cation of student records. According to the authors, for current
academic systems, it takes up to 30 days to handle the verifi-
cation of the student records, since a large portion of process
execution is performed manually. Blockchain incorporation
allowed automating some manually executed parts, resulting
in less time needed for record verification.

In the area of Big Data, a number of proposals suggested
the usage of blockchain to improve data governance in decen-
tralized systems, thus, putting control in the hands of the data
owners to decide how and by whom it is being processed.
In the [159], authors, along with highlighting the limita-
tions of centralized systems governance, discuss the benefits
of blockchain technology usage to enhance the distribution
of data governance in a decentralized system. According to
authors, the blockchain technology enables the distribution of
the governance towards the data owners and enables them to
decide on the full life-cycle of the data processing, starting
from storage and ending with the precise entities who retrieve
access to process it. For a further read on the blockchain appli-
cation for data governance in decentralized systems, the reader
is referred to [160].

In the area of Smart Cities governance, authors of [161]
propose a new system called blockchain-based employee
assessment system (BEMPAS). The system is designed to
address the issues of centralized governance such as lack of
trust and accountability. Authors take the use-case of employee
performance assessment and build a decentralized blockchain-
based system which, according to authors, achieves trans-
parency and trust of the governance between governmental
workers in a Smart City context.

Lessons Learned: Without an efficient and secure governance
service, the blockchain network may be compromised and even
go out of operation. Although the very idea of blockchain tech-
nology is to establish digital democracy and self-sovereignty,
the example of the Bitcoin governance model showed that when
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too many unverified nodes are included in the decision-making
process, it may become cumbersome and time-consuming. The
idea of Masternodes introduction solves the issue of unverified
nodes. However, it also introduces the possibility of authori-
tative control and re-centralization of decision power in case
a certain amount of Masternodes become malicious. With the
introduction of the permissioned blockchain architecture, pri-
vate governance became possible leaving the decision-making
power within a certain group of nodes. This type of governance
is said to have good privacy-preserving characteristics and is
better suited to address business needs.

Blockchain technology incorporation can enhance the gov-
ernance service of decentralized systems. Blockchain technol-
ogy allows the distribution of governance within the respective
system and enables increased automation and time-efficiency
of the processes. Also, in the case of multi-step processes such
as SDLC, it allows distributing governance over to developing
parties, thus, making the process transparent and trusted.

From the perspective of the TSM, blockchain-based gov-
ernance service enables the distribution of decision-making
power over a number of consortium nodes, as well as
preserving the possibility for a close circle of trusted decision-
makers with private blockchain architecture. However, accord-
ing to CBAN [9], the consortium which governs the TSM
should be inclusive but secure, providing TSM’s partici-
pants with a sufficient level of assurance that the TSM is
future-proof, robust, and trusted.

D. Business Settlement Service

The business settlement is a key service for the companies
enabling their business opportunities. The settlement process
comprises a number of steps which include the negotiation of
the license, and legal license signing, i.e., settlement. The pro-
cess of business settlement is essential in revenue generation
for the companies, and such characteristics as fault-tolerance,
automation, and time consumption may be decisive in the
implementation of the business opportunity. Nowadays, when
systems are mostly being built with a centralized architecture,
the business settlement does not pose any challenges as long
as it is concealed within one system. However, at the moment
when two or more non-trusted parties require settlement exe-
cution, human intervention is required. The parts of the process
which are manually executed may be subject to fraud and sim-
ple human errors. The outcome of the manually executed part
is the assembling of a contract, e.g., license, which reflects the
right and obligations of involved parties. Another major part
of the settlement process is the establishment of trust between
initially non-trusted parties. Nowadays, in the context of two
or more centralized systems, a third-party is often needed to be
involved in the settlement process with two aims: 1) to act as
a trust-enabling entity between non-trusted parties, and 2) to
sign an assembled contract. The involvement of a third-party,
while allowing to establish trust, makes the settlement process
time-consuming and expensive, since reaching a third-party
manually takes time and its services have to be paid.

Naturally, the idea of third-party elimination from the pro-
cess sets the prospect towards enhanced business settlement

and enables positive developments, such as automation and
cost reduction. Therefore, the main obstacle is the trust
enabling technology that substitutes third-party, can be auto-
mated, and does not require or reduces the incentive for
the job done. The DLT technology appears to have a set
of characteristics that contribute towards the solution of the
problems present in a settlement process. The ledger helps
to establish a root of trust by providing immutable storage
of information in the form of a blockchain. When collabo-
rating parties are a part of a blockchain network, they write
to the ledger only the information which was verified by the
consensus protocol, thus agreeing on the information’s cor-
rectness, i.e., provenance, and validity. Further, the settlement
agreement can be recorded in executable smart contracts where
participants’ rights and obligations are specified. Finally, when
all parts of the system in place, the entire business settle-
ment execution process can be automated by orchestration
technology.

In recent years, a number of research articles have been
published in the area of blockchain-based business settlement.
With blockchain, researchers aim to make the on-chain set-
tlement process trusted and efficient, and automated. In [162]
the author explores the idea of blockchain technology applica-
tion in the energy market, i.e., Smart Energy Grid. The author
claims that blockchain technology can help with the account-
ing of metered energy flows. The author claims that the smart
contract technology applied to the settlement process makes it
more efficient, thus allowing to remove a trusted third-party.
In addition, blockchain technology allows the ability to fully
automate the business settlement process. Authors of [163]
present a blockchain-based decentralized market solution for
P2P energy trading. The main argument of the paper is that
current centralized market solutions cannot provide enough
scalability and flexibility for a rapidly growing number of
distributed prosumers of electrical energy. Thus, the energy
market has to be decentralized, to be able to handle consumer
and prosumer needs. Authors base the market’s energy trading
settlement process on blockchain smart contracts, where trans-
action details are recorded. The blockchain also enhances the
market’s ability to analyze electricity consumption and produc-
tion rates through the immutable ledger. The trading data anal-
ysis helps to regulate electricity trading prices, thus increas-
ing the efficiency of prosumer-generated electricity. In [164]
authors provide a detailed analysis of blockchain-based settle-
ment mechanisms called Global Balancing Settlement (GBS)
and Splitting Settlement (SS). These settlement mechanisms
are implemented as smart contracts stored on the blockchain.
The authors provide a reference to current centralized set-
tlement efficiency and how blockchain-based mechanisms
perform in comparison to it. The distinct feature of this study is
that the implemented system was applied in real-life conditions
in a small residential community. The results are provided
in a form of an electricity price increase for the seller, and
an electricity price decrease for a buyer throughout the day.
The results have shown, that although GBS gives a larger
price efficiency boost for both sellers and buyers compared
to SS, both blockchain-based settlement methods outperform
traditional centralized settlement.
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In the area of e-commerce, the authors of [165] propose
a blockchain-based system with autonomous transaction set-
tlement called NormaChain. Since all transaction settlement
is handled via cryptocurrency transition from one user wallet
to another, authors derive their own coin called NorMaCoin
(NMC) to decrease fiat currency inclusion in a system, thus
increasing scalability and efficiency with native blockchain
currency. The settlement terms are recorded in a blockchain
smart contract where all information on buyer, seller, product,
and amounts of currency is available. According to the authors,
they are able to demonstrate that the settlement approach can
be fully automated, and at the same time it can be executed
in a trusted, transparent and efficient manner.

There has also been a number of industry initiatives to
enhance and standardize the business settlement process in
TSM. While academic proposals mostly discuss new ways of
settlement execution on a newly designed blockchain-based
marketplace, industrial proposals aim to help current CSPs to
transform their operational frameworks in a way they are inter-
operable with TSM’s core services. Since TSM is by design a
decentralized marketplace, the participants are becoming a part
of the distributed infrastructure, which exposes their telecom-
munication services and infrastructure to be rented within
a marketplace. The CBAN [9] is an initiative that aims to
define a tool-set for the TSM by standardizing the technolo-
gies and development practices with which the core services
of the marketplace are implemented. With this, according
to CBAN, it will become possible to fully automate busi-
ness settlement process routines that are executed in a trusted
and transparent manner. Authors of [44] describe the new
initiative called TM Forum Catalyst, which aims to create
a federated CSPs Marketplace. The authors emphasize the
obsolescence of current approaches towards CSPs’ network
infrastructure rental settlement process. The settlement process
has to be transformed in a way that allows CSPs to implement
a more agile and on-demand rental which enables new business
opportunities for telecommunication market participants.

Lessons Learned: The business settlement process is of high
importance in the context of digital marketplaces. It is the main
service-enabler of new business opportunities for companies.
In general, business settlement starts with the assembling of
a contract. The next step, signing of the contract, in today’s
business conditions often requires the presence of a trusted
third-party, i.e., intermediary, which acts as a trust enabling
entity and concludes business settlement. Such settlement pro-
cess flow involves a number of manual steps, which require
human intervention and represent the bottleneck in an execu-
tion. The aim of eliminating the trusted third-party requirement
is pursued by both academia and industry and appears to be
solved with the employment of DLT as the main trust-enabling
technology. DLT and the blockchain as an implementation of
it appear to be able to enable trusted and transparent busi-
ness settlement while providing acceptable data assurance and
security.

In the context of TSMs, the settlement process that is used
nowadays complicates the implementation of new business
opportunities. Blockchain technology enables the process of
telecommunication services and network infrastructure renting

to be executed without the involvement of a trusted third-party,
thus allowing full automation. In addition, full automation
allows making the rental settlement process more agile and
on-demand, opening a new set of opportunities towards the
implementation of new business scenarios.

V. FUTURE RESEARCH DIRECTIONS

Today’s blockchain-enabled services still face a number of
challenges that need to be solved in order for blockchain to
be applied in the context of digital marketplaces at large and
in TSMs in particular. Although in this paper we provide an
overview of the TSM’s architecture and core services that con-
stitute the foundation of such a marketplace, next, we describe
the challenges that are out of the scope of this survey and
should be addressed in the future. Future challenges are cho-
sen with the consideration of TSM’s core services and the
possibility to make them more democratic while robust.

First, the assurance and governance services are enabled by
the inherent characteristics of blockchain technology. Thus,
the improvements and new developments in this technology
itself may trigger improvements in these core services. The
openness of blockchain technology makes the overall system
more democratic while its distributed nature makes it more
robust.

Further, the Blockchain-based IdM service may benefit from
incorporating physical identity, making it more robust in terms
of available options to authenticate oneself in a system. The
business settlement service may benefit from an established
way to transition financial assets to a blockchain and use them
as a cryptocurrency, making them more democratic. Finally,
the interoperability of blockchain-based services is the main
aim of the majority of standardization activities. Interoperable
blockchain-based services would maximize the inclusiveness
of digital marketplaces, and open a new set of business oppor-
tunities. These future research directions are discussed next in
detail.

A. Physical Identity Management on a Blockchain

As discussed in Section IV-A, blockchain-based IdM
systems are mostly based on the SSI principles and are well
described by both academia and industry. Blockchain and SSI
principles make the IdM process more democratic and decen-
tralized, thus, eliminating the need for a centralized identity
server. Research efforts and interest in blockchain-based SSI
model resulted in such industrial implementations as uPort
and Sovrin. Both implementations show that SSI is possible
to apply in digital systems and it helps to solve such issues
of previous IdM models as a central point of failure and data
breaches. However, these systems do not consider the connec-
tion between the physical and digital identity within the IdM
system.

Physical identity is represented most of the time by a card
that is issued to the identity holder and provided to an iden-
tification entity as identity proof [166]. On a national level,
it is for example the passport of a person, which is used for
identification in governmental and private institutions within
a particular country. However, there should be a mechanism
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of physical identity usage in the context of a digital system.
At this point, to the best of our knowledge, the systems
which enable the digital representation of physical identity are
mainly designed as SSO [167], and they are built on a user-
centric IdM model which uses centralized silos of identity
information. We think that it is worth exploring the possibility
of physical identity representation in the blockchain-based SSI
model. In this case, the digitized physical identity is stored on
the user premise which enables full control over it and makes
the overall IdM system more democratic and robust, in contrast
to SSO.

B. The Transition of Financial Assets to a Blockchain

In the physical world, it is the fiat currencies, e.g., a national
currency or precious metals, that allow us to pay for items and
services that we want to acquire. These currencies can be dig-
itized in a form of banking accounts, where one’s assets are
accessible through the respective card number and password,
as well as some ownership verification mechanisms, e.g., text
message or SSO. While a banking system is convenient to use
within a particular bank, the transition of assets between dif-
ferent banks may require paying a high fee and pose possible
complications on the transaction process, e.g., additional ref-
erence number of a receiver bank. Thus, the employment of
blockchain technology in financial systems opens an opportu-
nity to implement trustworthy and agile money transferring
systems in an inter-bank and cross-country context [168],
[169]. In addition, on-chain currencies can be used in the dig-
ital marketplace context to make payments during transactions
as was described in Section IV-D. However, we face a num-
ber of challenges in the case of fiat currencies transitioning to
blockchain-enabled systems. First, there should be an entity
that regulates an exchange ratio of fiat currency into an on-
chain token. The regulatory body should be present to make
the price of on-chain tokens stable and protected from ille-
gal financial operations. Second, all transactions have to meet
legal requirements for such financial transitions to take place.
The governments of countries tend to regulate all financial
transactions as it is a vital part of a country’s economy [170].

Nowadays the cryptocurrencies such as Bitcoin and
Ethereum have shown that financial assets in a form of fiat cur-
rencies can be transitioned to blockchain in a form of on-chain
tokens and used as a new form of digital currency. While this
makes the transactions more democratic, in certain countries
such on-chain financial operations are banned due to the gov-
ernment’s inability to track transaction participants and control
the overall payment process [170]. Thus, we think that it is
worth exploring the mechanisms to enable legal and secure
fiat currencies transitioning into on-chain tokens.

C. Interoperability of Blockchain-Enabled Services

Blockchain technology brings a number of advantages to the
services that employ it as was shown in Section IV. DLT acts
as a trust enabling entity and provides an immutable distributed
storage that prevents data loss and makes it highly challenging
to alter transactions embedded into it. However, while there
are a number of initiatives to build blockchain-based services

and systems, the majority of times initial system design is
not based on a common standard. While this is not an issue
for a sole system’s operation, it limits its interoperability and
restricts the ability to interconnect different blockchain-based
systems [171].

There is a number of standardization activities conducted
on blockchain technology application in an area of TSM as
described in Section III-G. However, the core services which
potentially can be used within TSM, even at this point are
being developed with different blockchain architectures, e.g.,
uPort and Sovrin. Thus, we think that it is worth investigat-
ing the interoperability of blockchain-based services overall.
In addition, we would like to explore the possibility to pro-
pose unified guidelines to build interoperable blockchain-based
services.

VI. SUMMARY AND OUTLOOK

This work provides a survey on the academic and industrial
proposals in the area of digital marketplaces at large and TSMs
in particular. We discuss the current state of the digital market-
places and the advantages and disadvantages of the centralized
marketplace architecture. As our discussion showed, a cen-
tralized architecture poses a number of challenges in terms of
transparency and democracy for the entities operating within
the marketplace. In addition, it is necessary for the trusted
intermediary to be present in a centralized system’s busi-
ness settlement process. The transition towards a decentralized
marketplace architecture allows addressing these challenges.
Proposals of such marketplaces and adoption of blockchain
technology resulted in a number of scientific and industrial
solutions for architectural components needed by blockchain-
enabled digital marketplaces. These solutions demonstrated
that blockchain technology reduces or eliminates the need for a
trusted intermediary in business settlement process while pro-
viding data assurance, transparency, and making the overall
marketplace system more democratic. In addition, blockchain
technology provides a foundation for identity management,
governance, and business settlement services implementation.

We describe the challenges that current CSP face while con-
ducting the business settlement and provide the use-cases for
the TSM where the business settlement can be automated in a
decentralized marketplace while giving service developers and
CSPs a “central” place, e.g., marketplace’s user interface, to
look for telecommunication services or network infrastructure
renting. Also, we discuss the main standardization activities
on the TSMs and provide the discussion on the set of core
services that establish TSM’s platform and give marketplace’s
collaborators the common set of processes that they can rely
on to establish their business relationships and enable new
business opportunities.

The surveyed literature shows evidence that blockchain can
provide advantages in the four core services in TSMs: identity
management, assurance, governance, and business settlement.
As shown in Section IV, there are multiple proposals on
how to implement these four core services. The common
denominator for these proposals is that they are all based on
blockchain technologies, but otherwise they each emphasize
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various aspects and characteristics for the service they define.
Whereas each proposal has its own benefits and drawbacks,
it is not yet clear what combination is the optimal one when
architecting a TSM. More work is required in this direction,
which also explains the existence of several ongoing stan-
dardization activities, described in Section III-G. Similarly,
there are multiple competing blockchain technologies that can
support the implementation of these proposals. It is impor-
tant to understand the tradeoffs between these technologies in
terms of performance (e.g., transactions per time unit, energy
consumption, consensus algorithm) as well as security, pri-
vacy, and last but not least compliance with existing (national
and international) laws and regulations. These are fundamen-
tal research issues that require additional studies. We also see
a need for a more comprehensive quantitative evaluation of
existing solutions in realistic environments.
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