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Abstract

Background/Objectives: Cryptographic protocols are used for securing information when transmitting it over insecure
networksuchasInternet. This paper’s objectiveis to study recently proposed key exchange protocols for mobile environment.
Methods/Statistical Analysis: In this paper we do a literature survey of recently proposed key exchange protocols
for mobile environment. We analyze execution of protocol in three phases i.e. initialization, communication, renewal/
termination phase. In initialization protocol prepares for key exchange process. Next, protocol actually communicates with
others to exchange secret key. Third protocol may terminate or renew connection for further communication. We also
study activities done by protocols that define characteristics of protocol. Findings: In this paper we find that there are
many parameters to consider when designing a key exchange protocols for mobile environment. However, significance of
parameters is different, based on the security requirement of application for which protocol is being developed. Strength
of a protocol is in the encryption technique that it uses. Hence, stronger encryption techniques results in better security of
protocol. Speed of protocol is another important parameter. Length of steps in algorithm of protocol is directly proportional
to its speed. A protocol must be able to withstand various attacks on it. A protocol should have high reliability if it is to be
used in handling critical data. We found that modern key exchange protocols are not properly analyzed and tested before
being proposed. Instead of working on already proposed protocols and solve their vulnerabilities and strengthening them
researchers are proposing new protocols without testing them properly for vulnerabilities which are later exploited by
malicious users. Applications/Improvements: This research paper will help researchers and protocol designers. It will
give them idea about design parameters when designing key exchange protocol. It will enable them to take better decisions.

Keywords: Data Security, Key Agreement, Key Exchange, Key Management, Mobile Communication, Wireless
Communication

However with freedom of wireless devices there are

1. Introduction

some constraints. Wireless devices have limited range of

Key exchange protocols have been highly researched
area in recent time with various techniques proposed
by researchers'*. Technology has come a long way
starting with development of key exchange protocols
for traditional computers with protocols such as Diffie-
Hellman® to protocols working on wireless and hand
held devices and wireless sensor networké to vehicular
networks’.

* Author for correspondence

communication, limited battery power, processing power
and memory capacity.

The limitations mentioned above required to have
customized protocols which are designed considering
these limitations. In last few years, large numbers of
customized protocols for wireless devices considering its
limitations have been proposed8-11. Some of the notable
key exchange protocols proposed for wireless network
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recently are Yi-Junes'?, Liaw’s'® and Saeed’s' protocols.

In their paper, Yi-June'> addresses weakness of existing
protocols. They propose an improved version of MAKEP
protocols. They call this version EC-MAKEP. Authors
claim that their modified version supports user anonymity
and forward security among other characteristics that are
not supported by traditional key exchange protocols. They
also claim that their protocol is more efficient in terms
of computation and communication costs. According to
authors protocol also supports authentication to server
and dual authentication to client.

Second protocol we review is by Liaw et al”. In their
paper, authors discuss wireless mobile ad-hoc network. In
their paper authors propose identity based key exchange
protocol that works in environment where public key
infrastructure is not present. They propose protocol
that is without certification authority for mobile ad-hoc
networks. By this protocols authors claims to have solved
problem of having certification authority in mobile ad-
hoc network.

Third protocol we review is by Saeed et al'*. Their
protocol is designed with smart card in mind. However
the technique they use can be applied to traditional
wireless network key exchange protocols as well. In this
paper authors propose two protocols which are based on
cards and are efficient and smart as claimed by authors.
Authors combine their protocol with CAPTCHA.
Authors claim that their protocols are efficient in terms of
communication costs and computational complexities as
compared to Fen et al’s protocol®.

2. Analysis Methodology

In this paper we have compared various phases they pass
through during their execution life cycle. We evaluated
protocols initialization process and tried to find out
differences among them. Second phase of a protocol is
central to its functionality that describes communication.
This phase is for reviewing techniques to provide
mutual authentication and user anonymity of these
protocols. Nodes also exchange their session keys during
communication phase. During third phase nodes can
either end current session or update session to continue
communication or some protocol have ability to update
set of session keys generated in order to service newly
joined nodes.
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In this paper we review recently proposed session
key exchange algorithms. We describe their working.
We divide these algorithms in various phases they pass
through during execution. We compare their working in
these phases and derive conclusion.

This paper is divided into 4 sections. We begin with
introduction to topic, and discuss some of the recently

3. Analyzing Protocol

Execution of key exchange protocols can be divided
into 3 phases. First phase is initialization phase. In this
phase nodes prepare for beginning of communication
session. This phase starts before secure communication
is about to take place. It prepares nodes for process of
key exchange in next phase. Second phase of execution
can be categorized as communication phase or key
exchange phase. This phase may also include techniques
to achieve mutual authentication, user anonymity and
forward security. Third phase of execution consists of
termination or renewal of session. Some protocols in this
phase terminate their sessions where as there are other
protocols that renew existing sessions.

3.1 Initialization Phase

Function of initialization phase is to prepare client and
server side of the protocol for further communication
with each other. In this phase both sides initialize variables
that are required for secure communication. These
variables may get exchanged during communication and
key exchange phase that is then used to calculate and
exchange session key.

Yi-June’s protocol works with prime numbers. It also
selects two large prime numbers that are used for further
communication. It also selects a number as starting point.
Server also announces public key and private key during
this phase.

At the same time, client calculates two variables by
using 3 random prime numbers. These two variables are
sent to server once they are calculated.

Both sides of this protocol are highly dependent
on selection of prime numbers. For this protocol to
function in efficiently, selection of prime number is very
important. If prime numbers selected are small then it
is easy to guess and thus break. It makes whole protocol
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vulnerable. However, calculation of large prime number
is time consuming and not feasible to calculate in wireless
environment.

Liew’s protocol” also begins with selection of three
large prime numbers randomly. Public and private key of
both server and client are calculated based on these prime
numbers. The server also makes seed and hash function
public making them publically accessible for its clients.

Registration of client node to server is also performed
in this phase. For this purpose each client sends its
identification to server. Once identification is received
an acknowledgement message is sent from server to each
client. After all the clients in network have identified
themselves, the server can exit from network and clients
can communicate themselves.

However problem with this technique is the case
where node encounters fatal error during communication
and requires restarting. In this case the acknowledgement
received by node is lost due to restart and in absence of it
node cannot communicate securely with other nodes. It
cannot get acknowledgement information again as server
has already exited the network.

Saeed’s protocol uses random numbers and time stamp to
maintain freshness of message. In this protocol initialization
process is performed on client side. In this protocol client
calculates 3 values based on two random numbers.

It sends these values to server with its ID and current
time as timestamp. This message also serves as registration
message that registers node to server that helps server
identify individual node in network.

However problem with this scheme is in freshness of
message. This technique uses timestamps for maintaining
freshness of message but for timestamps to be effective
both the nodes need to have synchronized. In this
protocol authors do not specify any synchronization step.
In this case if times on both node and server are different,
then freshness of message cannot be maintained. This
vulnerability can be exploited by a malicious user.

3.2 Communication Phase
This phase consists of communication between clients and
server after initialization phase. In this phase session key
is calculated either by client or server and is sent to other
party. In this phase protocols could also perform processes
required for mutual authentication, user anonymity.

In Yi-June’s protocol after initialization phase where
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client announces public key and generates private key.
The protocol then generates a message from a random
number and its identity information to server. This
process is considered as initiation of new communication
session. On receiving message from client, server selects
one random number and using one random number from
client and one of its own, it calculates session key. It then
sends the second random number to client.

Upon receiving message from server, client can calculate
session key with help from random number received from
server. It can also authenticate server by checking contents
of its own message and comparing it with message from
server. If that matches then it means that message is indeed
from sever and that authenticates server.

Lastly client sends an acknowledgement message
to server that contains a value that server can use to
authenticate client. Server fetches this value and compares
calculated value to value received from message, it that
matches it means that client is also authenticated. Thus
mutual authentication is performed in Yi-June’s protocol.

In Liaw’s protocol user verification is necessary before
key can be exchanged. In this protocol to verify two
parties, both users select a random number and compute
two public keys. They pass this information to each other
encrypted their public keys. Both parties compute variable
based on message they have received from other party and
compare with the value they have sent. If the calculated
value matches their value then mutual authentication is
complete and now the key can be exchanged.

After both sides are mutually authenticated, key is
generated on both sides. Seed for key generation is the
value that they have calculated based on messages they
have sent to each other. Since mutual authentication
process is successful, the value calculated by them is
same. So the key generated by both of them will be same
too. Thus it will eliminate need for key exchange.

In Saeeds protocol user has to verify himself and
answer a puzzle or a question presented to him/her for
generation of session key. However session key is not sent
to client node unless that node is mutually authenticated.

Once the client has sent it’s identification to server,
it generates 3 messages and calculates session key sk2.
It sends its identifier and all 3 messages to client. Now
to authenticate that client is human, he/she is presented
with a puzzle or question. If user answers it correctly,
then client calculates session key. However this session
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key is not valid for communication session until server is
verified. It verifies server by matching contents of message
from server with key it has calculated. If it matches
then a new messages is sent to server form client with
acknowledgement and its identity information. Sever
also authenticates client by checking value of its message
and comparing that value with value it has calculated. If
both values are matched, then client is verified by server.
After this process the calculated session key is considered
valid for that communication session and can be used to
securely communicate over the network.

3.3 Session Renewal/Termination Phase

Session renewal or resumption of paused session is a
feature that is not found in most of session key exchange
protocols. Very few protocols such as Jing’s protocol'®
have these features. This feature is useful especially
when the signal is poor. In case if the communication is

Table 1. Comparison of protocols based in criteria

disrupted by poor signal then instead of letting existing
session expire, it is possible to freeze current session and
resume it when signal is available again.

However this feature carries very high security risk
with it, in case during the freeze time if the client is
compromised or a malicious user is able to guess the
secret key, then whole communication when it resumes
would be vulnerable. Also there are very few sophisticated
and safe techniques developed for session renewal'’-"°.

It is for this reason that none of the protocols that we
have discussed supports techniques for session renewal or
resumption.

In session termination phase, once the data is
exchanged between two computers, after the acknowledge
for last message is received the sender sends a message
saying that there is no more data to transfer and ends
communication session.

Protocol Initialization Phase Communication Phase

Session Termination/Renewal/Resumption

Name Phase
Key Exchange Mutual Authentication Termination Renewal  Resumption
Yi-June Using prime numbers Based on mutual Message based Through Mutual No No
authentication Agreement
Liaw Using prime numbers Based on mutual Message based Through Mutual No No
and acknowledge- authentication Agreement
ment from server.
Saeed  Using random num- Based on authentica- Message based Through Mutual No No
bers and time stamps. tion of human user Agreement

and mutual authen-
tication

4. Conclusion

From our review we conclude that while designing a
protocol for mobile devices, protocol designers should
aim for a protocol with right amount of security, speed
and reliability. Here, security of protocol depends
on encryption techniques that are used. Stronger the
encryption technique better the security of protocol.
Speed of protocol is directly proportional to number
of steps protocol has or number of operation it has to
perform. Reliability of a protocol is its ability to withstand
various attempts to exploit weakness of protocol.

Also conclude that key exchange protocols should
be properly analyzed for existing vulnerabilities before
being released. We also suggest that authors should focus
on developing solution to vulnerabilities by modifying
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existing protocols rather than coming up with new
protocols that could introduce new vulnerabilities.
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