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Abstract
In response to the coronavirus (COVID-19) pandemic, Government and public health authorities around the world are 
developing contact tracing apps as a way to trace and slow the unfold of the virus. There is major divergence among nations, 
however, between a “privacy-first” approach that protects citizens’ information at the price of very restricted access for public 
health authorities and a “data-first” approach that stores massive amounts of knowledge that, whereas of immeasurable price 
to epidemiologists. Contact tracing apps work by gathering information from people who have tested positive for the virus 
and so locating and notifying individuals with whom those people are in shut contact, oftentimes by use of GPS, Bluetooth, 
or wireless technology. All of the user’s information is employed and picked up, the study found that users’ information would 
be created anonymous, encrypted, secured, and can be transmitted on-line and stored solely in an aggregated format. Contact 
tracing apps use either a centralized or a decentralized approach to work the user’s information. Apps that use a centralized 
approach have high privacy risks. In this paper, the researcher’s contributions related to the security and privacy of Contact 
tracing apps have been discussed and, later research gaps have been identified with proposed solutions.

Keywords Tracing apps · User’s privacy · Data security · AES encryption · Cloud storage

Introduction

The outbreak of COVID-19 has taken the world by unpleas-
ant surprise and stressing public health care systems. This 
virus outbreak changed the lifestyle of every individual 
and forcing the governments to mandate lockdowns, rec-
ommended social distancing, self-isolation, work from 

home policies, and all educational institutions were closed. 
Abovementioned measures are aimed at decreasing the mass 
spread of the virus and leading to Flattening of the curve 
until the treatment an approved vaccine is developed. The 
COVID-19 pandemic has unfolded across the globe and 
resulted in substantial loss of lives and livelihoods. These 
viruses imposed substantial mortality, morbidity on human 
populations. It is an ongoing pandemic of coronavirus dis-
ease 2019 (COVID-19) caused by severe acute respiratory 
syndrome coronavirus 2 (SARS-CoV-2 and MERS), which 
spreads between people, mainly when an infected person 
is in close contact with another person, first identified in 
December 2019 in Wuhan, China. COVID-19 virus trans-
mission occurs for several days before a person shows any 
symptoms. During this time, a person going about their 
daily life may interact with, and possibly pass the infection 
to, without knowing they are affected, an individual who 
has only mild symptoms or is asymptomatic may continue 
to interact with others, further spreading the virus. Public 
Health Emergency of International Concern was declared 
in January 2020 and a pandemic in March 2020. As of 1 
November 2020, more than 46.1 million cases have been 
confirmed, with more than 1.19 million deaths attributed to 
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COVID-19. As the number of positive cases increases by the 
seconds, it was a more challenging task to control transmis-
sion. Traditionally, public health officials perform contact 
tracing manually, by interviewing patients diagnosed with a 
disease about their activity over the past days or weeks. Then 
they reach out to people who crossed paths with the patient 
during the time, the patient was infected and recommend 
targeted interventions to prevent further spread of the dis-
ease. To resolve this issue “contact tracing” is to identify the 
individuals who had proximity with a positive case, as these 
persons may themselves now be infected by the coronavirus 
disease. To fight this pandemic situation, many countries 
have developed Digital contact tracing mobile applications. 
Australia was the first country to launch its contact trac-
ing application. A contact-tracing application [1] can track 
every user who has been having been in proximity and then 
it alerts all affected users when one of them confirms posi-
tive for infection. Some contact-tracing applications can also 
inform users when an infected person is nearby and helps in 
preventing possible infection. The major concern of these 
contact tracing apps is their architecture, data storage, data 
management, privacy, and security. However, the data col-
lection process lacks transparency. For example, even with 
Bluetooth Low Energy (BLE) in which reallocation is used, 
it could have various data leakages and meanwhile, the iden-
tity of an infected user could be de-anonymized by authori-
ties or other users.

A typical contact tracing app works as follows: the 
app should be installed on an individual’s cell phone and 
the Bluetooth of the phone must always remain on. Two 
users, who have the same app, reach in proximity, the app 
exchanges a unique identifier using Bluetooth which is 
stored either in the phone storage or in a centralized data-
base. If a person is found to be COVID-19 positive, his/her 
mobile is taken to collect all the details that had so far been 
stored in the device and centralized server. Then those indi-
viduals are warned as soon as possible. For providing timely 
exposure notifications, accurate contact tracing information 
plays an important role. For that intention, users’ personal 
information such as movements, details of the persons the 
suspected user contacted, etc. has to be disclosed. The appli-
cation can make available for the use of the data with reli-
able accuracy only if the collected data is sufficient. In the 
case of storing more information, will leads to increased 
breach of privacy which is a major privacy concern these 
days. By analyzing a lack of transparency as well as privacy 
concerns in contact tracing applications, we conducted a 
systematic study of the contact tracing applications that have 
been released by governments and healthcare authorities. 
While there are many aspects to consider, we focus on the 
following ones: (i) which type of privacy-related informa-
tion (i.e., information that reveals one’s identity) has been 
collected for contact tracing? (ii) Are these apps designed 

and implemented correctly to avoid privacy leakage? (iii) 
is the data being transmitted to other parties, e.g., servers 
or other users, privacy-preserving (e.g., has the data been 
protected against eavesdropping, tracking, and de-anonymi-
zation attacks)? And (iv) do these apps behave consistently 
on different mobile platforms?

The Literature Survey describes the features of current 
contact tracing apps and gives insights into their privacy and 
security implications [3].

Covid Tracing Application

Information disclosure is defined as information leakage 
when individuals intentionally reveal sensitive data to others. 
With the outbreak of Coronavirus disease, contact tracing is 
becoming an intervention to control the spread of this highly 
infectious disease. Traditionally health workers perform con-
tact tracing manually by patients diagnosed with the disease. 
Then workers reach out to the people and suggest meas-
ures to prevent further spread of the disease. Mass spread, 
fast-flowing transmission by respiratory droplets which is 
in the case of coronavirus disease challenges. Manual Trac-
ing is limited, time-consuming, not accurate, and resource-
intensive. Digital Contract Tracing tools can solve these 
challenges. The contract Tracing process finds the recent 
location history and connections of those who were infected 
and alerts the people before they have interacted with their 
exposure to the virus. In this way, contact tracing allows 
measures such as social distancing, self-quarantining, virus 
testing to be applied to the infected individuals. Today, most 
of the world’s population carries a smartphone, GPS track-
ing, and Bluetooth Communication. Each device is capable 
of creating a location trail of an individual when the device’s 
user crosses in proximity to another device. By estimating 
the device user’s trails or Unique ID, they have collected 
from those people who were infected with Covid-19, one can 
identify others who have been near the infected individual. 
These types of contact tracing applications are timely man-
ner than the traditional manual approach.

The most commonly used Covid-19 tracing apps are 
centralized and decentralized approaches. Figure 1 shows 
the generalized architecture which follows a centralized 
approach based on Bluetooth technology and GPS. The 
initial requirement of the application is that the user needs 
to register with the server. The server generates a tempo-
rary ID for each device. The temporary key is encrypted 
using a secret key and it is sent to other devices. Devices 
exchanges their temporary ID through Bluetooth when 
they are in proximity to an infected individual. Once 
the individual tested positive for Covid-19, correspond-
ing health workers are mandated to upload the encounter 
messages to the central server or the user can voluntarily 
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upload all of their details to the server. The centralized 
server maps the temporary ID in the messages to indi-
viduals to identify at-risk contacts. Figure 2 shows the 
decentralized architecture which has core functionalities 
to the user’s devices, leaving the server with minimal 
involvement in the contact tracing process. This approach 
enhances the user’s privacy by generating anonymous 
identifiers at the user devices and processing the exposure 
notifications on individual devices instead of the central-
ized server. Once the person tested positive for Covid-19, 
they can upload their coded key to a central server. This is 
in contrast to the centralized architecture where the com-
plete details of the user are uploaded.

Existing Contact Tracing applications

Several countries have different apps for contract tracing. 
Table 1 provides overview of existing contact tracing solu-
tions. Digital contact tracing applications use data to inter-
fere with the contact of two individuals. The most used data 
resource is GPS location and Bluetooth technology. GPS-
based contact tracing applications create a trail for every 
user by recording their temporal GPS location. If the indi-
vidual catches Covid-19, they should share their trail with 
the authority. The authority may be a health worker, govern-
ment officials. Then the corresponding authority releases 
the trail for other users to identify the infected individual. 

Fig. 1  The centralized architecture of Covid Tracing Apps

Fig. 2  The decentralized architecture of Covid Tracing App
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Bluetooth-based contact tracing apps create a unique identity 
for every user which may be static or dynamic in which the 
application transmits to nearby devices. The user’s mobile 
then records the identifiers of other mobiles it has been near. 
For instance, Singapore launched its Covid tracing applica-
tion in March 2020 named "Trace Together”. This app uses 
Bluetooth technology to collect data regarding users who 
have close to one another. These data are utilized by the 
health ministry to track and contact all individuals who have 
come in contact with a Coronavirus disease patient. The app 
uses dynamic ID which adds a layer of security. However, 
in this application, the temporary IDs are generated by the 
central server. Australia launched its digital contact trac-
ing application named “Covidsafe” in April 2020. 2 million 
people downloaded in the first 24 h. It is the most adopted 
contact tracing application by the nation in the world for 
tracking Coronavirus disease in the pandemic. This applica-
tion uses Bluetooth Low Energy technology and it takes a 
note of contact when it takes place through a digital hand-
shake this application uses Bluetooth Low Energy technol-
ogy and it takes note of contact when it takes place through 
a digital handshake. It records the other user’s encrypted 
details reference code, date, time, Bluetooth signal strength, 
and proximity of the contact on the user’s mobile and also 
records the phone’s model. This information is encrypted 
using functional encryption and stored on the devices. This 
app stores users’ details for 21 days and it automatically 
deletes the user’s data.

New Zealand launched its Covid tracing application 
named “NZ Covid Tracer” for the ministry of health. This 

app uses Bluetooth technology to track the users who have 
been in proximity for more than 15 min. It allows users 
to scan the ministry of health QR codes at public build-
ings, businesses, and organizations for tracking purposes. 
People can also register their details on the NZCOVID 
tracer website. The user’s data will be stored for 60 days 
on the user’s device and then it automatically deletes the 
information. France launched a new contact tracing app 
named “TousAntiCovid” which is the enriched version of 
its previous application called Stop Covid. It uses Blue-
tooth technology to track user’s movements and it is cen-
tralized. Aarogya Setu is a Covid tracing app “syndromic 
surveillance, self-assessment” developed and implemented 
by National Informatics Centre under the Ministry of 
electronics and information technology. It uses the smart-
phone’s GPS and Bluetooth low energy technology to 
track the coronavirus infection. It generates static random 
IDs for each device to identify the user. It’s mandatory 
to enable the Bluetooth all time, so it allows attackers to 
access Bluetooth devices through the technique called Key 
Negotiation of Bluetooth (KNOB). KNOB is done when 
the two devices talk to each other, they first generate an 
encrypted communication channel. Then the hacker can 
easily use the brute force technique to retrieve the key 
and Decrypt all communications. To do this technique, 
nearby attacker forces that device to use weaker encryp-
tion when it connects, making it easier for him to crack it. 
Germany launched its application named "Corona Warn 
App" which does not store the location of users by con-
cerning the Privacy of every user and it works together 

Table 1  Overview of the existing contact tracing solutions

Country App name SSL Transparency Centralized/decentralized Access control

India Arogya Setu N/A Yes Centralized Location access,bio data
Singapore TraceTogether N/A Yes Centralized Microphone, location, camera, storage, Wifi Connection, 

and Media access
Australia CovidSafe N/A No Centralized Location access, Connects personal data to the server
Canada CovidAlert No No Centralized Location access, Personal data connected to the health 

authority
Dubai DXB Smart App N/A No Centralized Microphone, location, camera, storage, Wifi Connection, 

and Media access
United States CovidWise No No Decentralized Microphone, location, camera, storage, Wifi Connection, 

and Media access
Pakistan COVID-19 Gov PK No No Centralized Location access
Vietnam Bluezone N/A No Centralized Microphone, location, camera, storage, Wifi Connection, 

and Media access
Malaysia Mytrace Yes Yes Centralized Microphone, location, camera, storage, Wifi Connection, 

and Media access
Saudi Arabia Covid-19KSA N/A No Decentralized Location access, Personal data connected to the health 

authority
UK NHS Covid-19 N/A No Centralized Network access
Netherlands CovidRadar N/A Yes Decentralized Location access, Personal data connected to the health 

authority
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with Apple and Google. The exposure Notification System 
on the device transmits a rolling proximity identifier, while 
also regularly scanning for identifiers of phones using 
Bluetooth technology and storing the identifiers locally. 
Those identifiers are only valid for 20 min and derived 
using Cryptography from dynamic keys which changes 
every 24 h. A knock-on effect, England launched “The 
NHS COVID-19 app, running QR code-based systems 
to collect user’s information. Every business venue was 
mandated to display QR code posters Users can scan these 
codes and register their names and mobile numbers, so that 
if the infected case of coronavirus disease was tracked to 
the venue and they would be informed by trace workers. 
The summary of the concerns over contact tracing applica-
tions has been depicted in Fig. 3.

Privacy Concerns‑Contact Tracing

Since governments have been built contact tracing appli-
cations. In most apps, users were monitored and tracked 
without the user’s consent. If such apps record the location 
history, the user’s movement can be traced as well. Apart 
from tracing the location, there are many privacy issues, 
such as data breach, data collection, obscure data flow 
[3–8, 10–12, 16, 18].

Voluntary or Mandatory

The government should not mandate users to use these 
apps in any circumstances. It should be voluntary in using 
such tracing apps. Considering the concern over data pri-
vacy, unnecessary data collection, location tracking, and 

other issues, users must have free wills to decide by the 
users who installed the application.

 Information Destruction

Mobile applications or a framework should automatically 
delete user records after a particular period (e.g., usually 
14–21 days and no longer than 30 days). Otherwise, users 
should have manual control over data deletion from the app 
or the central server.

Transparency

The process of data collection, usage, and storing should be 
transparent to protect user privacy. The application should 
have policies, concise data flow, databases, and open-source 
code for transparency. While developing an application, one 
must follow the compliance and consent rules such as Gen-
eral Data Protection Regulation (GDPR), Health Insurance 
Portability and Accountability Act (HIPAA), California 
Consumer Privacy Act (CCPA).

Data Collection

Many applications collect excessive, unnecessary data from 
their users, for instance, an application named “Aarogya 
Setu” requires name, mobile number, age, gender, profes-
sion, and details of countries visited in the last 30 days Also, 
Geo-location tracing is unnecessary alongside Bluetooth or 
other similar wireless technologies.

Disclosure of Location

Location illustrates the interaction between individuals 
by representing the individuals as nodes and connection 
between the nodes as endpoints indicating that users may 

Fig. 3  Concerns of various 
existing solutions
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have been in proximity. An adversary can build a social 
graph by mining the data to infer the user’s contact profiles. 
Disclosure of the location or the social graph is undesir-
able, however, some countries such as India have done so 
despite concerns from civil society. Both centralized and 
decentralized architecture is vulnerable to the disclosure of 
location details.

Security Issues Associated with the cloud

Many security issues are existing in the cloud computing 
system. While believing the third party, users should query 
about seven safety issues: privileged user access, regula-
tory compliance, data location, data segregation, recovery, 
investigative support, and long-term viability. Several secu-
rity issues have been identified in Covid tracing applica-
tions by Cloud Security Alliance (CSA) in different cloud 
domains and also provided security guidelines. Data Secu-
rity breaches, data loss, outages that occurred in the cloud 
were reported by analyzing Covid tracing applications.

Security Attacks

There are some of the possible attacks that can be launched 
against different Covid tracing applications [19–29].

Bluesnarfing

Bluesnarfing is the security attack, which forces the con-
nection with a Bluetooth-enabled device to gain access to 
sensitive data such as pictures, videos, emails, contact list, 
calendar and the International Mobile Equipment Identity 
(IMEI) stored in the memory. IMEI is a 15 digit unique iden-
tifier for devices and can be exploited by an attacker to divert 
all incoming calls from the user’s device to the attacker’s 
device. Sensitive information may be stolen from the devices 
through bluesnarfing without the owner’s knowledge. Covid 
Tracing applications like Trace together, covidSafe, Arogya-
Setu uses Bluetooth technology (which generates a random 
ID for each device) to identify the user and collect informa-
tion regarding users who have been close to one another.

Playback Attack

A playback attack is also known as a replay attack in which 
the data transmission is delayed or maliciously repeated. 
This is done by the initiator who intercepts the data and 
re-transmits it, possibly as part of a masquerade attack by 
packet substitution. This attack is one of the lower-tier ver-
sion of “Man in the middle attack”. In these types of attacks, 
an adversary aims to force the users to store the misleading 
contact data, resulting in false messages. This is done by 

forwarding any type of message received from users at the 
same or different locations. The attacker requires minimal 
resources to launch this attack but he/she may use antennas 
to extend the area of its influence further. This playback 
attack is the simplest of the attacks that can be launched 
against users of the Covid tracing app.

Wireless Device Tracking

Applications that use the centralized architecture, temporary 
ID, and device model information can be used to identify 
the device easily. Since the temporary ID is changed after a 
short time (approximately 10–15 min), tracking the device 
beyond the point where the device starts advertising a new 
Temp ID would require extra intelligence to link the two 
Temp ID to the same device, advertising the same phone 
model. In the case of a decentralized approach, architecture 
provides only limited opportunities for tracking. The track-
ing server can still enumerate the total number of users in 
a particular area; however, it is difficult to track the move-
ments of the device without the device model. In this case, 
tracking would apply to limited scenarios.

Denial of Service

This attack aims to utilize the resources available in the sys-
tem (user, mobile, server). In this regard, we discuss the 
issue of an adversary injecting bogus encounter messages/
chirps into the contact tracing environment. This attack is 
done with the following intentions such as consuming device 
storage and battery in both centralized and decentralized 
architectures. An adversary may cause an upload of this 
misinformation to the server once the user tested positive 
in a centralized approach. This may increase the processing 
timestamp at the server in both centralized architecture and 
decentralized architecture.

Enumeration

The purpose of this attack is to count the number of users 
who have tested positive for the covid-19 in the central-
ized architecture. In this attack, an attacker can estimate the 
number of users infected with the Covid-19, who have been 
volunteered  to upload their contact  tracing  data to 
the Centralized architecture.

Carryover Attack

In this attack, an attacker aims to continue the device track-
ing period beyond the anonymous ID expiration time. Most 
of the application randomize their Bluetooth MAC addresses 
to avoid device tracking. The temporary identifiers get 
changed after a short time. An address attack is done when 
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the change over time of the Bluetooth MAC address and the 
temporary identifier have not coincided. For an instance, let 
us consider that the Temp ID gets changed every 20 min, 
while Bluetooth MAC changes every 10 min. An observer 
can easily link the multiple Bluetooth MAC addresses 
released within the lifetime of the same Temp ID. Contra-
rily Temp ID change can be connected to the same Bluetooth 
address. Complete synchronization of temporary transient 
identifiers and the Bluetooth random MAC address change 
are proposed in some Covid tracing applications.

State of the Art

In this section, existing works related to privacy preservation 
issues in contact tracing are discussed. Table 2 provides the 
comparison of existing work with respect to methodology 
and inference.

Whaiduzzaman et al. [9] proposed a fog-based IoT health-
care Contact Tracing Application. It ensures data privacy, 
security, optimization of data communication, low power 
consumption, and also enhances efficiency in terms of cost, 
network delay, and energy consumption. Authors have intro-
duced Automatic Risk Checkers (ARC) and Suspected User 
Data Uploader Node(SUDUN) which is the fog nodes for 
tracing purpose. Rotational Unique Encrypted Reference 
Code (RUERC) which is the unique ID will be transmit-
ted through Bluetooth Low Energy (BLE). The concept 
of implementing ARC’s at the business venues, and other 
organizations, which will instantly detect the individuals if 
they are infected. If the positive case found in proximity, 
ARC will transmit the pre-cautionary messages to nearby 
people. The implementation of SUDUNs at Hospitals and 
health centers will report the test results to the cloud.

Wenzhe et al. [13] proposed a peer-to-peer system of a 
blockchain protocol, provides users with a unique ID, trans-
parent data storage, location proofing, and zero-knowledge 
proof-based data ownership authorization. The concept of 
introducing the Delegated Proof of Stake (DPoS) consensus 
mechanism is based on the virtual electronic field to enhance 
the location proofing service. Implementing these types of 
measures does not need a trusted third party and a central-
ized server.

Garg et al. [2] proposed an Internet of Things (IoT) 
model which captures information on patient’ movements 
and contact of objects. This solution ensures that this is 
anonymously executed until users have tested positive 
for a COVID-19 disease. The concept of implementing a 
proof-of-concept will utilize a passive Radio Frequency 
Identification (RFID) transceiver for the IoT compo-
nent. Users can wear passive RFID tags without having 
mobile phones with them. This is the first solution pro-
posing IOT with specifically RFID for anonymized RFID Ta
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contact tracing of Infection spread. Blockchain technol-
ogy is used for data storage to ensure privacy through 
distributed ownership and management of stored data. 
Smart Contract (SC) is used for storing captured proxim-
ity information.

Apple and Google have joined to enhance privacy-
preserving contact tracing by introducing an exposure 
notification system [14]. Their tracing mechanism is the 
decentralized approach for contact tracing system. The 
system consists of two phases. In the first phase on 20th 
May 2020, Application Program Interface (API) method-
ologies were released to support applications developed 
by governments, health workers intended to work seam-
lessly on IOS and Android devices. This measure helps 
to manage issues related to Bluetooth Low Energy (BLE) 
scanning and advertisements faced by current applica-
tions. During the exposure notification service, the sys-
tem utilizes the proposed Associated Encrypted Meta-
data (AEM). AEM is the privacy-preserving encrypted 
metadata that includes power transmission to aid in col-
lecting more accurate proximity estimation reports. Once 
the individual downloads a contact tracing application 
that uses the exposure notification API released by Apple 
and Google and opts in to contact tracing applications. 
The users who installed such applications their devices 
start generating “Proximity identifiers” which is dynamic, 
changed every 15 min (approximately). Through BLE, 
those proximity identifiers are periodically shared with 
nearby devices whose users have also opted into the same 
contact tracing application. The proximity identifier is 
then processed on the device and does not reveal the data 
about the user’s location or other personal details. Once 
the user confirms a positive diagnosis of coronavirus 
disease, they can share their diagnosis details with the 
application they installed, which will then inform other 
users who have come into proximity with them in the last 
14 days.

Hao et al [17] proposed solutions combined with the 
use of blockchain, encryption, and anonymization tech-
nologies to ensure the user’s privacy. Blockchain is non-
regional, transparent, and provides a suitable Global 
access platform for COVID-19 pandemic tracing and 
control. The transparent feature can prevent the public 
from intentional misinformation by authorities or third 
parties. Samuel et al [15] used a significant method in the 
field of screening, prediction, forecasting, contact trac-
ing, and drug development for SARS-CoV-2. The assess-
ment of information on the research was executed on the 
databases related to the application of Machine Learn-
ing (ML) and Artificial Intelligence (AI) on Covid-19. It 
also addresses challenges while using some algorithms 
for storing the user data in the Covid tracing application.

Proposed Solution

Several Covid-19 tracing apps store user’s data using weaker 
encryption standards. User’s data can be encrypted using a 
secure algorithm. The cryptographic encryption algorithms 
can be mainly categorized into two types: symmetric key 
encryption. In symmetric key encryption, a single secret is 
used for both encryption and decryption. In contrast to the 
symmetric key, an asymmetric key, encryption is performed 
using two different keys namely public key and private key. 
The public key is used for encryption and the private key 
s used for decryption. There are three encryption stand-
ards namely Advanced Encryption standards (AES), Data 
Encryption Standards (DES), and Rivest-Shamir-Adleman 
(RSA). Advanced Encryption Standard (AES) algorithm 
is the symmetric block cipher. It has a particular structure 
to encrypt and decrypt the sensitive data or files which is 
applied in hardware and software all over the world. It is 
very difficult for hackers to retrieve the original data while 
the application using the AES algorithm. AES was pub-
lished by the National of Standards and Technology (NIST) 
in 2001. It is the symmetric block cipher that replaces the 
Data Encryption Standards (DES). Table 3 provides the fea-
ture comparison of AES and DES.

The cipher takes plaintext of size 18 bit. The key length 
can be 128,192,256 bits. The algorithm is referred to as 
AES-128, AES192, and AES-256 depending on key length. 
The cipher consists of N rounds depends on key length: 10 
rounds for a 128-bit key, 12 rounds for a 192-bit key, and 14 
rounds for a 256-bit key. First N-1 rounds consist of 4-trans-
formation functions permutation (ShiftRows) and three sub-
stitutions (Substitute bytes, MixColumns, AddRoundKey). 
The final round of both encryption and decryption consists 
of three stages namely substitution bytes, MixColumns, 

Table 3  Comparison between AES and DES

Features AES DES

Developed by Vincent Rijmen Horst Feistel
Length of the Key 128,192,256 bits 56bits
Block Size 128bits 64bits
Rounds 10,112,114 rounds 16 rounds
Algorithm type Symmetric Key Symmetric Key
Encryption Time Fast Medium
Decryption Time Fast Medium
Power Consumption Less Less
Security High meet-in-the-

middle 
attack (MITM)

Scalability No Yes
Efficiency High Medium
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and AddRoundKey. Substitute bytes use the S box for byte 
by byte substitution. MixColumns makes the use of mod-
ular arithmetic of four-term polynomials over GF (2^8). 
AddRoundKey is a bit-wise Xor operation of the current 
block with a portion of the expanded key.

Cloud Storage and Security

Cloud Security is also referred to as cloud computing secu-
rity refers to a line of policies, technologies, and controls 
deployed to safeguard data, applications, and associated 
infrastructure of cloud computing (Fig. 4). 

Registration

Users can register through hospitals /Labs /health centers 
or Self-assessment (Fig. 5). Through hospitals user’s details 
like name, Phone number, and further details can be col-
lected and uploaded in the cloud for storage.

Storage

For storing user’s information, we cloud with secure sym-
metric encryption standards (Fig. 4). AES is secure sym-
metric encryption than DES. It is a process that is at least 
six times faster than triple DES. The encryption consists of 
10 rounds for 128-bit keys. User’s Details will be split into 
different blocks based on collected details. Then individual 
blocks are encrypted separately. After block-wise encryp-
tion, each block was uploaded to the cloud at different loca-
tions with user-encrypted _id and block_id. For contact 

tracing, it is enough to use the User’s encrypted id to alert 
the nearby person.

Tracing

iBeacon (Bluetooth low-level Energy) is a compatible 
hardware transmitter. This device consistently broadcasts 
a Bluetooth 4.0 signal (BLE) and its unique identifier to 
nearby portable electronic devices. iBeacon’s communica-
tion is one-way, that an iBeacon could transfer information 
to a receiver device (such as a mobile phone, a laptop, etc.) 
without the need for pairing, making the process signifi-
cantly more transparent. The ID (which is to be changed for 
every 1 min like google authenticator) sent with it can be 
used to determine the device’s physical location, track users 
on the device. Users are notified whenever they’re too close 
to a person infected from coronavirus or someone who is at 
high risk.

Data Privacy and Security

The model consists of 128bit AES encryption. The encryp-
tion consists of 10 rounds for 128bit keys. The fields in the 
user’s data were split into different blocks and then indi-
vidual blocks are encrypted separately. After block-wise 
encryption, each block is uploaded to the cloud at differ-
ent locations in encrypted form. If anybody tries to access 
the user’s data directly from the server, they cannot get the 
whole data since it is stored at different locations. The per-
son who knows secret data-id can retrieve data concerns 
regarding the collection and use of data and its security.

Future Scope

Hence a mobile application should be user-centric and 
should protect users from unwanted intervene. Future work 
remains to build an application by adding high security 
and feasibility in tracing and storing the user’s data. It is 
also designed with an automatic generation of reports by 
self-diagnosis with a high rate of accuracy. These types Fig. 4  Architecture for storing user’s data

Fig. 5  User’s Data Encryption 
and Storage



 SN Computer Science (2021) 2:136136 Page 10 of 11

SN Computer Science

of measures will increase the privacy of the snoopers, 
adversaries.

Conclusion

As Coronavirus spreads through close social interaction, 
contact tracing has become vital for containing its spread. 
Mobile devices present an ideal platform to introduce con-
tact tracing software due to their ease of use, widespread 
ownership, and personalized usage. Therefore, several 
smartphone apps have been developed by governments, 
international organizations, and other parties to mitigate 
the virus spread. However, there is an increasing concern 
regarding the collection and use of data and its security. In 
this paper, we analyzed a huge set of contact-tracing apps 
implementing different security and privacy measures. Spe-
cifically, we analyzed contact-tracing apps for privacy, data 
storage, and data security. From our survey, we conclude 
upon the AES encryption standard and random cloud storage 
for protecting the collected data.
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