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Abstract The significance of modern power grids is

acknowledged every time there is a major threat. This

paper proposes the novel approaches to aid power system

planner to improve power grid resilience by making

appropriate hardening strategies against man-made attack

or natural hazards. The vulnerability indices are intro-

duced, which return the most vulnerable component in the

system based on a tri-level defender-attacker-operator

(DAO) interdiction problem which solves iteratively. The

output of DAO is the set of hardening strategies that

optimally allocated along the network to mitigate the

impact of the worst-case damages. By repeating DAO

problem based on the proposed algorithm, the various

crafted attack is imposed on the system, and the defender’s

behavior demonstrates how an element is vulnerable to

threats. The WSCC 9-bus, IEEE 24-bus, and IEEE 118-bus

systems are employed to evaluate the model performance.

The counter-intuitive results are proven by the proposed

robust hardening strategy, which shows how the hardening

strategy should be allocated to improve power network

resilience against threats.

Keywords Cyber attack, Defender, Hardening, Protection,

Resilience, Vulnerability

1 Introduction

Among the critical and extraordinarily complex infras-

tructure, the significance of the electric power grid is

acknowledged every time there is a cyber/physical attack

or a severe natural hazard. The ability of power networks to

withstand man-made assault or Mother Nature’s threats

referred to the newly emerged discipline in infrastructure

security community called power network resilience [1].

While the traditional reliability indices are not adequate by

themselves to effectually plan for the emerging hazards,

developing resilience indicators help network planner to

allocate the maintenance budget and capital investment to

elevate network functionality against low probability, high

consequence risks.

The current resilience metrics can be classified into two

broad categories, namely the attribute-based metrics and

the performance-based metrics. The performance-based

indices are ordinarily quantitative methods for answering

the question ‘‘How resilient is my system?’’. However, the

attribute-based metrics are usually process-based and

attempt to response the question ‘‘What makes my system

more/less resilient?’’ [1].

While the majority of the current techniques evaluate

the resilience of power networks as a whole, we propose a

novel quantitative approach to obtain vulnerability indices

of power system components through a multi-level game-

theoretic interedition problem. To this end, a game between

attacker, defender, and system operator is established,

where each party seeks to maximize its own interest. In one

side is the aggressor, who tries to impose the maximum
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damage by attacking to the minimal important components,

while in the other side the defender makes the appropriate

network’s component hardening strategy to minimize sys-

tem operating cost (SOC). Hardening refers to a protection

status that makes an element invulnerable to damage [2, 3].

In the third level, the system operator returns the SOC

which evaluates the defender’s and attacker’s tactic.

When the game is played with a certain number of

recourses for attacker and defender, one can recognize the

most important elements in the network from the defender

behavior; the smart attacker always chooses to destroy the

components that cause the worst possible SOC to the

system, thereby the defender protects the most vulnerable

component considering his limited available resources.

Inspired by this fact, we propose the element’s vulnera-

bility indices by observing how frequent an element is

defended when the game repeats with different resources

for the defender. Remarkably, some elements in the system

are rarely chosen for defending even if both defender and

attacker have full resources to target all the network’s

components. While on the other hand, each system has

some essential components that are the first choice for the

defender to make the hardening strategy.

Despite continuing investments in power grid modern-

ization, the electricity system remains vulnerable to a range

of hazards [4]. The resilience concept in power networks

has progressively been developed in the recent years [5]

due to its capacity to lessen the risks associated with the

inevitable disruption of systems. While there is no classical

definition for resilience in power networks, [5] defines

power networks resilience as the capability of electric

power systems to resist against multiple possible outages,

assimilate the initial damage, and restore to normal oper-

ation. As another accepted definition, a high resilience

network should withstand immense and high-impact events

that might have rarely been occurred before [6].

Although controlled islanding is generally considered as

the last measure to rescue a blackout in power grids [7–9],

a defensive intentional islanding scheme to improve grid

resilience proposed by [6], where the corrective islanding

approach utilized to mitigate severe weather effect on the

power grids. In a more component-wise resiliency

improvement approach, [10] proposes a methodology to

model the fragility function for the transmission lines

components, to observe how the whole power networks

will react to the severe inclement weather. The output of

this model finds the perilous network sections, whose

solely depends on the weather intensity, and evaluates the

benefits of alternative measures to augment resilience.

A resilient distribution system planning against natural

hazards is proposed by [11], where a robust optimization

approach utilized to design power networks to withstand

against N � k worst-case network interdiction problem.

One can consider this approach as a resource allocation

problem whose system planner allocate the hardening and

distributed generator (DG) along the feeders to achieve a

resilient network which tolerates worst-case

interdictions.

One may summarize the reviewed and existing literature

in the power network resilience to the different approaches

taken for identifying the vulnerable component of the

network. Among the various techniques, interdiction

problem is well fitted with the resilience assessment

necessities. Interdiction problem in the power network is a

game-theoretic optimization approach between the defen-

der and rational attacker, which attacker’s and defender’s

strategies determine the most vulnerable elements in the

power grid.

In bi-level network interdiction problems, a leader

works against one or more followers who seek to operate

the network with minimum cost. The leader may act to

interdict (i.e., inflict damage upon) a limited number of

network components. After interdiction actions have been

made, each follower responds by developing an operational

plan that maximizes performance on the surviving system.

The modern field of network interdiction evolved from

some works in the 1960s and 1970s that center around the

resilience of a maximum-flow network subject to arc

removal, a problem later proven by [12] to be NP-hard.

Following these papers, some related studies consider both

continuous [13–15] and discrete [15, 16] interdiction of

shortest path networks.

While establishing a sequential game between the

defender and the attacker was traditionally the typical

approach in defining an interdiction problem, one can

improve the model transparency by dividing the attacker,

defender, and operator (defender) into different layers.

Reference [17] applied tri-level programming to formulate

the defender-attacker-defender (DAD) model in power

networks. In this work, the solution attained by a decom-

position-based technique to iterate between the outer

problem and the inner bi-level problem.

For the bi-level problem itself, the Karush–Kuhn–

Tucker (KKT) optimality conditions and duality theory are

considered as the classical solution approach, which con-

verts the bi-level optimization problem to the single level

one [18].

Reference [19] proposed a tri-level mixed-integer non-

linear (MINLP) DAD model and used Tabu search with an

embedded greedy algorithm to seek an optimum defense

strategy. Although they formulate a more comprehensive

interdiction model than the proposed approach in [17], their

model is computationally expensive due to the high non-

linearity of formulation. This is also the reason why they

used heuristic approaches to achieve the solution.
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Reference [20] used the simple model proposed in [21]

and applied a column and constraint generation (C&CG)

decomposition technique to solve the tri-level problem,

which results in a more efficient solution than heuristics or

traditional Bender’s decomposition approaches [22].

Reference [23] proposed a tri-level DAD model whose

addresses the vulnerability of coupled gas-electric net-

works against crafted line interdictions. Due to the pres-

ence of binary variables in the inner problem, they used a

nested C&CG method to solve the proposed model.

In this paper, we propose a tri-level interdiction prob-

lem, whose the players seek to optimize SOC based on

their interests. Unlike most of the existing literature which

considers the cost of the unserved load as the objective

function, we formulate SOC as the cost of load shedding in

addition to the generator operating cost. Moreover, the

players can target all the three essential elements in power

grids, namely generators, transmission lines, and substa-

tions (buses).

Considering Bender’s decomposition framework and

utilizing the duality theorem, the tri-level problem is

decomposed into the so-called master problem and sub-

problem, and the efficient C&CG approach employed to

reach the solution.

Once the game played with the specified number of

resources for attacker and defender, the proposed approach

returns the most critical elements in power systems. By

repeating the game when a defender has the different

amount of resources, we obtain the sensitivity of SOC to

the number of defender’s resources. When a diverse

number of resources are available, the defender behavior

investigation in defending network’s component leads to

the striking outcomes: � protecting the specified number of

elements in each system, results in a resilient system

design, where the power system is robust against N � k

contingencies; ` there are some vulnerable elements which

defended in each round of play, while on the other hand,

some other components have a lower priority for the

defender.

We are reporting this investigation in this paper as a

novel approach to obtain vulnerability indices and ranking

the power grids element vulnerability. This approach aids

the network planner to make judicious planning strategy to

enhance power network resilience.

The prominent contributions of this paper are: �

develop and solve a comprehensive tri-level MILP inter-

diction optimization model in power networks; ` perform

a wide range of case studies in different test case systems;

´ find the robust defending strategy to design a resilient

power network; ˆ propose new vulnerability indices and

ranking vulnerable elements in power grid.

The rest of the manuscript organized as follow: Sect. 2

discusses the problem formulation followed by the solution

approach in Sect. 3. The proposed methodology applied to

three different cases studies in Sect. 4. The conclusion is

represented in Sect. 5.

2 Model formulation

2.1 Tri-level defender-attacker-operator (DAO)

problem

The DAO interdiction problem is expressed as tri-level

programming in this section. Figure 1 demonstrates the

game pattern, where the defender’s strategy is determined

by allocating the limited defender’s hardening resources to

minimize SOC. Note that grid’s elements are referred to

as substations (buses), generators and transmission lines

(power transformers also considered as the transmission

lines) throughout this paper.

Defender, as the game leader, makes the first strategy by

hardening the grid’s elements considering the limited

resources. The defender strategies then pass to both the

attacker problem and the operator problem, where the

operator evaluates the SOC associated with defender’s

plan. The follower in the game is the attacker, who receives

the defender’s decisions and seeks to maximize SOC by

attacking to the undefended component within the network.

This process can be formulated by three hierarchical

dependent optimization problems, known as the sequential

game, or so-called Stackelberg game.

2.2 Problem formulation

The problem (1)–(12) consists of three-level dependent

optimization problem: � upper-level defender problem (2);

Minimizing operating cost 

by hardening the grid’s element 

Maximizing operating cost by

attacking to the grid elements

Minimizing operating cost by determining power 

generation, power flow, and load shedding

Operator 

strategy

Defender strategy

Defender 

resource

Attacker 

resource

Attacker strategy

Fig. 1 Process of interaction between attacker, defender, and
operator
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` middle-level attacker problem (2)–(6); ´ lower-level

operator problem (7)–(12). All the three optimization

problems seek to optimize the objective function (1),

although with different goals.

min
DD

max
DA

min
DO

X

i2B

CSh
i PSh

i þ
X

g2G

CgP
G
g

 !

ð1Þ

s.t.
P

i2B
xDi �RDB

P

i;jð Þ 2L

yDij �RDL

P

g2G

zDg �RDG

8

>

>

>

>

>

<

>

>

>

>

>

:

ð2Þ

xAi � 1� xDi 8i ð3Þ

yAij � 1� yDij 8 i; jð Þ ð4Þ

zGg � 1� zDg 8g ð5Þ

P

i2B
xAi �RAB

P

i;jð Þ 2 L

yAij �RAL

P

g2G

zAg �RAG

8

>

>

>

>

<

>

>

>

>

:

ð6Þ

Fij ¼ Bij hi � hj
� �

Uij 8 i; jð Þ : kFij

� �

ð7Þ

X

g2Gb ið Þ

PG
g �

X

j i;jð Þj 2L

Fij þ
X

j j;ið Þj 2L

Fji ¼ PD
i � PSh

i

8i : ðkBi Þ

ð8Þ

0�PSh
i �PD

i 8i : lDi;max

� �

ð9Þ

0�PG
g �PG

g;maxð1� zAg Þ 8g : ðlGg;maxÞ ð10Þ

Fij

�

�

�

��Fij;maxUij 8 i; jð Þ : lFij;min; l
F
ij;max

� �

ð11Þ

Uij ¼ 1� xAi 1� xDi
� �� �

1� xAj 1� xDj

� �h i

� 1� yAij 1� yDij

� �h i

8 i; jð Þ
ð12Þ

where PG
g;max is the max generation capacity of generator g;

Fij,max is the maximum capacity of transmission line (i, j);

xDi is equal to 1 if bus i is hardened and 0 otherwise; xAi is

equal to 1 if bus i is attacked and 0 otherwise; yDij is equal to

1 if transmission line (i, j) is hardened and 0 otherwise; yAij
is equal to 1 if transmission line (i, j) is attacked and 0

otherwise; zDg is equal to to 1 if generator g is hardened and

0 otherwise; zAg is equal to 1 if generator g is attacked and 0

otherwise; Fij is power flow through line i; jð Þ; hi is the

voltage angles at bus i; PSh
i is the load shedding at bus i; PG

g

is power output of generator g; PD
i is the summation of

loads connected to bus i;CSh
i is load-shedding cost at bus i;

Cg is production cost of generator unit g; Bij is the sus-

ceptance for transmission line i; jð Þ; B is the set of indices

of buses; G is the set of indices of generators; L is the set of

indices of transmission lines; Gb ið Þ is the set of indices of

generators connected to bus i; RDB
;RDGand RDL are the

number of defender’s resource for hardening, respectively,

buses, generators, and transmission lines; RAB, RAG and RAL

are the number of attacker’s resource for attacking,

respectively, buses, generators, and transmission lines.

Defender problem seeks to minimize (1) considering

optimization variables in the set DD ¼ xD; yD; zDf g; and

constraints in (2) are the limits on defender resources for

elements’ hardening. In contrast to the defender problem, is

the attacker problem which works toward maximizing (1)

with the optimization variables in set DA ¼ xA; yA; zA
	 


.

Constraints (3) and (4) apply the rule that the only

unprotected elements can be attacked. Constraints in (6)

bound adversary’s resources for attacking the grid ele-

ments. Both defender and attacker strategies are evaluated

in the last level by the operator problem whose the opti-

mization variables in set DO ¼ PG
;PSh

; h;F
	 


. Constraint

(7) formulates the active power flows on the transmission

lines. Constraint (8) stands for the flow conservation at

each bus. Constraint (9) is the upper-bound UBð Þof load-
shedding for each load. Constraint (10) sets the production

limit of each generator. Constraint (11) bounds the maxi-

mum absolute values of the power flow in transmission

lines. A transmission line can be functional at its full

capacity when Uij ¼ 0, or non-functional due to the attack

to its own, or its connected buses Uij ¼ 1
� �

according to

constraint (12). The dual variables

kFij ; k
B
i ; l

D
i;max; l

G
g;max; l

F
ij;min; l

F
ij;max associated with each

constraint of operator problem are shown following a

colon.

2.3 Vulnerability indices

Perceiving the defender behavior in protecting network

components during multiple runs of the model with a

various number of resources, results in a significant

observation: there are some elements in the system which

are fortified almost in each round of the game, while there

are some other elements that are less important for the

defender. We use this observation and define vulnerability

index for the component as the number of times that an

element is defended during multiple runs of the DAO

model with the different number of defender’s resources.

Algorithm 1 shows the procedure to obtain vulnerability

indices.
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Step 1: Initialization. Set IBV;i; I
G
V ;g and ILV ;ij to zero for all

the network components, where IBV ;i is the vulnerability

index for bus i, IGV ;g is the vulnerability index for generator

g and ILV ;ij is the vulnerability index for transmission line

i; jð Þ.

Step 2: Set the RDB, RDG and RDL
:

Step 3: Solve the DAO interdiction problem.

Step 4: Update the vulnerability indices as follow: � if

xDi ¼ 1, then IBV ;i ¼ IBV;i þ 1, 8i; ` if zAg ¼ 1, then

IGV ;g ¼ IGV ;g þ 1; 8g; ´ if yAij ¼ 1, then ILV ;ij ¼ ILV ;ij þ 1,

8 i; jð Þ.

Step 5: Go to Step 2 and set the new value for defender

resources.

3 Solution approach

The proposed model in the previous section is compli-

cated to solve due to the tri-level structure which renders an

NP-hard problem [19, 24]. While no formal optimization

method has been devised for solving this kind of problem

so far [20, 25], several approaches are available in the

literature based on various versions of Benders decompo-

sition and C&CG methods [22, 26]. In Bender’s based

approaches, dual or sensitivity information from the so-

called sub-problem is used to construct the objective

function of the so-called master problem gradually. On the

other hand, C&CG method generates a new set of con-

straints in each iteration utilizing cutting-plane strategies,

based merely on primal cuts that involve only primal

decision variables. Since differentiability of the problem is

not required in the C&CG method, and it generally per-

forms computationally better than its Benders’ counterpart

[22], it is used in this paper as the solution approach.

Considering the C&CG framework, the first step to solve

our tri-level problem is decomposing the problem into a

master problem and a sub-problem. To this end, the master

problem is formed as a combination of defender and

operator (min-min) problems, and sub-problem constitutes

of attacker and operator (max-min) problems.

The min-min structure of master problem renders a

single-level minimization problem. However, sub-problem

has a bi-level max-min structure which should be trans-

formed to a single-level one, either with duality theorem or

KKT optimality conditions. Note, this transformation is

possible due to the linearity and convexity of the lower-

level problem in its optimization variables. Figure 2

schematically demonstrates the interactions between the

master problem and sub-problems.

3.1 Master problem

Considering C&CG framework, the master problem is

formulated below:

min
DM

g ð13Þ

s:t:

g�
P

i2B
CSh
i;vP

Sh
i;v þ

P

g2G

Cg;vP
G
g;v

ð14Þ

P

i2B
xDi;v�RDB

P

i;jð Þ 2 L

yDij;v�RDL

P

g2G

zDg;v�RDG

8

>

>

>

>

<

>

>

>

>

:

ð15Þ

Fij;v � Bij hi;v � hj;v
� �

�

�

�

��MUij;v ð16Þ
X

g2GbðiÞ

PG
g;v �

X

jjði;jÞ 2L

Fij;v þ
X

jjðj;iÞ 2L

Fji;v ¼ PD
i;v � PSh

i;v 8i

ð17Þ

0�PSh
i;v�PD

i 8i ð18Þ

0�PG
g;v�PG

g;v;max 1� ẑAg;v

� �

8g ð19Þ

Fij;v

�

�

�

��Fij;v;maxUij;v 8 i; jð Þ ð20Þ

Uij;v ¼ 1� x̂Ai;v 1� xDi;v

� �h i

1� x̂Aj;v 1� xDj;v

� �h i

� 1� ŷAij;v 1� yDij;v

� �h i

8 i; jð Þ
ð21Þ

where M is the sufficiently large number; subscript v is the

iteration index, and v ¼ 1; 2; . . .; vmax. The optimization

variables of the master problem are in the set DM including

the defender decision variables xDi;v; y
D
ij;v; z

D
g;v and the oper-

ator decision variables PG
g;v;P

Sh
i;v; hi;v;Fij;v one per iteration

of the algorithm, and auxiliary variable g, which is used to

rebuild objective function (13) progressively. Attacker

parameters x̂Ai;v; ŷ
A
ij;v; ẑ

A
g;v are fixed to their optimal values

Master problem

1) Defender & operator

2) Determine the best

strategy to withstand

against crafted attack

Sub-problem

1) Attacker & dual of operator

2) Determine the worst possible 

attack based on defender’s

decision

Attack 

strategy

Defend 

strategy

Increasing size in 

each iteration

Fig. 2 Process of interaction between attacker, defender, and
operator
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obtained from the solution of sub-problem at each iteration

and used as input parameters of the master problem. Note

that the variables denoted by the hat �̂ð Þ are the fixed

parameters gotten from the solution of the other problem,

e.g., sub-problem. The size of master problem gradually

increases with the iteration counter v since a new set of

constraints (14)–(21) are integrated at each iteration of the

algorithm.

3.2 Sub-problem

Sub-problem has a bi-level max-min structure. Since the

lower-level operator problem is linear and thus convex in

its optimization variables, due to the strong duality theo-

rem, it can be replaced by its equivalent dual problem and

then merge with attacker problem to form a max-max

structure which is a single-level problem. Accordingly, the

single-level sub-problem becomes:

max
DS

X

g2G

lGg;maxP
G
g;max zAg � 1

� �

"

�
X

i;jð Þ 2L

BijÛij lFij;max þ lFij;min

� �

þ
X

i

PD
i kBi � lDi;max

� �

#

ð22Þ

s:t:

xAi � 1� x̂Di 8i
ð23Þ

zAg � 1� ẑDg 8g ð24Þ

yAij � 1� ŷDij 8 i; jð Þ ð25Þ

P

i2B
xAi �RAB

P

i;jð Þ 2 L

yAij �RAL

P

g2G

zAg �RAG

8

>

>

>

>

<

>

>

>

>

:

ð26Þ

Cg � kBi gð Þ þ lGg;max ¼ 0 8g ð27Þ

CSh
i � kBi dð Þ þ lDi;max� 0 8i ð28Þ

kBi � kBj � kFij þ lFij;max � lFij;min ¼ 0 8 i; jð Þ ð29Þ

lDi;max� 0 8i ð30Þ

lGg;max� 0 8g ð31Þ
X

jj i;jð Þ 2 L

kFijBijÛij �
X

jj j;ið Þ 2 L

kFijBjiÛji� 0 8i ð32Þ

lFij;min� 0 8 i; jð Þ

lFij;max� 0 8 i; jð Þ

�

ð33Þ

where DS ¼ xAi ; z
A
g ; y

A
ij ; k

B
i ; k

F
ij ; l

G
g;max; l

D
i;max; l

F
ij;min;

n

lFij;maxg.

The dual objective function (22) is equivalent to (1).

Constraints (23)–(26) are identical to the attacker problem,

where the defender’s decisions are the input parameters.

Constraints (27)–(33) are the associated dual constraints

with operator problem. Note that dual variables kBi in

constraints (27) and (29) include different subscripts,

namely i gð Þ and i dð Þ, which respectively stand for the node

in which generator unit g is located, and the node in which

demand d is located.

3.3 Algorithm

The non-linear master problem and sub-problem pre-

sented in the previous sub-sections are linearized based on

the linearization approaches described in [3, 24]. Consid-

ering C&CG framework, lower-bound (LB) and UB on the

optimal value of objective function gradually construct

with the master problem and the sub-problem respectively.

The optimal solution of the master problem at each itera-

tion is entered as a parameter into sub-problem and vice

versa. The iterative procedure lasts until the gap between

the LB and UB is less than the predefined threshold �. The

detailed steps of this iterative procedure are shown in the

Algorithm 2 as follow.

Step 1: Initialization. Set LB and UB bounds to �1 and

þ1, respectively. Set the iteration counter to v ¼ 0. Set

attacker’s variables x̂Ai;v ¼ 0, ŷAij;v ¼ 0, ẑAg;v ¼ 0.

Step 2: Update the iteration counter, v vþ 1. Solve

the master problem (13)–(21), using optimal values of

attacker variables x̂Ai;v�1, ŷ
A
ij;v�1, ẑ

A
g;v�1 attained from Step 3

(or initialization) to be given parameter. Obtain optimal

solution value of variables DM�. Update LB as LB ¼ g�

(the optimal solution denoted by �ð Þ� for the variables).

Step 3: Solve sub-problem (22)–(33) considering the

optimal values of defender’s variables x̂Di;v; ŷ
D
ij;v; ẑ

D
g;v to be

given parameters. Obtain the optimal solution of sub-

problem’s variables DS�. Update UB using

UB ¼ min UB;
X

i

PD
i ðk

B�
i � lD�i;maxÞ

"(

þ
X

g2G

lG�g;maxP
G
g;maxðẑ

A
g � 1Þ

�
X

ði;jÞ 2L

BijU
�
ijðl

F�
ij;max þ lF�ij;minÞ

3

5

9

=

;

ð34Þ

Step 4: If UB minus LB is lower than a predefined

tolerance �, terminate the algorithm and return the optimal

solution in sets DS� and DM�. Otherwise continue in Step 2.
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4 Case study

The WSCC 9-bus, IEEE 24-bus and IEEE 118-bus

systems are employed to demonstrate the performance of

the proposed model. Note that the following considerations

are made: CSh
i ¼ 1000, M ¼ 1000, Cg is equal to the

quadratic coefficient of the quadratic generation cost, the

maximum iteration for C&CG vmax is 50, and � ¼ 10�5.

The algorithm is implemented and executed using PC with

an Intel� CoreTM i5 CPU running at 3.2 GHz and 8 GB

RAM using GUROBI 7.0.2 under GAMS.

4.1 WSCC 9-bus system

The WSCC 9-bus system [27] with load level of 315

MW and optimum SOC equal to $28.4 is employed in this

section to perform the various analysis. Obtaining sensi-

tivity of SOC to the number of defender’s resources

requires running the model multiple times with different

resources. Note that in each sensitivity analysis, the

attacker has full resources for the attack to all elements,

and defender protects all the networks elements except one

which study performs for those components.

Figure 3 demonstrates how the SOC varied when RDB is

changed. The network experiences full load-shed until

defender hardens at least three buses. While SOC decreases

gradually by increasing RDB, the defender cannot decrease

SOC by adding more than 7 resources for protecting buses.

This protection status entails RDL and RDG to be at least 5

and 2 respectively.

We call this hardening status as the robust defending

strategy, where the network has zero load shed for any

number of attack, or in other words, the power system is

robust against N � k contingency. The sensitivity of SOC

to the RDL and RDG are depicted in the Figs. 4 and 5

respectively. Figure 6 demonstrates the robust defending

strategies for the WSCC 9-bus system, where the red ele-

ments stand for the protected one.

Since the above sensitivity analyses are obtained by

running the DAO problem with different defender resour-

ces, we can drive the vulnerability indices by feeding the

Algorithm 1 according to the number of resources in the

sensitivity analyses. After considering Algorithm 1 along

with 21 runs of DAO, the vulnerability index in the WSCC

9-bus system for the buses, lines, and generators are shown

in Figs. 7, 8, and 9 respectively. According to Fig. 7, the
Fig. 3 Sensitivity of SOC to RDB in WSCC 9-bus system

Fig. 4 Sensitivity of SOC to RDL in WSCC 9-bus system

Fig. 5 Sensitivity of SOC to RDG in WSCC 9-bus system

2 8

G2

G1

G3

90 MW125  MW

100  MW

7

6 3

9 5

4

1

Fig. 6 Robust defending strategy for WSCC 9-bus system
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ranking for the vulnerable buses in descending order is {9,

8, 2, 7, 5, 4, 1, 6, 3}. However, the buses {9, 8, 2} and {5,

4} have the same rank in the system. Figure 8 depicts the

vulnerability indices for the lines. In this figure, line 8-2

and line 8-9 has the most ILV value, while line 3-6 is the last

vulnerable line in the system. Needless to say that the

defender protect vulnerable elements more frequently than

others, like the generator 2 in Fig. 9.

4.2 IEEE 24-bus system

The IEEE 24-bus test system [28] consists of 12 gen-

erator units, 34 lines and 24 buses with the minimum SOC

of $24702.73 employed to demonstrate the model’s per-

formance in this section. Figure 10 shows the robust

defensive strategy for the current IEEE 24-bus, where the

required resources are RDB ¼ 21, RDL ¼ 22, and RDG ¼ 11.

One can decrease the number of necessary hardening

resources by increasing the tight tolerable load shedding

value to more than zero or applying reinforcement strate-

gies for lines and generators.

Running the DAO model 11375 times on the IEEE

24-bus system results in more reliable vulnerability indices

shown in Figs. 11, 12, and 13. According to these indices,

bus 13, line 11 (between bus 7 and bus 8), and generator 4

are the most vulnerable components in the system.

Fig. 7 Vulnerability index for buses in WSCC 9-bus system

Fig. 8 Vulnerability index for lines in WSCC 9-bus system

Fig. 9 Vulnerability index for generators in WSCC 9-bus system
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Fig. 10 Robust protecting strategy in IEEE 24-bus system

Fig. 11 Vulnerability index for buses in IEEE 24-bus system
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A comprehensive sensitivity analyses of SOC to the

defender’s resources conducted in Fig. 14. As can be seen,

different surfaces are created when the number of RDG

varied. It is shown that increasing RDG to more than 7, has a

slight effect on decreasing the SOC. Moreover, the system

needs about 20 of each RDB and RDL to operate around the

minimum operating cost.

4.3 IEEE 118-bus system

In this section, the proposed model is applied to the

IEEE 118-bus system [27], with the load level of 4242 MW

and optimum SOC of $59.1. Note that Fij;max; 8 i; jð Þ are

considered as 150 MW. The studies are done to obtain

robust defending strategies and the reliable vulnerability

indices. To this end, Algorithm 1 was run 6700 times, with

the different combination of the number of defender’s

resources for hardening.

Figure 15 shows the IBV , where the most vulnerable bus

in the system, bus 77, was defended 6656 times, whereas

bus 87 just defended 119 times. The robust defending

strategies depicted in Fig. 16 can prove this attainment, in

which bus 77 placed between two areas of the network,

while bus 87 sited at an area with low connectivity.

The lines indices ILV are demonstrated in Fig. 17, where

there are a few lines with a high level of vulnerability in the

system. This phenomenon may due to the assumption made

for Fij;max in this study. However, there are still several

lines with high ILV , that can be hardened to improve network

resilience.

The last indices are represented in Fig. 18, where gen-

erators 29 and 30, connected to the buses 66 and 69

respectively, have the highest IGV , in contrast to the gener-

ator 51 (connected to bus 111) which has the lowest vul-

nerability within the system (Fig. 16).

5 Conclusion

This paper proposes novel approaches to assist network

planner to improve power grid’s resilience. While cyber

and physical hazards are among the serious threats to the

modern power networks, the effect of a man-made attack

or Mother Nature’s risk can be mitigated through preven-

tive hardening strategies. To accomplish with an efficient

hardening resources allocation for the power networks

components, we propose the state-of-the-art vulnerability

indices based on tri-level interdiction DAO problem.

The DAO problem is a leader-follower game-theoretic

model, where a defender, attacker, and operator are the

game players. To solve this complicated mathematical

Fig. 12 Vulnerability index for lines in IEEE 24-bus system

Fig. 13 Vulnerability index for generators in IEEE 24-bus system

Fig. 14 Sensitivity of SOC to defender’s resources in IEEE 24-bus
system Fig. 15 Vulnerability index for buses in IEEE 118-bus system
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programming, the whole problem decomposed to the so-

called master problem and sub-problem and C&CG

approach employed to obtain the solution iteratively.

Given the specified number of defender’s resources for

hardening, the DAO returns the best strategy for network

protection. Iterating the game with different defender

resources yields a various optimum strategy for network

protection. Inspired by this fact, we propose vulnerability

indices for the grid’s elements which shows how a com-

ponent is vulnerable to the threats, either natural hazard or

crafted attack.
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Fig. 16 Robust protecting strategy in IEEE 118-bus system

Fig. 17 Vulnerability index for lines in IEEE 118-bus system
Fig. 18 Vulnerability index for generators in IEEE 118-bus system
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In addition to the vulnerability indices, we obtain a

robust hardening strategy for the network, in which the

system will be resilient against N � k contingency.

The proposed methods are applied to the WSCC 9-bus,

IEEE 24-bus, and IEEE 118-bus systems and the results

show how vulnerable are the components against threats.

These counter-intuitive outcomes are also proved by the

robust hardening strategy, which suggests the set of pro-

tection tactics for the network components.

The extensive simulation studies on IEEE 24-bus and

IEEE 118-bus systems validate that when the vulnerability

indices obtained from more iteration of the proposed

algorithm, the results are more reliable. Accordingly, one

of the future extension of this paper is applying stochastic

programming for the load, generation, and network topol-

ogy beyond the different combination of resources for the

defender.
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