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ABSTRACT Wireless Body Area Network is an emerging technology that is used primarily in the area of
healthcare applications. It is a low-cost network having the capability of transportability and adaptability.
It can be used in location independent and long-term remote monitoring of people without disturbing their
daily activities. In a typical WBAN system, sensing devices are either implanted or etched into the human
body that continuously monitors his physiological parameters or vital signs. In such a network, trusts among
the stakeholders (healthcare providers, users, and medical staff, etc.) are found of high importance and
regarded as the critical success factor for the reliability of information exchange among them. In remote
patient monitoring, the implementation of trust and privacy preservation is crucial, as vital parameters are
being communicated to remote locations. Nonetheless, its widespread use, WBAN, has severe trust and
privacy risks, limiting its adaptation in healthcare applications. To address trust and privacy-related issues,
reliable communication solutions are widely used in WBANs. Given the motivation, in this paper, we have
proposed a trust-based communication scheme to ensure the reliability and privacy of WBAN. To ensure
reliability, a cooperative communication approach is used, while for privacy preservation, a cryptography
mechanism is used. The performance of the proposed scheme is evaluated using MATLAB simulator.
The output results demonstrated that the proposed scheme increases service delivery ratio, reliability,
and trust with reduced average delay. Furthermore, a fuzzy-logic method used for ranking benchmark
schemes, that has been concluded that the proposed scheme has on top using comparative performance
ranking.

INDEX TERMS Wireless body area networks, body-to-body-networks, energy-efficiency, trust-based
communication, reliability, fuzzy logic.

I. INTRODUCTION

Trust may be defined as the kind of belief that something is
reliable enough that will not harm or interrupt the smooth
services of real-time applications. It has great importance
in real life as well as in the use of dealing with sensitive

The associate editor coordinating the review of this manuscript and

approving it for publication was Wei-Chang Yeh .

data. WBAN healthcare applications are mostly concerned
with entity sensitive data. Hence trust has great importance
and influence on the quality and credibility in healthcare
applications and provisions. Trust-based provision has an
explicit relationship with a healthcare professional because
it guarantees an accurate and timely diagnosis of the
patient [1]. Wireless Body Area Networks (WBAN) is the
particular type of Wireless Sensor Network (WSN) made
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FIGURE 1. Trust based architecture of WBAN.

from small bio-sensors, which are fitted on, or implanted
inside entity-body for recognizing vital parameters [2]. The
implanted bio-sensors monitor the biological changes insides
the body and then sent through control nodes to the gateway
and then further to the remote Medical Server (MS) [3].
WBAN usually assumes star topology because there are
limited bio-sensors associated with the entity-body, and all
are mostly controlled by a central controller [4]. These
central controllers are resource-full devices; however, due to
the recourse-constrained nature of bio-sensor devices, issues
arise at the node level.
Moreover, energy-efficiency is also of equal importance in

terms of reliability in WBAN. The replacement of battery at
remote patient monitoring in WBAN is avoided, especially
in the case of implanted bio-sensors [5]. Figure 1 depicts the
general description of a trust-based scheme for the remote
patient monitoring system in WBAN. In which, data are
collected from the remote patient through the Body Control
Unit (BCU). Then pass the data from the trust engine. After
the necessary action and trust, provision saves the reliable
data in the database of medical server. The trust provision is
accomplished whenever data are collected from bio-sensors.
The detailed scenario is presented in section 3 of the paper.
According to research statistics, more than 80% of WBAN
applications are in the field of the health side [6]. Therefore,
most authors considered healthcare applications as a test case
for evaluating WBAN solutions [7].
In remote patient monitoring, trusted information has great

importance for healthcare providers due to the sensitivity of
data. Therefore, trust and reliability provision is essential
for healthcare services in WBAN [8], [9]. Trust can further
ensure the reliability in WBAN, which is essential in the

healthcare service of WBAN [10]. In the literature, we will
give a detailed review of relevant schemes to address the
research gaps. Furthermore, the cryptography-based solution
is provided in the last section of the proposed solution for
privacy preservation and improved reliability in WBAN.

A. HIGH-LEVEL DESCRIPTION

In healthcare applications, the preservation of trust among
bio-sensors and other devices, e.g., control nodes and
gateways, is essential for the reliability of WBAN [11]. Since
the information sensed by bio-sensors is sent further to be
considered for the diagnosing process of entity-body in the
WBAN environment. Many authors have highlighted various
kinds of challenges in their research works. Therefore,
in WBAN, trust must be ensured to send reliable data to the
medical server. If un-trusted and unreliable data is transmitted
to the medical server/medical database, healthcare providers
(doctors and technicians) will ultimately make a wrong
diagnosis, which can severely threaten the lives of patients.
In this context, trust and reliability in WBANs applications
are highly valuable.

B. LIMITATIONS OF EXISTING SOLUTIONS

WBAN faced many trust, privacy, and reliability challenges
due to critical data. In remote patient monitoring dealing with
healthcare users, the provision of trust of entity and reliability
of data are key challenges. Apart from this, some other key
challenges are related to security, interoperability, mobility,
heterogeneity, reliability, privacy, biocompatibility, and, most
importantly, power consumption. The reliability level of
WBAN is increased by using key management techniques,
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which also provides trust in the network. Although, security
mechanism such as cryptography has been used previously
for trust management [12]. However, previously proposed
trust management schemes consume many resources of
resource-constrained WBANs due to the massive operations
involved [8], [13], [14].

C. MOTIVATION

The paper attempts to address trust management in WBAN
while considering the necessary resources requirement. Trust
management inWBAN is an essential aspect used to improve
the reliability of healthcare services. Some researchers have
demonstrated their trust management models or schemes
used in WSN and WBAN using different approaches. Some
of these approaches are fuzzy logic, machine learning
approaches, bio-inspired, deterministic, and probabilistic
based approaches [8], [14]–[16]. Cooperative communication
is a useful networking approach for trust management and
to increase reliability inside the network. Although, some
authors used a cooperative communication approach for
improving the reliability of inside the network. However,
the detailed performance evaluation has not performed.
Therefore, we have been motivated to address the issue
of trust using the trust engine along with cooperative
communication collectedly in the WBAN environment.

D. NOVEL CONTRIBUTION

The novel contribution of the proposed scheme is a
trust-based ERCS (Energy-Efficient and Reliable Commu-
nication scheme) to ensure trust using cooperative com-
munication. The cooperative strategy has been adopted to
create trust among bio-sensors to make the network reliable.
Furthermore, the trust has generated at the remote medical
server by applying the trust certificate. To the best of our
knowledge, the cooperative sensing approach, along with
the trust engine for trust management has not been used
previously in WBAN. Using this approach, the service
delivery ratio is increased while the average delay is
minimized significantly.
Moreover, for privacy preservation, a new cryptographic

solution is proposed at last to further preserve the privacy of
data during remote patient monitoring inWBAN. The perfor-
mance of the proposed scheme is evaluated using extensive
simulations using various metrics using MATLAB simulator.
The detailed performance evaluation demonstrated that the
proposed scheme outperforms the state-of-the-art previously
proposed schemes in terms of trust, energy-efficiency, and
reliability. In the last section of the paper, a fuzzy logic
rank-based evaluation is given. This ranking-based evaluation
further attested that the proposed scheme gives an improved
performance compared to previously proposed schemes.
In section II, we summarize the most relevant state of

the art schemes related to the problem domain, especially in
the area of WBAN and WSN. In section III, the proposed
scheme is presented for remote patient monitoring using the
WBAN scenario. In section IV, the performance result of the

proposed scheme is demonstrated. And finally, in section V,
the conclusion and future direction are elicited.

II. BACKGROUND AND LITERATURE SURVEY

In this section, we review state-of-the-art trust-based and
reliability related schemes in WBAN. In WBAN healthcare
applications, reliability is a crucial concern since remote
patient monitoring deals with critical data. In remote patient
monitoring, the data is only accepted from a trusted
entity-body. Furthermore, remote patient monitoring involves
several entities when forwarding sensed data to the medical
server. This communication is sometimes based on a Body-
to-Body Network (BBN), which supports several innovative
applications, including remote patient monitoring, interactive
games, and military applications [17]–[19].

He et al. [20] proposed ReTrust (Attack-Resistant and
light-weighted trust management), a two-tier architecture for
medical body sensor networks. In the first tier, the trust
model is defined, and then the trust calculations of Re-Trust
are accomplished. In trust calculation, a different attack
management system is analyzed for different categories of
trust. Moreover, security analysis, efficiency analysis, and
functionality evolution of the proposed ReTrust are accom-
plished. From the critical study, it has been concluded that
the proposed approach prolongs network lifetime capacity
and ensures privacy. However, it lacks the detail of basic
network parameters. Additionally, the explanation is missing
that in what way the proposed trust management approach
improves reliability. Furthermore, the proposed approach
needs to test on the recent WBAN environment. Similarly,
a Dynamic Trust Evaluation Model (DTEM) is proposed by
Ye et al. [9] for WSNs. In the proposed model, the direct
trust approach is combined with a recommendation-based
trust approach to dynamic weight. Furthermore, direct trust is
calculated based on the number of trust factors consisting of
previous communication history. While the recommendation
trust is calculated and evaluated by the third party. The author
performed trust evaluation at the end and stated that a normal
node will always cooperate during communication while a
malicious node will not. From the critical review of the
proposed scheme, we concluded that the trust model is an
efficient alternative to traditional security mechanisms. It can
evaluate and solve the node inside misbehavior attack, which
provides security services to the upper layers. However,
it may be a challenging task to deploy and manage the trust
authority is restrictedWBAN due to a restricted environment.

Ganeriwal et al. [21] proposed a module to check the
actions of its neighbor nodes. Apart from this, the author
also analyzed to know that their activities are cooperative
or non-cooperative. Furthermore, the reputation of neighbor
sensor nodes is also checked. It has been concluded that
enough processing and interaction with sensors are required
to reach a stable point. However, if the bio-sensor has a quick
movement inside the network, the proposed framework will
not be performing accordingly. Feng et al. [16] proposed a
method in which trust is calculated using and analyzing the
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neighbor node’s data forwarding behavior. In the proposed
method, NBBTE (Node Behavioural Strategies Banding
Belief Theory into Trust Evaluation method) is used to estab-
lish trust factors between neighbor nodes. Furthermore, to get
integrated trust values, the Dempster–Shafer (D–S) evidence
theory method was assumed instead of a simple weighted-
average. However, this scheme is not energy-efficient due to
excessive message communication among neighbor sensor
nodes [9]. Gemoz et al. [22] proposed a model where the data
is being classified into three types, raw data, routed data,
and process data. A bio-sensor vital sign is a raw data as
long as other nodes sense it without any additional processing
or routing. Whenever the sensed data is sent to other nodes,
it becomes routed data. Processing means data interpretation,
such as data fusion, data aggregation, or data classification.
In the proposed mechanism, they are associated with energy.
If an action by a node consumes the usual power, then the
effect is coincided as normal. Otherwise, if the effect of a
node consumes more energy, then it is considering as an
abnormal action, and the node is considering as a malicious
node. However, sometimes a critical event consumes more
energy, which is essential for the system to consider, and
the proposed mechanism fails to distinguish it. In [23], [24],
trust is calculated based on three factors. The 1st criteria
are cooperative communication, 2nd criteria are the level
of energy, and the 3rd criteria are data consistency that
the resistance against denial of service attacks. However,
the main limitation of the proposed schemes is that it is not
clear how the trust value will be updated [9].
In [25], Rathore et al. proposed a trust model for Wireless

Sensor Networks in which the trust factor is based on the
consistency and consensus of the data. The paper introduces
a novel model for the trusted computing of a node. The
proposed model proves itself to be more effective compared
to other methods that adopt machine learning and neural
network-based approaches. However, the main drawback of
the proposed model is that if the percentage of malicious
nodes is more than 50%, then the model does not work
well [26]. In [14], Anguraj and Smys proposed a malicious
node detection scheme named "BAN-Trust," which identifies
the malicious attacked on WBAN. BAN-Trust can conceive
common behaviors among the bio-sensor nodes, i.e., data,
energy, and communication. Besides, the proposed scheme
used a clustering approach to minimize delay, increase
throughput, and energy-efficiency. The proposed scheme can
be adopted in an optimized manner for a remote patient
monitoring system in WBAN, where it gives marvelous
results. Fault aware trust determination algorithm (FATD) is
proposed forWireless Body Sensor Network (WBSN) in [27]
by Chitra and Kanagachidambaresan Where the trust of the
node is identified using the voltage of the battery, receiver
signal strength (RSSI), and mobility of the nodes. A unique
value between −1 and 1 is assigned to each node represent
a trust value. The proposed algorithm is a better solution
for trust issues and increases the network lifetime. The
author claimed to test the proposed work in a real healthcare

environment. However, dependency on battery voltage is not
a realistic approach to trust management. Moreover, real-time
testing of the proposed algorithm with diverse parameters is
needed.

Similarly, in [28], Bhangwar et al. tried to solve the issue
of trust by restricting the misbehaving nodes with increased
network lifetime and maintained a trusted and balanced
environment. The author stated that the traditional crypto-
graphic schemes consume much of the network’s resources
and are also complicated for trust evaluation. Therefore, trust
and thermal-aware routing protocol are proposed for trust
among nodes to isolate the misbehaving nodes. However,
with the increasing traffic load, the temperature of some
nodes rises, which degrades the performance of WBAN.
Jayasinghe et al. [13] proposed a privacy preservation
blockchain method for edge computing know as Trust Chain.
In which a mechanism for IoT devices trust can be evaluated
incorporating their physical properties and identity. This
future eliminates physical attacks on IoT devices. The main
limitation of the proposed mechanism is that the centralized
server is used for storage. Moreover, excessive exchange
of messages between the device and server overload the
network.

In this research study, state-of-the-art trust-based research
contributions for WBAN application are reviewed. We have
concluded from the literature survey that a novel scheme to
enhance the trust and reliability level of WBAN applications
is needed. The new scheme should increase the trust level
for remote patient monitoring in WBAN. Moreover, with the
increase in trust level, the reliability level is also increased in
WBAN.

III. PROPOSED SYSTEM MODEL

In this section, the proposed model is discussed in detail.
In WBAN remote patient monitoring applications, numerous
body vital signs are sensed by bio-sensor nodes. These vital
parameters are then sent to the remote medical server or
cloud-based server for further processing, where necessary
treatment and action have been carried out on it. In the
system model, all the components from simple bio-sensor up
to the medical server are mentioned. To maintain trust and
reliability, it is necessary to ensure it from tier one at zero level
of WBAN, where we need trust and cooperation at the first
stage. At the second tier of WBAN, i.e., at the gateway level,
trust provision is essential. Then, there is a stable and secure
network at the medical server where trust provision is not
an issue. However, the trust provision is initialized from the
medical server. Moreover, relay nodes may also involve in the
routing process in the most cause in WBAN [29]. Therefore,
relay nodes’ extra responsibility is to discover and maintain
a trusted route in the network.

The maintenance of the trusted routes is also the
responsibility of the relay nodes or control node. The
proposed scheme has been elaborated and demonstrated
in the following ways. First, a trust-based remote patient
monitoring system architecture is developed. The basis of
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FIGURE 2. Trust-based and reliable model.

the trust-based architecture, trust-based cooperative system
is designed. And lastly, the cryptography Solution for privacy
preservation is discussed in section 3.3.

A. TRUST-BASED REMOTE PATIENT MONITORING SYSTEM

ARCHITECTURE

Motivation: The primary motivation for the proposed
scheme is that the traditional cryptographic schemes utilized
much of the resources of the resources constrain WBAN
for trust management. Therefore, an alternative for these
security schemes is light weighted cooperation-based trust
management. In which the first trust values are generated
by the trust engine, as shown in Figure 2. Based on
this, a trust-based cooperative communication model is
developed.
Figure 2 elaborates on the architecture, which is based

on Hedaquin architecture [8], [30], but we used it for trust
management. In the proposed architecture, the trust engine is
the basic unit that takes inputs from trust rating, cooperative
aggregation rating, and rule rating. Then the trust engine
calculates the trust information based on these three kinds
of ratings. On the base of trust information, healthcare
providers make the necessary healthcare decisions about
remote healthcare users. In trust-based details, there is an
indicator to the healthcare provider about the quality and
privacy of healthcare data of remote end healthcare users.
Trust rating includes local/global rating; healthcare users give
the local rating at the remote healthcare site. Before trust
provision, a remote healthcare provider provides a global
rating before trust provision. The rule ratings collected from a
rule machine, which is the rating given to each node basis on
degree and certificates. Furthermore, the aggregation rating
is gain from the aggregation engine. In WBAN, each user is
considered a cluster, and aggregative data are collected by
Cluster Head (CH ) [12], [31]. In the cause of received and
calculated measurement data are the same, then the trust rate

of data will be high. The computed trusted information has
great importance for a healthcare provider to decide about
a remote patient [8]. In the proposed scheme, the rating
is a tuple (Px,y,sc,t , Qx,y,sc,t, Cx,y,sc,t ), where P,Q,C is a
real number between 0 and 1 and P + Q = 1. Likewise,
R is a positive fraction, S is a negative fraction, and C is
the predictability of the rating. Besides, in subscript x is
the healthcare user who provides the rating. Bes y is the
healthcare user who has been rated, and sc is defined as the
scope of the data. While t is the trust type for healthcare data.
The scope in the tuple is the vital sign measurement, e.g.,
heart rate and device ECG machine.
A Trust engine is a tuple (Rx,y,sc,t , Sx,y,sc,t ) ∈ T ,

where T is a trust of end-user healthcare data. The trust
engine calculates the trust of healthcare data provided by
remote healthcare users. The trust derived in the trust engine
is depended on trust rating, aggregation rating, and rule
rating. Furthermore, trust ratings from high recommendation
will be given preference on relatively low recommendation
data. The re-communication includes information about the
critical of data and their privacy level. The trust-based rate
recommendation is considered as follows:

Rx,z,sc,F,t = Ry,z,sc,F,t (1)

Sx,z,sc,F,t = Sy,z,sc,F,t (2)

Cx,y,sc,F,t =
Rx,y,sc,R,t

Rx,y,sc,R,t + Rx,y,sc,R,t
× Cy,z,sc,F,t (3)

Cx,y,sc,F,t is the trust rating at the local level at the
remote side. Certainty ‘C’, high degree value, obtains
excellent rating and attention as compared to low certainty.
After calculating the rating for healthcare data (local/global,
aggregation ratings and rule rating), the healthcare data
will be in the form of a tuple (RTx,y,sc,F,t,STx,y,sc,F,t ) and
(RRx,y,sc,F,t,SRx,y,sc,F,t ). Furthermore, trust can be calculated
at the global level by the trusted party at the health care unit
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FIGURE 3. Structure of CNM (cooperative node message).

in the trust engine as follow:

TRx,y,sc,F,t = ωT · RTx,y,sc,F,t + ωT · RRy,sc,F,t (4)

TSx,y,sc,F,t = ωT · STx,y,sc,F,t + ωT · SRy,sc,F,t (5)

In equations 4 and 5, ωT is the weight of trust given to the
vital sign of different entity parameters andωT ∈ R

+ positive
fraction.
Most importantly, this measurement automatically calcu-

lated the trust of remote healthcare user data and gave a
weight according to their rating [30]. The trust evaluation
improves the reliability of communication and isolates the
malicious nodes interference [32].

B. TRUST-BASED COOPERATIVE COMMUNICATION

SYSTEM

In this section of the paper, we describe in detail the cooper-
ative communication strategy for remote patient monitoring
in WBAN, according to [33], [34]. In cooperative com-
munication scenarios, cooperative sensed values collected
from different bio-sensors deployed on entity-body. The
cooperative communication strategy is based on Cooperative
Node Message (CNM) and Cooperative Communication
Trust Model (CCTM).

1) COOPERATIVE NODE MESSAGE (CNM)

Cooperative Node Message is sent from Cluster Head (CH)
through Gateway (GW) to requested a remote Medical
Server (MS). In MS healthcare providers, check their trust
and cooperation status updating the trust information and
awareness in the network. The structure of CNM is presented
in Figure 3. CNM contains four sub-sections bi-sensor node
id, battery status, number of critical packets encountered, and
cooperation status (i.e., either cooperative or non-cooperative
node).
In healthcare site healthcare provider validates all the

requirements of cooperative nodes. And cooperative infor-
mation is communicated back through GW to control nodes
or CH .

2) COOPERATIVE COMMUNICATION TRUST MODEL (CCTM)

CNM is initially sent to the requested WBAN and compares
the initial parameters, the requester ID, Bio-sensor unique
identifier and neighbor list, etc. The proposed scheme will be
further elaborated by explaining its steps and requirements.
The trust level can be directly calculated between the

acquisition and collaboration among neighboring nodes in
WBAN. In the cause of relay nodes (R), cooperative behavior
is maintained in Trust Lists (TLs). The trust list record is
updated on a regular interval on interaction with intermediate
nodes. The TLs value is calculated using a correlation on the
base of the information received from the intermediated node
in CNM. The TLs table and trust value calculation table are
demonstrated in Table 1.
The bio-sensor node’s status is based on node storage

capacity and remaining energy. A bio-sensor node has four
primary status: critical poor, normal, and unusual. The critical
node needs direct attention to communication. A node with a
poor state, i.e., the storage capacity of 95% of its remaining
energy is below 15%, a normal node has status storage
capacity below 95%, and its residual energy is between 15
to 80%. And similarly, a node having status unusual has
storage capacity under 95%, and the remaining energy is
over 80%. This classification of bio-sensors helps us in
creating a cooperative trust model inWBAN in remote patient
monitoring.
We focus on creating trust among the bio-sensors related

to an entity-body based on the above information in Table 1.
Which usually derived from the bio-sensors node associated
withWBAN. The scenario of Trust-Based ERCS is illustrated
in Figure 4, where we consider two bio-sensor nodes A
and B are related to a single WBAN. Moreover, A and
B can easily decode their values send by others using a
cooperative network coding approach. A relay node may
involve a bio-sensor node not directly linked to the gateway
node. In this case, a node from WBAN is used as a relay
node (R). Similarly, trust is built among all bio-sensors
devices using a cooperative network coding approach. The
cooperation among sensor devices A andB are explainedwith
the help of the below algorithm.
In figure 4, two sensor nodes A and B are considered

to be cooperating and sharing their initial value to provide
trust among bio-sensor nodes. Therefore, A and B share their
value (remaining energy and storage capacity) so that trust
can be generated in the WBAN. Moreover, trust value can
also be generated based on their initial values and cooperation
status. The node having high trust value or packet having high
trust value is communicated further in WBAN remote patient
monitoring system. The algorithmic steps of the proposed
scheme are given below in Algo-1:

Thus, the trust level can be achieved using a cooperative
network coding approach, which provides reliability in
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TABLE 1. Correlation between battery status, cooperation status, and trust value.

FIGURE 4. Bio-sensor A and B cooperation.

Algorithm 1 Proposed Trust-Based ERCS Scheme
START

Requirement: SA, SB, SGW communicate their initial values
for each session T do

1) If Bio-sensor A generate → SA
2) Bio-sensor B generates → SB

Then

3) Both Broadcast SA and SBvalues
4) Bio-sensors A,B & GW Received Broadcast values

SA & SB, SB
⊕

SA, SA
⊕

SB else,
5) Bio-sensors A transmit → SAB = SA

⊕

SB
6) Bio-sensors B transmit → SBA = SB

⊕

SA
7) Gateway get SAB →= SA

⊕

GWvalue
8) Gateway get SBA →= SB

⊕

GWvalue
9) Thus, Gateway GW get → SAB ≈ SBA

end if

10) Gateway GW Update their table
11) Gateway GW → SA & SB, SB

⊕

SA, SA
⊕

SB
12) For the trust, provision check the calculated and

received values.
End for

the network. Furthermore, using a cooperative approach,
the energy consumption will be minimized significantly.
Moreover, trust can be calculated using the formula

in equation 6;

Tr = Wc Tc+We Te+Wd Td (6)

In the above equation, Tr represents trust level, Wc, We,
and Wd is the wait associated with trust interaction. Tc
represents communication trust, Te represents energy trust,
and Td represents data trust. Furthermore, Wc is weight is
correlated with the interaction trust, We is the energy trust,
and Wd is the weight associated to data trust. While Wc +

We + Wd = 1 are all are non-negative numbers, Tc of a
bio-sensor node is calculated according to successful (S) and
unsuccessful (U ) communication among bio-sensors nodes.

Tc =
S

S + U
(7)

After that step, cluster, formation, and Cluster Head (CH )
selection are performed. The main aims of the clustering
approach are to minimized delay and send the cooperative
data to the medical server. The proposed novel cooperative
approach to generate adequate trust and to reduce energy
consumption in remote WBAN remote patient monitoring.
Similarly, the energy trust prediction model can measure the
bio-sensor node’s energy level. Following is the standard
equation for the measurement of energy trust.

Te =

{

1, if Erem < Etr

0, −E else
(8)
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FIGURE 5. Proposed cryptographic-based privacy evaluation model.

Te is calculated for the usage rate of energy. Erem is denoted
as the remaining energy, and Etr is the energy threshold.
In case the residual energy goes down from the remaining
energy, then the bio-sensor node isn’t allowed to do the
necessary communication.

C. CRYPTOGRAPHY SOLUTION FOR PRIVACY

PRESERVATION AND RELIABILITY

In this section of the paper, a light-weighted data encryption
solution is developed for remote healthcare system using
WBAN. It is considered that the cryptography mechanism
of our previous research work [12], is utilized here for
privacy-preservation. This hybrid approach uses the session
key with the trust value generated during the last section to
ensure privacy. The privacy issue is a significant challenge in
remote healthcare monitoring WBAN. Privacy preservation
of healthcare sensitive is to maintain a trust base on
creating a reliable session for critical data. Therefore,
the proposed cryptographic solution tries to guarantee privacy
at its best level. The privacy preservation solution for
remote-Healthcare WBAN assured secure and trust-based
transactions among nodes using session key size (128 bits).
A packet is sent to the healthcare user, which contains the
content of vital signs, node ID, and trust value. The gateway
also appends its secret value with the packet. Then the
encoded message is communicated to the medical server,
where the healthcare provider checks their integrity and grant

access based on trust value. Then in the secure session,
the cooperative data are communicated. The trust-based link
is ended at the server-side after a specific time whenever there
is no need for connection for data transfer.

Figure 5 describes the cryptographic solution for health-
care users in remote patient monitoring in WBAN. Health-
care user sends a request based cooperative trust value
through the gateway to the medical server. Where healthcare
provider authenticates their identity and the secure session
is established for remote healthcare users. Then session has
been active for the time of a specific time frame. After
accomplishing the data transfer between healthcare users
and healthcare providers, the secure session made ended
whenever needed. This process is again initiated whenever
a new request is made for communication.

IV. SIMULATION AND EXPERIMENTAL RESULTS

This section of the paper presents a performance evaluation
of the trust-based energy-efficient remote patient monitoring
scheme using a cooperative mechanism. In the simulation,
the scenario of the proposed study is demonstrated to evaluate
its performances. After the description of the network
scenario, the system validations are performance, and the
output results are examined. The experiments are carried out
using MATLAB simulator to analyze the performance of
the proposed mechanism. MATLAB is a simulation platform
suitable for low powered wireless network scenarios, such as
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FIGURE 6. Illustration of the remote-health network scenario used for the performance
evaluation.

a sensor network. For performance evaluation, the simulation
result has been tested and compared with a different state of
the art schemes.

A. NETWORK SCENARIO

The network scenario of the proposed mechanism is given
in figure 6. For simulation, 15 × 15 m2 network area
is considered. For the experiment setup, IEEE 802.15.6
wireless standard is being adopted. The mentioned standard
provides a low power, short-range, and reliable channels
for human body communication. For data communication,
cooperative strategies are adopted between bio-sensors and
Gateway (GW ). For the proposed work, the cooperation of
two nodes A and B are considered in the Figure 6.

B. SIMULATION SETTING

The initial residual energy of WABN is considered 5 Joules,
and the communication range of the proposed WBAN is
considered between 2 → 15 meters. For the proposed
setup IEEE 802.15.6 wireless standard is used, and for data
forwarding, star topology is used as shown in Figure 6.
Bio-sensors related to WABN are considered as a group
or clustered. Furthermore, the energy consumed during the
simulation is formulated as;

Erem = Etotal − (Et + Er + El) (9)

In equation 9, E and Etotal is the total initial energy,
while Et and Er are energy, consumption during trans-
mission and receiving of data packets. Similarly, El is
the energy consumption during body fading and interfer-
ence in WBAN communication. Moreover, in the WBAN
environment, two types of radio transceivers are generally
used, i.e., Nordic (nRF2401A) and Chipcon (CC2420) [35].
But according to our proposed model, we preferred to
use the Nordic (nRF2401A) transceiver because it is a
low power transceiver.We considered the simulation time

TABLE 2. Simulation parameters.

50 seconds for the proposed scheme. Table 2 Simulation
Parameters demonstrates the list of parameters used for
trust-based energy-efficient cooperative communication in
WBAN. Furthermore, for mobility support, we used a
group-based mobility model, according to which each
WBAN is considered as a group or cluster of bio-sensors.

In Figure 6, there are ten bio-sensors in which two
are considered as cooperating nodes, and remaining are
non-cooperating nodes. All bio-sensors are communicating
their vital sign through the gateway to the medical server for
remote patient monitoring.With the increase in the number of
uncooperative nodes, the average service delivery decreases
while the average service delay becomes increases.

C. PERFORMANCE ANALYSIS OF TRUST-BASED ERCS

This sub-section focuses on the performance analysis of
the proposed trust-based cooperative strategy for remote
patient monitoring in WBAN. The first and perhaps the most
import analysis of the proposed scheme is when all the
bio-sensor nodes are non-cooperative, which have to con-
dense service delivery ratio. Through cooperative strategy,
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FIGURE 7. Service delivery probability and average delay vs number of uncooperative nodes.

all or some nodes perform cooperation among themselves,
which maximized average service delivery. Additionally,
the average service delay becomes minimized significantly.
Average service delivery is measured in percentage, and
average service delay is measured in millisecond (ms).
1) Experiment 1 – Average Service Delivery andAverage

Delay for Un-Cooperative Nodes:- In Figure 7,
the service delivery probability and average service
delay for uncooperative bio-sensors nodes are pre-
sented as shown. Two parameters average service
delivery ratio and average delay are analyzed on the
base of un-cooperative bio-sensors. The cooperative
bio-sensors are not considered in this experiment. In the
traditional non-cooperative approach, the performance
is linearly increased, suitable only for a limited
network.
As can see in Figure 7a, with the increase of the
number of un-cooperative nodes, the service delivery
probability becomes decreases. Moreover, increasing
the number of un-cooperative nodes, the average delay
becomes increase, as shown in Figure 7b.

2) Experiment 2 - Average Service Delivery and Average

Delay for Un-Cooperative VS Cooperative Nodes:-

In this section, cooperative nodes are compared
with un-cooperative nodes concerning average ser-
vice delivery and average delay for the proposed
Trust-Based ERCS, as shown in Figures 8a & 8b. It has
clear from the results that the cooperative communi-
cation approach has improved outcomes compared to
the non-cooperative method. That is due to unwanted
communication is avoided.
Figure 8a& 8b, demonstrates the average service deliv-
ery ratio and average delay encounter while increas-
ing the number of cooperative and un-cooperative
nodes in communication. It is clear from the result
that cooperative communication increases the service
delivery ratio as 96%, with 10% uncooperative nodes.
Similarly, the average delay becomes decreases as
30% as compared to un-cooperative nodes with the

presence of 10%un-cooperative nodes. The experiment
is conducted on a maximum of up to 10 nodes for the
more generalized result.

3) Experiment 3 - Trust value, Energy Consumption,

and Reliability using Cooperative Nodes:- In this
section, we compared the DTEM [9], Trust-Based
IDCA [14], and the proposed Trust-Based ERCS
scheme for trust value, reliability improvement, and
consumption. Figure 9 demonstrates the trust ratio
between the proposed and state of the art relevant
schemes. It’s clear from the graph that the trust ratio
using cooperative strategy in the proposed scheme
maximized the trust ratio significantly due efficient use
of cooperative nodes and trust value generation at the
initial stage. Using a cooperative approach, a 95% trust
ratio is achieved.
By increase the trust ratio, the improved reliability
is achieved using the proposed cooperative strategy
for trust-based remote patient management in WBAN,
as shown in Figure 10. For a maximum of ten
cooperative nodes, the reliability level is 91% due to
the trust generated by cooperative bio-sensors.
In Figure 11, the energy consumption comparison is
demonstrated by using different cooperative nodes.
From the yielded graph, it is concluded that the pro-
posed scheme outperformed the benchmark schemes,
i.e., IDCA [14] and DTEM [9]. A maximum ten node
cooperative, the energy consumption of the proposed
trust-based ERCS, is 3.7 Joule, while DTEM has
energy consumption 4.7 Joule.

D. RANK BASED EVALUATION OF PERFORMANCE

MATRICES

In this section, we performed the rank-based performance
evaluation of the proposed scheme compared with state-
of-the-art relevant schemes using fuzzy logic. Which is an
efficient method and carry great results for comparisons
of the performances of different schemes [36]. Moreover,
the evaluation of trust management using fuzzy logic is not
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FIGURE 8. Service delivery ratio and average delay for cooperative vs un-cooperative nodes.

FIGURE 9. Trust ratio vs cooperative nodes.

used before. We have demonstrated performance metrics
of DTEM, FATD, Trust Chain, IDCA, and the proposed
Trust-Based ERCS schemes, as shown in Table 3. In this
table, trust value (TV) is derived according to equation 6.
Similarly, the reliability ratio also depends on the trust
ratio of WBAN communication. If the trust ratio increases,
the reliability ratio increase ultimately, as showed in Table 3.
Accuracy of data delivery D(M ) is expressed in terms
of expected error between the actual value of bio-sensor
cooperation and average normal estimated value (M ). Hence
we adopt the mean square error among S and S(M ) for the
accuracy of data delivery calculated for the given scenario as
given as,

DA (M) = 1 −
D (M)

E
[

(S-S (M))2
] (10)

Moreover, the service delivery ratio and delay are cal-
culated in percentage according to experiment 1&2 of the
experimental results, as shown in figure 7 and 8. The energy
consumption is calculated according to equation 9 mentioned

in the performance evaluation section IV and demonstrated
in figure 11 calculated according to the formula throughput =
number of bytes
average time . For the proposed scheme, the formula for

throughput is given in equation 11 below.

Th = B · log2

(

1 +
S

N

)

(11)

For the proposed MIMO system WBAN, in the given
equation, B represents bandwidth and ( S

N
) represent the

signal to noise ratio. The capacity of throughput increase
linearly according to the formula. Besides, confidentiality is
measured between the range of values 0 to 1, as shown in the
table, while privacy and scalability are measures according to
and comparison with other research work.

In this research work, a fuzzy logic-based method
named Evaluation Based on Distance from Average Solu-
tion (EDAS) has been used for the performance evaluation
of ranking of the proposed scheme with the stat of the
art relevant schemes which are mention above. The various
performance metrics identified in the literature review are
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FIGURE 10. Reliability ratio vs number of cooperative nodes.

FIGURE 11. Energy consumption vs number of cooperative nodes.

compared for the proposed Trust-based ERCS with avail-
able benchmark schemes. Furthermore, in this evaluation,
the cross EDAS method is used for the accumulation of
cross-efficient values of various parameters, five different
schemes, including the proposed one. The aggregate of
Assessment Scores denoted by (λ) can be measured for
ranking of proposed, and other relevant schemes for the
calculation of the positive distance denoted as (Pℑ) from
average solution and negative distance denoted as (Nℑ) from
an ordinary solution.

In Table 3, the performance matrices of different schemes
are considered.
Step 1st :- Calculate the solution of the average value (ψ)

of all matrices in equation 12;

(ψ) =
[

ψβ
]

1×δ (12)

where,

(ψ) =

∑x
i=1 Xαβ

x
(13)

The above step defines the performance matrices as
criteria of various state of the art approaches. Furthermore,
the aggregate calculation values of equations 12 and 13 can be
acquired as the average value (ψ) for every calculated value
against each given matrices, as shown in Table 4.
Step 2nd :- In this step of the EDAS based positive distances

from taking the average of (Pℑ) in equations 14, 15 and 16 as
given below:

Pℑ =
[

(Pℑ)αβ
]

δ×δ
(14)

If the case of β th criterion is more favorable then

(Pℑ)αβ =
Maximum

(

0,
(

AVβ − Xαβ
))

AVβ
(15)
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TABLE 3. Performance metrics of the various schemes.

TABLE 4. Cross-efficient values.

and if less favorable then the above-given equation become
as:

(Pℑ)αβ =
Maximum

(

0,
(

Xαβ − AVβ
))

AVβ
(16)

In the above equations (Pℑ)αβ denoted the positive
distance of βth rated algorithms from the average value
concerning αth rating performance parameters, respectively.
The calculated results can be reflected in the below
Table 5:
Step 3rd :- In this step of the EDAS calculates the

negative (Nℑ) distances from the average of (Nℑ) using
equations 17, 18 and 19 as demonstrated as below:

(Nℑ) =
[

(Nℑ)αβ
]

δ×δ
(17)

If the βth criterion is the more favorable then

(Nℑ)αβ =
Maximum

(

0,
(

AVβ − Xαβ
))

AVβ
(18)

and if less desirable then the given above equation become:

(Nℑ)αβ =
Maximum

(

0,
(

Xαβ − AVβ
))

AVβ
(19)

In equations (Nℑ)αβ denoted the negative distance of βth
rated algorithms from the average value concerning αth rating
performance parameters, respectively. The results reflect
in Table 6 below:
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TABLE 5. Analysis results of average
(

Pℑ

)

.

TABLE 6. Analysis results of average (Nℑ).

Step 4th:- In this step weighted sum of positive (Pℑ) for the
Rated Algorithms, as shown in Table 7 below:

(SPℑ)α =

x
∑

β=1

yβ (Pℑ)αβ (20)

Step 5th:- In this step weighted sum of (Nℑ)αβ for the Rated
Algorithms is shown in Table 8 as below in equation 21:

(SNℑ)α =

x
∑

β=1

yβ (Nℑ)αβ (21)

The result reflected in the table 8 below:
Step 6th:- In this step, the calculated scores based on of

(SPℑ)α and (SNℑ)α values which are based on a given rated

method are stated in the following equations 22 and 23:

N (SPℑ)α =
(SPℑ)α

maximumα ((SPℑ)α)
(22)

N (SNℑ)α = 1 −
(SNℑ)α

maximumα ((SNℑ)α)
(23)

Step 7th:- In this step, calculates the scores based on
N (SPℑ)α and N (SNℑ)α values which are based on the
appraisal score (AS)which is equal to (λ) for the Ratedmethod
given in equation 24:

λα =
1

2
(N (SPℑ)α − N (SNℑ)α) (24)

where 0 ≤ λα ≤ 1.
The outcome of (λ) is determined by the aggregate score

of NSPℑ and NSNℑ values.
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TABLE 7. Analysis results of the aggregate (SPℑ)α .

TABLE 8. Analysis results of the aggregate (SNℑ)α .

TABLE 9. Analysis result of five state of the art schemes.

Step 8th:- In this step activity related to the measurement
of the appraisal scores (λ) in terms of decreasing order and
then determine the ranking of Rated methods is stated. From
the output result, it is clear that best ranking schemes have a

higher (λ) compare to other related schemes. So, in the below
Table 9, the proposed algorithm has the highest (λ) as shown.
Therefore, the final calculated ranked result is demonstrated
in the table 9 below.
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From the output fuzzy logic EDAS-based ranking, we con-
cluded that the proposed scheme outperforms the available
state of the art schemes available in the research domain.
From the output table, the proposed scheme is on top based
on the performance metrics. While Trust Chain [13] and
DTEM [9] are on 2nd and 3rd ranked and so forth.

V. CONCLUSION AND FUTURE WORK

In a fast few years, WBAN-based technologies open a new
way for remote healthcare treatment. WBAN is a very
interesting technology consists of a constrained network
formed from bio-sensors devices. Bio-sensors sensed vital
signs and sent them to the medical server for principal
medical analysis. The data manipulation is very critical and
needs trust-based provision in WBAN remote healthcare
applications. Therefore, trust-based remote patient monitor-
ing and the energy-efficient scheme have been proposed in
this research work to increase trust and reliability. Focus
is on trust-based medical services to perform healthcare
activities at the remote side to healthcare users at the
doorstep. The proposed work is a novel healthcare idea in
WABNs. First, a trust-based model for creating trust values
is proposed. Then based on the trust value, a trust-based
cooperative communication system is developed. And finally,
for reliability and privacy insurance, a cryptographic based
solution has been proposed. The proposed solution tried
to improve the error-free reliable service to healthcare
users. Furthermore, the proposed scheme improved trust
level and reliability with minimum energy consumption.
Moreover, the average service delay of communication done
for critical data communication is minimized. A fuzzy logic
EDAS-based ranking indicates that the proposed scheme
outperforms the available benchmark schemes.
In the future, the proposed scheme will be implemented on

the software testbed. Furthermore, a more generalized health-
care architecture will be proposed using IoT Technology.
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